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|. Introduction

Shortly after the first of the year, 1971, the Center for Advanced
Conput ati on (CAC) at the University of Illinois will begin to use the
facilities of the ARPA network. W are the first of a small class of
net wor k nodes whose chief characteristic is that the node is a port
to the network only. Al conputational power for these nodes wll be
taken from ot her nodes on the network, ILLIAC IV for exanple.

An inmportant characteristic of nost of the users at our Center is a

| ack of sophistication about data conmmuni cation techni ques and
practices. The user will eventually be in the najority of those
using the network fromall nodes but the problemis ours, alnobst from
the start.

In our discussions with our prospective users of the network as we
designed our port facility, we found that the greatest confusion and
consternation arose over having to deal with network protocol at the
"nitty-gritty" level of sockets, links, etc. Wile nost of them have
been acclinmated to conputer systens at the file and devi ce-by-nane

| evel where the software system handl es details, here on the current
versi on of the network, the user handles all details.

Thus, we were conpelled to seek a user level interface to network
protocol where all user protocol is handled synbolically with system
procedures making the translation into host-to-host protocol

Currently, connections are established by exchange of known socket
nunbers for the four | oose ends of the connection. This requires

either that the user or process always know all socket nunbers he

will use at his or other installations OR that his NCP (and/or

rel ated software) renenber themfor him allowing himto reference
t hem synbolically.

We propose a nore general solution to the "tel ephone book" approach

of obtaining socket nunbers for user or processes. Only the host, at
each site, knows its socket nunber space at any given instant in tine
as well as the status of the user or process to which a socket nunber
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assigned. Additionally, nbst pernmanently assigned devices and/or
processes are known by standard mmenonic | abel s such as DSK (disk),
LP (line printer), CR (card reader), TECO (PDP-10 text editor), etc.
In nost systens, all other conmunications are done through files or
pseudo files, known only to the user by their names and not by their
i nternal mechanism In other words, npbst intrasystem comunication
at the user level is by synbolic reference to both devices and
process.

We propose facilities, by extension of the current protocol, that
will allow users to use the network on a connecti on-by-nane basis as
they already do in their host system In the remainder of this paper
we will present the suggested extensions to the current protocol and
give an exanple of its usage in a dial ogue between a user at CAC,
controlling two processes; one at UTAH, and one at PACLI (ILLIAC IV
construction site).

Pr oposed Extensions to Protoco
Let us define a class of syntax elenments for use in our proposed

extensions to the protocol. (This syntax is expressed in the
nmet al anguage of the ALGOL-60 report.)

<l abel > :: = <usercode>/<fil enane>| <devi ce nanme>

<devi cenanme> ::= <string>

<usercode> ::= <string>

<filename> ::= <string>| <fil ename>/<string>

<string> ::= <char>| <char> <string>

<char> ::= AIBICD EfJFfGHI|IKIL MNOP QR SITIU VIWX| Y| ZO0|1 2
3[4 5]6]7|8[9].],

A standard set of <devi cenames> should be established to reference
line printers, card readers, etc. - those hard peripherals with fixed
processi ng tasks. A beginning set of <labels> night be:

LP [ine printer

CR card reader

cP card punch

PTR paper tape recorder

PTP paper tape punch

Mr magneti c tape

DSK di sk

TTY tel etype conpatible term na
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The format of <usercode> is that of the responding host for the
current discussion. Future discussions about foreign-user usage of
host facilities may result in a standard format for the entire

net wor k.

Most systens can identify files by one <string> plus the <usercode>.
Q hers, such as the Burroughs B6500 use nultifile identifiers where
many <strings> may be used in the <label>  The set of <char> is that
proposed in RFC 66, i.e., ASCI

The proposed extensions involve a "request” for information and
several variants of a "response"” to the request.

A. Request for Socket Nunber for this Labe
<RFSNL> <ny socker #> <0> <| abel >

The RFSNL is sent on the control link to the destination host
requesting the socket nunber of the attached <l abel >.

B. Acknowl edgenent of Request

Upon recei pt of an <RFSNL>, the destination host returns one of three
responses:

<AORP> <desired socket#> <your socket #>
<ACRN> <desired socket#> <your socket #>
<AORN> <0> <your socket #>

The first response returns the requested socket nunber and signifies
that the user, device, or process exists. The second response
returns the requested socket nunber but signifies that the user
device, or process is not currently available for connection. The

| ast response signifies that no such user, device, or process exists.

C. Di scussion

The above extensions to the protocol are intended to enhance user
acclimation to network usage. The el enent of strangeness is subdued
and, in fact, for user of the B6500 erased. Attached to this RFCis
an appendi x containing a prelimnary description of the user |anguage
of the network port facility being brought up at the CAC. W now
present a sanple user session on the CAC facility and detail how the
protocol is used to establish the proper comunication paths.
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I1l1. Exanple of User Dial ogue

Assume a user residing at CAC, whose site code is URBANA. His
term nal is an al phanumeric CRT term nal and we assune sol ution of
code conversion problenms for network conmmuni cations.

The sanpl e user session will involve the setting up of two processes
at two host sites with control fromthe third host site. Al
operations can be acconplished with the current protocol plus the
proposed extensi ons.

In addition, we also assune that sonme form of standard user code is
in use for all host sites uniquely identifying every network user
when he is present.

Qut put keyed by systenms will be underlined. Coments are offset to
the right for legibility. Al statenments about the UTAH system are
purely hypothetical .

User Di al ogue Conment s

The user noves to the termnal, applies
power and types:

HELLO
The CAC systemresponds for login
pur poses with:

USER= GROSSMAN

for the user’s code.

1437 TR7/ GROSSVAN LOGGED I N

LI NE PRI NTER DOM TI LL 1600

Thi s acknow edges proper usercode and
sends any appropriate notes on system
st at us.

I LINK TO I LLI AC
The exclamation point (!) is the escape
character which flags direct input to
the PDP-11 Cs:

User requests connection to the ILLIAC

IV node. NCP operations establish Iink
fromuser termnal to B6500 MCP
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1437 TR7/ GROSSMAN LI NKED | LLI AC

Conpl et es response.
? EXECUTE DI SK/ PRI NT; FILE DI SK = ALPHA@TAH REMOTE QUEUE; END

1. DISK/PRINT lists text files from

di sk to B6500 line printer.

2. REMOTE files on the B6500 will refer
to files going to/comng fromthe

net wor k.

3. ALPHA@QITAH specifies that a
connection is to be nade via the
network to a file GROSSMAN ALPHA from
t he UTAH node.

4. QUEUE specifies periodic attenpt to
conpl ete the connection.

The B6500 will ask for the socket
nurmber associ ated with GROSSVAN ALPHA
until an AORP is received.

The | anguage is that of the nonitor for
t he B6500

I FLAG | LLI AC =#
Al data received or sent on the link
to I LLI AC must now be prefaced by the #
character.

I' LINK TO UTAH
1441 TR7/ GROSSMAN LI NKED UTAH
------------------------------ User now | inks into UTAH PDP-10 system
#1410: DI SK/ PRINT BQJ 1441
__________________________ Syst em nessage stating begi nni ng-of-job
for DI SK/ PRINT on B6500.
~C
R PIP

User will run PIP on a listing file.
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NETVWKR: ALPHA@ LLI AC <- DSK: FI L. TMP

NETWRK is network file type for UTAH
system Mechanismfor file control
basically same as for B6500 system
Since PIP will be sending to the
network, it does not request a socket #
fromthe B6500 NCP but instead
instructs its NCP to acknow edge any
request for GROSSMAN ALPHA from | LLI AC
with the socket number PIP will send
from As soon as the B6500 NCP tries
again to find GROSSMAN ALPHA from UTAH,
success occurs and the socket numnbers
are exchanged with subsequent
connection establishnent.

PI P conpletes the task and terninates
the connection to the B6500.

#14: DI SK/ PRI NT EQJ 1448

B6500 acknow edges conpl etion of task.

#? TO SPO SAVE LI ST GROSSMANHA FOR MAI L(U OF |/ GROSSMAN)

User sends message to B6500 operator.

User | ogs out of UTAH.

JOB 10, USER GROSSMAN@JRBANA TY68 AT 1448 ON 22- NOV-70

System | ogout |isting.

END UTAH

1449 TR7/ GROSSVAN DELI NKED UTAH

Link to UTAH system now dropped.

# FROM SPQO LI STI NG MAI LED

Boukni ght

B6500 operator response.
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I LEAVE
User desired to | og out of CAC system

1450 TR7/ GROSSVAN DELI NKED | LLI AC

Link to ILLI AC system new dr opped.
1450 TR7/ GROSSMAN LOGGED OUT

Sessi on over.
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Syntax and Semantics for the Terminal User Control Language
for the Proposed PDP-11 ARPA Network Term nal System

by

G R Gossman

Prefatory Notes

The foll owi ng docunment represents a first attenpt at providing a
control |anguage for the termi nal user of the PDP-11 network term na
system This |anguage is deened sufficiently powerful to provide the
user with a minimal facility for attaching to renote host conputers
over the ARPA network, initiating processes, and routing data flowto
| ocal peripheral devices.

The hardware system as envisioned will conprise a PDP-11/20 with a

| east 8k of core, a small disk (512 kil obytes of storage), a console
tel etype, and optional card readers, line printers, DECtapes, User
term nals, card punches, storage scopes, etc.

The executive systemw ||l consist of a basic driver system which wll
control autononous processes and interrupt-driven device service
routines. The systemw ||l keep tables in core and on the small disk
for |ogging peripheral usage, keeping track of connections on the

net wor k, queui ng up of tasks that cannot be i medi ately perforned,
storing attributes of renote hosts, etc.

Since network hosts handl e comuni cations in character-at-a-tine or
nessage nodes, and nmay or nay not echo characters over the network,
the systemtakes this into account when handling connections to
specific hosts. |If the connection is in nessage node, miniml |ine-
by-line editing facility (character and line deletion) is provided.

A nmeans for the user to change flag and nmessage transmt characters
is provided to prevent inconpatibilities which nay ari se between the
PDP-11 and ot her hosts.

Thi s docunent does not describe control card syntax for card reader
usage, nor does it describe the operator’s control |anguage. These
will be described in |ater documents.

Character Set

<character> ::= <letter> | <digit>| <special> | <space>

<letter> Al B|] ... | Y] Z
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<digit> =011 2] ... | 8] 9
<speci al > =t #L S %l & CE)Y A
|7l <t =1>2lel [l 1"
|| { | <bar>1] }
Identifiers
<identifiers> ::= <letter> | <identifier> <letter>
<identifier> <digit>
Semantics: ldentifiers are used to designate peripheral units,
host conputers, etc. No identifier nmay exceed 8 characters in
[ engt h.
Nunber s
<integer> ::= <digit> | <integer> <digit>

Semantics: <integer> are the only formof nunmber allowed in the
control |anguage. They nust not exceed 2715-1

Peri pheral Designator

<peri pheral designator> ::= <device class> <device nunber> | OPR

<devi ce nunber> <digit>] <digit> <digit>

<devi ce cl ass> CR| CP| LP| DIr| TR | SS
Semantics: Peripheral designators name specific periphera
devices. Device |asses designate classes of peripherals.

OPR designates the operator’s console teletype. The classes of
peri pherals corresponding to the device classes are given on the
fol |l owi ng table:

<devi ce cl ass> type of periphera
CR card reader
cP card punch
LP line printer
DT DECt ape
TR term nal
SS st orage scope
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Fil e Label

<file | abel >
<t ape | abel >

<tape file name> ::

<tape label> | <tape label>/ <tape file nane>

<identifier>

<identifier>

Semantics: File |labels provide the neans for designating tape
files synbolically. |If the <tape |abel> formis used, the
designated file is assuned to occupy the entire tape.

Fl agged Control Statenent

<fl agged control statenent> ::= <flag> <control statenent>

<fl ag>

Cont r ol

<speci al >

Semantics: <Flagged control statenent>s arc the user’s nanes of
conmuni cating with the PDP-11 system The <flag> rmust be the
systemdefault flag (!) or a substitute which the user provides
by means of the <flag statement>. |Input to the system which
does not begin with a <flag> will be passed on to the process to
whi ch the user is connected, if any.

St at enent s

<control statement> ::= <link statenent> |

<copy statenent> |
<end st atenent> |
<user statenent> |
<status statenent> |
<out statenent> |
<to statenent> |
<escape statenent> |
<back statenent> |
<del ete statenent> |

<transmit statenent> |

Boukni ght, et al. [ Page 10]



RFC 76

Connecti on- By- Name: User-Oriented Protocol Cct ober 1970

<l ock statemnent>
<unl ock statement> |
<assi gn statement >
<l abel statenent>

<create statement> |

Li nk St at ement

<link statenent> :

<g>

LI NK TO <host > <qg>

<enpty> |
QUELE |
QUEUE <i nt eger >

Semantics: The Link statenent directs the systemto set up a
connection between the user’s unit and a renote host. The <g>
construct allows the user to specify that, if the connection
cannot be set up imrediately, the systemis to keep trying. |If
the QUEUE formis used, the systemw || keep trying
indefinitely. |If the QUEUE integer formis used, the system
will try for integer m nutes.

Copy St at ement

<copy st atenent >

COPY <source> TO <dest > <g>

<sour ce> D= NETVWORK

<file | abel >
<source cl ass>

<source devi ce>

<source cl ass> 1= CR| TR | SS
<source devi ce> .. = <source class> <devi ce nunber>
<dest > 1= NETWORK

<file | abel >
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<dest class> |

<dest device>

<dest cl ass> CP| LP| TR | SS

<dest cl ass> <devi ce nunber >

<dest devi ce>

Semantics: The <copy statement> directs the systemto set up a
connection between the <source> and <dest> and copy records of

i nformati on between them |If the <device class> or <device>
formis used for either <source> or <dest>, the copy process
cannot begin until a unit is assigned to the user. |If the <file
| abel > formis used, the copy process can |ikew se not proceed
until the system has access to a properly | abeled tape. if the
NETWORK formis used, a connection to a renpte process nust be
pendi ng.

The <g> construct has the sanme neaning as for the <link
statenment>, with the additional provision that the condition
that caused the process to be inconplete may be the |l ack of a
devi ce assi gnment.
End St at ement
<end st at enent > .= END

Semanti cs: The <end statenent> causes the current connection to
be term nated

User Statement
<user statement> ::= USER = <identifier>

Semantics: The <user statement> is used during the log in
process to allow the user to identify hinself.

Status Statenent
<status statement> ::= STATUS <devi ce cl ass>
STATUS <peri pheral desi gnator>

Semantics: The <status statement> allows the user to interrogate
the systemas to the status of a device or class of devices.
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Qut St at enent
<out statenment> ::= OUT| LEAVE
Semantics: The <out statenent> allows a user to | og out of the
system If the OQUT formis used, all queued process initiated
by the user are terminated. The LEAVE from does not termnate
such pendi ng queued processes so | ong as these processes do not
directly involve the user’s terninal
To St at enment
<to statenent> ::= TO CON : <text> | TO <user> : <text>

Semantics: The <to statenment> allows the user to send a nessage
to the operator or another |ogged-in user.

Fl ag St at enent
<flag statenent> ::= FLAG = <speci al >
Semantics: The <flag statement> allows the user to define the
character which the systemrecogni zes as preceding a contro
statenent as distinguished froma nessage to a renpte process to
whi ch he may be attached. The default flag character is "|".
Back St at enent
<back statenment> ::= BACK ? {ascii special or control character}
Semantics: The <back statement> allows the user to define the
character which, in control or nmessage node, causes the system
to "forget" the previous input character. The default backspace
character is RUBOUT (ASCI I 1778).
Del et e Stat enent
<del ete statement> ::= DELETE = {ASCI| special or control character}
Semantics: The <delete statenent> allows the user to define the
character which, in control or message npode, causes the system

to "forget" the previous line of input. The default delete
character is ASCII VT (control K).
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Transmt Stat enent

<transmit statenent> ::= TRANSM T = {ASClI| special or
control character}

Semantics: The <transnmit statement> allows the user to define
the character which, in control or nmessage node, causes the
systemto begin interpreting the control statement or to
transmt the nessage. The default transmt character is
carriage return.
Lock Statenent
<l ock statenment> ::= LOCK
Semantics: The <l ock statement> causes the systemto prevent any
user or process but the process to which the user is currently
attached from sendi ng nessages to the user’s termnal
Unl ock St at enent
<unl ock statenment> ::= UNLOCK

Semanti cs: The <unl ock statenent> reverses the action of a
previ ous <l ock statenent>.

Assi gn St at enment

<assign statement> ::= ASSI GN <assi gn devi ce> <qg>

LP| DT | CP

<assi gn devi ce>
Semantics: The <assign statenent> causes the systemto attenpt
to assign a device not currently in use to the user. The <g>
construct has the sane neaning as for the <link statenent>.
Label Statenent

<l abel statenent> ::? LABEL DT <devi ce nunber> <tape | abel >

Semantics: The <l abel statenment> causes the systemto wite a
new | abel on the DEC tape specifi ed.
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Create Statenent
<create statenent> ::= CREATE <tape file nane> ON <tape | abel >
Semantics: The <create statenent> causes the systemto create a
new file nanmed <tape file nane> on the DEC tape | abel ed <tape
| abel >.
Pur ge St at enent
<purge statenent> ::= PURGE <tape | abel > |
PURGE <tape file name> ON <tape | abel >
Semantics: The <purge statenent> causes the systemto delete all

tape directory information on the DEC tape or tape file
speci fi ed.

[ This RFC was put into nachine readable formfor entry ]
[ into the online RFC archives by Gottfried Janik 2/98 ]
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