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TELNET OPTI ON SPECI FI CATI ONS

This RFC specifies a standard for the ARPA Internet community. Hosts on
the ARPA Internet are expected to adopt and inplenment this standard.

The intent of providing for options in the TELNET Protocol is to permit
hosts to obtain nore el egant solutions to the probl ens of communication
bet ween dissinilar devices than is possible within the framework
provided by the Network Virtual Terminal (NVT). It should be possible
for hosts to invent, test, or discard options at will. Nevertheless, it
is envisioned that options which prove to be generally useful will
eventual |y be supported by many hosts; therefore it is desirable that
options should be carefully docurmented and well publicized. In
addition, it is necessary to insure that a single option code is not
used for several different options.

Thi s docunent specifies a nethod of option code assignnent and standards
for docunentation of options. The individual responsible for assignnent
of option codes may wai ve the requirenment for conplete docunentation for
some cases of experimentation, but in general documentation will be
required prior to code assignment. Options will be publicized by
publishing their docunentation as RFCs; inventors of options may, of
course, publicize themin other ways as well.

Option codes will be assigned by:
Jonat han B. Poste
University of Southern California
I nformation Sciences Institute (USC-1SI)
4676 Admiralty \Vay
Mari na Del Rey, California 90291
(213) 822-1511
Mai | box = POSTEL@JSC-| SI F
Docunent ati on of options should contain at |east the follow ng sections:
Section 1 - Command Name and Option Code
Section 2 - Command Meani ngs

The meani ng of each possible TELNET conmand relevant to this
option should be described. Note that for conpl ex options, where
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"subnegotiation" is required, there may be a | arger nunber of
possi bl e commands. The concept of "subnegotiation" is described
in nmore detail bel ow.

Section 3 - Default Specification

The default assunptions for hosts which do not inplenment, or use,
the option nust be descri bed.

Section 4 - Mdtivation

A detail ed explanation of the nmotivation for inventing a
particul ar option, or for choosing a particular formfor the
option, is extrenely hel pful to those who are not faced (or don't
realize that they are faced) by the problemthat the option is
desi gned to sol ve.

Section 5 - Description (or Inplenentation Rules)

Merely defining the command neani ngs and providing a statement of
notivation are not always sufficient to insure that two

i npl enentations of an option will be able to conmunicate.
Therefore, a nore conpl ete description should be furnished in nost
cases. This description mght take the formof text, a sanple

i mpl ementation, hints to inplenmenters, etc.

A Note on "Subnegoti ati on"

Sone options will require nore infornation to be passed between hosts
than a single option code. For exanple, any option which requires a
parameter is such a case. The strategy to be used consists of two
steps: first, both parties agree to "discuss" the paraneter(s) and,
second, the "discussion" takes place.

The first step, agreeing to discuss the paraneters, takes place in
the normal nanner; one party proposes use of the option by sending a
DO (or WLL) followed by the option code, and the other party accepts
by returning a WLL (or DO followed by the option code. Once both
parties have agreed to use the option, subnegotiation takes place by
using the comand SB, followed by the option code, followed by the
paraneter(s), followed by the command SE. Each party is presuned to
be able to parse the paraneter(s), since each has indicated that the
option is supported (via the initial exchange of WLL and DO. On
the other hand, the receiver nay |locate the end of a paraneter string
by searching for the SE conmand (i.e., the string IAC SE), even if
the receiver is unable to parse the parameters. O course, either
party may refuse to pursue further subnegotiation at any tine by
sending a WONT or DONT to the other party.
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Thus, for option "ABC', which requires subnegotiation, the formats of
t he TELNET commands are:

| AC WLL ABC

O fer to use option ABC (or favorable acknow edgrment of ot her
party’'s request)

| AC DO ABC

Request for other party to use option ABC (or favorable
acknow edgnment of other party’'s offer)

| AC SB ABC <paraneters> | AC SE
One step of subnegotiation, used by either party.

Desi gners of options requiring "subnegotiation" nust take great care
to avoi d unending loops in the subnegotiation process. For exanple,
if each party can accept any value of a paraneter, and both parties
suggest paraneters with different values, then one is likely to have
an infinite oscillation of "acknow edgnents" (where each receiver
believes it is only acknow edgi ng the new proposals of the other).
Finally, if parameters in an option "subnegotiation" include a byte
with a value of 255, it is necessary to double this byte in
accordance the general TELNET rul es.
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