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Model s of Policy Based Routing
1. Status of this Meno

The purpose of this RFCis to outline a variety of nodels for policy

based routing. The relative benefits of the different approaches are
revi ewed. Discussions and coments are explicitly encouraged to nove
toward the best policy based routing nodel that scales well within a

| arge i nternetworking environment.

Distribution of this nmenmo is unlinted.
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3. Overview

To eval uate the nethods and nodel s for policy based routing, it is
necessary to investigate the context into which the nodel is to be
used, as there are a variety of different nmethods to introduce
policies. Mst frequently the follow ng three nodels are referenced:

Pol i cy based distribution of routing information

Pol i cy based packet filtering/forwarding

Pol i cy based dynam c allocation of network resources (e.g.
bandwi dt h, buffers, etc.)

The relative properties of those methods need to be evaluated to find
their nmerits for a specific application. In sone cases, nore than
one net hod needs to be inpl enent ed.

Wil e conparing different nodels for policy based routing, it is
important to realize that specific nodels have been designed to
satisfy a certain set of requirenents. For different nodel s these
requi rements nmay or may not overlap. Even if they overlap, they nmay

have a different degree of granularity. |In the first nodel, the
requirenents can be fornulated at the Administrative Domain or
network nunber level. In the second nodel, the requirenments can be

fornmul ated at the end system | evel or probably even at the |evel of
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i ndi vidual users. |In the third nodel, the requirenents need to be
fornmul ated at both the end system and local router level, as well as
at the level of Routing Domains and Adm ni strative Domai ns.

Each of these nodels | ooks at the power of policy based routing in a
different way. They nmmy be inplenented separately or in conbination
with other nethods. The nodel to describe policy based dynam c

al l ocation of network resources is orthogonal to the nodel of policy
based di stribution of routing information. However, in an actua

i mpl enent ati on each of these nodels may interact.

It is inmportant to realize that the use of a policy based schene for
i ndi vidual network applications requires that the actual effects as
well as the interaction of multiple methods need to be determ ned
ahead of tine by policy.

VWi | e uncontroll ed dynam c routing and allocation of resources nmay
have a better real time behavior, the use of policy based routing
will provide a predictable, stable result based on the desires of the
adm nistrator. |In a production network, it is inperative to provide
conti nuously consi stent and acceptabl e servi ces.

4. Policy based distribution of routing informtion
Goal s:
The goal of this nodel is to enforce certain flows by neans of
policy based distribution of routing information. This
enforcenent allows control over who can and who can not use
speci fic network resources.

Enforcenent is done at the network or Administrative Domain (AD)
| evel - macroscopic policies.

Descri pti on:
A good exanpl e of policy based routing based on the distribution
of routing information is the NSFNET with its interfaces to md-
level networks [1], [2]. At the interface into the NSFNET, the
routing information is authenticated and controlled by four neans:

1. Routing peer authentication based on the source address.

2. Verification of the Admi nistrative Domain identification
(currently EGP Aut ononmous System nunbers).

3. Verification of Internet network nunbers which are
advertised via the routing peer.
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4. Control of netrics via a Routing Policy Data Base for the
announced I nternet network nunbers to allow for primary
paths to the NSFNET as well as for paths of a |esser
degr ee.

At the interfaces that pass routing traffic out of the NSFNET, the
NSS routing code authenticates the router acting as an EGP peer by
its address as well as the Adnministrative Domain identification
(Aut ononpus Syst em Number) .

Qut bound announcenents of network nunbers via the EGP protocol are
controlled on the basis of Adm nistrative Domains or individua
networ k nunbers by the NSFNET Routing Policy Data Base.

The NSFNET routing policy inplenmentati on has been in place since
July 1988 and the NSFNET conmunity has significant experience with
its application.

Anot her exanpl e of policy controlled dissimnation of routing
information is a method proposed for ESNET in [3].

Benefits:

A major nerit of the control of routing information flow is that
it enables the engineering of |large wi de area networks and all ows
for a nmore nmeshed environnent than woul d be possible wi thout tight
control. Resource allocation in a non-hostile environnent is
possible by filtering specific network numbers or Adm nistrative
Domai ns on a per need basis. Another inportant benefit of this
schene is that it allows for network policy control with virtually
no performance degradation, as only the routing packets thensel ves
are relevant for policy control. Routing tables are generated as
a result of these interactions. This neans that this schene

i mposes only very little inpact on packet sw tching performance at
| ar ge.

Concerns:

Pol i cy based routing information distribution does not address
packet based filtering. An exanple is the inability to prevent
mal i ci ous attacks by introduced source routed |IP packets. While
resource allocation is possible, it extends largely to filtering
on network nunbers or whole Adnministrative Domains, but it would
not extend to end systens or individual users.

Cost s:

Br aun

Policy based routing in the NSFNET is inplenented in a series of
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configuration files. These configuration files are in turn
generated froma routing informati on database. The carefu
creation of this routing information database requires know edge
of the Internet at large. Because the Internet is changing
constantly, the upkeep of this routing informati on database is a
continuous requirement. However, the effort of collecting and
nmai ntai ni ng an accurate view of the Internet at |arge can be

di stri buted.

Since policy controlled distribution of routing information all ows
for filtering on the basis of network nunbers or Admi nistrative
Domai ns, the routing infornmation database only needs to collect
information for the nore than 1300 networks within the Internet

t oday.

5. Policy based packet filtering/forwarding

CGoal s:

The goal of the nodel of policy based packet filtering/forwarding
is to allow the enforcenent of certain flows of network traffic on
a per packet basis. This enforcenent allows the network

adm nistrator to control who can and who can not use specific

net wor k resour ces.

Enf orcenent nmy be done at the end system or even individual user
| evel - mnicroscopic policies.

Descri pti on:

An exanpl e of packet/fl ow based policies is outlined in [4]. In a
generi c sense, policy based packet filtering/forwarding allows
very tight control of the distribution of packet traffic. An

i mpl enent ed exanpl e of policy based filtering/forwarding is a
protection mechanismbuilt into the NSFNET NSS structure, whereby
the nodes can protect thensel ves agai nst packets targeted at the
NSFNET itself by filtering according to | P destination. Wiile this
feature has so far not been enabled, it is fully inplenmented and
can be turned on within a matter of seconds.

Benefits:

Br aun

The principal nerit of this schene is that it allows the

enf orcenent of packet policies and resource allocation down to

i ndi vi dual end systens and perhaps even individual end users. It
does not address a sane distribution of routing information. |If
policies are contained in the packets thenselves it could identify
users, resulting in the ability of users to nove between
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| ocati ons.

Concerns:

The maj or concern would be the potentially significant inpact on
the performance of the routers, as, at least for tight policy
enforcenents, each packet to be forwarded would need to be
verified against a policy data base. This limtation makes the
application of this scheme questionable using current Internet
technol ogy, but it may be very applicable to circuit swtched
environnents (with source-routed |IP packets being simlar to a
circuit switched environnment). Another difficulty could be the
sheer nunmber of potential policies to be enforced, which could
result in a very high admnistrative effort. This could result
fromthe creation of policies at the per-user level. Furthernore,
the overhead of carrying policy information in potentially every
packet could result in additional burdens on resource
availabilities. This again is nore applicable to connection-

ori ented networks, such as public data networks, where the policy
woul d only need to be verified at the call setup tinme. It is an
open question how wel |l packet based policies will scale in a large
and non honbgeneous | nternet environnent, where policies may be
created by all of the participants. These creations of policy
types of services may have to be doable in real tine.

Scaling may require hierarchy. Hierarchy may conflict with
arbitrary Type of Service (TCS) routing, which is one of the
benefits of this nodel

Costs of inplenentation:
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A large scal e inmplenention of packet based policy routing would
require a routing information base that woul d contain informtion
down to the end system |l evel and possibly end users. |If one would
assune that for each of the 1300 networks there is an average of
200 end systens, this would result in over 260000 end systens
Internet wide. Each end systemin turn could further contribute
sonme information on the type of traffic desired, including types
of service (issues |like agency network selection), potentially on
a per-user basis. The effort for the routing policy data base
could be imrense, in particular if there is a scaling requirenent
towards a variety of policies for backbones, md-1level networks,
canpus networks, subnets, hosts, and users. The adm nistration of
this "packet routing" database could be distributed. However,
with a fully distributed database of this size several consistency
checks woul d have to be built into the system
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6. Policy based dynanic allocation of network resources (e.g.

bandwi dt h, buffers, etc.).

Coal s:

FI exi bl e and econoni cal allocation of network resources based on
current needs and certain policies. Policies nay be fornul ated at
the network or Administrative Donmain (AD) levels. It is also
possible to fornmulate policies which will regulate resource
allocation for different types of traffic (e.g., Telnet, FTP,
precedence indicators, network control traffic).

Enf orcenent of policy based allocation of network resources night
be inplenented within the following parts of the network:

routers for networks and Administrative Domain (AD) |evels
circuit switches for networks
end systens establishing network connections

Descri pti on:

Br aun

Pol i cy based all ocation of bandwi dth could all ow the nodul ati on of
the circuits of the networking infrastructure according to rea
time needs. Assuming that available resources are linited towards
an upper bound, the allocation of bandw dth would need to be
controlled by policy. One exanple might be a single end system
that may or may not be allowed to, perhaps even automatically,
take resources away fromother end systems or users. An exanple
of dynami c bandwidth allocation is the currently inpl enented
circuit switched | DNX conponent of the NSFNET, as well as the Ml
Di gital Reconfiguration Service (DRS) which is planned for the
NSFNET | ater this year

Anot her nodel for resource allocation occurs at the packet |evel,
where the allocation is controlled by multiple packet queues.
This could allow for precedence queuing, with preferences based on
sone type of service and preferred forwardi ng of recognized
critical data, such as network nonitoring, control and routing.
An exampl e can be found in the NSFNET, where the NSFNET nodes
prefer traffic affiliated with the NSFNET backbone network numnber
over all other traffic, to allow for predictable passing of
routing infornation as well as effective network nonitoring and
control. At the other end of the spectrum an inplenentation
could also allow for queues of nost deferrable traffic (such as

| arge background file transfers).
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Benefits:

Dynam c al |l ocation of bandw dth could allow for a truly flexible
envi ronnent where the networking infrastructure could create
bandwi dth on a per need basis. This could result in significant
cost reductions during tines when little bandwi dth is needed.

This method coul d potentially accommbpdate real tinme transient high
bandwi dt h requirements, potentially by reducing the bandw dth
available to other parts of the infrastructure. A positive aspect
is that the bandwi dth all ocation could be protocol independent,
with no inmpact on routing protocols or packet forwarding

per f or mance.

Pol i cy based all ocation of bandwi dth can provi de a predictable
dynami c environnent. The rules about allocation of bandw dth at
the circuit level or at the packet |evel need to be determ ned by
a consistent and predictable policy, so that other networks or
Admi ni strative Donmmins can tune their allocation of networking
resources at the sanme tine.

Concerns:

The policies involved in maki ng dynam ¢ bandwi dth allocation in a
| argely packet swi tching environnment possible are still in the
devel opnent phase. Even the technical inplications of
infrastructure reconfiguration in result of events happening on a
hi gher level still requires additional research

A policy based allocation of bandw dth could tune the network to
good performance, but could cause networks |ocated in other

Admi ni strative Donmmins to pass traffic poorly. It is inportant
that network resource policy information for a network be

di scussed within the context of its Adm nistrative Domain

Adnmini strative Domai ns need to discuss their network resource
all ocation policies with other Admi nistrative Donmains.

The technical problemof sharing network resource policy

i nformati on could be solved by a making a "network resource policy
i nformation" database available to all admnistrators of networks
and Admini strative Domai ns. However, the political problens
involved in creating a network resource policy with inmpact on
nmultiple Adm nistrative Donains does still require additiona

st udy.

7. Discussion

Both the first and the second nodel of policy based routing are
simlar in the sense that their goal is to enforce certain flows.
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This enforcenent allows the control of access to scarce network

resources (if the resource is not scarce, there is no performance
reason to control access to it). The major difference is the |eve
of enforcenment: macroscopic | evel versus nicroscopic |evel control

Associated with the enforcenent for a certain network resource is the
cost. If this cost is higher than the cost required to nmake a
particul ar resource |less scarce, then the feasibility of enforcenent
may be questionabl e.

If portions of the Internet find that m croscopic enforcenent of
policy is necessary, then this will need to be inplenentable wthout
significant performance degradation to the networking environnent at

| arge. Local policies within specific Routing Domains or

Admi ni strative Domai ns should not affect global Internet traffic or
routing. Policies within Adm nistrative Domai ns which act as traffic
transit systens (such as the NSFNET) should not be affected by
policies a single network inposes for its local benefit.

Sone nodel s of policy routing are trying to deal with cases where
network resources require rather conplex usage policies. One of
scenarios in [4] is one in which a specific agency may have some
network resource (in the exanple it is a link) which is sometines
underutilized. The goal is to sell this resource to other agencies
during the underutilization period to recover expenses. This
situation is equivalent to the problemof finding optimmroutes,
with respect to a certain TOS, in the presence of network resources
(e.g., links) with variable characteristics. Any proposed sol ution
to this problem should address such issues as network and route
stability. Moirre feasibility study is necessary for the whole
approach where |inks used for gl obal communication are al so subj ect
to arbitrary local policies. An alternative approach would be to
reconfigure the network topology so that underutilized Iinks will be
dropped and possibly returned to the phone conmpany. This is

conpar abl e to what the NSFNET is planning on doing with the M
Digital Reconfiguration Service (DRS). A DRS nodel nay appear

cl eaner and nore easy to inplenent than a conplicated nodel |ike the
one outlined in [4].

The nodel s for policy based routing enphasize that carefu

engi neering of the Internet needs to deci ded upon the profile of
traffic during normal tines, outage periods, and peak |oads. This
type of engineering is not a new requirenent. However, there could
potentially be a significant benefit in deciding these policies ahead
of time and using policy based routing to inplenment specific routing
pol i ci es.
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8. Accounting vs. Policy Based Routing

Quite often Accounting and Policy Based Routing are di scussed
together. \Wile the application of both Accounting and Policy Based
Routing is to control access to scarce network resources, these are
separate (but related) issues.

The chief difference between Accounting and Policy Based Routing is
that Accounting combi nes history information with policy information
to track network usage for various purposes. Accounting information
may in turn drive policy mechanisnms (for instance, one could inagine
a policy limting a certain organization to a fixed aggregate
percentage of dynanmically shared bandw dth). Conversely, policy

i nformati on may affect accounting issues. Network accounting
typically involves route information (at any level fromAD to end
system) and volune information (packet, octet counts).

Accounting nay be inplenmented in conjunction with any of the policy
nodel s nenti oned above. Sinmilar to the mcroscopic versus

nmacr oscopi ¢ policies, accounting may be classified into different
levels. One may collect accounting data at the AD |l evel, network

| evel , host level, or even at the individual user |evel. However,
since accounting may be organi zed hierarchically, mcroscopic
accounting may be supported at the network or host level, while
nmacr oscopi ¢ accounting nmay be supported at the network or AD |evel.
An exanpl e nmight be the anpbunt of traffic passed at the interface
bet ween the NSFNET and a mid-|evel network or between a nid-I|eve
network and a canpus. Furthernore, the NSFNET has facilities

i mpl enented to allow for accounting of traffic trends fromindivi dua
network nunbers as well as application-specific infornmation.

Ful | - bl own accounting schenes suffer the same types of concerns
previously di scussed, with the added conplication of potentially

| arge ambunts of additional data gathered that nust be reliably
retrieved. As pointed out in [4], policy issues may inpact the way

accounting data is collected (one adnmnistration billing for packets
that were then dropped in the network of another administration).

M croscopi c accounting nmay not scale well in a large internet.
Furthernmore, fromthe standpoint of billing, it is not clear that the
services provided at the network |ayer map well to the sorts of
services that network consuners are willing to pay for. 1In the

t el ephone network (as well as public data networks), users pay for
end-to-end service and expect good quality service in terns of error
rate and delay (and may be unwilling to pay for service that is

vi ewed as unacceptable). In an internetworking environnent, the

het er ogeneous adm ni strative environnent conbined with the |ack of
end-to-end control may nake this approach infeasible.
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Li ght wei ght approaches to accounting can be used (with | ess inpact)
when specific, limted goals are set. One suggested approach

i nvol ves nmonitoring traffic patterns. |If a pattern of abuse (e.g.
unaut hori zed use) devel ops, an accounting systemcould track this and
all ow corrective action to be taken, by changing routing policy or

i nposi ng access control (blocking hosts or nets). Note that this is
much | ess intrusive into the packet forwardi ng aspects of the
routers, but requires distribution of a policy database that the
accounting systemcan use to reduce the raw i nformati on. Because
this approach is statistical in nature, it may be slow to react.
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