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Abstract
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1 Intr oduction

Thisdocumentis a specificationof theOpenShortestPathFirst (OSPF)TCP/IPinternetroutingprotocol.OSPFis
classifiedasanInterior GatewayProtocol(IGP).Thismeansthatit distributesroutinginformationbetweenrouters
belongingto asingleAutonomousSystem.TheOSPFprotocolis basedon link-stateor SPFtechnology. This is a
departurefrom theBellman-Fordbaseusedby traditionalTCP/IPinternetroutingprotocols.

TheOSPFprotocolwasdevelopedby theOSPFworking groupof theInternetEngineeringTaskForce.It hasbeen
designedexpresslyfor theTCP/IPinternetenvironment,includingexplicit supportfor IP subnetting,TOS-based
routingandthetaggingof externally-derivedroutinginformation.OSPFalsoprovidesfor theauthenticationof
routingupdates,andutilizesIP multicastwhensending/receivingtheupdates.In addition,muchwork hasbeendone
to produceaprotocolthatrespondsquickly to topologychanges,yet involvessmallamountsof routingprotocol
traffic.

Theauthorwould like to thankFredBaker, Jeffrey Burgan,RobColtun,Dino Farinacci,VinceFuller, Phanindra
Jujjavarapu,Milo Medin,KannanVaradhanandtherestof theOSPFworkinggroupfor theideasandsupportthey
havegivento this project.

1.1 Protocoloverview

OSPFroutesIP packetsbasedsolelyon thedestinationIP addressandIP Typeof Servicefoundin theIP packet
header. IP packetsarerouted“as is” – theyarenot encapsulatedin anyfurtherprotocolheadersastheytransitthe
AutonomousSystem.OSPFis a dynamicroutingprotocol.It quickly detectstopologicalchangesin theAS (suchas
routerinterfacefailures)andcalculatesnewloop-freeroutesafteraperiodof convergence.This periodof
convergenceis shortandinvolvesa minimumof routingtraffic.

In a link-stateroutingprotocol,eachroutermaintainsa databasedescribingtheAutonomousSystem’s topology.
Eachparticipatingrouterhasanidenticaldatabase.Eachindividualpieceof thisdatabaseis a particularrouter’s
localstate(e.g.,therouter’susableinterfacesandreachableneighbors).Therouterdistributesits localstate
throughouttheAutonomousSystemby flooding.

All routersrun theexactsamealgorithm,in parallel.Fromthetopologicaldatabase,eachrouterconstructsa treeof
shortestpathswith itself asroot. Thisshortest-pathtreegivestherouteto eachdestinationin theAutonomous
System.Externallyderivedroutinginformationappearson thetreeasleaves.

OSPFcalculatesseparateroutesfor eachTypeof Service(TOS).Whenseveralequal-costroutesto adestination
exist,traffic is distributedequallyamongthem.Thecostof a routeis describedby asingledimensionlessmetric.

OSPFallowssetsof networksto begroupedtogether. Sucha groupingis calledanarea.Thetopologyof anareais
hiddenfrom therestof theAutonomousSystem.This informationhidingenablesa significantreductionin routing
traffic. Also, routingwithin theareais determinedonly by thearea’sown topology, lendingtheareaprotectionfrom
badroutingdata.An areais ageneralizationof anIP subnettednetwork.

OSPFenablestheflexible configurationof IP subnets.Eachroutedistributedby OSPFhasa destinationandmask.
Two differentsubnetsof thesameIP networknumbermayhavedifferentsizes(i.e.,differentmasks).This is
commonlyreferredto asvariablelengthsubnetting.A packetis routedto thebest(i.e., longestor mostspecific)
match.Hostroutesareconsideredto besubnetswhosemasksare“all ones”(0xffffffff).

All OSPFprotocolexchangesareauthenticated.Thismeansthatonly trustedrouterscanparticipatein the
AutonomousSystem’s routing.A varietyof authenticationschemescanbeused;asingleauthenticationschemeis
configuredfor eacharea.This enablessomeareasto usemuchstricterauthenticationthanothers.

Externallyderivedroutingdata(e.g.,routeslearnedfrom theExteriorGatewayProtocol(EGP))is passed
transparentlythroughouttheAutonomousSystem.Thisexternallyderiveddatais keptseparatefrom theOSPF
protocol’s link statedata.Eachexternalroutecanalsobetaggedby theadvertisingrouter, enablingthepassingof
additionalinformationbetweenrouterson theboundariesof theAutonomousSystem.
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1.2 Definitions of commonlyusedterms

Thissectionprovidesdefinitionsfor termsthathavea specificmeaningto theOSPFprotocolandthatareused
throughoutthetext. Thereaderunfamiliarwith theInternetProtocolSuiteis referredto [RS-85-153]for an
introductionto IP.

Router A level threeInternetProtocolpacketswitch. Formerlycalledagatewayin muchof theIP literature.

AutonomousSystem A groupof routersexchangingroutinginformationvia acommonroutingprotocol.
AbbreviatedasAS.

Interior GatewayProtocol Theroutingprotocolspokenby theroutersbelongingto anAutonomoussystem.
AbbreviatedasIGP. EachAutonomousSystemhasasingleIGP. SeparateAutonomousSystemsmaybe
runningdifferentIGPs.

Router ID A 32-bitnumberassignedto eachrouterrunningtheOSPFprotocol.This numberuniquelyidentifiesthe
routerwithin anAutonomousSystem.

Network In this memo,anIP network/subnet/supernet.It is possiblefor onephysicalnetworkto beassigned
multiple IP network/subnetnumbers.Weconsidertheseto beseparatenetworks.Point-to-pointphysical
networksareanexception- theyareconsidereda singlenetworkno matterhow many(if anyatall) IP
network/subnetnumbersareassignedto them.

Network mask A 32-bitnumberindicatingtherangeof IP addressesresidingon asingleIP
network/subnet/supernet.Thisspecificationdisplaysnetworkmasksashexadecimalnumbers.For example,
thenetworkmaskfor a classC IP networkis displayedas0xffffff00. Suchamaskis oftendisplayed
elsewherein theliteratureas255.255.255.0.

Multi-accessnetworks Thosephysicalnetworksthatsupporttheattachmentof multiple (morethantwo) routers.
Eachpair of routerson sucha networkis assumedto beableto communicatedirectly (e.g.,multi-drop
networksareexcluded).

Interface Theconnectionbetweenarouterandoneof its attachednetworks.An interfacehasstateinformation
associatedwith it, which is obtainedfrom theunderlyinglower levelprotocolsandtheroutingprotocolitself.
An interfaceto anetworkhasassociatedwith it asingleIP addressandmask(unlessthenetworkis an
unnumberedpoint-to-pointnetwork).An interfaceis sometimesalsoreferredto asa link.

Neighboring routers Two routersthathaveinterfacesto acommonnetwork.Onmulti-accessnetworks,neighbors
aredynamicallydiscoveredby OSPF’sHello Protocol.

Adjacency A relationshipformedbetweenselectedneighboringroutersfor thepurposeof exchangingrouting
information.Not everypair of neighboringroutersbecomeadjacent.

Link stateadvertisement Describesthelocal stateof a routeror network.This includesthestateof therouter’s
interfacesandadjacencies.Eachlink stateadvertisementis floodedthroughouttheroutingdomain.The
collectedlink stateadvertisementsof all routersandnetworksformstheprotocol’s topologicaldatabase.

Hello Protocol Thepartof theOSPFprotocolusedto establishandmaintainneighborrelationships.On
multi-accessnetworkstheHello Protocolcanalsodynamicallydiscoverneighboringrouters.

DesignatedRouter Eachmulti-accessnetworkthathasat leasttwo attachedroutershasaDesignatedRouter. The
DesignatedRoutergeneratesa link stateadvertisementfor themulti-accessnetworkandhasotherspecial
responsibilitiesin therunningof theprotocol.TheDesignatedRouteris electedby theHello Protocol.

TheDesignatedRouterconceptenablesareductionin thenumberof adjacenciesrequiredon amulti-access
network.This in turn reducestheamountof routingprotocoltraffic andthesizeof thetopologicaldatabase.
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Lower-levelprotocols Theunderlyingnetworkaccessprotocolsthatprovideservicesto theInternetProtocolandin
turn theOSPFprotocol.Examplesof thesearetheX.25 packetandframelevelsfor X.25 PDNs,andthe
ethernetdatalink layerfor ethernets.

1.3 Brief history of link-state routing technology

OSPFis a link-stateroutingprotocol.Suchprotocolsarealsoreferredto in theliteratureasSPF-basedor
distributed-databaseprotocols.This sectiongivesabrief descriptionof thedevelopmentsin link-statetechnology
thathaveinfluencedtheOSPFprotocol.

Thefirst link-stateroutingprotocolwasdevelopedfor usein theARPANET packetswitchingnetwork.Thisprotocol
is describedin [McQuillan]. It hasformedthestartingpoint for all otherlink-stateprotocols.Thehomogeneous
Arpanetenvironment,i.e.,single-vendorpacketswitchesconnectedby synchronousseriallines,simplifiedthe
designandimplementationof theoriginalprotocol.

Modificationsto thisprotocolwereproposedin [Perlman].Thesemodificationsdealtwith increasingthefault
toleranceof theroutingprotocolthrough,amongotherthings,addinga checksumto thelink stateadvertisements
(therebydetectingdatabasecorruption).Thepaperalsoincludedmeansfor reducingtheroutingtraffic overheadin a
link-stateprotocol.This wasaccomplishedby introducingmechanismswhich enabledtheintervalbetweenlink state
advertisementoriginationsto beincreasedby anorderof magnitude.

A link-statealgorithmhasalsobeenproposedfor useasanISOIS-IS routingprotocol.Thisprotocolis describedin
[DEC]. Theprotocolincludesmethodsfor dataandroutingtraffic reductionwhenoperatingoverbroadcast
networks.This is accomplishedby electionof a DesignatedRouterfor eachbroadcastnetwork,which then
originatesa link stateadvertisementfor thenetwork.

TheOSPFsubcommitteeof theIETF hasextendedthis work in developingtheOSPFprotocol.TheDesignated
Routerconcepthasbeengreatlyenhancedto furtherreducetheamountof routingtraffic required.Multicast
capabilitiesareutilized for additionalroutingbandwidthreduction.An arearoutingschemehasbeendeveloped
enablinginformationhiding/protection/reduction.Finally, thealgorithmhasbeenmodifiedfor efficientoperationin
theTCP/IPinternets.

1.4 Organization of this document

Thefirst threesectionsof thisspecificationgivea generaloverviewof theprotocol’scapabilitiesandfunctions.
Sections4-16explaintheprotocol’smechanismsin detail. Packetformats,protocolconstantsandconfiguration
itemsarespecifiedin theappendices.

LabelssuchasHelloIntervalencounteredin thetext referto protocolconstants.Theymayor maynot be
configurable.Thearchitecturalconstantsareexplainedin AppendixB. Theconfigurableconstantsareexplainedin
AppendixC.

Thedetailedspecificationof theprotocolis presentedin termsof datastructures.This is donein orderto makethe
explanationmoreprecise.Implementationsof theprotocolarerequiredto supportthefunctionalitydescribed,but
neednot usetheprecisedatastructuresthatappearin this memo.

2 The TopologicalDatabase

TheAutonomousSystem’stopologicaldatabasedescribesa directedgraph.Theverticesof thegraphconsistof
routersandnetworks.A graphedgeconnectstwo routerswhentheyareattachedvia a physicalpoint-to-point
network.An edgeconnectinga routerto a networkindicatesthattherouterhasaninterfaceon thenetwork.
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Theverticesof thegraphcanbefurthertypedaccordingto function.Only someof thesetypescarrytransitdata
traffic; thatis, traffic that is neitherlocally originatednor locally destined.Verticesthatcancarrytransittraffic are
indicatedon thegraphby havingbothincomingandoutgoingedges.

Vertextype Vertexname Transit?
1 Router yes
2 Network yes
3 Stubnetwork no

Table1: OSPFvertextypes.

OSPFsupportsthefollowing typesof physicalnetworks:

Point-to-point networks A networkthatjoins asinglepairof routers.A 56Kbserialline is anexampleof a
point-to-pointnetwork.

Broadcastnetworks Networkssupportingmany(morethantwo) attachedrouters,togetherwith thecapabilityto
addressasinglephysicalmessageto all of theattachedrouters(broadcast).Neighboringroutersarediscovered
dynamicallyon thesenetsusingOSPF’sHello Protocol.TheHello Protocolitself takesadvantageof the
broadcastcapability. Theprotocolmakesfurtheruseof multicastcapabilities,if theyexist.An ethernetis an
exampleof abroadcastnetwork.

Non-broadcastnetworks Networkssupportingmany(morethantwo) attachedrouters,buthavingnobroadcast
capability. Neighboringroutersarealsodiscoveredon thesenetsusingOSPF’sHello Protocol.However, due
to thelackof broadcastcapability, someconfigurationinformationis necessaryfor thecorrectoperationof the
Hello Protocol.On thesenetworks,OSPFprotocolpacketsthatarenormallymulticastneedto besentto each
neighboringrouter, in turn. An X.25 PublicDataNetwork(PDN) is anexampleof a non-broadcastnetwork.

Theneighborhoodof eachnetworknodein thegraphdependson whetherthenetworkhasmulti-accesscapabilities
(eitherbroadcastor non-broadcast)and,if so,thenumberof routershavinganinterfaceto thenetwork.Thethree
casesaredepictedin Figure1. Rectanglesindicaterouters.Circlesandoblongsindicatemulti-accessnetworks.
Routernamesareprefixedwith thelettersRT andnetworknameswith theletterN. Routerinterfacenamesare
prefixedby theletterI. Linesbetweenroutersindicatepoint-to-pointnetworks.Theleft sideof thefigureshowsa
networkwith its connectedrouters,with theresultinggraphshownon theright.

Two routersjoinedby apoint-to-pointnetworkarerepresentedin thedirectedgraphasbeingdirectly connectedby a
pairof edges,onein eachdirection.Interfacesto physicalpoint-to-pointnetworksneednotbeassignedIP addresses.
Sucha point-to-pointnetworkis calledunnumbered.Thegraphicalrepresentationof point-to-pointnetworksis
designedsothatunnumberednetworkscanbesupportednaturally. Wheninterfaceaddressesexist,theyaremodelled
asstubroutes.Notethateachrouterwould thenhaveastubconnectionto theotherrouter’s interfaceaddress(see
Figure1).

Whenmultiple routersareattachedto a multi-accessnetwork,thedirectedgraphshowsall routersbidirectionally
connectedto thenetworkvertex(again,seeFigure1). If only asinglerouteris attachedto amulti-accessnetwork,
thenetworkwill appearin thedirectedgraphasastubconnection.

Eachnetwork(stubor transit)in thegraphhasanIP addressandassociatednetworkmask.Themaskindicatesthe
numberof nodeson thenetwork.Hostsattacheddirectly to routers(referredto ashostroutes)appearon thegraphas
stubnetworks.Thenetworkmaskfor ahostrouteis always0xffffffff, which indicatesthepresenceof asingle
node.
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Figure 1: Network map components
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Figure2 showsa samplemapof anAutonomousSystem.TherectanglelabelledH1 indicatesahost,whichhasa
SLIPconnectionto RouterRT12. RouterRT12is thereforeadvertisingahostroute.Linesbetweenroutersindicate
physicalpoint-to-pointnetworks.Theonly point-to-pointnetworkthathasbeenassignedinterfaceaddressesis the
onejoining RoutersRT6 andRT10. RoutersRT5 andRT7 haveEGPconnectionsto otherAutonomousSystems.A
setof EGP-learnedrouteshavebeendisplayedfor bothof theserouters.

A costis associatedwith theoutputsideof eachrouterinterface.This costis configurableby thesystem
administrator. Thelower thecost,themorelikely theinterfaceis to beusedto forwarddatatraffic. Costsarealso
associatedwith theexternallyderivedroutingdata(e.g.,theEGP-learnedroutes).

Thedirectedgraphresultingfrom themapin Figure2 is depictedin Figure3. Arcsarelabelledwith thecostof the
correspondingrouteroutputinterface.Arcs havingno labelledcosthaveacostof 0. Notethatarcsleadingfrom
networksto routersalwayshavecost0; theyaresignificantnonetheless.Notealsothattheexternallyderivedrouting
dataappearson thegraphasstubs.

Thetopologicaldatabase(or whathasbeenreferredto aboveasthedirectedgraph)is piecedtogetherfrom link state
advertisementsgeneratedby therouters.Theneighborhoodof eachtransitvertexis representedin a single,separate
link stateadvertisement.Figure4 showsgraphicallythelink staterepresentationof thetwo kindsof transitvertices:
routersandmulti-accessnetworks.RouterRT12hasaninterfaceto two broadcastnetworksandaSLIP line to ahost.
NetworkN6 is abroadcastnetworkwith threeattachedrouters.Thecostof all links from NetworkN6 to its attached
routersis 0. Notethatthelink stateadvertisementfor NetworkN6 is actuallygeneratedby oneof theattached
routers:therouterthathasbeenelectedDesignatedRouterfor thenetwork.

2.1 The shortest-pathtr ee

Whenno OSPFareasareconfigured,eachrouterin theAutonomousSystemhasanidenticaltopologicaldatabase,
leadingto anidenticalgraphicalrepresentation.A routergeneratesits routingtablefrom thisgraphby calculatinga
treeof shortestpathswith therouteritself asroot. Obviously, theshortest-pathtreedependson therouterdoingthe
calculation.Theshortest-pathtreefor RouterRT6 in our exampleis depictedin Figure5.

Thetreegivestheentirerouteto anydestinationnetworkor host.However, only thenexthopto thedestinationis
usedin theforwardingprocess.Notealsothatthebestrouteto anyrouterhasalsobeencalculated.For the
processingof externaldata,wenotethenexthopanddistanceto anyrouteradvertisingexternalroutes.Theresulting
routingtablefor RouterRT6 is picturedin Table2. Notethatthereis aseparateroutefor eachendof anumbered
serialline (in this case,theserialline betweenRoutersRT6 andRT10).

Routesto networksbelongingto otherAS’es(suchasN12)appearasdashedlineson theshortestpathtreein Figure
5. Useof thisexternallyderivedroutinginformationis consideredin thenextsection.

2.2 Useof external routing information

After thetreeis createdtheexternalroutinginformationis examined.Thisexternalroutinginformationmay
originatefrom anotherroutingprotocolsuchasEGP, or bestaticallyconfigured(staticroutes).Defaultroutescan
alsobeincludedaspartof theAutonomousSystem’sexternalroutinginformation.

Externalroutinginformationis floodedunalteredthroughouttheAS. In our example,all theroutersin the
AutonomousSystemknowthatRouterRT7 hastwo externalroutes,with metrics2 and9.

OSPFsupportstwo typesof externalmetrics.Type1 externalmetricsareequivalentto thelink statemetric. Type2
externalmetricsaregreaterthanthecostof anypathinternalto theAS. Useof Type2 externalmetricsassumesthat
routingbetweenAS’esis themajorcostof routingapacket,andeliminatestheneedfor conversionof externalcosts
to internallink statemetrics.
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Figure 2: A sample Autonomous System
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Figure 5: The SPF tree for router RT6
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Destination NextHop Distance
N1 RT3 10
N2 RT3 10
N3 RT3 7
N4 RT3 8
Ib * 7
Ia RT10 12
N6 RT10 8
N7 RT10 12
N8 RT10 10
N9 RT10 11
N10 RT10 13
N11 RT10 14
H1 RT10 21

RT5 RT5 6
RT7 RT10 8

Table2: Theportionof RouterRT6’sroutingtablelisting local destinations.

As anexampleof Type1 externalmetricprocessing,supposethattheroutersRT7 andRT5 in Figure2 are
advertisingType1 externalmetrics.Foreachexternalroute,thedistancefrom RouterRT6 is calculatedasthesum
of theexternalroute’scostandthedistancefrom RouterRT6 to theadvertisingrouter. Foreveryexternaldestination,
therouteradvertisingtheshortestrouteis discovered,andthenexthopto theadvertisingrouterbecomesthenext
hopto thedestination.

BothRouterRT5 andRT7 areadvertisinganexternalrouteto destinationNetworkN12. RouterRT7 is preferred
sinceit is advertisingN12ata distanceof 10(8+2) to RouterRT6,which is betterthanRouterRT5’s14(6+8).
Table3 showstheentriesthatareaddedto theroutingtablewhenexternalroutesareexamined:

Destination NextHop Distance
N12 RT10 10
N13 RT5 14
N14 RT5 14
N15 RT10 17

Table3: Theportionof RouterRT6’sroutingtablelisting externaldestinations.

Processingof Type2 externalmetricsis simpler. TheAS boundaryrouteradvertisingthesmallestexternalmetricis
chosen,regardlessof theinternaldistanceto theAS boundaryrouter. Supposein ourexamplebothRouterRT5 and
RouterRT7 wereadvertisingType2 externalroutes.Thenall traffic destinedfor NetworkN12 wouldbeforwarded
to RouterRT7, since2 � 8. Whenseveralequal-costType2 routesexist,theinternaldistanceto theadvertising
routersis usedto breakthetie.

BothType1 andType2 externalmetricscanbepresentin theAS at thesametime. In thatevent,Type1 external
metricsalwaystakeprecedence.
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Thissectionhasassumedthatpacketsdestinedfor externaldestinationsarealwaysroutedthroughtheadvertisingAS
boundaryrouter. This is not alwaysdesirable.Forexample,supposein Figure2 thereis anadditionalrouterattached
to NetworkN6, calledRouterRTX. SupposefurtherthatRTX doesnotparticipatein OSPFrouting,butdoes
exchangeEGPinformationwith theAS boundaryrouterRT7. Then,RouterRT7 would endup advertisingOSPF
externalroutesfor all destinationsthatshouldberoutedto RTX. An extrahopwill sometimesbeintroducedif
packetsfor thesedestinationsneedalwaysberoutedfirst to RouterRT7 (theadvertisingrouter).

To dealwith this situation,theOSPFprotocolallowsanAS boundaryrouterto specifya “forwardingaddress”in its
externaladvertisements.In theaboveexample,RouterRT7 would specifyRTX’s IP addressasthe“forwarding
address”for all thosedestinationswhosepacketsshouldberouteddirectly to RTX.

The“forwarding address”hasoneotherapplication.It enablesroutersin theAutonomousSystem’s interior to
functionas“routeservers”.For example,in Figure2 therouterRT6 couldbecomearouteserver, gainingexternal
routinginformationthrougha combinationof staticconfigurationandexternalroutingprotocols.RT6 would then
startadvertisingitself asanAS boundaryrouter, andwouldoriginateacollectionof OSPFexternaladvertisements.
In eachexternaladvertisement,RouterRT6 wouldspecifythecorrectAutonomousSystemexit point to usefor the
destinationthroughappropriatesettingof theadvertisement’s “forwardingaddress”field.

2.3 Equal-costmultipath

Theabovediscussionhasbeensimplifiedby consideringonly asinglerouteto anydestination.In reality, if multiple
equal-costroutesto a destinationexist,theyareall discoveredandused.This requiresno conceptualchangesto the
algorithm,andits discussionis postponeduntil weconsiderthetree-buildingprocessin moredetail.

With equalcostmultipath,a routerpotentiallyhasseveralavailablenexthopstowardsanygivendestination.

2.4 TOS-basedrouting

OSPFcancalculatea separatesetof routesfor eachIP Typeof Service.This meansthat,for anydestination,there
canpotentiallybemultiple routingtableentries,onefor eachIP TOS.TheIP TOSvaluesarerepresentedin OSPF
exactlyastheyappearin theIP packetheader.

Up to thispoint,all examplesshownhaveassumedthatroutesdonotvary onTOS.In orderto differentiateroutes
basedon TOS,separateinterfacecostscanbeconfiguredfor eachTOS.For example,in Figure2 therecouldbe
multiplecosts(onefor eachTOS)listedfor eachinterface.A costfor TOS0 mustalwaysbespecified.

WheninterfacecostsvarybasedonTOS,aseparateshortestpathtreeis calculatedfor eachTOS(seeSection2.1). In
addition,externalcostscanvarybasedon TOS.Forexample,in Figure2 RouterRT7 couldadvertiseaseparatetype
1 externalmetricfor eachTOS.Then,whencalculatingtheTOSX distanceto NetworkN15 thecostof theshortest
TOSX pathto RT7 wouldbeaddedto theTOSX costadvertisedby RT7 for NetworkN15(seeSection2.2).

All OSPFimplementationsmustbecapableof calculatingroutesbasedon TOS.However, OSPFrouterscanbe
configuredto routeall packetson theTOS0 path(seeAppendixC), eliminatingtheneedto calculatenon-zeroTOS
paths.Thiscanbeusedto conserveroutingtablespaceandprocessingresourcesin therouter. TheseTOS-0-only
routerscanbemixedwith routersthatdo routebasedon TOS.TOS-0-onlyrouterswill beavoidedasmuchas
possiblewhenforwardingtraffic requestinga non-zeroTOS.

It maybethecasethatnopathexistsfor somenon-zeroTOS,evenif therouteris calculatingnon-zeroTOSpaths.In
thatcase,packetsrequestingthatnon-zeroTOSareroutedalongtheTOS0 path(seeSection11.1).
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3 Splitting the AS into Ar eas

OSPFallowscollectionsof contiguousnetworksandhoststo begroupedtogether. Suchagroup,togetherwith the
routershavinginterfacesto anyoneof theincludednetworks,is calledanarea.Eacharearunsaseparatecopyof the
basiclink-stateroutingalgorithm.This meansthateachareahasits owntopologicaldatabaseandcorresponding
graph,asexplainedin theprevioussection.

Thetopologyof anareais invisible from theoutsideof thearea.Conversely, routersinternalto agivenareaknow
nothingof thedetailedtopologyexternalto thearea.This isolationof knowledgeenablestheprotocolto effecta
markedreductionin routingtraffic ascomparedto treatingtheentireAutonomousSystemasasinglelink-state
domain.

With theintroductionof areas,it is no longertruethatall routersin theAS haveanidenticaltopologicaldatabase.A
routeractuallyhasa separatetopologicaldatabasefor eachareait is connectedto. (Routersconnectedto multiple
areasarecalledareaborderrouters).Two routersbelongingto thesameareahave,for thatarea,identicalarea
topologicaldatabases.

Routingin theAutonomousSystemtakesplaceon two levels,dependingonwhetherthesourceanddestinationof a
packetresidein thesamearea(intra-arearoutingis used)or differentareas(inter-arearoutingis used).In intra-area
routing,thepacketis routedsolelyon informationobtainedwithin thearea;no routinginformationobtainedfrom
outsidetheareacanbeused.Thisprotectsintra-arearoutingfrom theinjectionof badroutinginformation.We
discussinter-arearoutingin Section3.2.

3.1 The backboneof the AutonomousSystem

Thebackboneconsistsof thosenetworksnot containedin anyarea,theirattachedrouters,andthoseroutersthat
belongto multipleareas.Thebackbonemustbecontiguous.

It is possibleto defineareasin sucha way thatthebackboneis no longercontiguous.In thiscasethesystem
administratormustrestorebackboneconnectivityby configuringvirtual links.

Virtual links canbeconfiguredbetweenanytwo backboneroutersthathaveaninterfaceto acommonnon-backbone
area.Virtual links belongto thebackbone.Theprotocoltreatstwo routersjoinedby a virtual link asif theywere
connectedby anunnumberedpoint-to-pointnetwork.On thegraphof thebackbone,two suchroutersarejoinedby
arcswhosecostsaretheintra-areadistancesbetweenthetwo routers.Theroutingprotocoltraffic thatflowsalongthe
virtual link usesintra-arearoutingonly.

Thebackboneis responsiblefor distributingroutinginformationbetweenareas.Thebackboneitself hasall of the
propertiesof anarea.Thetopologyof thebackboneis invisible to eachof theareas,while thebackboneitself knows
nothingof thetopologyof theareas.

3.2 Inter -arearouting

Whenroutinga packetbetweentwo areasthebackboneis used.Thepaththatthepacketwill travelcanbebrokenup
into threecontiguouspieces:anintra-areapathfrom thesourceto anareaborderrouter, abackbonepathbetweenthe
sourceanddestinationareas,andthenanotherintra-areapathto thedestination.Thealgorithmfindsthesetof such
pathsthathavethesmallestcost.

Lookingat thisanotherway, inter-arearoutingcanbepicturedasforcinga starconfigurationon theAutonomous
System,with thebackboneashubandeachof theareasasspokes.

Thetopologyof thebackbonedictatesthebackbonepathsusedbetweenareas.Thetopologyof thebackbonecanbe
enhancedby addingvirtual links. Thisgivesthesystemadministratorsomecontrolovertheroutestakenby
inter-areatraffic.
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Thecorrectareaborderrouterto useasthepacketexitsthesourceareais chosenin exactlythesameway routers
advertisingexternalroutesarechosen.Eachareaborderrouterin anareasummarizesfor theareaits costto all
networksexternalto thearea.After theSPFtreeis calculatedfor thearea,routesto all othernetworksarecalculated
by examiningthesummariesof theareaborderrouters.

3.3 Classificationof routers

Beforetheintroductionof areas,theonly OSPFroutershavinga specializedfunctionwerethoseadvertisingexternal
routinginformation,suchasRouterRT5 in Figure2. WhentheAS is split into OSPFareas,theroutersarefurther
dividedaccordingto functioninto thefollowing four overlappingcategories:

Internal routers A routerwith all directly connectednetworksbelongingto thesamearea.Routerswith only
backboneinterfacesalsobelongto thiscategory. Theseroutersrunasinglecopyof thebasicroutingalgorithm.

Ar eaborder routers A routerthatattachesto multiple areas.Areaborderroutersrunmultiple copiesof thebasic
algorithm,onecopyfor eachattachedareaandanadditionalcopyfor thebackbone.Areaborderrouters
condensethetopologicalinformationof theirattachedareasfor distributionto thebackbone.Thebackbonein
turndistributestheinformationto theotherareas.

Backbonerouters A routerthathasaninterfaceto thebackbone.This includesall routersthat interfaceto more
thanonearea(i.e.,areaborderrouters).However, backboneroutersdonot haveto beareaborderrouters.
Routerswith all interfacesconnectedto thebackboneareconsideredto beinternalrouters.

AS boundary routers A routerthatexchangesroutinginformationwith routersbelongingto otherAutonomous
Systems.SucharouterhasAS externalroutesthatareadvertisedthroughouttheAutonomousSystem.The
pathto eachAS boundaryrouteris knownby everyrouterin theAS. Thisclassificationis completely
independentof thepreviousclassifications:AS boundaryroutersmaybeinternalor areaborderrouters,and
mayor maynotparticipatein thebackbone.

3.4 A sampleareaconfiguration

Figure6 showsa sampleareaconfiguration.Thefirst areaconsistsof networksN1-N4,alongwith their attached
routersRT1-RT4. Thesecondareaconsistsof networksN6-N8,alongwith theirattachedroutersRT7,RT8,RT10
andRT11. Thethird areaconsistsof networksN9-N11 andHostH1, alongwith theirattachedroutersRT9, RT11
andRT12. Thethird areahasbeenconfiguredsothatnetworksN9-N11 andHostH1 will all begroupedinto asingle
route,whenadvertisedexternalto thearea(seeSection3.5for moredetails).

In Figure6, RoutersRT1, RT2,RT5,RT6,RT8,RT9 andRT12areinternalrouters.RoutersRT3, RT4,RT7,RT10
andRT11 areareaborderrouters.Finally, asbefore,RoutersRT5 andRT7 areAS boundaryrouters.

Figure7 showstheresultingtopologicaldatabasefor theArea1. Thefigurecompletelydescribesthatarea’s
intra-arearouting. It alsoshowsthecompleteview of theinternetfor thetwo internalroutersRT1 andRT2. It is the
job of theareaborderrouters,RT3 andRT4, to advertiseinto Area1 thedistancesto all destinationsexternalto the
area.Theseareindicatedin Figure7 by thedashedstubroutes.Also, RT3 andRT4 mustadvertiseinto Area1 the
locationof theAS boundaryroutersRT5 andRT7. Finally, externaladvertisementsfrom RT5 andRT7 areflooded
throughouttheentireAS, andin particularthroughoutArea1. Theseadvertisementsareincludedin Area1’s
database,andyield routesto networksN12-N15.

RoutersRT3 andRT4 mustalsosummarizeArea1’stopologyfor distributionto thebackbone.Their backbone
advertisementsareshownin Table4. Thesesummariesshowwhichnetworksarecontainedin Area1 (i.e.,Networks
N1-N4),andthedistanceto thesenetworksfrom theroutersRT3 andRT4 respectively.
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Figure 6: A sample OSPF area configuration
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Network RT3adv. RT4adv.
N1 4 4
N2 4 4
N3 1 1
N4 2 3

Table4: Networksadvertisedto thebackboneby routersRT3 andRT4.

Thetopologicaldatabasefor thebackboneis shownin Figure8. Thesetof routerspicturedarethebackbonerouters.
RouterRT11 is abackbonerouterbecauseit belongsto two areas.In orderto makethebackboneconnected,avirtual
link hasbeenconfiguredbetweenroutersR10andR11.

Again,RoutersRT3, RT4, RT7, RT10andRT11 areareaborderrouters.As RoutersRT3 andRT4 did above,they
havecondensedtheroutinginformationof theirattachedareasfor distributionvia thebackbone;thesearethedashed
stubsthatappearin Figure8. Rememberthatthethird areahasbeenconfiguredto condenseNetworksN9-N11 and
HostH1 into a singleroute.Thisyieldsasingledashedline for networksN9-N11 andHostH1 in Figure8. Routers
RT5 andRT7 areAS boundaryrouters;theirexternallyderivedinformationalsoappearson thegraphin Figure8 as
stubs.

Thebackboneenablestheexchangeof summaryinformationbetweenareaborderrouters.Everyareaborderrouter
hearstheareasummariesfrom all otherareaborderrouters.It thenformsapictureof thedistanceto all networks
outsideof its areaby examiningthecollectedadvertisements,andaddingin thebackbonedistanceto each
advertisingrouter.

AgainusingRoutersRT3 andRT4 asanexample,theproceduregoesasfollows: Theyfirst calculatetheSPFtreefor
thebackbone.This givesthedistancesto all otherareaborderrouters.Also notedarethedistancesto networks(Ia
andIb) andAS boundaryrouters(RT5 andRT7) thatbelongto thebackbone.This calculationis shownin Table5.

Areaborder dist from dist from
router RT3 RT4
to RT3 * 21
to RT4 22 *
to RT7 20 14
to RT10 15 22
to RT11 18 25

to Ia 20 27
to Ib 15 22

to RT5 14 8
to RT7 20 14

Table5: Backbonedistancescalculatedby RoutersRT3 andRT4.

Next,by lookingat theareasummariesfrom theseareaborderrouters,RT3 andRT4 candeterminethedistanceto all
networksoutsidetheirarea.Thesedistancesarethenadvertisedinternallyto theareaby RT3 andRT4. The
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advertisementsthatRouterRT3 andRT4 will makeinto Area1 areshownin Table6. NotethatTable6 assumesthat
anarearangehasbeenconfiguredfor thebackbonewhichgroupsIa andIb into a singleadvertisement.

Destination RT3adv. RT4adv.
Ia,Ib 15 22
N6 16 15
N7 20 19
N8 18 18

N9-N11,H1 19 26

RT5 14 8
RT7 20 14

Table6: Destinationsadvertisedinto Area1 by RoutersRT3 andRT4.

Theinformationimportedinto Area1 by RoutersRT3 andRT4 enablesaninternalrouter, suchasRT1, to choosean
areaborderrouterintelligently. RouterRT1 woulduseRT4 for traffic to NetworkN6, RT3 for traffic to Network
N10,andwould loadsharebetweenthetwo for traffic to NetworkN8.

RouterRT1 canalsodeterminein thismannertheshortestpathto theAS boundaryroutersRT5 andRT7. Then,by
lookingat RT5 andRT7’sexternaladvertisements,RouterRT1 candecidebetweenRT5 or RT7 whensendingto a
destinationin anotherAutonomousSystem(oneof thenetworksN12-N15).

Notethata failure of theline betweenRoutersRT6 andRT10will causethebackboneto becomedisconnected.
Configuringa virtual link betweenRoutersRT7 andRT10will give thebackbonemoreconnectivityandmore
resistanceto suchfailures.Also, avirtual link betweenRT7 andRT10would allow a muchshorterpathbetweenthe
third area(containingN9) andtherouterRT7, which is advertisingagoodrouteto externalNetworkN12.

3.5 IP subnetting support

OSPFattachesanIP addressmaskto eachadvertisedroute.Themaskindicatestherangeof addressesbeing
describedby theparticularroute.Forexample,a summaryadvertisementfor thedestination128.185.0.0 with a
maskof 0xffff0000 actuallyis describinga singlerouteto thecollectionof destinations128.185.0.0 -
128.185.255.255. Similarly, hostroutesarealwaysadvertisedwith a maskof 0xffffffff, indicatingthe
presenceof only a singledestination.

Includingthemaskwith eachadvertiseddestinationenablestheimplementationof whatis commonlyreferredto as
variable-lengthsubnetting.This meansthatasingleIP classA, B, or C networknumbercanbebrokenup into many
subnetsof varioussizes.For example,thenetwork128.185.0.0 couldbebrokenup into 62 variable-sized
subnets:15subnetsof size4K, 15subnetsof size256,and32 subnetsof size8. Table7 showssomeof theresulting
networkaddressestogetherwith theirmasks:

Therearemanypossiblewaysof dividing upa classA, B, andC networkinto variablesizedsubnets.Theprecise
procedurefor doingsois beyondthescopeof thisspecification.This specificationhoweverestablishesthefollowing
guideline:WhenanIP packetis forwarded,it is alwaysforwardedto thenetworkthat is thebestmatchfor the
packet’sdestination.Herebestmatchis synonymouswith thelongestor mostspecificmatch.For example,the
defaultroutewith destinationof 0.0.0.0 andmask0x00000000 is alwaysamatchfor everyIP destination.Yet
it is alwayslessspecificthananyothermatch.Subnetmasksmustbeassignedsothatthebestmatchfor anyIP
destinationis unambiguous.
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Networkaddress IP addressmask Subnetsize
128.185.16.0 0xfffff000 4K
128.185.1.0 0xffffff00 256
128.185.0.8 0xfffffff8 8

Table7: Somesamplesubnetsizes.

TheOSPFareaconceptis modelledafteranIP subnettednetwork.OSPFareashavebeenlooselydefinedto bea
collectionof networks.In actuality, anOSPFareais specifiedto bea list of addressranges(seeSectionC.2for more
details).Eachaddressrangeis definedasan[address,mask]pair. Manyseparatenetworksmaythenbecontainedin a
singleaddressrange,just asasubnettednetworkis composedof manyseparatesubnets.Areaborderroutersthen
summarizetheareacontents(for distributionto thebackbone)by advertisingasingleroutefor eachaddressrange.
Thecostof therouteis theminimumcostto anyof thenetworksfalling in thespecifiedrange.

Forexample,anIP subnettednetworkcanbeconfiguredasa singleOSPFarea.In thatcase,theareawould be
definedasasingleaddressrange:aclassA, B, or C networknumberalongwith its naturalIP mask.Insidethearea,
anynumberof variablesizedsubnetscouldbedefined.Externalto thearea,asingleroutefor theentiresubnetted
networkwould bedistributed,hidingeventhefact thatthenetworkis subnettedat all. Thecostof this routeis the
minimumof thesetof coststo thecomponentsubnets.

3.6 Supporting stub areas

In someAutonomousSystems,themajorityof thetopologicaldatabasemayconsistof AS externaladvertisements.
An OSPFAS externaladvertisementis usuallyfloodedthroughouttheentireAS. However, OSPFallowscertain
areasto beconfiguredas“stubareas”.AS externaladvertisementsarenotfloodedinto/throughoutstubareas;routing
to AS externaldestinationsin theseareasis basedona (per-area)defaultonly. This reducesthetopologicaldatabase
size,andthereforethememoryrequirements,for astubarea’s internalrouters.

In orderto takeadvantageof theOSPFstubareasupport,defaultroutingmustbeusedin thestubarea.This is
accomplishedasfollows. Oneor moreof thestubarea’sareaborderroutersmustadvertisea defaultrouteinto the
stubareavia summarylink advertisements.Thesesummarydefaultsarefloodedthroughoutthestubarea,butno
further. (For this reasonthesedefaultspertainonly to theparticularstubarea).Thesesummarydefaultrouteswill
matchanydestinationthat is notexplicitly reachableby anintra-areaor inter-areapath(i.e.,AS external
destinations).

An areacanbeconfiguredasstubwhenthereis a singleexit point from thearea,or whenthechoiceof exit point
neednot bemadeonaper-external-destinationbasis.Forexample,Area3 in Figure6 couldbeconfiguredasastub
area,becauseall externaltraffic musttravelthoughits singleareaborderrouterRT11. If Area3 wereconfiguredasa
stub,RouterRT11 would advertiseadefaultroutefor distributioninsideArea3 (in asummarylink advertisement),
insteadof floodingtheAS externaladvertisementsfor networksN12-N15into/throughoutthearea.

TheOSPFprotocolensuresthatall routersbelongingto anareaagreeonwhethertheareahasbeenconfiguredasa
stub.Thisguaranteesthatno confusionwill arisein thefloodingof AS externaladvertisements.

Thereareacoupleof restrictionson theuseof stubareas.Virtual links cannotbeconfiguredthroughstubareas.In
addition,AS boundaryrouterscannotbeplacedinternalto stubareas.
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3.7 Partitions of areas

OSPFdoesnotactivelyattemptto repairareapartitions.Whenanareabecomespartitioned,eachcomponentsimply
becomesa separatearea.Thebackbonethenperformsroutingbetweenthenewareas.Somedestinationsreachable
via intra-arearoutingbeforethepartitionwill nowrequireinter-arearouting.

In theprevioussection,anareawasdescribedasa list of addressranges.Any particularaddressrangemuststill be
completelycontainedin a singlecomponentof theareapartition. Thishasto dowith theway theareacontentsare
summarizedto thebackbone.Also, thebackboneitself mustnot partition. If it does,partsof theAutonomous
Systemwill becomeunreachable.Backbonepartitionscanberepairedby configuringvirtual links (seeSection15).

Anotherway to think aboutareapartitionsis to look at theAutonomousSystemgraphthatwasintroducedin
Section2. AreaIDs canbeviewedascolorsfor thegraph’sedges.1 Eachedgeof thegraphconnectsto anetwork,or
is itself apoint-to-pointnetwork.In eithercase,theedgeis coloredwith thenetwork’sAreaID.

A groupof edges,all havingthesamecolor, andinterconnectedby vertices,representsanarea.If thetopologyof the
AutonomousSystemis intact,thegraphwill haveseveralregionsof color, eachcolorbeingadistinctAreaID.

WhentheAS topologychanges,oneof theareasmaybecomepartitioned.Thegraphof theAS will thenhave
multiple regionsof thesamecolor (AreaID). Theroutingin theAutonomousSystemwill continueto functionas
longastheseregionsof samecolor areconnectedby thesinglebackboneregion.

1Thegraph’sverticesrepresenteitherrouters,transitnetworks,or stubnetworks.Sinceroutersmaybelongto multipleareas,it is not possible
to color thegraph’svertices.
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4 Functional Summary

A separatecopyof OSPF’sbasicroutingalgorithmrunsin eacharea.Routershavinginterfacesto multipleareasrun
multiplecopiesof thealgorithm.A brief summaryof theroutingalgorithmfollows.

Whena routerstarts,it first initializestheroutingprotocoldatastructures.Therouterthenwaitsfor indicationsfrom
thelower-levelprotocolsthat its interfacesarefunctional.

A routerthenusestheOSPF’sHello Protocolto acquireneighbors.TheroutersendsHello packetsto its neighbors,
andin turn receivestheirHello packets.On broadcastandpoint-to-pointnetworks,therouterdynamicallydetectsits
neighboringroutersby sendingits Hello packetsto themulticastaddressAllSPFRouters.On non-broadcast
networks,someconfigurationinformationis necessaryin orderto discoverneighbors.Onall multi-accessnetworks
(broadcastor non-broadcast),theHello Protocolalsoelectsa Designatedrouterfor thenetwork.

Therouterwill attemptto form adjacencieswith someof its newlyacquiredneighbors.Topologicaldatabasesare
synchronizedbetweenpairsof adjacentrouters.Onmulti-accessnetworks,theDesignatedRouterdetermineswhich
routersshouldbecomeadjacent.

Adjacenciescontrol thedistributionof routingprotocolpackets.Routingprotocolpacketsaresentandreceivedonly
onadjacencies.In particular, distributionof topologicaldatabaseupdatesproceedsalongadjacencies.

A routerperiodicallyadvertisesits state,which is alsocalledlink state.Link stateis alsoadvertisedwhenarouter’s
statechanges.A router’sadjacenciesarereflectedin thecontentsof its link stateadvertisements.This relationship
betweenadjacenciesandlink stateallowstheprotocolto detectdeadroutersin a timely fashion.

Link stateadvertisementsarefloodedthroughoutthearea.Thefloodingalgorithmis reliable,ensuringthatall routers
in anareahaveexactlythesametopologicaldatabase.This databaseconsistsof thecollectionof link state
advertisementsreceivedfrom eachrouterbelongingto thearea.Fromthisdatabaseeachroutercalculatesa
shortest-pathtree,with itself asroot. Thisshortest-pathtreein turnyieldsa routingtablefor theprotocol.

4.1 Inter -arearouting

Theprevioussectiondescribedtheoperationof theprotocolwithin a singlearea.For intra-arearouting,no other
routinginformationis pertinent.In orderto beableto routeto destinationsoutsideof thearea,theareaborderrouters
injectadditionalroutinginformationinto thearea.This additionalinformationis adistillation of therestof the
AutonomousSystem’s topology.

Thisdistillation is accomplishedasfollows: Eachareaborderrouteris by definitionconnectedto thebackbone.
Eachareaborderroutersummarizesthetopologyof its attachedareasfor transmissionon thebackbone,andhenceto
all otherareaborderrouters.An areaborderrouterthenhascompletetopologicalinformationconcerningthe
backbone,andtheareasummariesfrom eachof theotherareaborderrouters.Fromthis information,therouter
calculatespathsto all destinationsnotcontainedin its attachedareas.Therouterthenadvertisesthesepathsinto its
attachedareas.This enablesthearea’s internalroutersto pick thebestexit routerwhenforwardingtraffic to
destinationsin otherareas.

4.2 AS external routes

RoutersthathaveinformationregardingotherAutonomousSystemscanflood this informationthroughouttheAS.
Thisexternalroutinginformationis distributedverbatimto everyparticipatingrouter. Thereis oneexception:
externalroutinginformationis notfloodedinto “stub” areas(seeSection3.6).

To utilize externalroutinginformation,thepathto all routersadvertisingexternalinformationmustbeknown
throughouttheAS (exceptingthestubareas).For thatreason,thelocationsof theseAS boundaryroutersare
summarizedby the(non-stub)areaborderrouters.
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4.3 Routing protocolpackets

TheOSPFprotocolrunsdirectlyoverIP, usingIP protocol89. OSPFdoesnot provideanyexplicit
fragmentation/reassemblysupport.Whenfragmentationis necessary, IP fragmentation/reassemblyis used.OSPF
protocolpacketshavebeendesignedsothat largeprotocolpacketscangenerallybesplit into severalsmaller
protocolpackets.This practiceis recommended;IP fragmentationshouldbeavoidedwheneverpossible.

Routingprotocolpacketsshouldalwaysbesentwith theIP TOSfield setto 0. If at all possible,routingprotocol
packetsshouldbegivenpreferenceoverregularIP datatraffic, bothwhenbeingsentandreceived.As anaid to
accomplishingthis,OSPFprotocolpacketsshouldhavetheir IP precedencefield setto thevalueInternetwork
Control(see[RFC791]).

All OSPFprotocolpacketsshareacommonprotocolheaderthat is describedin AppendixA. TheOSPFpackettypes
arelistedbelowin Table8. Their formatsarealsodescribedin AppendixA.

Type Packetname Protocolfunction
1 Hello Discover/maintainneighbors
2 DatabaseDescription Summarizedatabasecontents
3 Link StateRequest Databasedownload
4 Link StateUpdate Databaseupdate
5 Link StateAck Floodingacknowledgment

Table8: OSPFpackettypes.

OSPF’sHello protocolusesHello packetsto discoverandmaintainneighborrelationships.TheDatabase
DescriptionandLink StateRequestpacketsareusedin theforming of adjacencies.OSPF’sreliableupdate
mechanismis implementedby theLink StateUpdateandLink StateAcknowledgmentpackets.

EachLink StateUpdatepacketcarriesasetof newlink stateadvertisementsonehopfurtherawayfrom their pointof
origination.A singleLink StateUpdatepacketmaycontainthelink stateadvertisementsof severalrouters.Each
advertisementis taggedwith theID of theoriginatingrouterandachecksumof its link statecontents.Thefive
differenttypesof OSPFlink stateadvertisementsarelistedbelowin Table9.

As mentionedabove,OSPFroutingpackets(with theexceptionof Hellos)aresentonly overadjacencies.Notethat
thismeansthatall OSPFprotocolpacketstravela singleIP hop,exceptthosethataresentovervirtual adjacencies.
TheIP sourceaddressof anOSPFprotocolpacketis oneendof a routeradjacency, andtheIP destinationaddressis
eithertheotherendof theadjacencyor anIP multicastaddress.

4.4 Basicimplementation requirements

An implementationof OSPFrequiresthefollowing piecesof systemsupport:

Timers Two differentkind of timersarerequired.Thefirst kind, calledsingleshottimers,fire onceandcausea
protocoleventto beprocessed.Thesecondkind, calledintervaltimers,fire at continuousintervals.Theseare
usedfor thesendingof packetsat regularintervals.A goodexampleof this is theregularbroadcastof Hello
packets(on broadcastnetworks).Thegranularityof bothkindsof timersis onesecond.

Intervaltimersshouldbeimplementedto avoiddrift. In somerouterimplementations,packetprocessingcan
affect timer execution.Whenmultiple routersareattachedto a singlenetwork,all doingbroadcasts,thiscan
leadto thesynchronizationof routingpackets(whichshouldbeavoided).If timerscannotbeimplementedto
avoiddrift, smallrandomamountsshouldbeaddedto/subtractedfrom thetimer intervalat eachfiring.
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LStype Advertisementname Advertisementdescription

1 Router links
advertisements

Originatedby all routers. This advertisementdescribesthe
collectedstatesof the router’s interfacesto an area. Flooded
throughoutasingleareaonly.

2 Network links
advertisements

Originatedfor multi-accessnetworksby theDesignatedRouter.
This advertisementcontainsthelist of routersconnectedto the
network.Floodedthroughoutasingleareaonly.

3,4 Summary link
advertisements

Originated by area border routers, and flooded throughout
the advertisement’s associatedarea. Each summary link
advertisementdescribesa route to a destinationoutside the
area,yet still inside the AS (i.e., an inter-arearoute). Type
3 advertisementsdescribe routes to networks. Type 4
advertisementsdescriberoutesto AS boundaryrouters.

5 AS external link
advertisements

Originatedby AS boundaryrouters,and flooded throughout
theAS. EachAS externallink advertisementdescribesa route
to a destinationin another AutonomousSystem. Default
routesfor the AS can also be describedby AS externallink
advertisements.

Table9: OSPFlink stateadvertisements.

IP multicast CertainOSPFpacketstaketheform of IP multicastdatagrams.Supportfor receivingandsendingIP
multicastdatagrams,alongwith theappropriatelower-levelprotocolsupport,is required.TheIP multicast
datagramsusedby OSPFnevertravelmorethanonehop.For this reason,theability to forwardIP multicast
datagramsis not required.For informationon IP multicast,see[RFC 1112].

Variable-length subnetsupport Therouter’s IP protocolsupportmustincludetheability to divide asingleIP class
A, B, or C networknumberinto manysubnetsof varioussizes.This is commonlycalledvariable-length
subnetting;seeSection3.5for details.

IP supernetting support Therouter’s IP protocolsupportmustincludetheability to aggregatecontiguous
collectionsof IP classA, B, andC networksinto largerquantitiescalledsupernets.Supernettinghasbeen
proposedasoneway to improvethescalingof IP routingin theworldwideInternet.For moreinformationon
IP supernetting,see[RFC1519].

Lower-levelprotocolsupport Thelower level protocolsreferredto herearethenetworkaccessprotocols,suchas
theEthernetdatalink layer. Indicationsmustbepassedfrom theseprotocolsto OSPFasthenetworkinterface
goesup anddown. Forexample,onanethernetit would bevaluableto knowwhentheethernettransceiver
cablebecomesunplugged.

Non-broadcastlower-levelprotocolsupport Rememberthatnon-broadcastnetworksaremulti-accessnetworks
suchasaX.25 PDN.Onthesenetworks,theHello Protocolcanbeaidedby providinganindicationto OSPF
whenanattemptis madeto sendapacketto adeador non-existentrouter. For example,onanX.25 PDN a
deadneighboringroutermaybeindicatedby thereceptionof aX.25 clearwith anappropriatecauseand
diagnostic,andthis informationwould bepassedto OSPF.

List manipulation primitives Muchof theOSPFfunctionality is describedin termsof its operationon listsof link
stateadvertisements.Forexample,thecollectionof advertisementsthatwill beretransmittedto anadjacent
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routeruntil acknowledgedaredescribedasa list. Any particularadvertisementmaybeonmanysuchlists. An
OSPFimplementationneedsto beableto manipulatetheselists,addinganddeletingconstituent
advertisementsasnecessary.

Taskingsupport Certainproceduresdescribedin thisspecificationinvokeotherprocedures.At times,theseother
proceduresshouldbeexecutedin-line, thatis, beforethecurrentprocedureis finished.This is indicatedin the
textby instructionsto executeaprocedure.At othertimes,theotherproceduresareto beexecutedonly when
thecurrentprocedurehasfinished.This is indicatedby instructionsto schedulea task.

4.5 Optional OSPFcapabilities

TheOSPFprotocoldefinesseveraloptionalcapabilities.A routerindicatestheoptionalcapabilitiesthatit supports
in its OSPFHello packets,DatabaseDescriptionpacketsandin its link stateadvertisements.This enablesrouters
supportinga mix of optionalcapabilitiesto coexistin asingleAutonomousSystem.

Somecapabilitiesmustbesupportedby all routersattachedto a specificarea.In this case,a routerwill not accepta
neighbor’sHello Packetunlessthereis amatchin reportedcapabilities(i.e.,a capabilitymismatchpreventsa
neighborrelationshipfrom forming). An exampleof this is theExternalRoutingCapability(seebelow).

OthercapabilitiescanbenegotiatedduringtheDatabaseExchangeprocess.This is accomplishedby specifyingthe
optionalcapabilitiesin DatabaseDescriptionpackets.A capabilitymismatchwith aneighborin thiscasewill result
in only asubsetof link stateadvertisementsbeingexchangedbetweenthetwo neighbors.

Theroutingtablebuild processcanalsobeaffectedby thepresence/absenceof optionalcapabilities.Forexample,
sincetheoptionalcapabilitiesarereportedin link stateadvertisements,routersincapableof certainfunctionscanbe
avoidedwhenbuilding theshortestpathtree.An exampleof this is theTOSroutingcapability(seebelow).

ThecurrentOSPFoptionalcapabilitiesarelistedbelow. SeeSectionA.2 for moreinformation.

ExternalRoutingCapability EntireOSPFareascanbeconfiguredas“stubs” (seeSection3.6). AS external
advertisementswill notbefloodedinto stubareas.Thiscapabilityis representedby theE-bit in theOSPF
optionsfield (seeSectionA.2). In orderto ensureconsistentconfigurationof stubareas,all routersinterfacing
to suchanareamusthavetheE-bit clearin theirHello packets(seeSections9.5and10.5).

TOScapability All OSPFimplementationsmustbeableto calculateseparateroutesbasedon IP Typeof Service.
However, to saveroutingtablespaceandprocessingresources,anOSPFroutercanbeconfiguredto ignore
TOSwhenforwardingpackets.In thiscase,theroutercalculatesroutesfor TOS0 only. Thiscapabilityis
representedby theT-bit in theOSPFoptionsfield (seeSectionA.2). TOS-capablerouterswill attemptto
avoidnon-TOS-capablerouterswhencalculatingnon-zeroTOSpaths.

5 ProtocolData Structur es

TheOSPFprotocolis describedin thisspecificationin termsof its operationon variousprotocoldatastructures.The
following list comprisesthetop-levelOSPFdatastructures.Any initialization thatneedsto bedoneis noted.OSPF
areas,interfacesandneighborsalsohaveassociateddatastructuresthataredescribedlaterin thisspecification.

Router ID A 32-bitnumberthatuniquelyidentifiesthis routerin theAS. Onepossibleimplementationstrategy
wouldbeto usethesmallestIP interfaceaddressbelongingto therouter. If a router’sOSPFRouterID is
changed,therouter’sOSPFsoftwareshouldberestartedbeforethenewRouterID takeseffect. Before
restartingin orderto changeits RouterID, theroutershouldflushits self-originatedlink stateadvertisements
from theroutingdomain(seeSection14.1),or theywill persistfor up to MaxAgeminutes.
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Ar eastructur es Eachoneof theareasto which therouteris connectedhasits own datastructure.Thisdata
structuredescribestheworkingof thebasicalgorithm.Rememberthateacharearunsaseparatecopyof the
basicalgorithm.

Backbone(area)structur e Thebasicalgorithmoperateson thebackboneasif it wereanarea.For this reasonthe
backboneis representedasanareastructure.

Virtual links configured Thevirtual links configuredwith this routerasoneendpoint.In orderto haveconfigured
virtual links, therouteritself mustbeanareaborderrouter. Virtual links areidentifiedby theRouterID of the
otherendpoint– which is anotherareaborderrouter. Thesetwo endpointroutersmustbeattachedto a
commonarea,calledthevirtual link’ sTransitarea.Virtual links arepartof thebackbone,andbehaveasif they
wereunnumberedpoint-to-pointnetworksbetweenthetwo routers.A virtual link usestheintra-arearoutingof
its Transitareato forwardpackets.Virtual links arebroughtup anddownthroughthebuildingof the
shortest-pathtreesfor theTransitarea.

List of external routes Theseareroutesto destinationsexternalto theAutonomousSystem,thathavebeengained
eitherthroughdirectexperiencewith anotherroutingprotocol(suchasEGP),or throughconfiguration
information,or throughacombinationof thetwo (e.g.,dynamicexternalinformationto beadvertisedby
OSPFwith configuredmetric). Any routerhavingtheseexternalroutesis calledanAS boundaryrouter. These
routesareadvertisedby therouterinto theOSPFroutingdomainvia AS externallink advertisements.

List of AS external link advertisements Partof thetopologicaldatabase.Thesehaveoriginatedfrom theAS
boundaryrouters.Theycompriseroutesto destinationsexternalto theAutonomousSystem.Notethat,if the
routeris itself anAS boundaryrouter, someof theseAS externallink advertisementshavebeenself-originated.

The routing table Derivedfrom thetopologicaldatabase.Eachdestinationthattheroutercanforwardto is
representedby acostandasetof paths.A pathis describedby its typeandnexthop. Formoreinformation,
seeSection11.

TOScapability This item indicateswhethertherouterwill calculateseparateroutesbasedonTOS. This is a
configurableparameter. Formoreinformation,seeSections4.5and16.9.

Figure9 showsthecollectionof datastructurespresentin a typical router. Therouterpicturedis RT10,from themap
in Figure6. NotethatRouterRT10hasa virtual link configuredto RouterRT11,with Area2 asthelink’ sTransit
area.This is indicatedby thedashedline in Figure9. Whenthevirtual link becomesactive,throughthebuildingof
theshortestpathtreefor Area2, it becomesaninterfaceto thebackbone(seethetwo backboneinterfacesdepictedin
Figure9).

6 The Ar eaData Structur e

Theareadatastructurecontainsall theinformationusedto run thebasicroutingalgorithm.Eachareamaintainsits
owntopologicaldatabase.A networkbelongsto a singlearea,andarouterinterfaceconnectsto a singlearea.Each
routeradjacencyalsobelongsto asinglearea.

TheOSPFbackbonehasall thepropertiesof anarea.For thatreasonit is alsorepresentedby anareadatastructure.
Notethatsomeitemsin thestructureapplydifferentlyto thebackbonethanto non-backboneareas.

Theareatopological(or link state)databaseconsistsof thecollectionof routerlinks, networklinks andsummary
link advertisementsthathaveoriginatedfrom thearea’srouters.This informationis floodedthroughoutasinglearea
only. Thelist of AS externallink advertisements(seeSection5) is alsoconsideredto bepartof eacharea’s
topologicaldatabase.
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Figure 9: Router RT10’s Data Structures
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Ar eaID A 32-bitnumberidentifying thearea.0.0.0.0 is reservedfor theAreaID of thebackbone.If assigning
subnettednetworksasseparateareas,theIP networknumbercouldbeusedastheAreaID.

List of componentaddressranges Theaddressrangesthatdefinethearea.Eachaddressrangeis specifiedby an
[address,mask]pair andastatusindicationof eitherAdvertiseor DoNotAdvertise(seeSection12.4.3).Each
networkis thenassignedto anareadependingon theaddressrangethatit falls into (specifiedaddressranges
arenotallowedto overlap).As anexample,if anIP subnettednetworkis to beits ownseparateOSPFarea,the
areais definedto consistof a singleaddressrange- anIP networknumberwith its natural(classA, B or C)
mask.

Associatedrouter interfaces This router’s interfacesconnectingto thearea.A routerinterfacebelongsto oneand
only onearea(or thebackbone).For thebackbonestructurethis list includesall thevirtual links. A virtual link
is identifiedby theRouterID of its otherendpoint;its costis thecostof theshortestintra-areapaththroughthe
Transitareathatexistsbetweenthetwo routers.

List of router links advertisements A routerlinks advertisementis generatedby eachrouterin thearea.It
describesthestateof therouter’s interfacesto thearea.

List of network links advertisements Onenetworklinks advertisementis generatedfor eachtransitmulti-access
networkin thearea.A networklinks advertisementdescribesthesetof routerscurrentlyconnectedto the
network.

List of summary link advertisements Summarylink advertisementsoriginatefrom thearea’sareaborderrouters.
Theydescriberoutesto destinationsinternalto theAutonomousSystem,yetexternalto thearea.

Shortest-pathtr ee Theshortest-pathtreefor thearea,with this routeritself asroot. Derivedfrom thecollected
routerlinks andnetworklinks advertisementsby theDijkstra algorithm(seeSection16.1).

AuType Thetypeof authenticationusedfor this area.Authenticationtypesaredefinedin AppendixD. All OSPF
packetexchangesareauthenticated.Dif ferentauthenticationschemesmaybeusedin differentareas.

TransitCapability Setto TRUEif andonly if thereareoneor moreactivevirtual links usingtheareaasaTransit
area.Equivalently, this parameterindicateswhethertheareacancarrydatatraffic thatneitheroriginatesnor
terminatesin theareaitself. This parameteris calculatedwhenthearea’sshortest-pathtreeis built (see
Section16.1),andis usedasaninput to asubsequentstepof theroutingtablebuild process(seeSection16.3).

ExternalRoutingCapability WhetherAS externaladvertisementswill befloodedinto/throughoutthearea.This is a
configurableparameter. If AS externaladvertisementsareexcludedfrom thearea,theareais calleda “stub”.
Internalto stubareas,routingto AS externaldestinationswill bebasedsolelyonadefaultsummaryroute.The
backbonecannotbeconfiguredasastubarea.Also, virtual links cannotbeconfiguredthroughstubareas.For
moreinformation,seeSection3.6.

StubDefaultCost If theareahasbeenconfiguredasastubarea,andtherouteritself is anareaborderrouter, thenthe
StubDefaultCostindicatesthecostof thedefaultsummarylink thattheroutershouldadvertiseinto thearea.
Therecanbeaseparatecostconfiguredfor eachIP TOS.SeeSection12.4.3for moreinformation.

Unlessotherwisespecified,theremainingsectionsof thisdocumentreferto theoperationof theprotocolin asingle
area.
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7 Bringing Up Adjacencies

OSPFcreatesadjacenciesbetweenneighboringroutersfor thepurposeof exchangingroutinginformation.Not every
two neighboringrouterswill becomeadjacent.Thissectioncoversthegeneralitiesinvolvedin creatingadjacencies.
For furtherdetailsconsultSection10.

7.1 The Hello Protocol

TheHello Protocolis responsiblefor establishingandmaintainingneighborrelationships.It alsoensuresthat
communicationbetweenneighborsis bidirectional.Hello packetsaresentperiodicallyoutall routerinterfaces.
Bidirectionalcommunicationis indicatedwhentherouterseesitself listedin theneighbor’sHello Packet.

Onmulti-accessnetworks,theHello ProtocolelectsaDesignatedRouterfor thenetwork.Amongotherthings,the
DesignatedRoutercontrolswhatadjacencieswill beformedoverthenetwork(seebelow).

TheHello Protocolworksdifferentlyon broadcastnetworks,ascomparedto non-broadcastnetworks.On broadcast
networks,eachrouteradvertisesitself by periodicallymulticastingHello Packets.Thisallowsneighborsto be
discovereddynamically. TheseHello Packetscontaintherouter’sview of theDesignatedRouter’s identity, andthe
list of routerswhoseHello Packetshavebeenseenrecently.

Onnon-broadcastnetworkssomeconfigurationinformationis necessaryfor theoperationof theHello Protocol.
EachrouterthatmaypotentiallybecomeDesignatedRouterhasa list of all otherroutersattachedto thenetwork.A
router, havingDesignatedRouterpotential,sendsHello Packetsto all otherpotentialDesignatedRouterswhenits
interfaceto thenon-broadcastnetworkfirst becomesoperational.This is anattemptto find theDesignatedRouterfor
thenetwork.If therouteritself is electedDesignatedRouter, it beginssendingHello Packetsto all otherrouters
attachedto thenetwork.

After a neighborhasbeendiscovered,bidirectionalcommunicationensured,and(if onamulti-accessnetwork)a
DesignatedRouterelected,a decisionis maderegardingwhetheror not anadjacencyshouldbeformedwith the
neighbor(seeSection10.4).An attemptis alwaysmadeto establishadjacenciesoverpoint-to-pointnetworksand
virtual links. Thefirst stepin bringingup anadjacencyis to synchronizetheneighbors’topologicaldatabases.This
is coveredin thenextsection.

7.2 The Synchronization of Databases

In a link-stateroutingalgorithm,it is very importantfor all routers’topologicaldatabasesto staysynchronized.
OSPFsimplifiesthisby requiringonly adjacentroutersto remainsynchronized.Thesynchronizationprocessbegins
assoonastheroutersattemptto bringup theadjacency. Eachrouterdescribesits databaseby sendinga sequenceof
DatabaseDescriptionpacketsto its neighbor. EachDatabaseDescriptionPacketdescribesasetof link state
advertisementsbelongingto therouter’sdatabase.Whentheneighborseesa link stateadvertisementthatis more
recentthanits own databasecopy, it makesanotethatthisneweradvertisementshouldberequested.

Thissendingandreceivingof DatabaseDescriptionpacketsis calledthe“DatabaseExchangeProcess”.During this
process,thetwo routersform amaster/slaverelationship.EachDatabaseDescriptionPackethasasequencenumber.
DatabaseDescriptionPacketssentby themaster(polls)areacknowledgedby theslavethroughechoingof the
sequencenumber. Bothpolls andtheir responsescontainsummariesof link statedata.Themasteris theonly one
allowedto retransmitDatabaseDescriptionPackets.It doessoonly atfixed intervals,thelengthof which is the
configuredconstantRxmtInterval.

EachDatabaseDescriptioncontainsanindicationthattherearemorepacketsto follow — theM-bit. TheDatabase
ExchangeProcessis overwhenarouterhasreceivedandsentDatabaseDescriptionPacketswith theM-bit off.
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DuringandaftertheDatabaseExchangeProcess,eachrouterhasa list of thoselink stateadvertisementsfor which
theneighborhasmoreup-to-dateinstances.Theseadvertisementsarerequestedin Link StateRequestPackets.Link
StateRequestpacketsthatarenotsatisfiedareretransmittedatfixed intervalsof time RxmtInterval.Whenthe
DatabaseDescriptionProcesshascompletedandall Link StateRequestshavebeensatisfied,thedatabasesare
deemedsynchronizedandtheroutersaremarkedfully adjacent.At this time theadjacencyis fully functionalandis
advertisedin thetwo routers’link stateadvertisements.

Theadjacencyis usedby thefloodingprocedureassoonastheDatabaseExchangeProcessbegins.This simplifies
databasesynchronization,andguaranteesthatit finishesin a predictableperiodof time.

7.3 The DesignatedRouter

Everymulti-accessnetworkhasaDesignatedRouter. TheDesignatedRouterperformstwo mainfunctionsfor the
routingprotocol:

� TheDesignatedRouteroriginatesanetworklinks advertisementon behalfof thenetwork.Thisadvertisement
lists thesetof routers(includingtheDesignatedRouteritself) currentlyattachedto thenetwork.TheLink
StateID for thisadvertisement(seeSection12.1.4)is theIP interfaceaddressof theDesignatedRouter. TheIP
networknumbercanthenbeobtainedby usingthesubnet/networkmask.

� TheDesignatedRouterbecomesadjacentto all otherrouterson thenetwork.Sincethelink statedatabasesare
synchronizedacrossadjacencies(throughadjacencybring-upandthenthefloodingprocedure),theDesignated
Routerplaysacentralpart in thesynchronizationprocess.

TheDesignatedRouteris electedby theHello Protocol.A router’sHello Packetcontainsits RouterPriority, which is
configurableon aper-interfacebasis.In general,whenarouter’s interfaceto anetworkfirst becomesfunctional,it
checksto seewhetherthereis currentlyaDesignatedRouterfor thenetwork.If thereis, it acceptsthatDesignated
Router, regardlessof its RouterPriority. (Thismakesit harderto predicttheidentityof theDesignatedRouter, but
ensuresthattheDesignatedRouterchangeslessoften. Seebelow.) Otherwise,therouteritself becomesDesignated
Routerif it hasthehighestRouterPriority on thenetwork.A moredetailed(andmoreaccurate)descriptionof
DesignatedRouterelectionis presentedin Section9.4.

TheDesignatedRouteris theendpointof manyadjacencies.In orderto optimizethefloodingprocedureonbroadcast
networks,theDesignatedRoutermulticastsits Link StateUpdatePacketsto theaddressAllSPFRouters,ratherthan
sendingseparatepacketsovereachadjacency.

Section2 of this documentdiscussesthedirectedgraphrepresentationof anarea.Routernodesarelabelledwith
theirRouterID. Multi-accessnetworknodesareactuallylabelledwith theIP addressof theirDesignatedRouter. It
follows thatwhentheDesignatedRouterchanges,it appearsasif thenetworknodeon thegraphis replacedby an
entirelynewnode.Thiswill causethenetworkandall its attachedroutersto originatenewlink stateadvertisements.
Until thetopologicaldatabasesagainconverge,sometemporarylossof connectivitymayresult.This mayresultin
ICMP unreachablemessagesbeingsentin responseto datatraffic. For thatreason,theDesignatedRoutershould
changeonly infrequently. RouterPrioritiesshouldbeconfiguredsothatthemostdependablerouteronanetwork
eventuallybecomesDesignatedRouter.

7.4 The Backup DesignatedRouter

In orderto makethetransitionto anewDesignatedRoutersmoother, thereis a BackupDesignatedRouterfor each
multi-accessnetwork.TheBackupDesignatedRouteris alsoadjacentto all routerson thenetwork,andbecomes
DesignatedRouterwhenthepreviousDesignatedRouterfails. If therewerenoBackupDesignatedRouter, whena
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newDesignatedRouterbecamenecessary, newadjacencieswould haveto beformedbetweenthenewDesignated
Routerandall otherroutersattachedto thenetwork.Partof theadjacencyformingprocessis thesynchronizingof
topologicaldatabases,whichcanpotentiallytakequitea long time. During this time, thenetworkwouldnot be
availablefor transitdatatraffic. TheBackupDesignatedobviatestheneedto form theseadjacencies,sincethey
alreadyexist. This meanstheperiodof disruptionin transittraffic lastsonly aslongasit takesto flood thenewlink
stateadvertisements(whichannouncethenewDesignatedRouter).

TheBackupDesignatedRouterdoesnotgenerateanetworklinks advertisementfor thenetwork.(If it did, the
transitionto anewDesignatedRouterwould beevenfaster. However, this is a tradeoff betweendatabasesizeand
speedof convergencewhentheDesignatedRouterdisappears.)

TheBackupDesignatedRouteris alsoelectedby theHello Protocol.EachHello Packethasafield thatspecifiesthe
BackupDesignatedRouterfor thenetwork.

In somestepsof thefloodingprocedure,theBackupDesignatedRouterplaysapassiverole, letting theDesignated
Routerdo moreof thework. Thiscutsdownon theamountof local routingtraffic. SeeSection13.3for more
information.

7.5 The graph of adjacencies

An adjacencyis boundto thenetworkthatthetwo routershavein common.If two routershavemultiplenetworksin
common,theymayhavemultipleadjacenciesbetweenthem.

Onecanpicturethecollectionof adjacenciesona networkasforminganundirectedgraph.Theverticesconsistof
routers,with anedgejoining two routersif theyareadjacent.Thegraphof adjacenciesdescribestheflow of routing
protocolpackets,andin particularLink StateUpdatePackets,throughtheAutonomousSystem.

Two graphsarepossible,dependingon whetherthecommonnetworkis multi-access.Onphysicalpoint-to-point
networks(andvirtual links), thetwo routersjoinedby thenetworkwill beadjacentaftertheir databaseshavebeen
synchronized.Onmulti-accessnetworks,boththeDesignatedRouterandtheBackupDesignatedRouterare
adjacentto all otherroutersattachedto thenetwork,andtheseaccountfor all adjacencies.

Thesegraphsareshownin Figure10. It is assumedthatRouterRT7 hasbecometheDesignatedRouter, andRouter
RT3 theBackupDesignatedRouter, for thenetworkN2. TheBackupDesignatedRouterperformsa lesserfunction
duringthefloodingprocedurethantheDesignatedRouter(seeSection13.3).This is thereasonfor thedashedlines
connectingtheBackupDesignatedRouterRT3.

8 ProtocolPacketProcessing

Thissectiondiscussesthegeneralprocessingof OSPFroutingprotocolpackets.It is very importantthattherouter
topologicaldatabasesremainsynchronized.For this reason,routingprotocolpacketsshouldgetpreferential
treatmentoverordinarydatapackets,bothin sendingandreceiving.

Routingprotocolpacketsaresentalongadjacenciesonly (with theexceptionof Hello packets,whichareusedto
discovertheadjacencies).Thismeansthatall routingprotocolpacketstravelasingleIP hop,exceptthosesentover
virtual links.

All routingprotocolpacketsbeginwith a standardheader. Thesectionsbelowgive thedetailson howto fill in and
verify this standardheader. Then,for eachpackettype,thesectionis listedthatgivesmoredetailson thatparticular
packettype’sprocessing.
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8.1 Sendingprotocolpackets

Whena routersendsaroutingprotocolpacket,it fills in thefieldsof thestandardOSPFpacketheaderasfollows.
Formoredetailson theheaderformatconsultSectionA.3.1:

Version# Setto 2, theversionnumberof theprotocolasdocumentedin this specification.

Packettype Thetypeof OSPFpacket,suchasLink stateUpdateor Hello Packet.

Packetlength Thelengthof theentireOSPFpacketin bytes,includingthestandardOSPFpacketheader.

Router ID Theidentityof therouteritself (who is originatingthepacket).

Ar eaID TheOSPFareathatthepacketis beingsentinto.

Checksum ThestandardIP 16-bitone’scomplementchecksumof theentireOSPFpacket,excludingthe64-bit
authenticationfield. This checksumshouldbecalculatedbeforehandingthepacketto theappropriate
authenticationprocedure.

AuTypeand Authentication EachOSPFpacketexchangeis authenticated.Authenticationtypesareassignedby
theprotocolanddocumentedin AppendixD. A differentauthenticationschemecanbeusedfor each
OSPFarea.The64-bitauthenticationfield is setby theappropriateauthenticationprocedure
(determinedby AuType).Thisprocedureshouldbethelastcalledwhenforming thepacketto besent.
Thesettingof theauthenticationfield is determinedby thepacketcontentsandtheauthenticationkey
(which is configurableon aper-interfacebasis).

TheIP destinationaddressfor thepacketis selectedasfollows. Onphysicalpoint-to-pointnetworks,theIP
destinationis alwayssetto theaddressAllSPFRouters.Onall othernetworktypes(includingvirtual links), the
majorityof OSPFpacketsaresentasunicasts,i.e., sentdirectly to theotherendof theadjacency. In thiscase,theIP
destinationis just theNeighbor IP addressassociatedwith theotherendof theadjacency(seeSection10). Theonly
packetsnot sentasunicastsareon broadcastnetworks;on thesenetworksHello packetsaresentto themulticast
destinationAllSPFRouters,theDesignatedRouterandits BackupsendbothLink StateUpdatePacketsandLink
StateAcknowledgmentPacketsto themulticastaddressAllSPFRouters,while all otherrouterssendboththeirLink
StateUpdateandLink StateAcknowledgmentPacketsto themulticastaddressAllDRouters.

Retransmissionsof Link StateUpdatepacketsareALWAYS sentasunicasts.

TheIP sourceaddressshouldbesetto theIP addressof thesendinginterface.Interfacesto unnumbered
point-to-pointnetworkshaveno associatedIP address.On theseinterfaces,theIP sourceshouldbesetto anyof the
otherIP addressesbelongingto therouter. For this reason,theremustbeat leastoneIP addressassignedto the
router. 2 Notethat,for mostpurposes,virtual links actpreciselythesameasunnumberedpoint-to-pointnetworks.
However, eachvirtual link doeshaveanIP interface address(discoveredduringtheroutingtablebuild process)
which is usedastheIP sourcewhensendingpacketsoverthevirtual link.

Formoreinformationon theformatof specificOSPFpackettypes,consultthesectionslistedin Table10.

2It is possiblefor all of a router’s interfacesto beunnumberedpoint-to-pointlinks. In this case,anIP addressmustbeassignedto therouter.
Thisaddresswill thenbeadvertisedin therouter’srouterlinks advertisementasahostroute.

Moy [Page31]



RFC1583 OSPFVersion2 March1994

Type Packetname detailedsection(transmit)
1 Hello Section9.5
2 Databasedescription Section10.8
3 Link staterequest Section10.9
4 Link stateupdate Section13.3
5 Link stateack Section13.5

Table10: SectionsdescribingOSPFprotocolpackettransmission.

8.2 Receivingprotocolpackets

Whenevera protocolpacketis receivedby therouterit is markedwith theinterfaceit wasreceivedon. For routers
thathavevirtual links configured,it maynotbeimmediatelyobviouswhich interfaceto associatethepacketwith.
Forexample,considertherouterRT11 depictedin Figure6. If RT11 receivesanOSPFprotocolpacketon its
interfaceto NetworkN8, it maywantto associatethepacketwith theinterfaceto Area2, or with thevirtual link to
RouterRT10(which is partof thebackbone).In thefollowing, weassumethatthepacketis initially associatedwith
thenon-virtuallink. 3

In orderfor thepacketto beacceptedat theIP level, it mustpassa numberof tests,evenbeforethepacketis passed
to OSPFfor processing:

� TheIP checksummustbecorrect.

� Thepacket’s IP destinationaddressmustbetheIP addressof thereceivinginterface,or oneof theIP multicast
addressesAllSPFRoutersor AllDRouters.

� TheIP protocolspecifiedmustbeOSPF(89).

� Locally originatedpacketsshouldnotbepassedon to OSPF. Thatis, thesourceIP addressshouldbeexamined
to makesurethis is nota multicastpacketthattherouteritself generated.

Next, theOSPFpacketheaderis verified. Thefieldsspecifiedin theheadermustmatchthoseconfiguredfor the
receivinginterface.If theydo not, thepacketshouldbediscarded:

� Theversionnumberfield mustspecifyprotocolversion2.

� The16-bit one’scomplementchecksumof theOSPFpacket’scontentsmustbeverified. Rememberthatthe
64-bitauthenticationfield mustbeexcludedfrom thechecksumcalculation.

� TheAreaID foundin theOSPFheadermustbeverified. If bothof thefollowing casesfail, thepacketshould
bediscarded.TheAreaID specifiedin theheadermusteither:

1. MatchtheAreaID of thereceivinginterface. In thiscase,thepackethasbeensentovera singlehop.
Therefore,thepacket’s IP sourceaddressmustbeon thesamenetworkasthereceivinginterface.This
canbedeterminedby comparingthepacket’s IP sourceaddressto theinterface’sIP address,after
maskingbothaddresseswith theinterfacemask.This comparisonshouldnotbeperformedon
point-to-pointnetworks.On point-to-pointnetworks,theinterfaceaddressesof eachendof thelink are
assignedindependently, if theyareassignedatall.

3Notethat in thesecasesbothinterfaces,thenon-virtualandthevirtual, wouldhavethesameIP address.
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2. Indicatethebackbone.In thiscase,thepackethasbeensentovera virtual link. Thereceivingrouter
mustbeanareaborderrouter, andtheRouterID specifiedin thepacket(thesourcerouter)mustbethe
otherendof a configuredvirtual link. Thereceivinginterfacemustalsoattachto thevirtual link’ s
configuredTransitarea.If all of thesecheckssucceed,thepacketis acceptedandis from nowon
associatedwith thevirtual link (andthebackbonearea).

� PacketswhoseIP destinationis AllDRoutersshouldonly beacceptedif thestateof thereceivinginterfaceis
DR or Backup (seeSection9.1).

� TheAuTypespecifiedin thepacketmustmatchtheAuTypespecifiedfor theassociatedarea.

Next, thepacketmustbeauthenticated.Thisdependson theAuTypespecified(seeAppendixD). Theauthentication
proceduremayuseanAuthenticationkey, whichcanbeconfiguredon aper-interfacebasis.If theauthentication
fails, thepacketshouldbediscarded.

If thepackettypeis Hello, it shouldthenbefurtherprocessedby theHello Protocol(seeSection10.5).All other
packettypesaresent/receivedonly onadjacencies.This meansthatthepacketmusthavebeensentby oneof the
router’sactiveneighbors.If thereceivinginterfaceis amulti-accessnetwork(eitherbroadcastor non-broadcast)the
senderis identifiedby theIP sourceaddressfoundin thepacket’s IP header. If thereceivinginterfaceis a
point-to-pointlink or a virtual link, thesenderis identifiedby theRouterID (sourcerouter)foundin thepacket’s
OSPFheader. Thedatastructureassociatedwith thereceivinginterfacecontainsthelist of activeneighbors.Packets
notmatchinganyactiveneighborarediscarded.

At this pointall receivedprotocolpacketsareassociatedwith anactiveneighbor. For thefurtherinputprocessingof
specificpackettypes,consultthesectionslistedin Table11.

Type Packetname detailedsection(receive)
1 Hello Section10.5
2 Databasedescription Section10.6
3 Link staterequest Section10.7
4 Link stateupdate Section13
5 Link stateack Section13.7

Table11: SectionsdescribingOSPFprotocolpacketreception.

9 The Interface Data Structur e

An OSPFinterfaceis theconnectionbetweenarouteranda network.Thereis a singleOSPFinterfacestructurefor
eachattachednetwork;eachinterfacestructurehasatmostoneIP interfaceaddress(seebelow). Thesupportfor
multipleaddressesona singlenetworkis amatterfor futureconsideration.

An OSPFinterfacecanbeconsideredto belongto theareathatcontainstheattachednetwork.All routingprotocol
packetsoriginatedby therouteroverthis interfacearelabelledwith theinterface’sAr eaID . Oneor morerouter
adjacenciesmaydevelopoveraninterface.A router’s link stateadvertisementsreflectthestateof its interfacesand
theirassociatedadjacencies.

Thefollowing dataitemsareassociatedwith aninterface.Notethatanumberof theseitemsareactually
configurationfor theattachednetwork;thoseitemsmustbethesamefor all routersconnectedto thenetwork.
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Type Thekind of networkto which theinterfaceattaches.Its valueis eitherbroadcast,non-broadcastyet still
multi-access,point-to-pointor virtual link.

State Thefunctionallevelof aninterface.Statedetermineswhetheror not full adjacenciesareallowedto form over
theinterface.Stateis alsoreflectedin therouter’s link stateadvertisements.

IP interface address TheIP addressassociatedwith theinterface.This appearsastheIP sourceaddressin all
routingprotocolpacketsoriginatedoverthis interface.Interfacesto unnumberedpoint-to-pointnetworksdo
nothaveanassociatedIP address.

IP interface mask Also referredto asthesubnetmask,this indicatestheportionof theIP interfaceaddressthat
identifiestheattachednetwork.MaskingtheIP interfaceaddresswith theIP interfacemaskyieldstheIP
networknumberof theattachednetwork.Onpoint-to-pointnetworksandvirtual links, theIP interfacemaskis
notdefined.Onthesenetworks,thelink itself is notassignedanIP networknumber, andsotheaddressesof
eachsideof thelink areassignedindependently, if theyareassignedatall.

Ar eaID TheAreaID of theareato which theattachednetworkbelongs.All routingprotocolpacketsoriginating
from theinterfacearelabelledwith this AreaID.

HelloInterval Thelengthof time, in seconds,betweentheHello packetsthattheroutersendson theinterface.
Advertisedin Hello packetssentout this interface.

RouterDeadInterval Thenumberof secondsbeforetherouter’sneighborswill declareit down,whentheystop
hearingtherouter’sHello Packets.Advertisedin Hello packetssentout this interface.

InfT ransDelay Theestimatednumberof secondsit takesto transmita Link StateUpdatePacketoverthis interface.
Link stateadvertisementscontainedin theLink StateUpdatepacketwill havetheirageincrementedby this
amountbeforetransmission.This valueshouldtakeinto accounttransmissionandpropagationdelays;it must
begreaterthanzero.

Router Priority An 8-bit unsignedinteger. Whentwo routersattachedto a networkbothattemptto become
DesignatedRouter, theonewith thehighestRouterPriority takesprecedence.A routerwhoseRouterPriority
is setto 0 is ineligible to becomeDesignatedRouteron theattachednetwork.Advertisedin Hello packetssent
out this interface.

Hello Timer An intervaltimer thatcausestheinterfaceto senda Hello packet.This timer fireseveryHelloInterval
seconds.Notethaton non-broadcastnetworksaseparateHello packetis sentto eachqualifiedneighbor.

Wait Timer A singleshottimer thatcausestheinterfaceto exit theWaitingstate,andasaconsequenceselecta
DesignatedRouteron thenetwork.Thelengthof thetimer is RouterDeadIntervalseconds.

List of neighboring routers Theotherroutersattachedto this network.Onmulti-accessnetworks,this list is
formedby theHello Protocol.Adjacencieswill beformedto someof theseneighbors.Thesetof adjacent
neighborscanbedeterminedby anexaminationof all of theneighbors’states.

DesignatedRouter TheDesignatedRouterselectedfor theattachednetwork.TheDesignatedRouteris selectedon
all multi-accessnetworksby theHello Protocol.Two piecesof identificationarekeptfor theDesignated
Router:its RouterID andits IP interfaceaddresson thenetwork.TheDesignatedRouteradvertiseslink state
for thenetwork;thisnetworklink stateadvertisementis labelledwith theDesignatedRouter’s IP address.The
DesignatedRouteris initialized to 0.0.0.0, which indicatesthelackof a DesignatedRouter.

Backup DesignatedRouter TheBackupDesignatedRouteris alsoselectedonall multi-accessnetworksby the
Hello Protocol.All routerson theattachednetworkbecomeadjacentto boththeDesignatedRouterandthe

Moy [Page34]



RFC1583 OSPFVersion2 March1994

BackupDesignatedRouter. TheBackupDesignatedRouterbecomesDesignatedRouterwhenthecurrent
DesignatedRouterfails. TheBackupDesignatedRouteris initialized to 0.0.0.0, indicatingthelackof a
BackupDesignatedRouter.

Interface output cost(s) Thecostof sendinga datapacketon theinterface,expressedin thelink statemetric. This
is advertisedasthelink costfor this interfacein therouterlinks advertisement.Theremaybea separatecost
for eachIP Typeof Service.Thecostof aninterfacemustbegreaterthanzero.

RxmtInterval Thenumberof secondsbetweenlink stateadvertisementretransmissions,for adjacenciesbelonging
to this interface.Also usedwhenretransmittingDatabaseDescriptionandLink StateRequestPackets.

Authentication key This configureddataallowstheauthenticationprocedureto generateand/orverify the
Authenticationfield in theOSPFheader. TheAuthenticationkey canbeconfiguredona per-interfacebasis.
Forexample,if theAuTypeindicatessimplepassword,theAuthenticationkeywould bea 64-bitpassword.
Thiskey wouldbeinserteddirectly into theOSPFheaderwhenoriginatingroutingprotocolpackets,andthere
couldbeaseparatepasswordfor eachnetwork.

9.1 Interface states

Thevariousstatesthatrouterinterfacesmayattainis documentedin thissection.Thestatesarelistedin orderof
progressingfunctionality. Forexample,theinoperativestateis listedfirst, followedby a list of intermediatestates
beforethefinal, fully functionalstateis achieved.Thespecificationmakesuseof thisorderingby sometimesmaking
referencessuchas“thoseinterfacesin stategreaterthanX”.

Figure11 showsthegraphof interfacestatechanges.Thearcsof thegrapharelabelledwith theeventcausingthe
statechange.Theseeventsaredocumentedin Section9.2. Theinterfacestatemachineis describedin moredetailin
Section9.3.

Down This is theinitial interfacestate.In this state,thelower-levelprotocolshaveindicatedthattheinterfaceis
unusable.No protocoltraffic at all will besentor receivedonsucha interface.In thisstate,interface
parametersshouldbesetto their initial values.All interfacetimersshouldbedisabled,andthereshouldbeno
adjacenciesassociatedwith theinterface.

Loopback In this state,therouter’s interfaceto thenetworkis loopedback.Theinterfacemaybeloopedbackin
hardwareor software.Theinterfacewill beunavailablefor regulardatatraffic. However, it maystill be
desirableto gaininformationon thequality of this interface,eitherthroughsendingICMP pingsto the
interfaceor throughsomethinglike abit errortest.For this reason,IP packetsmaystill beaddressedto an
interfacein Loopbackstate.To facilitatethis,suchinterfacesareadvertisedin routerlinks advertisementsas
singlehostroutes,whosedestinationis theIP interfaceaddress.4

Waiting In thisstate,therouteris trying to determinetheidentityof the(Backup)DesignatedRouterfor the
network.To do this, theroutermonitorstheHello Packetsit receives.Therouteris notallowedto electa
BackupDesignatedRouternora DesignatedRouteruntil it transitionsoutof Waitingstate.Thisprevents
unnecessarychangesof (Backup)DesignatedRouter.

Point-to-point In this state,theinterfaceis operational,andconnectseitherto a physicalpoint-to-pointnetworkor
to a virtual link. Uponenteringthisstate,therouterattemptsto form anadjacencywith theneighboringrouter.
Hello Packetsaresentto theneighboreveryHelloIntervalseconds.

4Note that no hostroute is generatedfor, andno IP packetscanbeaddressedto, interfacesto unnumberedpoint-to-pointnetworks. This is
regardlessof suchaninterface’sstate.
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DR Other Theinterfaceis to amulti-accessnetworkonwhichanotherrouterhasbeenselectedto betheDesignated
Router. In thisstate,therouteritself hasnot beenselectedBackupDesignatedRoutereither. Therouterforms
adjacenciesto boththeDesignatedRouterandtheBackupDesignatedRouter(if theyexist).

Backup In this state,therouteritself is theBackupDesignatedRouteron theattachednetwork.It will bepromoted
to DesignatedRouterwhenthepresentDesignatedRouterfails. Therouterestablishesadjacenciesto all other
routersattachedto thenetwork.TheBackupDesignatedRouterperformsslightly differentfunctionsduring
theFloodingProcedure,ascomparedto theDesignatedRouter(seeSection13.3).SeeSection7.4for more
detailson thefunctionsperformedby theBackupDesignatedRouter.

DR In this state,this routeritself is theDesignatedRouteron theattachednetwork.Adjacenciesareestablishedto
all otherroutersattachedto thenetwork.Theroutermustalsooriginatea networklinks advertisementfor the
networknode.Theadvertisementwill containlinks to all routers(includingtheDesignatedRouteritself)
attachedto thenetwork.SeeSection7.3for moredetailson thefunctionsperformedby theDesignatedRouter.

9.2 Eventscausinginterface statechanges

Statechangescanbeeffectedby anumberof events.Theseeventsarepicturedasthelabelledarcsin Figure11. The
labeldefinitionsarelistedbelow. Fora detailedexplanationof theeffectof theseeventson OSPFprotocoloperation,
consultSection9.3.

InterfaceUp Lower-levelprotocolshaveindicatedthatthenetworkinterfaceis operational.Thisenablesthe
interfaceto transitionoutof Downstate.On virtual links, theinterfaceoperationalindicationis actuallya
resultof theshortestpathcalculation(seeSection16.7).

WaitTimer TheWait Timerhasfired, indicatingtheendof thewaiting periodthatis requiredbeforeelectinga
(Backup)DesignatedRouter.

BackupSeenTherouterhasdetectedtheexistenceor non-existenceof aBackupDesignatedRouterfor thenetwork.
This is donein oneof two ways.First,anHello Packetmaybereceivedfrom aneighborclaimingto beitself
theBackupDesignatedRouter. Alternatively, anHello Packetmaybereceivedfrom a neighborclaimingto be
itself theDesignatedRouter, andindicatingthatthereis noBackupDesignatedRouter. In eithercasethere
mustbebidirectionalcommunicationwith theneighbor, i.e., theroutermustalsoappearin theneighbor’s
Hello Packet.Thiseventsignalsanendto theWaitingstate.

NeighborChange Therehasbeenachangein thesetof bidirectionalneighborsassociatedwith theinterface.The
(Backup)DesignatedRouterneedsto berecalculated.Thefollowing neighborchangesleadto the
NeighborChangeevent.Foranexplanationof neighborstates,seeSection10.1.

� Bidirectionalcommunicationhasbeenestablishedto aneighbor. In otherwords,thestateof theneighbor
hastransitionedto 2-Way or higher.

� Thereis no longerbidirectionalcommunicationwith aneighbor. In otherwords,thestateof theneighbor
hastransitionedto Init or lower.

� Oneof thebidirectionalneighborsis newlydeclaringitself aseitherDesignatedRouteror Backup
DesignatedRouter. This is detectedthroughexaminationof thatneighbor’sHello Packets.

� Oneof thebidirectionalneighborsis no longerdeclaringitself asDesignatedRouter, or is no longer
declaringitself asBackupDesignatedRouter. This is againdetectedthroughexaminationof that
neighbor’sHello Packets.
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� TheadvertisedRouter Priority for a bidirectionalneighborhaschanged.This is againdetectedthrough
examinationof thatneighbor’sHello Packets.

LoopInd An indicationhasbeenreceivedthattheinterfaceis now loopedbackto itself. This indicationcanbe
receivedeitherfrom networkmanagementor from thelower levelprotocols.

UnloopInd An indicationhasbeenreceivedthattheinterfaceis no longerloopedback.As with theLoopInd event,
this indicationcanbereceivedeitherfrom networkmanagementor from thelower level protocols.

InterfaceDown Lower-levelprotocolsindicatethatthis interfaceis no longerfunctional.No matterwhatthecurrent
interfacestateis, thenewinterfacestatewill beDown.

9.3 The Interface statemachine

A detaileddescriptionof theinterfacestatechangesfollows. Eachstatechangeis invokedby anevent(Section9.2).
Thiseventmayproducedifferenteffects,dependingon thecurrentstateof theinterface.For this reason,thestate
machinebelowis organizedby currentinterfacestateandreceivedevent.Eachentryin thestatemachinedescribes
theresultingnewinterfacestateandtherequiredsetof additionalactions.

Whenaninterface’sstatechanges,it maybenecessaryto originatea newrouterlinks advertisement.See
Section12.4for moredetails.

Someof therequiredactionsbelowinvolve generatingeventsfor theneighborstatemachine.For example,whenan
interfacebecomesinoperative,all neighborconnectionsassociatedwith theinterfacemustbedestroyed.Formore
informationon theneighborstatemachine,seeSection10.3.

State(s): Down
Event: InterfaceUp

Newstate: Dependsuponactionroutine
Action: StarttheintervalHello Timer, enablingtheperiodicsendingof Hello packetsout the

interface.If theattachednetworkis aphysicalpoint-to-pointnetworkor virtual link,
theinterfacestatetransitionsto Point-to-Point. Else,if therouteris noteligible to
becomeDesignatedRoutertheinterfacestatetransitionsto DR Other.
Otherwise,theattachednetworkis multi-accessandtherouteris eligible to become
DesignatedRouter. In this case,in anattemptto discovertheattachednetwork’s
DesignatedRoutertheinterfacestateis setto Waiting andthesingleshotWait
Timer is started.If in additiontheattachednetworkis non-broadcast,examinethe
configuredlist of neighborsfor this interfaceandgeneratetheneighboreventStart
for eachneighborthat is alsoeligible to becomeDesignatedRouter.

State(s): Waiting
Event: BackupSeen

Newstate: Dependsuponactionroutine.

Action: Calculatetheattachednetwork’sBackupDesignatedRouterandDesignatedRouter,
asshownin Section9.4. As aresultof this calculation,thenewstateof theinterface
will beeitherDR Other, Backup or DR.

State(s): Waiting
Event: WaitTimer
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Newstate: Dependsuponactionroutine.
Action: Calculatetheattachednetwork’sBackupDesignatedRouterandDesignatedRouter,

asshownin Section9.4. As aresultof this calculation,thenewstateof theinterface
will beeitherDR Other, Backup or DR.

State(s): DR Other, Backup or DR
Event: NeighborChange

Newstate: Dependsuponactionroutine.
Action: Recalculatetheattachednetwork’sBackupDesignatedRouterandDesignated

Router, asshownin Section9.4. As aresultof thiscalculation,thenewstateof the
interfacewill beeitherDR Other, Backup or DR.

State(s): Any State
Event: InterfaceDown

Newstate: Down
Action: All interfacevariablesarereset,andinterfacetimersdisabled.Also, all neighbor

connectionsassociatedwith theinterfacearedestroyed.This is doneby generating
theeventKillNbr on all associatedneighbors(seeSection10.2).

State(s): Any State
Event: LoopInd

Newstate: Loopback
Action: Sincethis interfaceis no longerconnectedto theattachednetworktheactions

associatedwith theaboveInterfaceDown eventareexecuted.

State(s): Loopback
Event: UnloopInd

Newstate: Down
Action: No actionsarenecessary. For example,theinterfacevariableshavealreadybeen

resetuponenteringtheLoopback state.Notethatreceptionof anInterfaceUp event
is necessarybeforetheinterfaceagainbecomesfully functional.

9.4 Electing the DesignatedRouter

Thissectiondescribesthealgorithmusedfor calculatinga network’sDesignatedRouterandBackupDesignated
Router. Thisalgorithmis invokedby theInterfacestatemachine.Theinitial time arouterrunstheelectionalgorithm
for a network,thenetwork’sDesignatedRouterandBackupDesignatedRouterareinitialized to 0.0.0.0. This
indicatesthelackof bothaDesignatedRouterandaBackupDesignatedRouter.

TheDesignatedRouterelectionalgorithmproceedsasfollows: Call therouterdoingthecalculationRouterX. The
list of neighborsattachedto thenetworkandhavingestablishedbidirectionalcommunicationwith RouterX is
examined.This list is preciselythecollectionof RouterX’ sneighbors(on this network)whosestateis greaterthan
or equalto 2-Way (seeSection10.1).RouterX itself is alsoconsideredto beon thelist. Discardall routersfrom the
list thatareineligible to becomeDesignatedRouter. (RoutershavingRouterPriority of 0 areineligible to become
DesignatedRouter.)Thefollowing stepsarethenexecuted,consideringonly thoseroutersthatremainon thelist:
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1. Notethecurrentvaluesfor thenetwork’sDesignatedRouterandBackupDesignatedRouter. This is usedlater
for comparisonpurposes.

2. CalculatethenewBackupDesignatedRouterfor thenetworkasfollows. Only thoserouterson thelist that
havenot declaredthemselvesto beDesignatedRouterareeligible to becomeBackupDesignatedRouter. If
oneor moreof theseroutershavedeclaredthemselvesBackupDesignatedRouter(i.e., theyarecurrently
listing themselvesasBackupDesignatedRouter, butnotasDesignatedRouter, in their Hello Packets)theone
havinghighestRouterPriority is declaredto beBackupDesignatedRouter. In caseof a tie, theonehavingthe
highestRouterID is chosen.If no routershavedeclaredthemselvesBackupDesignatedRouter, choosethe
routerhavinghighestRouterPriority, (againexcludingthoserouterswhohavedeclaredthemselvesDesignated
Router),andagainusetheRouterID to breakties.

3. CalculatethenewDesignatedRouterfor thenetworkasfollows. If oneor moreof theroutershavedeclared
themselvesDesignatedRouter(i.e., theyarecurrentlylisting themselvesasDesignatedRouterin their Hello
Packets)theonehavinghighestRouterPriority is declaredto beDesignatedRouter. In caseof a tie, theone
havingthehighestRouterID is chosen.If no routershavedeclaredthemselvesDesignatedRouter, assignthe
DesignatedRouterto bethesameasthenewly electedBackupDesignatedRouter.

4. If RouterX is now newly theDesignatedRouteror newly theBackupDesignatedRouter, or is nowno longer
theDesignatedRouteror no longertheBackupDesignatedRouter, repeatsteps2 and3, andthenproceedto
step5. Forexample,if RouterX is nowtheDesignatedRouter, whenstep2 is repeatedX will no longerbe
eligible for BackupDesignatedRouterelection.Amongotherthings,thiswill ensurethatno routerwill
declareitself bothBackupDesignatedRouterandDesignatedRouter. 5

5. As aresultof thesecalculations,therouteritself maynowbeDesignatedRouteror BackupDesignatedRouter.
SeeSections7.3and7.4 for theadditionaldutiesthiswouldentail. Therouter’s interfacestateshouldbeset
accordingly. If therouteritself is nowDesignatedRouter, thenewinterfacestateis DR. If therouteritself is
nowBackupDesignatedRouter, thenewinterfacestateis Backup. Otherwise,thenewinterfacestateis DR
Other.

6. If theattachednetworkis non-broadcast,andtherouteritself hasjust becomeeitherDesignatedRouteror
BackupDesignatedRouter, it muststartsendingHello Packetsto thoseneighborsthatarenoteligible to
becomeDesignatedRouter(seeSection9.5.1).This is doneby invoking theneighboreventStart for each
neighborhavingaRouter Priority of 0.

7. If theabovecalculationshavecausedtheidentity of eithertheDesignatedRouteror BackupDesignated
Routerto change,thesetof adjacenciesassociatedwith this interfacewill needto bemodified.Some
adjacenciesmayneedto beformed,andothersmayneedto bebroken.To accomplishthis, invoketheevent
AdjOK? on all neighborswhosestateis at least2-Way. This will causetheir eligibility for adjacencyto be
reexamined(seeSections10.3and10.4).

Thereasonbehindtheelectionalgorithm’scomplexityis thedesirefor anorderlytransitionfrom BackupDesignated
Routerto DesignatedRouter, whenthecurrentDesignatedRouterfails. Thisorderlytransitionis ensuredthroughthe
introductionof hysteresis:nonewBackupDesignatedRoutercanbechosenuntil theold Backupacceptsits new
DesignatedRouterresponsibilities.

5It is instructiveto seewhathappenswhentheDesignatedRouterfor thenetworkcrashes.Call theDesignatedRouterfor thenetworkRT1,and
theBackupDesignatedRouterRT2. If RouterRT1 crashes(or maybeits interfaceto thenetworkdies),theotherrouterson thenetworkwill detect
RT1’sabsencewithin RouterDeadIntervalseconds.All routersmaynotdetectthisatpreciselythesametime; theroutersthatdetectRT1’sabsence
beforeRT2 doeswill, for a time, selectRT2 to be bothDesignatedRouterandBackupDesignatedRouter. WhenRT2 detectsthatRT1 is gone
it will moveitself to DesignatedRouter. At this time, theremainingrouterhavinghighestRouterPriority will beselectedasBackupDesignated
Router.
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Theaboveproceduremayelectthesamerouterto bebothDesignatedRouterandBackupDesignatedRouter,
althoughthatrouterwill neverbethecalculatingrouter(RouterX) itself. TheelectedDesignatedRoutermaynotbe
therouterhavingthehighestRouterPriority, nor will theBackupDesignatedRouternecessarilyhavethesecond
highestRouterPriority. If RouterX is not itself eligible to becomeDesignatedRouter, it is possiblethatneithera
BackupDesignatedRouternor aDesignatedRouterwill beselectedin theaboveprocedure.Notealsothat if Router
X is theonly attachedrouterthat is eligible to becomeDesignatedRouter, it will selectitself asDesignatedRouter
andtherewill benoBackupDesignatedRouterfor thenetwork.

9.5 SendingHello packets

Hello packetsaresentouteachfunctioningrouterinterface.Theyareusedto discoverandmaintainneighbor
relationships.6 Onmulti-accessnetworks,Hello Packetsarealsousedto electtheDesignatedRouterandBackup
DesignatedRouter, andin thatway determinewhatadjacenciesshouldbeformed.

Theformatof anHello packetis detailedin SectionA.3.2. TheHello Packetcontainstherouter’sRouter Priority
(usedin choosingtheDesignatedRouter),andtheintervalbetweenHello Packetssentout theinterface
(HelloInterval ). TheHello Packetalsoindicateshowoftenaneighbormustbeheardfrom to remainactive
(RouterDeadInterval). BothHelloIntervalandRouterDeadIntervalmustbethesamefor all routersattachedto a
commonnetwork.TheHello packetalsocontainstheIP addressmaskof theattachednetwork(Network Mask). On
unnumberedpoint-to-pointnetworksandonvirtual links thisfield shouldbesetto 0.0.0.0.

TheHello packet’sOptions field describestherouter’soptionalOSPFcapabilities.Therearecurrentlytwo optional
capabilitiesdefined(seeSections4.5andA.2). TheT-bit of theOptions field shouldbesetif therouteris capableof
calculatingseparateroutesfor eachIP TOS. TheE-bit shouldbesetif andonly if theattachedareais capableof
processingAS externaladvertisements(i.e., it is nota stubarea).If theE-bit is setincorrectlytheneighboring
routerswill refuseto accepttheHello Packet(seeSection10.5).Therestof theHello Packet’sOptions field should
besetto zero.

In orderto ensuretwo-waycommunicationbetweenadjacentrouters,theHello packetcontainsthelist of all routers
from which Hello Packetshavebeenseenrecently. TheHello packetalsocontainstherouter’scurrentchoicefor
DesignatedRouterandBackupDesignatedRouter. A valueof 0.0.0.0 in thesefieldsmeansthatonehasnot yet
beenselected.

Onbroadcastnetworksandphysicalpoint-to-pointnetworks,Hello packetsaresenteveryHelloIntervalsecondsto
theIP multicastaddressAllSPFRouters.Onvirtual links, Hello packetsaresentasunicasts(addresseddirectly to the
otherendof thevirtual link) everyHelloIntervalseconds.On non-broadcastnetworks,thesendingof Hello packets
is morecomplicated.Thiswill becoveredin thenextsection.

9.5.1 SendingHello packetson non-broadcastnetworks

Staticconfigurationinformationis necessaryin orderfor theHello Protocolto functionon non-broadcastnetworks
(seeSectionC.5). Everyattachedrouterwhich is eligible to becomeDesignatedRouterhasa configuredlist of all of
its neighborson thenetwork.Eachlistedneighboris labelledwith its DesignatedRoutereligibility.

Theinterfacestatemustbeat leastWaiting for anyHello Packetsto besent.Hello Packetsarethensentdirectly (as
unicasts)to somesubsetof a router’sneighbors.SometimesanHello Packetis sentperiodicallyona timer;at other
timesit is sentasaresponseto a receivedHello Packet.A router’shello-sendingbehaviorvariesdependingon
whethertherouteritself is eligible to becomeDesignatedRouter.

6On point-to-pointnetworks,the lower level protocolsindicatewhethertheneighboris up andrunning. Likewise,existenceof theneighbor
on virtual links is indicatedby the routing tablecalculation. However, in both thesecases,the Hello Protocolis still used. This ensuresthat
communicationbetweentheneighborsis bidirectional,andthateachof theneighborshasa functioningroutingprotocollayer.
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If therouteris eligible to becomeDesignatedRouter, it mustperiodicallysendHello Packetsto all neighborsthatare
alsoeligible. In addition,if therouteris itself theDesignatedRouteror BackupDesignatedRouter, it mustalsosend
periodicHello Packetsto all otherneighbors.This meansthatanytwo eligible routersarealwaysexchangingHello
Packets,which is necessaryfor thecorrectoperationof theDesignatedRouterelectionalgorithm.To minimizethe
numberof Hello Packetssent,thenumberof eligible routerson anon-broadcastnetworkshouldbekeptsmall.

If therouteris noteligible to becomeDesignatedRouter, it mustperiodicallysendHello Packetsto boththe
DesignatedRouterandtheBackupDesignatedRouter(if theyexist). It mustalsosendanHello Packetin reply to an
Hello Packetreceivedfrom anyeligibleneighbor(otherthanthecurrentDesignatedRouterandBackupDesignated
Router).This is neededto establishaninitial bidirectionalrelationshipwith anypotentialDesignatedRouter.

WhensendingHello packetsperiodicallyto anyneighbor, theintervalbetweenHello Packetsis determinedby the
neighbor’sstate.If theneighboris in stateDown, Hello PacketsaresenteveryPollIntervalseconds.Otherwise,
Hello PacketsaresenteveryHelloIntervalseconds.

10 The Neighbor Data Structur e

An OSPFrouterconverseswith its neighboringrouters.Eachseparateconversationis describedby a “neighbordata
structure”.Eachconversationis boundto aparticularOSPFrouterinterface,andis identifiedeitherby the
neighboringrouter’sOSPFRouterID or by its NeighborIP address(seebelow). Thusif theOSPFrouterandanother
routerhavemultipleattachednetworksin common,multipleconversationsensue,eachdescribedby a unique
neighbordatastructure.Eachseparateconversationis looselyreferredto in thetext asbeingaseparate“neighbor”.

Theneighbordatastructurecontainsall informationpertinentto theforming or formedadjacencybetweenthetwo
neighbors.(However, rememberthatnot all neighborsbecomeadjacent.)An adjacencycanbeviewedasahighly
developedconversationbetweentwo routers.

State Thefunctionallevelof theneighborconversation.This is describedin moredetail in Section10.1.

Inactivity Timer A singleshottimerwhosefiring indicatesthatnoHello Packethasbeenseenfrom thisneighbor
recently. Thelengthof thetimer is RouterDeadIntervalseconds.

Master/Slave Whenthetwo neighborsareexchangingdatabases,theyform amaster/slaverelationship.Themaster
sendsthefirst DatabaseDescriptionPacket,andis theonly partthat is allowedto retransmit.Theslavecan
only respondto themaster’sDatabaseDescriptionPackets.Themaster/slaverelationshipis negotiatedin state
ExStart.

DD SequenceNumber A 32-bitnumberidentifying individual DatabaseDescriptionpackets.Whentheneighbor
stateExStartis entered,theDD sequencenumbershouldbesetto avaluenotpreviouslyseenby the
neighboringrouter. Onepossibleschemeis to usethemachine’s timeof daycounter. TheDD sequence
numberis thenincrementedby themasterwith eachnewDatabaseDescriptionpacketsent.Theslave’sDD
sequencenumberindicatesthelastpacketreceivedfrom themaster. Only onepacketis allowedoutstandingat
a time.

Neighbor ID TheOSPFRouterID of theneighboringrouter. TheNeighborID is learnedwhenHello packetsare
receivedfrom theneighbor, or is configuredif this is a virtual adjacency(seeSectionC.4).

Neighbor Priority TheRouterPriority of theneighboringrouter. Containedin theneighbor’sHello packets,this
item is usedwhenselectingtheDesignatedRouterfor theattachednetwork.
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Neighbor IP address TheIP addressof theneighboringrouter’s interfaceto theattachednetwork.Usedasthe
DestinationIP addresswhenprotocolpacketsaresentasunicastsalongthis adjacency. Also usedin router
links advertisementsastheLink ID for theattachednetworkif theneighboringrouteris selectedto be
DesignatedRouter(seeSection12.4.1).TheNeighborIP addressis learnedwhenHello packetsarereceived
from theneighbor. For virtual links, theNeighborIP addressis learnedduringtheroutingtablebuild process
(seeSection15).

Neighbor Options TheoptionalOSPFcapabilitiessupportedby theneighbor. LearnedduringtheDatabase
Exchangeprocess(seeSection10.6).Theneighbor’soptionalOSPFcapabilitiesarealsolistedin its Hello
packets.ThisenablesreceivedHello Packetsto berejected(i.e.,neighborrelationshipswill notevenstartto
form) if thereis a mismatchin certaincrucialOSPFcapabilities(seeSection10.5).TheoptionalOSPF
capabilitiesaredocumentedin Section4.5.

Neighbor’sDesignatedRouter Theneighbor’s ideaof theDesignatedRouter. If this is theneighboritself, this is
importantin thelocalcalculationof theDesignatedRouter. Definedonly onmulti-accessnetworks.

Neighbor’sBackup DesignatedRouter Theneighbor’s ideaof theBackupDesignatedRouter. If this is the
neighboritself, this is importantin thelocalcalculationof theBackupDesignatedRouter. Definedonly on
multi-accessnetworks.

Thenextsetof variablesarelists of link stateadvertisements.Theselists describesubsetsof theareatopological
database.Therecanbefive distincttypesof link stateadvertisementsin anareatopologicaldatabase:routerlinks,
networklinks, andType3 and4 summarylinks (all storedin theareadatastructure),andAS externallinks (storedin
theglobaldatastructure).

Link stateretransmissionlist Thelist of link stateadvertisementsthathavebeenfloodedbut notacknowledgedon
thisadjacency. Thesewill beretransmittedat intervalsuntil theyareacknowledged,or until theadjacencyis
destroyed.

Databasesummary list Thecompletelist of link stateadvertisementsthatmakeup theareatopologicaldatabase,at
themomenttheneighborgoesinto DatabaseExchangestate.This list is sentto theneighborin Database
Descriptionpackets.

Link staterequestlist Thelist of link stateadvertisementsthatneedto bereceivedfrom this neighborin orderto
synchronizethetwo neighbors’topologicaldatabases.This list is createdasDatabaseDescriptionpacketsare
received,andis thensentto theneighborin Link StateRequestpackets.Thelist is depletedasappropriate
Link StateUpdatepacketsarereceived.

10.1 Neighbor states

Thestateof a neighbor(really, thestateof aconversationbeingheldwith a neighboringrouter)is documentedin the
following sections.Thestatesarelistedin orderof progressingfunctionality. Forexample,theinoperativestateis
listedfirst, followedby a list of intermediatestatesbeforethefinal, fully functionalstateis achieved.The
specificationmakesuseof thisorderingby sometimesmakingreferencessuchas“thoseneighbors/adjacenciesin
stategreaterthanX”. Figures12and13showthegraphof neighborstatechanges.Thearcsof thegraphsare
labelledwith theeventcausingthestatechange.Theneighboreventsaredocumentedin Section10.2.

Thegraphin Figure12showsthestatechangeseffectedby theHello Protocol.TheHello Protocolis responsiblefor
neighboracquisitionandmaintenance,andfor ensuringtwo way communicationbetweenneighbors.

Thegraphin Figure13showstheformingof anadjacency. Not everytwo neighboringroutersbecomeadjacent(see
Section10.4).Theadjacencystartsto form whentheneighboris in stateExStart. After thetwo routersdiscover

Moy [Page42]



RFC1583 OSPFVersion2 March1994

Event BadLSReq forces ExStart state
* Event SeqNumberMismatch forces ExStart state

Event AdjOK? leads to adjacency forming/breaking

Event 1-Way forces Init state

Event LLDown forces Down state

Event LLDown forces Down state

Event KillNbr forces Down state

Event KillNbr forces Down state
Event InactivityTimer forces Down state

Done
Loading

Done
ExchangeNegotiation

Done

Figure 13: Neighbor state changes (Database Exchange)
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Figure 12: Neighbor state changes (Hello Protocol)
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theirmaster/slavestatus,thestatetransitionsto Exchange. At thispoint theneighborstartsto beusedin theflooding
procedure,andthetwo neighboringroutersbeginsynchronizingtheir databases.Whenthissynchronizationis
finished,theneighboris in stateFull andwe saythatthetwo routersarefully adjacent.At thispoint theadjacencyis
listedin link stateadvertisements.

Fora moredetaileddescriptionof neighborstatechanges,togetherwith theadditionalactionsinvolvedin each
change,seeSection10.3.

Down This is theinitial stateof a neighborconversation.It indicatesthattherehasbeenno recentinformation
receivedfrom theneighbor. Onnon-broadcastnetworks,Hello packetsmaystill besentto “Down” neighbors,
althoughat a reducedfrequency(seeSection9.5.1).

Attempt Thisstateis only valid for neighborsattachedto non-broadcastnetworks.It indicatesthatno recent
informationhasbeenreceivedfrom theneighbor, but thatamoreconcertedeffort shouldbemadeto contactthe
neighbor. This is doneby sendingtheneighborHello packetsat intervalsof HelloInterval(seeSection9.5.1).

Init In this state,anHello packethasrecentlybeenseenfrom theneighbor. However, bidirectionalcommunication
hasnot yetbeenestablishedwith theneighbor(i.e., therouteritself did not appearin theneighbor’sHello
packet).All neighborsin thisstate(or higher)arelistedin theHello packetssentfrom theassociatedinterface.

2-Way In thisstate,communicationbetweenthetwo routersis bidirectional.This hasbeenassuredby theoperation
of theHello Protocol.This is themostadvancedstateshortof beginningadjacencyestablishment.The
(Backup)DesignatedRouteris selectedfrom thesetof neighborsin state2-Way or greater.

ExStart This is thefirst stepin creatinganadjacencybetweenthetwo neighboringrouters.Thegoalof this stepis
to decidewhich routeris themaster, andto decideupontheinitial DD sequencenumber. Neighbor
conversationsin thisstateor greaterarecalledadjacencies.

Exchange In this statetherouteris describingits entirelink statedatabaseby sendingDatabaseDescriptionpackets
to theneighbor. EachDatabaseDescriptionPackethasa DD sequencenumber, andis explicitly
acknowledged.Only oneDatabaseDescriptionPacketis allowedoutstandingatanyonetime. In thisstate,
Link StateRequestPacketsmayalsobesentaskingfor theneighbor’smorerecentadvertisements.All
adjacenciesin Exchangestateor greaterareusedby thefloodingprocedure.In fact, theseadjacenciesare
fully capableof transmittingandreceivingall typesof OSPFroutingprotocolpackets.

Loading In this state,Link StateRequestpacketsaresentto theneighboraskingfor themorerecentadvertisements
thathavebeendiscovered(but notyet received)in theExchangestate.

Full In this state,theneighboringroutersarefully adjacent.Theseadjacencieswill now appearin routerlinks and
networklinks advertisements.

10.2 Eventscausingneighbor statechanges

Statechangescanbeeffectedby anumberof events.Theseeventsareshownin thelabelsof thearcsin Figures12
and13. Thelabeldefinitionsareasfollows:

HelloReceived A Hello packethasbeenreceivedfrom aneighbor.

Start This is anindicationthatHello Packetsshouldnow besentto theneighborat intervalsof HelloInterval
seconds.Thiseventis generatedonly for neighborsassociatedwith non-broadcastnetworks.

2-WayReceivedBidirectionalcommunicationhasbeenrealizedbetweenthetwo neighboringrouters.This is
indicatedby this routerseeingitself in theother’sHello packet.
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NegotiationDone TheMaster/Slaverelationshiphasbeennegotiated,andDD sequencenumbershavebeen
exchanged.Thissignalsthestartof thesending/receivingof DatabaseDescriptionpackets.Formore
informationon thegenerationof thisevent,consultSection10.8.

ExchangeDoneBoth routershavesuccessfullytransmitteda full sequenceof DatabaseDescriptionpackets.Each
routernow knowswhatpartsof its link statedatabaseareout of date.Formoreinformationon thegeneration
of this event,consultSection10.8.

BadLSReq A Link StateRequesthasbeenreceivedfor a link stateadvertisementnotcontainedin thedatabase.
This indicatesanerrorin theDatabaseExchangeprocess.

Loading Done Link StateUpdateshavebeenreceivedfor all out-of-dateportionsof thedatabase.This is indicated
by theLink staterequestlist becomingemptyaftertheDatabaseExchangeprocesshascompleted.

AdjOK? A decisionmustbemade(again)asto whetheranadjacencyshouldbeestablished/maintainedwith the
neighbor. This eventwill startsomeadjacenciesforming,anddestroyothers.

Thefollowing eventscausewell developedneighborsto revertto lesserstates.Unlike theaboveevents,theseevents
mayoccurwhentheneighborconversationis in anyof a numberof states.

SeqNumberMismatch A DatabaseDescriptionpackethasbeenreceivedthateithera)hasanunexpectedDD
sequencenumber, b) unexpectedlyhastheInit bit setor c) hasanOptionsfield differing from thelastOptions
field receivedin aDatabaseDescriptionpacket.Any of theseconditionsindicatethatsomeerrorhasoccurred
duringadjacencyestablishment.

1-Way An Hello packethasbeenreceivedfrom theneighbor, in which this routeris notmentioned.This indicates
thatcommunicationwith theneighboris not bidirectional.

KillNbr This is anindicationthatall communicationwith theneighboris now impossible,forcing theneighborto
revertto Downstate.

InactivityT imer Theinactivity Timerhasfired. This meansthatno Hello packetshavebeenseenrecentlyfrom the
neighbor. Theneighborrevertsto Downstate.

LLDown This is anindicationfrom thelower levelprotocolsthattheneighboris nowunreachable.Forexample,on
anX.25 networkthiscouldbeindicatedby anX.25 clearindicationwith appropriatecauseanddiagnostic
fields. Thiseventforcestheneighborinto Down state.

10.3 The Neighbor statemachine

A detaileddescriptionof theneighborstatechangesfollows. Eachstatechangeis invokedby anevent
(Section10.2).This eventmayproducedifferenteffects,dependingon thecurrentstateof theneighbor. For this
reason,thestatemachinebelowis organizedby currentneighborstateandreceivedevent.Eachentryin thestate
machinedescribestheresultingnewneighborstateandtherequiredsetof additionalactions.

Whena neighbor’sstatechanges,it maybenecessaryto reruntheDesignatedRouterelectionalgorithm.This is
determinedby whethertheinterfaceNeighborChangeeventis generated(seeSection9.2). Also, if theInterfaceis
in DR state(therouteris itself DesignatedRouter),changesin neighborstatemaycausea newnetworklinks
advertisementto beoriginated(seeSection12.4).

Whentheneighborstatemachineneedsto invoketheinterfacestatemachine,it shouldbedoneasascheduledtask
(seeSection4.4). Thissimplifiesthings,by ensuringthatneitherstatemachinewill beexecutedrecursively.
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State(s): Down
Event: Start

Newstate: Attempt
Action: SendanHello Packetto theneighbor(thisneighboris alwaysassociatedwith a

non-broadcastnetwork)andstarttheInactivity Timerfor theneighbor. Thetimer’s
laterfiring would indicatethatcommunicationwith theneighborwasnot attained.

State(s): Attempt
Event: HelloReceived

Newstate: Init
Action: RestarttheInactivity Timerfor theneighbor, sincetheneighborhasnow beenheard

from.

State(s): Down
Event: HelloReceived

Newstate: Init
Action: StarttheInactivity Timerfor theneighbor. Thetimer’s laterfiring would indicatethat

theneighboris dead.

State(s): Init or greater
Event: HelloReceived

Newstate: No statechange.
Action: RestarttheInactivity Timerfor theneighbor, sincetheneighborhasagainbeenheard

from.

State(s): Init
Event: 2-WayReceived

Newstate: Dependsuponactionroutine.
Action: Determinewhetheranadjacencyshouldbeestablishedwith theneighbor(see

Section10.4). If not, thenewneighborstateis 2-Way.

Otherwise(anadjacencyshouldbeestablished)theneighborstatetransitionsto
ExStart. Uponenteringthis state,therouterincrementstheDD sequencenumberfor
thisneighbor. If this is thefirst time thatanadjacencyhasbeenattempted,theDD
sequencenumbershouldbeassignedsomeuniquevalue(like thetime of dayclock).
It thendeclaresitself master(setsthemaster/slavebit to master),andstartssending
DatabaseDescriptionPackets,with theinitialize (I), more(M) andmaster(MS) bits
set.ThisDatabaseDescriptionPacketshouldbeotherwiseempty. ThisDatabase
DescriptionPacketshouldberetransmittedat intervalsof RxmtIntervaluntil thenext
stateis entered(seeSection 10.8).

State(s): ExStart
Event: NegotiationDone

Newstate: Exchange
Action: Theroutermustlist thecontentsof its entirearealink statedatabasein theneighbor

Databasesummary list. Thearealink statedatabaseconsistsof therouterlinks,
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networklinks andsummarylinks containedin theareastructure,alongwith theAS
externallinks containedin theglobalstructure.AS externallink advertisementsare
omittedfrom avirtual neighbor’sDatabasesummary list. AS external
advertisementsareomittedfrom theDatabasesummary list if theareahasbeen
configuredasastub(seeSection3.6). Advertisementswhoseageis equalto MaxAge
areinsteadaddedto theneighbor’sLink stateretransmissionlist. A summaryof
theDatabasesummary list will besentto theneighborin DatabaseDescription
packets.EachDatabaseDescriptionPackethasaDD sequencenumber, andis
explicitly acknowledged.Only oneDatabaseDescriptionPacketis allowed
outstandingat anyonetime. Formoredetailon thesendingandreceivingof
DatabaseDescriptionpackets,seeSections10.8and10.6.

State(s): Exchange
Event: ExchangeDone

Newstate: Dependsuponactionroutine.
Action: If theneighborLink staterequestlist is empty, thenewneighborstateis Full . No

otheractionis required.This is anadjacency’sfinal state.
Otherwise,thenewneighborstateis Loading. Start(or continue)sendingLink State
Requestpacketsto theneighbor(seeSection10.9).Thesearerequestsfor the
neighbor’smorerecentadvertisements(whichwerediscoveredbut notyet received
in theExchangestate).Theseadvertisementsarelistedin theLink staterequestlist
associatedwith theneighbor.

State(s): Loading
Event: Loading Done

Newstate: Full
Action: No actionrequired.This is anadjacency’sfinal state.

State(s): 2-Way
Event: AdjOK?

Newstate: Dependsuponactionroutine.
Action: Determinewhetheranadjacencyshouldbeformedwith theneighboringrouter(see

Section10.4). If not, theneighborstateremainsat2-Way. Otherwise,transitionthe
neighborstateto ExStart andperformtheactionsassociatedwith theabovestate
machineentryfor stateInit andevent2-WayReceived.

State(s): ExStart or greater
Event: AdjOK?

Newstate: Dependsuponactionroutine.
Action: Determinewhethertheneighboringroutershouldstill beadjacent.If yes,thereis no

statechangeandno furtheractionis necessary.
Otherwise,the(possiblypartially formed)adjacencymustbedestroyed.The
neighborstatetransitionsto 2-Way. TheLink stateretransmissionlist, Database
summary list andLink staterequestlist areclearedof link stateadvertisements.

State(s): Exchangeor greater
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Event: SeqNumberMismatch
Newstate: ExStart

Action: The(possiblypartially formed)adjacencyis torn down,andthenanattemptis made
at reestablishment.Theneighborstatefirst transitionsto ExStart. TheLink state
retransmissionlist, Databasesummary list andLink staterequestlist arecleared
of link stateadvertisements.ThentherouterincrementstheDD sequencenumberfor
thisneighbor, declaresitself master(setsthemaster/slavebit to master),andstarts
sendingDatabaseDescriptionPackets,with theinitialize (I), more(M) andmaster
(MS) bits set.ThisDatabaseDescriptionPacketshouldbeotherwiseempty(see
Section10.8).

State(s): Exchangeor greater
Event: BadLSReq

Newstate: ExStart
Action: Theactionfor eventBadLSReq is exactlythesameasfor theneighborevent

SeqNumberMismatch. The(possiblypartially formed)adjacencyis torn down,and
thenanattemptis madeat reestablishment.For moreinformation,seetheneighbor
statemachineentrythat is invokedwheneventSeqNumberMismatchis generated
in stateExchangeor greater.

State(s): Any state
Event: KillNbr

Newstate: Down
Action: TheLink stateretransmissionlist, Databasesummary list andLink staterequest

list areclearedof link stateadvertisements.Also, theInactivity Timer is disabled.

State(s): Any state
Event: LLDown

Newstate: Down
Action: TheLink stateretransmissionlist, Databasesummary list andLink staterequest

list areclearedof link stateadvertisements.Also, theInactivity Timer is disabled.

State(s): Any state
Event: InactivityT imer

Newstate: Down
Action: TheLink stateretransmissionlist, Databasesummary list andLink staterequest

list areclearedof link stateadvertisements.

State(s): 2-Way or greater
Event: 1-WayReceived

Newstate: Init
Action: TheLink stateretransmissionlist, Databasesummary list andLink staterequest

list areclearedof link stateadvertisements.

State(s): 2-Way or greater
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Event: 2-Way received
Newstate: No statechange.

Action: No actionrequired.

State(s): Init
Event: 1-WayReceived

Newstate: No statechange.
Action: No actionrequired.

10.4 Whether to becomeadjacent

Adjacenciesareestablishedwith somesubsetof therouter’sneighbors.Routersconnectedby point-to-point
networksandvirtual links alwaysbecomeadjacent.On multi-accessnetworks,all routersbecomeadjacentto both
theDesignatedRouterandtheBackupDesignatedRouter.

Theadjacency-formingdecisionoccursin two placesin theneighborstatemachine.First,whenbidirectional
communicationis initially establishedwith theneighbor, andsecondly, whentheidentity of theattachednetwork’s
(Backup)DesignatedRouterchanges.If thedecisionis madeto notattemptanadjacency, thestateof theneighbor
communicationstopsat2-Way.

An adjacencyshouldbeestablishedwith abidirectionalneighborwhenat leastoneof thefollowing conditionsholds:

- Theunderlyingnetworktypeis point-to-point
- Theunderlyingnetworktypeis virtual link
- Therouteritself is theDesignatedRouter
- Therouteritself is theBackupDesignatedRouter
- Theneighboringrouteris theDesignatedRouter
- Theneighboringrouteris theBackupDesignatedRouter

10.5 ReceivingHello Packets

Thissectionexplainsthedetailedprocessingof a receivedHello Packet.(SeeSectionA.3.2 for theformatof Hello
packets.)Thegenericinputprocessingof OSPFpacketswill havecheckedthevalidity of theIP headerandthe
OSPFpacketheader. Next, thevaluesof theNetwork Mask, HelloInterval , andRouterDeadInterval fieldsin the
receivedHello packetmustbecheckedagainstthevaluesconfiguredfor thereceivinginterface.Any mismatch
causesprocessingto stopandthepacketto bedropped.In otherwords,theabovefieldsarereallydescribingthe
attachednetwork’sconfiguration.However, thereis oneexceptionto theaboverule: onpoint-to-pointnetworksand
onvirtual links, theNetwork Mask in thereceivedHello Packetshouldbeignored.

Thereceivinginterfaceattachesto asingleOSPFarea(thiscouldbethebackbone).Thesettingof theE-bit foundin
theHello Packet’sOptionsfield mustmatchthis area’sExternalRoutingCapability. If AS externaladvertisementsare
notfloodedinto/throughoutthearea(i.e, theareais a “stub”) theE-bit mustbeclearin receivedHello Packets,
otherwisetheE-bit mustbeset.A mismatchcausesprocessingto stopandthepacketto bedropped.Thesettingof
therestof thebits in theHello Packet’sOptionsfield shouldbeignored.

At this point,anattemptis madeto matchthesourceof theHello Packetto oneof thereceivinginterface’s
neighbors.If thereceivinginterfaceis amulti-accessnetwork(eitherbroadcastor non-broadcast)thesourceis
identifiedby theIP sourceaddressfoundin theHello’s IP header. If thereceivinginterfaceis apoint-to-pointlink or
avirtual link, thesourceis identifiedby theRouterID foundin theHello’sOSPFpacketheader. Theinterface’s
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currentlist of neighborsis containedin theinterface’sdatastructure.If a matchingneighborstructurecannotbe
found,(i.e., this is thefirst time theneighborhasbeendetected),oneis created.Theinitial stateof a newlycreated
neighboris setto Down.

WhenreceivinganHello Packetfrom a neighboron amulti-accessnetwork(broadcastor non-broadcast),setthe
neighborstructure’sNeighborID equalto theRouterID foundin thepacket’sOSPFheader. Whenreceivingan
Hello on apoint-to-pointnetwork(butnot ona virtual link) settheneighborstructure’sNeighborIP addressto the
packet’s IP sourceaddress.

Now therestof theHello Packetis examined,generatingeventsto begivento theneighborandinterfacestate
machines.Thesestatemachinesarespecifiedeitherto beexecutedor scheduled(seeSection4.4). For example,by
specifyingbelowthattheneighborstatemachinebeexecutedin line, severalneighborstatetransitionsmaybe
effectedby asinglereceivedHello:

� EachHello Packetcausestheneighborstatemachineto beexecutedwith theeventHelloReceived.

� Thenthelist of neighborscontainedin theHello Packetis examined.If therouteritself appearsin this list, the
neighborstatemachineshouldbeexecutedwith theevent2-WayReceived. Otherwise,theneighborstate
machineshouldbeexecutedwith theevent1-WayReceived, andtheprocessingof thepacketstops.

� Next, theHello Packet’sRouterPriority field is examined.If this field is differentthantheonepreviously
receivedfrom theneighbor, thereceivinginterface’sstatemachineis scheduledwith theevent
NeighborChange. In anycase,theRouterPriority field in theneighbordatastructureshouldbeupdated
accordingly.

� Next theDesignatedRouterfield in theHello Packetis examined.If theneighboris bothdeclaringitself to be
DesignatedRouter(DesignatedRouterfield = NeighborIP address)andtheBackupDesignatedRouterfield in
thepacketis equalto 0.0.0.0 andthereceivinginterfaceis in stateWaiting, thereceivinginterface’sstate
machineis scheduledwith theeventBackupSeen. Otherwise,if theneighboris declaringitself to be
DesignatedRouterandit hadnotpreviously, or theneighboris notdeclaringitself DesignatedRouterwhereit
hadpreviously, thereceivinginterface’sstatemachineis scheduledwith theeventNeighborChange. In any
case,theNeighbor’sDesignatedRouteritem in theneighborstructureis updatedaccordingly.

� Finally, theBackupDesignatedRouterfield in theHello Packetis examined.If theneighboris declaringitself
to beBackupDesignatedRouter(BackupDesignatedRouterfield = NeighborIP address)andthereceiving
interfaceis in stateWaiting, thereceivinginterface’sstatemachineis scheduledwith theeventBackupSeen.
Otherwise,if theneighboris declaringitself to beBackupDesignatedRouterandit hadnotpreviously, or the
neighboris notdeclaringitself BackupDesignatedRouterwhereit hadpreviously, thereceivinginterface’s
statemachineis scheduledwith theeventNeighborChange. In anycase,theNeighbor’sBackupDesignated
Routeritem in theneighborstructureis updatedaccordingly.

Onnon-broadcastmulti-accessnetworks,receiptof anHello PacketmayalsocauseanHello Packetto besentback
to theneighborin response.SeeSection9.5.1for moredetails.

10.6 ReceivingDatabaseDescription Packets

Thissectionexplainsthedetailedprocessingof a receivedDatabaseDescriptionPacket.TheincomingDatabase
DescriptionPackethasalreadybeenassociatedwith aneighborandreceivinginterfaceby thegenericinput packet
processing(Section8.2). Thefurtherprocessingof theDatabaseDescriptionPacketdependson theneighborstate.
If theneighbor’sstateis Down or Attempt thepacketshouldbeignored.Otherwise,if thestateis:
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Init Theneighborstatemachineshouldbeexecutedwith theevent2-WayReceived. Thiscausesanimmediatestate
changeto eitherstate2-Way or stateExStart. If thenewstateis ExStart,theprocessingof thecurrentpacket
shouldthencontinuein this newstateby falling throughto caseExStartbelow.

2-Way Thepacketshouldbeignored.DatabaseDescriptionPacketsareusedonly for thepurposeof bringingup
adjacencies.7

ExStart If thereceivedpacketmatchesoneof thefollowing cases,thentheneighborstatemachineshouldbe
executedwith theeventNegotiationDone(causingthestateto transitionto Exchange), thepacket’sOptions
field shouldberecordedin theneighborstructure’sNeighbor Options field andthepacketshouldbeaccepted
asnext in sequenceandprocessedfurther(seebelow). Otherwise,thepacketshouldbeignored.

� Theinitialize(I), more(M) andmaster(MS)bitsareset,thecontentsof thepacketareempty, andthe
neighbor’sRouterID is largerthantherouter’sown. In this casetherouteris nowSlave.Setthe
master/slavebit to slave,andsettheDD sequencenumberto thatspecifiedby themaster.

� Theinitialize(I) andmaster(MS)bitsareoff, thepacket’sDD sequencenumberequalstherouter’sown
DD sequencenumber(indicatingacknowledgment)andtheneighbor’sRouterID is smallerthanthe
router’sown. In thiscasetherouteris Master.

Exchange If thestateof theMS-bit is inconsistentwith themaster/slavestateof theconnection,generatethe
neighboreventSeqNumberMismatchandstopprocessingthepacket.Otherwise:

� If theinitialize(I) bit is set,generatetheneighboreventSeqNumberMismatchandstopprocessingthe
packet.

� If thepacket’sOptionsfield indicatesadifferentsetof optionalOSPFcapabilitiesthanwerepreviously
receivedfrom theneighbor(recordedin theNeighbor Options field of theneighborstructure),generate
theneighboreventSeqNumberMismatchandstopprocessingthepacket.

� If therouteris master, andthepacket’sDD sequencenumberequalstherouter’sown DD sequence
number(thispacketis thenext in sequence)thepacketshouldbeacceptedandits contentsprocessed
(below).

� If therouteris master, andthepacket’sDD sequencenumberis onelessthantherouter’sDD sequence
number, thepacketis a duplicate.Duplicatesshouldbediscardedby themaster.

� If therouteris slave,andthepacket’sDD sequencenumberis onemorethantherouter’sown DD
sequencenumber(thispacketis thenextin sequence)thepacketshouldbeacceptedandits contents
processed(below).

� If therouteris slave,andthepacket’sDD sequencenumberis equalto therouter’sDD sequencenumber,
thepacketis aduplicate.Theslavemustrespondto duplicatesby repeatingthelastDatabaseDescription
packetthatit hadsent.

� Else,generatetheneighboreventSeqNumberMismatchandstopprocessingthepacket.

Loading or Full In thisstate,therouterhassentandreceivedanentiresequenceof DatabaseDescriptionPackets.
Theonly packetsreceivedshouldbeduplicates(seeabove).In particular, thepacket’sOptionsfield should
matchthesetof optionalOSPFcapabilitiespreviouslyindicatedby theneighbor(storedin theneighbor
structure’sNeighbor Options field). Any otherpacketsreceived,includingthereceptionof apacketwith the
Initialize(I) bit set,shouldgeneratetheneighboreventSeqNumberMismatch. 8 Duplicatesshouldbe

7Whenthe identity of the DesignatedRouteris changing,it maybe quitecommonfor a neighborin this stateto sendthe routera Database
Descriptionpacket;thismeansthat thereis somemomentarydisagreementon theDesignatedRouter’s identity.

8Note that it is possiblefor a routerto resynchronizeanyof its fully establishedadjacenciesby settingtheadjacency’s statebackto ExStart.
Thiswill causetheotherendof theadjacencyto processaSeqNumberMismatch event,andthereforeto alsogobackto ExStart state.
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discardedby themaster. Theslavemustrespondto duplicatesby repeatingthelastDatabaseDescription
packetthat it hadsent.

Whentherouteracceptsa receivedDatabaseDescriptionPacketasthenextin sequencethepacketcontentsare
processedasfollows. Foreachlink stateadvertisementlisted,theadvertisement’sLS typeis checkedfor validity. If
theLS type is unknown(e.g.,not oneof theLS types1-5definedby this specification),or if this is aAS external
advertisement(LS type � 5) andtheneighboris associatedwith astubarea,generatetheneighborevent
SeqNumberMismatchandstopprocessingthepacket.Otherwise,therouterlooksup theadvertisementin its
databaseto seewhetherit alsohasaninstanceof thelink stateadvertisement.If it doesnot,or if thedatabasecopyis
lessrecent(seeSection13.1),thelink stateadvertisementis put on theLink staterequestlist sothatit canbe
requested(immediatelyor at somelatertime) in Link StateRequestPackets.

Whentherouteracceptsa receivedDatabaseDescriptionPacketasthenextin sequence,it alsoperformsthe
following actions,dependingon whetherit is masteror slave:

Master IncrementstheDD sequencenumber. If therouterhasalreadysentits entiresequenceof Database
DescriptionPackets,andthejustacceptedpackethasthemorebit (M) setto 0, theneighborevent
ExchangeDoneis generated.Otherwise,it shouldsenda newDatabaseDescriptionto theslave.

Slave SetstheDD sequencenumberto theDD sequencenumberappearingin thereceivedpacket.Theslavemust
senda DatabaseDescriptionPacketin reply. If thereceivedpackethasthemorebit (M) setto 0, andthe
packetto besentby theslavewill alsohavetheM-bit setto 0, theneighboreventExchangeDoneis
generated.Notethattheslavealwaysgeneratesthis eventbeforethemaster.

10.7 ReceivingLink StateRequestPackets

Thissectionexplainsthedetailedprocessingof receivedLink StateRequestpackets.ReceivedLink StateRequest
Packetsspecifya list of link stateadvertisementsthattheneighborwishesto receive.Link StateRequestPackets
shouldbeacceptedwhentheneighboris in statesExchange, Loading, or Full . In all otherstatesLink StateRequest
Packetsshouldbeignored.

Eachlink stateadvertisementspecifiedin theLink StateRequestpacketshouldbelocatedin therouter’sdatabase,
andcopiedinto Link StateUpdatepacketsfor transmissionto theneighbor. Theselink stateadvertisementsshould
NOT beplacedon theLink stateretransmissionlist for theneighbor. If a link stateadvertisementcannotbefound
in thedatabase,somethinghasgonewrongwith theDatabaseExchangeprocess,andneighboreventBadLSReq
shouldbegenerated.

10.8 SendingDatabaseDescription Packets

Thissectiondescribeshow DatabaseDescriptionPacketsaresentto a neighbor. Therouter’soptionalOSPF
capabilities(seeSection4.5)aretransmittedto theneighborin theOptions field of theDatabaseDescriptionpacket.
Theroutershouldmaintainthesamesetof optionalcapabilitiesthroughouttheDatabaseExchangeandflooding
procedures.If for somereasontherouter’soptionalcapabilitieschange,theDatabaseExchangeprocedureshouldbe
restartedby revertingto neighborstateExStart. Therearecurrentlytwo optionalcapabilitiesdefined.TheT-bit
shouldbesetif andonly if therouteris capableof calculatingseparateroutesfor eachIP TOS. TheE-bit shouldbe
setif andonly if theattachednetworkbelongsto a non-stubarea.Therestof theOptions field shouldbesetto zero.

Thesendingof DatabaseDescriptionpacketsdependson theneighbor’sstate.In stateExStart theroutersends
emptyDatabaseDescriptionpackets,with theinitialize (I), more(M) andmaster(MS) bits set.Thesepacketsare
retransmittedeveryRxmtIntervalseconds.
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In stateExchangetheDatabaseDescriptionPacketsactuallycontainsummariesof thelink stateinformation
containedin therouter’sdatabase.Eachlink stateadvertisementin thearea’stopologicaldatabase(at thetime the
neighbortransitionsinto Exchangestate)is listedin theneighborDatabasesummary list. Whena newDatabase
DescriptionPacketis to besent,thepacket’sDD sequencenumberis incremented,andthe(new)top of the
Databasesummary list is describedby thepacket.Itemsareremovedfrom theDatabasesummary list whenthe
previouspacketis acknowledged.

In stateExchange, thedeterminationof whento sendaDatabaseDescriptionpacketdependsonwhethertherouter
is masteror slave:

Master DatabaseDescriptionpacketsaresentwheneithera) theslaveacknowledgesthepreviousDatabase
Descriptionpacketby echoingtheDD sequencenumberor b) RxmtIntervalsecondselapsewithout an
acknowledgment,in whichcasethepreviousDatabaseDescriptionpacketis retransmitted.

Slave DatabaseDescriptionpacketsaresentonly in responseto DatabaseDescriptionpacketsreceivedfrom the
master. If theDatabaseDescriptionpacketreceivedfrom themasteris new, a newDatabaseDescription
packetis sent,otherwisethepreviousDatabaseDescriptionpacketis resent.

In statesLoading andFull theslavemustresendits lastDatabaseDescriptionpacketin responseto duplicate
DatabaseDescriptionpacketsreceivedfrom themaster. For this reasontheslavemustwait RouterDeadInterval
secondsbeforefreeingthelastDatabaseDescriptionpacket.Receptionof aDatabaseDescriptionpacketfrom the
masterafterthis intervalwill generatea SeqNumberMismatchneighborevent.

10.9 SendingLink StateRequestPackets

In neighborstatesExchangeor Loading, theLink staterequestlist containsa list of thoselink stateadvertisements
thatneedto beobtainedfrom theneighbor. To requesttheseadvertisements,a routersendstheneighborthe
beginningof theLink staterequestlist, packagedin aLink StateRequestpacket.

Whentheneighborrespondsto theserequestswith theproperLink StateUpdatepacket(s),theLink staterequest
list is truncatedandanewLink StateRequestpacketis sent.This processcontinuesuntil theLink staterequestlist
becomesempty. UnsatisfiedLink StateRequestpacketsareretransmittedat intervalsof RxmtInterval.Thereshould
beat mostoneLink StateRequestpacketoutstandingatanyonetime.

WhentheLink staterequestlist becomesempty, andtheneighborstateis Loading (i.e.,acompletesequenceof
DatabaseDescriptionpacketshasbeensentto andreceivedfrom theneighbor),theLoading Doneneighboreventis
generated.

10.10 An Example

Figure14 showsanexampleof anadjacencyforming. RoutersRT1 andRT2 arebothconnectedto abroadcast
network.It is assumedthatRT2 is theDesignatedRouterfor thenetwork,andthatRT2 hasahigherRouterID than
RouterRT1.

Theneighborstatechangesrealizedby eachrouterarelistedon thesidesof thefigure.

At thebeginningof Figure14,RouterRT1’s interfaceto thenetworkbecomesoperational.It beginssendingHello
Packets,althoughit doesn’t knowtheidentityof theDesignatedRouteror of anyotherneighboringrouters.Router
RT2 hearsthis hello (movingtheneighborto Init state),andin its nextHello Packetindicatesthatit is itself the
DesignatedRouterandthatit hasheardHello Packetsfrom RT1. This in turncausesRT1 to go to stateExStart, asit
startsto bringup theadjacency.
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InitHello(DR=RT2,seen=...,RT1)

Hello(DR=0,seen=0)

Figure 14: An adjacency bring-up example
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RT1 beginsby assertingitself asthemaster. Whenit seesthatRT2 is indeedthemaster(becauseof RT2’shigher
RouterID), RT1 transitionsto slavestateandadoptsits neighbor’sDD sequencenumber. DatabaseDescription
packetsarethenexchanged,with pollscomingfrom themaster(RT2) andresponsesfrom theslave(RT1). This
sequenceof DatabaseDescriptionPacketsendswhenboththepoll andassociatedresponsehastheM-bit off.

In thisexample,it is assumedthatRT2 hasa completelyup to datedatabase.In thatcase,RT2 goesimmediatelyinto
Full state.RT1 will go into Full stateafterupdatingthenecessarypartsof its database.This is doneby sendingLink
StateRequestPackets,andreceivingLink StateUpdatePacketsin response.Notethat,while RT1 haswaiteduntil a
completesetof DatabaseDescriptionPacketshasbeenreceived(from RT2) beforesendinganyLink StateRequest
Packets,this neednot bethecase.RT1 couldhaveinterleavedthesendingof Link StateRequestPacketswith the
receptionof DatabaseDescriptionPackets.

11 The Routing TableStructur e

Theroutingtabledatastructurecontainsall theinformationnecessaryto forwardanIP datapackettowardits
destination.Eachroutingtableentrydescribesthecollectionof bestpathsto a particulardestination.When
forwardinganIP datapacket,theroutingtableentryprovidingthebestmatchfor thepacket’s IP destinationis
located.Thematchingroutingtableentrythenprovidesthenexthoptowardsthepacket’sdestination.OSPFalso
providesfor theexistenceof adefaultroute(DestinationID = DefaultDestination,AddressMask � 0x00000000).
Whenthedefaultrouteexists,it matchesall IP destinations(althoughanyothermatchingentryis abettermatch).
FindingtheroutingtableentrythatbestmatchesanIP destinationis furtherdescribedin Section11.1.

Thereis asingleroutingtablein eachrouter. Two sampleroutingtablesaredescribedin Sections11.2and11.3. The
buildingof theroutingtableis discussedin Section16.

Therestof this sectiondefinesthefieldsfoundin a routingtableentry. Thefirst setof fieldsdescribestherouting
tableentry’sdestination.

DestinationType Thedestinationcanbeoneof threetypes.Only thefirst type,Network,is actuallyusedwhen
forwardingIP datatraffic. Theotherdestinationsareusedsolelyasintermediatestepsin theroutingtablebuild
process.

Network A rangeof IP addresses,to which IP datatraffic maybeforwarded.This includesIP networks(class
A, B, or C), IP subnets,IP supernetsandsingleIP hosts.Thedefaultroutealsofalls in thiscategory.

Ar eaborder router Routersthatareconnectedto multipleOSPFareas.Suchroutersoriginatesummarylink
advertisements.Theseroutingtableentriesareusedwhencalculatingtheinter-arearoutes(see
Section16.2).Theseroutingtableentriesmayalsobeassociatedwith configuredvirtual links.

AS boundary router RoutersthatoriginateAS externallink advertisements.Theseroutingtableentriesare
usedwhencalculatingtheAS externalroutes(seeSection16.4).

Destination ID Thedestination’s identifieror name.This dependson theDestinationType.For networks,the
identifieris theirassociatedIP address.Forall othertypes,theidentifieris theOSPFRouterID. 9

Addr essMask Only definedfor networks.Thenetwork’sIP addresstogetherwith its addressmaskdefinesa range
of IP addresses.For IP subnets,theaddressmaskis referredto asthesubnetmask.For hostroutes,themaskis
“all ones”(0xffffffff).

9Theaddressspaceof IP networksandtheaddressspaceof OSPFRouterIDs mayoverlap.Thatis, anetworkmayhaveanIP addresswhich is
identical(whenconsideredasa 32-bitnumber)to somerouter’sRouterID.
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Optional Capabilities Whenthedestinationis a router(eitheranareaborderrouteror anAS boundaryrouter)this
field indicatestheoptionalOSPFcapabilitiessupportedby thedestinationrouter. Thetwo optionalcapabilities
currentlydefinedby thisspecificationaretheability to routebasedon IP TOSandtheability to processAS
externallink advertisements.For a furtherdiscussionof OSPF’soptionalcapabilities,seeSection4.5.

Thesetof pathsto usefor adestinationmayvary basedon IP Typeof ServiceandtheOSPFareato which thepaths
belong.Thismeansthattheremaybemultiple routingtableentriesfor thesamedestination,dependingon thevalues
of thenexttwo fields.

Typeof Service Therecanbeaseparatesetof routesfor eachIP Typeof Service.Theencodingof TOSin OSPF
link stateadvertisementsis describedin Section12.3.

Ar ea Thisfield indicatestheareawhoselink stateinformationhasled to theroutingtableentry’scollectionof paths.
This is calledtheentry’sassociatedarea.Forsetsof AS externalpaths,this field is notdefined.For
destinationsof type“areaborderrouter”, theremaybeseparatesetsof paths(andthereforeseparaterouting
tableentries)associatedwith eachof severalareas.Thiswill happenwhentwo areaborderroutersshare
multipleareasin common.Forall otherdestinationtypes,only thesetof pathsassociatedwith thebestarea
(theoneprovidingtheshortestroute)is kept.

Therestof theroutingtableentrydescribesthesetof pathsto thedestination.Thefollowing fieldspertainto theset
of pathsasa whole. In otherwords,eachoneof thepathscontainedin a routingtableentryis of thesamepath-type
andcost(seebelow).

Path-type Therearefour possibletypesof pathsusedto routetraffic to thedestination,listedherein orderof
preference:intra-area,inter-area,type1 externalor type2 external.Intra-areapathsindicatedestinations
belongingto oneof therouter’sattachedareas.Inter-areapathsarepathsto destinationsin otherOSPFareas.
Thesearediscoveredthroughtheexaminationof receivedsummarylink advertisements.AS externalpathsare
pathsto destinationsexternalto theAS. Thesearedetectedthroughtheexaminationof receivedAS external
link advertisements.

Cost Thelink statecostof thepathto thedestination.For all pathsexcepttype2 externalpathsthisdescribesthe
entirepath’scost.For Type2 externalpaths,this field describesthecostof theportionof thepathinternalto
theAS. Thiscostis calculatedasthesumof thecostsof thepath’sconstituentlinks.

Type2 cost Only valid for type2 externalpaths.For thesepaths,this field indicatesthecostof thepath’sexternal
portion. Thiscosthasbeenadvertisedby anAS boundaryrouter, andis themostsignificantpartof thetotal
pathcost.Forexample,a type2 externalpathwith type2 costof 5 is alwayspreferredovera pathwith type2
costof 10,regardlessof thecostof thetwo paths’internalcomponents.

Link StateOrigin Valid only for intra-areapaths,thisfield indicatesthelink stateadvertisement(routerlinks or
networklinks) thatdirectly referencesthedestination.For example,if thedestinationis a transitnetwork,this
is thetransitnetwork’snetworklinks advertisement.If thedestinationis astubnetwork,this is therouterlinks
advertisementfor theattachedrouter. Theadvertisementis discoveredduringtheshortest-pathtreecalculation
(seeSection16.1).Multiple advertisementsmayreferencethedestination,howevera tie-breakingscheme
alwaysreducesthechoiceto asingleadvertisement.TheLink StateOrigin field is notusedby theOSPF
protocol,but it is usedby theroutingtablecalculationin OSPF’sMulticastroutingextensions(MOSPF).

Whenmultiple pathsof equalpath-typeandcostexist to a destination(calledelsewhere“equal-cost”paths),theyare
storedin asingleroutingtableentry. Eachoneof the“equal-cost”pathsis distinguishedby thefollowing fields:
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Next hop Theoutgoingrouterinterfaceto usewhenforwardingtraffic to thedestination.Onmulti-accessnetworks,
thenexthopalsoincludestheIP addressof thenextrouter(if any) in thepathtowardsthedestination.This
nextrouterwill alwaysbeoneof theadjacentneighbors.

Advertising router Valid only for inter-areaandAS externalpaths.Thisfield indicatestheRouterID of therouter
advertisingthesummarylink or AS externallink that led to this path.

11.1 Routing table lookup

WhenanIP datapacketis received,anOSPFrouterfindstheroutingtableentrythatbestmatchesthepacket’s
destination.This routingtableentrythenprovidestheoutgoinginterfaceandnexthoprouterto usein forwardingthe
packet.Thissectiondescribestheprocessof finding thebestmatchingroutingtableentry. Theprocessconsistsof a
numberof steps,whereinthecollectionof routingtableentriesis progressivelypruned.In theend,thesinglerouting
tableentryremainingis thecalledbestmatch.

Notethatthestepsdescribedbelowmayfail to producea bestmatchroutingtableentry(i.e.,all existingrouting
tableentriesareprunedfor somereasonor another).In thiscase,thepacket’s IP destinationis considered
unreachable.Insteadof beingforwarded,thepacketshouldbedroppedandanICMP destinationunreachable
messageshouldbereturnedto thepacket’ssource.

1. Selectthecompletesetof “matching” routingtableentriesfrom theroutingtable.Eachroutingtableentry
describesa (setof) path(s)to a rangeof IP addresses.If thedatapacket’s IP destinationfalls into anentry’s
rangeof IP addresses,theroutingtableentryis calledamatch.(It is quitelikely thatmultiple entrieswill
matchthedatapacket.Forexample,adefaultroutewill matchall packets.)

2. Supposethatthepacket’s IP destinationfalls into oneof therouter’sconfiguredareaaddressranges(see
Section3.5),andthattheparticularareaaddressrange is active.This meansthatthereareoneor more
reachable(by intra-areapaths)networkscontainedin theareaaddressrange.Thepacket’s IP destinationis
thenrequiredto belongto oneof theseconstituentnetworks.For this reason,only matchingroutingtable
entrieswith path-type of intra-areaareconsidered(all othersarepruned).If no suchmatchingentriesexist,
thedestinationis unreachable(seeabove).Otherwise,skip to step4.

3. Reducethesetof matchingentriesto thosehavingthemostpreferentialpath-type (seeSection11). OSPFhas
a four levelhierarchyof paths.Intra-areapathsarethemostpreferred,followed in orderby inter-area,type1
externalandtype2 externalpaths.

4. Selecttheremainingroutingtableentrythatprovidesthelongest(mostspecific)match.Anotherwayof saying
this is to choosetheremainingentrythatspecifiesthenarrowestrangeof IP addresses.10 Forexample,the
entryfor theaddress/maskpair of (128.185.1.0, 0xffffff00) is morespecificthananentryfor the
pair (128.185.0.0, 0xffff0000). Thedefaultrouteis theleastspecificmatch,sinceit matchesall
destinations.

5. At thispoint, theremaystill bemultiple routingtableentriesremaining.Eachroutingentrywill specifythe
samerangeof IP addresses,buta differentIP Typeof Service.SelecttheroutingtableentrywhoseTOSvalue
matchestheTOSfoundin thepacketheader. If thereis noroutingtableentryfor thisTOS,selecttherouting
tableentryfor TOS0. In otherwords,packetsrequestingTOSX areroutedalongtheTOS0 pathif a TOSX
pathdoesnotexist.

10It is assumedthat,for two differentaddressrangesmatchingthedestination,onerangeis morespecificthantheother. Non-contiguoussubnet
maskscanbeconfiguredto violatethisassumption.Suchsubnetmaskconfigurationscannotbehandledby theOSPFprotocol.
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11.2 Samplerouting table, without areas

ConsidertheAutonomousSystempicturedin Figure2. No OSPFareashavebeenconfigured.A singlemetricis
shownperoutboundinterface,indicatingthatrouteswill not varybasedonTOS.Thecalculationof RouterRT6’s
routingtableproceedsasdescribedin Section2.1. Theresultingroutingtableis shownin Table12. Destination
typesareabbreviated:Networkas“N”, areaborderrouteras“BR” andAS boundaryrouteras“ASBR”.

Thereareno instancesof multipleequal-costshortestpathsin this example.Also, sincethereareno areas,thereare
no inter-areapaths.

RoutersRT5 andRT7 areAS boundaryrouters.Intra-arearouteshavebeencalculatedto RoutersRT5 andRT7. This
allowsexternalroutesto becalculatedto thedestinationsadvertisedby RT5 andRT7 (i.e.,NetworksN12,N13,N14
andN15). It is assumedall AS externaladvertisementsoriginatedby RT5 andRT7 areadvertisingtype1 external
metrics.This resultsin type1 externalpathsbeingcalculatedto destinationsN12-N15.

Type Dest Area PathType Cost NextHop(s) AdvertisingRouter(s)
N N1 0 intra-area 10 RT3 *
N N2 0 intra-area 10 RT3 *
N N3 0 intra-area 7 RT3 *
N N4 0 intra-area 8 RT3 *
N Ib 0 intra-area 7 * *
N Ia 0 intra-area 12 RT10 *
N N6 0 intra-area 8 RT10 *
N N7 0 intra-area 12 RT10 *
N N8 0 intra-area 10 RT10 *
N N9 0 intra-area 11 RT10 *
N N10 0 intra-area 13 RT10 *
N N11 0 intra-area 14 RT10 *
N H1 0 intra-area 21 RT10 *

ASBR RT5 0 intra-area 6 RT5 *
ASBR RT7 0 intra-area 8 RT10 *

N N12 * type1 external 10 RT10 RT7
N N13 * type1 external 14 RT5 RT5
N N14 * type1 external 14 RT5 RT5
N N15 * type1 external 17 RT10 RT7

Table12: Theroutingtablefor RouterRT6 (no configuredareas).

11.3 Samplerouting table, with areas

Considerthepreviousexample,this timesplit into OSPFareas.An OSPFareaconfigurationis picturedin Figure6.
RouterRT4’sroutingtablewill bedescribedfor thisareaconfiguration.RouterRT4 hasaconnectionto Area1 anda
backboneconnection.This causesRouterRT4 to view theAS astheconcatenationof thetwo graphsshownin
Figures7 and8. Theresultingroutingtableis displayedin Table13.

Again,RoutersRT5 andRT7 areAS boundaryrouters.RoutersRT3, RT4,RT7,RT10andRT11 areareaborder
routers.Notethattherearetwo routingtableentries(in thiscasehavingidenticalpaths)for RouterRT7, in its dual
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capacitiesasanareaborderrouterandanAS boundaryrouter. Notealsothattherearetwo routingentriesfor the
areaborderrouterRT3,sinceit hastwo areasin commonwith RT4 (Area1 andthebackbone).

Backbonepathshavebeencalculatedto all areaborderrouters(BR). Theseareusedwhendeterminingtheinter-area
routes.Notethatall of theinter-arearoutesareassociatedwith thebackbone;this is alwaysthecasewhenthe
calculatingrouteris itself anareaborderrouter. Routinginformationis condensedat areaboundaries.In this
example,we assumethatArea3 hasbeendefinedsothatnetworksN9-N11 andthehostrouteto H1 areall
condensedto asingleroutewhenadvertisedinto thebackbone(by RouterRT11). Notethatthecostof this routeis
theminimumof thesetof coststo its individualcomponents.

Thereis avirtual link configuredbetweenRoutersRT10andRT11. Without thisconfiguredvirtual link, RT11 would
beunableto advertisea routefor networksN9-N11 andHostH1 into thebackbone,andtherewouldnotbeanentry
for thesenetworksin RouterRT4’s routingtable.

In this exampletherearetwo equal-costpathsto NetworkN12. However, theybothusethesamenexthop(Router
RT5).

Type Dest Area PathType Cost NextHop(s) AdvertisingRouter(s)
N N1 1 intra-area 4 RT1 *
N N2 1 intra-area 4 RT2 *
N N3 1 intra-area 1 * *
N N4 1 intra-area 3 RT3 *

BR RT3 1 intra-area 1 * *
N Ib 0 intra-area 22 RT5 *
N Ia 0 intra-area 27 RT5 *

BR RT3 0 intra-area 21 RT5 *
BR RT7 0 intra-area 14 RT5 *
BR RT10 0 intra-area 22 RT5 *
BR RT11 0 intra-area 25 RT5 *

ASBR RT5 0 intra-area 8 * *
ASBR RT7 0 intra-area 14 RT5 *

N N6 0 inter-area 15 RT5 RT7
N N7 0 inter-area 19 RT5 RT7
N N8 0 inter-area 18 RT5 RT7
N N9-N11,H1 0 inter-area 26 RT5 RT11
N N12 * type1 external 16 RT5 RT5,RT7
N N13 * type1 external 16 RT5 RT5
N N14 * type1 external 16 RT5 RT5
N N15 * type1 external 23 RT5 RT7

Table13: RouterRT4’sroutingtablein thepresenceof areas.

RouterRT4’sroutingtablewould improve(i.e.,someof thepathsin theroutingtablewould becomeshorter)if an
additionalvirtual link wereconfiguredbetweenRouterRT4 andRouterRT3. Thenewvirtual link would itself be
associatedwith thefirst entryfor areaborderrouterRT3 in Table13(anintra-areapaththroughArea1). Thiswould
yield a costof 1 for thevirtual link. Theroutingtableentrieschangesthatwouldbecausedby theadditionof this
virtual link areshownin Table14.
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Type Dest Area PathType Cost NextHop(s) AdvertisingRouter(s)

N Ib 0 intra-area 16 RT3 *
N Ia 0 intra-area 21 RT3 *

BR RT3 0 intra-area 1 * *
BR RT10 0 intra-area 16 RT3 *
BR RT11 0 intra-area 19 RT3 *
N N9-N11,H1 0 inter-area 20 RT3 RT11

Table14: Changesresultingfrom anadditionalvirtual link.

12 Link StateAdvertisements

Eachrouterin theAutonomousSystemoriginatesoneor morelink stateadvertisements.Therearefive distincttypes
of link stateadvertisements,whicharedescribedin Section4.3. Thecollectionof link stateadvertisementsformsthe
link stateor topologicaldatabase.Eachseparatetypeof advertisementhasaseparatefunction.Routerlinks and
networklinks advertisementsdescribehowanarea’s routersandnetworksareinterconnected.Summarylink
advertisementsprovideaway of condensinganarea’sroutinginformation.AS externaladvertisementsprovidea
wayof transparentlyadvertisingexternally-derivedroutinginformationthroughouttheAutonomousSystem.

Eachlink stateadvertisementbeginswith a standard20-byteheader. This link stateheaderis discussedbelow.

12.1 The Link StateAdvertisement Header

Thelink stateadvertisementheadercontainstheLS type,Link StateID andAdvertisingRouterfields. The
combinationof thesethreefieldsuniquelyidentifiesthelink stateadvertisement.

Theremaybeseveralinstancesof anadvertisementpresentin theAutonomousSystem,all at thesametime. It must
thenbedeterminedwhich instanceis morerecent.Thisdeterminationis madeby examiningtheLS sequence,LS
checksumandLS agefields. Thesefieldsarealsocontainedin the20-bytelink stateadvertisementheader.

Severalof theOSPFpackettypeslist link stateadvertisements.Whentheinstanceis not important,anadvertisement
is referredto by its LS type,Link StateID andAdvertisingRouter(seeLink StateRequestPackets).Otherwise,the
LS sequencenumber, LS ageandLS checksumfieldsmustalsobereferenced.

A detailedexplanationof thefieldscontainedin thelink stateadvertisementheaderfollows.

12.1.1 LS age

Thisfield is theageof thelink stateadvertisementin seconds.It shouldbeprocessedasanunsigned16-bit integer. It
is setto 0 whenthelink stateadvertisementis originated.It mustbeincrementedby InfTransDelayon everyhopof
thefloodingprocedure.Link stateadvertisementsarealsoagedastheyareheldin eachrouter’sdatabase.

Theageof a link stateadvertisementis neverincrementedpastMaxAge.AdvertisementshavingageMaxAgeare
notusedin theroutingtablecalculation.Whenanadvertisement’sagefirst reachesMaxAge,it is reflooded.A link
stateadvertisementof ageMaxAgeis finally flushedfrom thedatabasewhenit is no longerneededto ensure
databasesynchronization.For moreinformationon theagingof link stateadvertisements,consultSection14.

TheLS agefield is examinedwhenarouterreceivestwo instancesof alink stateadvertisement,bothhavingidentical
LS sequencenumbersandLS checksums.An instanceof ageMaxAgeis thenalwaysacceptedasmostrecent;this
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allowsold advertisementsto beflushedquickly from theroutingdomain.Otherwise,if theagesdiffer by morethan
MaxAgeDiff, theinstancehavingthesmallerageis acceptedasmostrecent.11 SeeSection13.1for moredetails.

12.1.2 Options

TheOptionsfield in thelink stateadvertisementheaderindicateswhich optionalcapabilitiesareassociatedwith the
advertisement.OSPF’soptionalcapabilitiesaredescribedin Section4.5. Therearecurrentlytwo optional
capabilitiesdefined;theyarerepresentedby theT-bit andE-bit foundin theOptionsfield. Therestof theOptions
field shouldbesetto zero.

TheE-bit representsOSPF’sExternalRoutingCapability. Thisbit shouldbesetin all advertisementsassociatedwith
thebackbone,andall advertisementsassociatedwith non-stubareas(seeSection3.6). It shouldalsobesetin all AS
externallink advertisements.It shouldberesetin all routerlinks, networklinks andsummarylink advertisements
associatedwith astubarea.Forall link stateadvertisements,thesettingof theE-bit is for informationalpurposes
only; it doesnot affect theroutingtablecalculation.

TheT-bit representsOSPF’sTOSroutingcapability. Thisbit shouldbesetin a routerlinks advertisementif andonly
if therouteris capableof calculatingseparateroutesfor eachIP TOS(seeSection2.4). TheT-bit shouldalwaysbe
setin networklinks advertisements.It shouldbesetin summarylink andAS externallink advertisementsif andonly
if theadvertisementdescribespathsfor all TOSvalues,insteadof just theTOS0 path.Notethat,with theT-bit set,
theremaystill beonly asinglemetricin theadvertisement(theTOS0 metric). Thiswould meanthatpathsfor
non-zeroTOSexist,but areequivalentto theTOS0 path.A link stateadvertisement’sT-bit is examinedwhen
calculatingtheroutingtable’snon-zeroTOSpaths(seeSection16.9).

12.1.3 LS type

TheLS typefield dictatestheformatandfunctionof thelink stateadvertisement.Advertisementsof differenttypes
havedifferentnames(e.g.,routerlinks or networklinks). All advertisementtypes,excepttheAS externallink
advertisements(LS type � 5), arefloodedthroughouta singleareaonly. AS externallink advertisementsareflooded
throughouttheentireAutonomousSystem,exceptingstubareas(seeSection3.6). Eachseparateadvertisementtype
is briefly describedbelowin Table15.

12.1.4 Link StateID

Thisfield identifiesthepieceof theroutingdomainthatis beingdescribedby theadvertisement.Dependingon the
advertisement’sLS type,theLink StateID takeson thevalueslistedin Table16.

Actually, for Type3 summarylink (LS type � 3) advertisementsandAS externallink (LS type � 5) advertisements,
theLink StateID mayadditionallyhaveoneor moreof thedestinationnetwork’s “host” bitsset.For example,when
originatinganAS externallink for thenetwork10.0.0.0 with maskof 255.0.0.0, theLink StateID canbeset
to anythingin therange10.0.0.0 through10.255.255.255 inclusive(although10.0.0.0 shouldbeused
wheneverpossible).Thefreedomto setcertainhostbitsallowsarouterto originateseparateadvertisementsfor two
networkshavingthesameaddressbutdifferentmasks.SeeAppendixF for details.

Whenthelink stateadvertisementis describinganetwork(LS type � 2, 3 or 5), thenetwork’sIP addressis easily
derivedby maskingtheLink StateID with thenetwork/subnetmaskcontainedin thebodyof thelink state

11MaxAgeDiff is anarchitecturalconstant.It indicatesthemaximumdispersionof ages,in seconds,thatcanoccurfor asinglelink stateinstance
asit is floodedthroughoutthe routingdomain. If two advertisementsdiffer by morethanthis, theyareassumedto bedifferentinstancesof the
sameadvertisement.Thiscanoccurwhena routerrestartsandlosestrackof theadvertisement’spreviousLS sequencenumber. SeeSection13.4
for moredetails.
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LStype Advertisementdescription

1 Theseare the router links advertisements.They describethe
collectedstatesof therouter’sinterfaces.Formoreinformation,
consultSection12.4.1.

2 Thesearethenetworklinks advertisements.Theydescribethe
setof routersattachedto the network. For moreinformation,
consultSection12.4.2.

3 or 4 Theseare the summarylink advertisements.They describe
inter-area routes, and enable the condensationof routing
informationat areaborders.Originatedby areaborderrouters,
theType3advertisementsdescriberoutestonetworkswhile the
Type4 advertisementsdescriberoutesto AS boundaryrouters.

5 Theseare the AS external link advertisements. Originated
by AS boundaryrouters,they describeroutesto destinations
externalto the AutonomousSystem. A default route for the
AutonomousSystemcanalsobe describedby an AS external
link advertisement.

Table15: OSPFlink stateadvertisements.

LSType Link StateID
1 Theoriginatingrouter’sRouterID.
2 TheIP interfaceaddressof thenetwork’sDesignatedRouter.
3 Thedestinationnetwork’s IP address.
4 TheRouterID of thedescribedAS boundaryrouter.
5 Thedestinationnetwork’s IP address.

Table16: Theadvertisement’sLink StateID.

advertisement.Whenthelink stateadvertisementis describingarouter(LS type � 1 or 4), theLink StateID is
alwaysthedescribedrouter’sOSPFRouterID.

WhenanAS externaladvertisement(LS Type � 5) is describingadefaultroute,its Link StateID is setto
DefaultDestination(0.0.0.0).

12.1.5 Advertising Router

Thisfield specifiestheOSPFRouterID of theadvertisement’soriginator. For routerlinks advertisements,this field
is identicalto theLink StateID field. Networklink advertisementsareoriginatedby thenetwork’sDesignated
Router. Summarylink advertisementsareoriginatedby areaborderrouters.AS externallink advertisementsare
originatedby AS boundaryrouters.
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12.1.6 LS sequencenumber

Thesequencenumberfield is asigned32-bit integer. It is usedto detectold andduplicatelink stateadvertisements.
Thespaceof sequencenumbersis linearly ordered.Thelargerthesequencenumber(whencomparedassigned
32-bit integers)themorerecenttheadvertisement.To describeto sequencenumberspacemoreprecisely, let

�
refer

in thediscussionbelowto theconstant231.

Thesequencenumber�
�

(0x80000000) is reserved(andunused).This leaves�
���

1 (0x80000001) asthe
smallest(andthereforeoldest)sequencenumber. A routerusesthissequencenumberthefirst time it originatesany
link stateadvertisement.Afterwards,theadvertisement’ssequencenumberis incrementedeachtime therouter
originatesa newinstanceof theadvertisement.Whenanattemptis madeto incrementthesequencenumberpastthe
maximumvalueof

�
� 1 (0x7fffffff), thecurrentinstanceof theadvertisementmustfirst beflushedfrom the

routingdomain.This is doneby prematurelyagingtheadvertisement(seeSection14.1)andrefloodingit. As soonas
thisflood hasbeenacknowledgedby all adjacentneighbors,anewinstancecanbeoriginatedwith sequencenumber
of �
���

1 (0x80000001).

Theroutermaybeforcedto promotethesequencenumberof oneof its advertisementswhenamorerecentinstance
of theadvertisementis unexpectedlyreceivedduringthefloodingprocess.Thisshouldbearareevent.Thismay
indicatethatanout-of-dateadvertisement,originatedby therouteritself beforeits lastrestart/reload,still existsin the
AutonomousSystem.For moreinformationseeSection13.4.

12.1.7 LS checksum

Thisfield is thechecksumof thecompletecontentsof theadvertisement,exceptingtheLS agefield. TheLS age
field is exceptedsothatanadvertisement’sagecanbeincrementedwithout updatingthechecksum.Thechecksum
usedis thesamethatis usedfor ISO connectionlessdatagrams;it is commonlyreferredto astheFletcherchecksum.
It is documentedin AnnexB of [RFC905]. Thelink stateadvertisementheaderalsocontainsthelengthof the
advertisementin bytes;subtractingthesizeof theLS agefield (two bytes)yieldstheamountof datato checksum.

Thechecksumis usedto detectdatacorruptionof anadvertisement.Thiscorruptioncanoccurwhile an
advertisementis beingflooded,or while it is beingheldin a router’smemory. TheLS checksumfield cannottakeon
thevalueof zero;theoccurrenceof sucha valueshouldbeconsidereda checksumfailure. In otherwords,
calculationof thechecksumis notoptional.

Thechecksumof a link stateadvertisementis verifiedin two cases:a) whenit is receivedin aLink StateUpdate
Packetandb) at timesduringtheagingof thelink statedatabase.Thedetectionof a checksumfailure leadsto
separateactionsin eachcase.SeeSections13 and14 for moredetails.

WhenevertheLS sequencenumberfield indicatesthattwo instancesof anadvertisementarethesame,theLS
checksumfield is examined.If thereis a difference,theinstancewith thelargerLS checksumis consideredto be
mostrecent.12 SeeSection13.1for moredetails.

12.2 The link statedatabase

A routerhasa separatelink statedatabasefor everyareato which it belongs.Thelink statedatabasehasbeen
referredto elsewherein thetextasthetopologicaldatabase.All routersbelongingto thesameareahaveidentical
topologicaldatabasesfor thearea.

12Whentwo advertisementshavedifferentLS checksums,theyareassumedto beseparateinstances.Thiscanoccurwhenarouterrestarts,and
losestrackof theadvertisement’spreviousLS sequencenumber. In thecasewherethetwo advertisementshavethesameLS sequencenumber, it
is notpossibleto determinewhich link stateis actuallynewer. If thewrongadvertisementis acceptedasnewer, theoriginatingrouterwill originate
anotherinstance.SeeSection13.4for furtherdetails.
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Thedatabasesfor eachindividualareaarealwaysdealtwith separately. Theshortestpathcalculationis performed
separatelyfor eacharea(seeSection16). Componentsof theareatopologicaldatabasearefloodedthroughoutthe
areaonly. Finally, whenanadjacency(belongingto AreaA) is beingbroughtup,only thedatabasefor AreaA is
synchronizedbetweenthetwo routers.

Theareadatabaseis composedof routerlinks advertisements,networklinks advertisements,andsummarylink
advertisements(all listedin theareadatastructure).In addition,externalroutes(AS externaladvertisements)are
includedin all non-stubareadatabases(seeSection3.6).

An implementationof OSPFmustbeableto accessindividualpiecesof anareadatabase.This lookupfunctionis
basedon anadvertisement’sLS type,Link StateID andAdvertisingRouter. 13 Therewill bea singleinstance(the
mostup-to-date)of eachlink stateadvertisementin thedatabase.Thedatabaselookupfunctionis invokedduringthe
link statefloodingprocedure(Section13)andtheroutingtablecalculation(Section16). In addition,usingthis
lookupfunctiontheroutercandeterminewhetherit hasitself everoriginatedaparticularlink stateadvertisement,
andif so,with whatLS sequencenumber.

A link stateadvertisementis addedto arouter’sdatabasewheneithera) it is receivedduringthefloodingprocess
(Section13) or b) it is originatedby therouteritself (Section12.4).A link stateadvertisementis deletedfrom a
router’sdatabasewheneithera) it hasbeenoverwrittenby a newerinstanceduringthefloodingprocess(Section13)
or b) therouteroriginatesanewerinstanceof oneof its self-originatedadvertisements(Section12.4)or c) the
advertisementagesoutandis flushedfrom theroutingdomain(Section14). Whenevera link stateadvertisementis
deletedfrom thedatabaseit mustalsoberemovedfrom all neighbors’Link stateretransmissionlists (see
Section10).

12.3 Representationof TOS

All OSPFlink stateadvertisements(with theexceptionof networklinks advertisements)specifymetrics.In router
links advertisements,themetricsindicatethecostsof thedescribedinterfaces.In summarylink andAS externallink
advertisements,themetricindicatesthecostof thedescribedpath.In all of theseadvertisements,aseparatemetric
canbespecifiedfor eachIP TOS. Theencodingof TOSin OSPFlink stateadvertisementsis specifiedin Table17.
ThattablerelatestheOSPFencodingto theIP packetheader’sTOSfield (definedin [RFC1349]).TheOSPF
encodingis expressedasadecimalinteger, andtheIP packetheader’sTOSfield is expressedin thebinaryTOS
valuesusedin [RFC 1349].

EachOSPFlink stateadvertisementmustspecifytheTOS0 metric. OtherTOSmetrics,if theyappear, mustappear
in orderof increasingTOSencoding.For example,theTOS8 (maximizethroughput)metricmustalwaysappear
beforetheTOS16 (minimizedelay)metricwhenbotharespecified.If ametricfor somenon-zeroTOSis not
specified,its costdefaultsto thecostfor TOS0, unlesstheT-bit is resetin theadvertisement’sOptionsfield (see
Section12.1.2for moredetails).

12.4 Originating link stateadvertisements

Into anygivenOSPFarea,a routerwill originateseverallink stateadvertisements.Eachrouteroriginatesa router
links advertisement.If therouteris alsotheDesignatedRouterfor anyof thearea’snetworks,it will originate
networklinks advertisementsfor thosenetworks.

Areaborderroutersoriginateasinglesummarylink advertisementfor eachknowninter-areadestination.AS
boundaryroutersoriginatea singleAS externallink advertisementfor eachknownAS externaldestination.

13Thereis oneinstancewherea lookupmustbedonebasedonpartial information.This is duringtheroutingtablecalculation,whenanetwork
links advertisementmustbe found basedsolely on its Link StateID. The lookup in this caseis still well defined,sinceno two network links
advertisementscanhavethesameLink StateID.
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OSPFencoding RFC1349TOSvalues
0 0000normalservice
2 0001minimizemonetarycost
4 0010maximizereliability
6 0011
8 0100maximizethroughput
10 0101
12 0110
14 0111
16 1000minimizedelay
18 1001
20 1010
22 1011
24 1100
26 1101
28 1110
30 1111

Table17: RepresentingTOSin OSPF.

Destinationsareadvertisedoneata time sothatthechangein anysingleroutecanbefloodedwithout refloodingthe
entirecollectionof routes.During thefloodingprocedure,manylink stateadvertisementscanbecarriedby a single
Link StateUpdatepacket.

As anexample,considerRouterRT4 in Figure6. It is anareaborderrouter, havingaconnectionto Area1 andthe
backbone.RouterRT4 originates5 distinctlink stateadvertisementsinto thebackbone(onerouterlinks, andone
summarylink for eachof thenetworksN1-N4). RouterRT4 will alsooriginate8 distinctlink stateadvertisements
into Area1 (onerouterlinks andsevensummarylink advertisementsaspicturedin Figure7). If RT4 hasbeen
selectedasDesignatedRouterfor NetworkN3, it will alsooriginateanetworklinks advertisementfor N3 into Area1.

In this samefigure,RouterRT5 will beoriginating3 distinctAS externallink advertisements(onefor eachof the
networksN12-N14).Thesewill befloodedthroughouttheentireAS, assumingthatnoneof theareashavebeen
configuredasstubs.However, if area3 hasbeenconfiguredasa stubarea,theexternaladvertisementsfor networks
N12-N14will notbefloodedinto area3 (seeSection3.6). Instead,RouterRT11 would originatea defaultsummary
link advertisementthatwouldbefloodedthroughoutarea3 (seeSection12.4.3).This instructsall of area3’s internal
routersto sendtheir AS externaltraffic to RT11.

Whenevera newinstanceof a link stateadvertisementis originated,its LS sequencenumberis incremented,its LS
ageis setto 0, its LS checksumis calculated,andtheadvertisementis addedto thelink statedatabaseandflooded
out theappropriateinterfaces.SeeSection13.2for detailsconcerningtheinstallationof theadvertisementinto the
link statedatabase.SeeSection13.3for detailsconcerningthefloodingof newly originatedadvertisements.

Theteneventsthatcancausea newinstanceof a link stateadvertisementto beoriginatedare:

1. TheLSagefieldof oneof therouter’sself-originatedadvertisementsreachesthevalueLSRefreshTime. In this
case,anewinstanceof thelink stateadvertisementis originated,eventhoughthecontentsof theadvertisement
(apartfrom thelink stateadvertisementheader)will bethesame.Thisguaranteesperiodicoriginationsof all
link stateadvertisements.This periodicupdatingof link stateadvertisementsaddsrobustnessto thelink state
algorithm.Link stateadvertisementsthatsolelydescribeunreachabledestinationsshouldnot berefreshed,but
shouldinsteadbeflushedfrom theroutingdomain(seeSection14.1).
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Whenwhateveris beingdescribedby a link stateadvertisementchanges,anewadvertisementis originated.
However, two instancesof thesamelink stateadvertisementmaynot beoriginatedwithin thetimeperiod
MinLSInterval.Thismayrequirethatthegenerationof thenext instancebedelayedby up to MinLSInterval.The
following eventsmaycausethecontentsof a link stateadvertisementto change.Theseeventsshouldcausenew
originationsif andonly if thecontentsof thenewadvertisementwouldbedifferent:

2. An interface’sstatechanges(seeSection9.1). Thismaymeanthatit is necessaryto producea newinstanceof
therouterlinks advertisement.

3. Anattachednetwork’sDesignatedRouterchanges.A newrouterlinks advertisementshouldbeoriginated.
Also, if therouteritself is now theDesignatedRouter, a newnetworklinks advertisementshouldbeproduced.
If therouteritself is no longertheDesignatedRouter, anynetworklinks advertisementthatit mighthave
originatedfor thenetworkshouldbeflushedfrom theroutingdomain(seeSection14.1).

4. Oneof theneighboringrouterschangesto/fromtheFULL state.Thismaymeanthat it is necessaryto produce
anewinstanceof therouterlinks advertisement.Also, if therouteris itself theDesignatedRouterfor the
attachednetwork,anewnetworklinks advertisementshouldbeproduced.

Thenextfour eventsconcernareaborderroutersonly:

5. An intra-arearoutehasbeenadded/deleted/modifiedin theroutingtable.Thismaycausea newinstanceof a
summarylinks advertisement(for this route)to beoriginatedin eachattachedarea(possiblyincludingthe
backbone).

6. An inter-arearoutehasbeenadded/deleted/modifiedin theroutingtable.This maycausea newinstanceof a
summarylinks advertisement(for this route)to beoriginatedin eachattachedarea(but NEVERfor the
backbone).

7. Therouterbecomesnewlyattachedto an area.Theroutermustthenoriginatesummarylink advertisements
into thenewlyattachedareafor all pertinentintra-areaandinter-arearoutesin therouter’sroutingtable.See
Section12.4.3for moredetails.

8. Whenthestateof oneof therouter’sconfiguredvirtual linkschanges,it maybenecessaryto originatea new
routerlinks advertisementinto thevirtual link’ s transitarea(seethediscussionof therouterlinks
advertisement’sbit V in Section12.4.1),aswell asoriginatinganewrouterlinks advertisementinto the
backbone.

Thelasttwo eventsconcernAS boundaryrouters(andformerAS boundaryrouters)only:

9. Anexternalroutegainedthroughdirectexperiencewith anexternalroutingprotocol(like EGP)changes.This
will causeanAS boundaryrouterto originatea newinstanceof anAS externallink advertisement.

10. A routerceasesto bean ASboundaryrouter, perhapsafterrestarting.In this situationtheroutershouldflush
all AS externallink advertisementsthatit hadpreviouslyoriginated.Theseadvertisementscanbeflushedvia
theprematureagingprocedurespecifiedin Section14.1.

Theconstructionof eachtypeof link stateadvertisementis explainedin detailbelow. In general,thesesections
describethecontentsof theadvertisementbody(i.e., thepartcomingafterthe20-byteadvertisementheader).For
informationconcerningthebuilding of thelink stateadvertisementheader, seeSection12.1.
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Figure 16: Forwarding address example
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Figure 15: Area 1 with IP addresses shown
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12.4.1 Router links

A routeroriginatesa routerlinks advertisementfor eachareathat it belongsto. Suchanadvertisementdescribesthe
collectedstatesof therouter’s links to thearea.Theadvertisementis floodedthroughouttheparticulararea,andno
further.

Theformatof a routerlinks advertisementis shownin AppendixA (SectionA.4.2). Thefirst 20 bytesof the
advertisementconsistof thegenericlink stateadvertisementheaderthatwasdiscussedin Section12.1.Routerlinks
advertisementshaveLS type= 1. Therouterindicateswhetherit is willing to calculateseparateroutesfor eachIP
TOSby setting(or resetting)theT-bit of thelink stateadvertisement’sOptions field.

A routeralsoindicateswhetherit is anareaborderrouter, or anAS boundaryrouter, by settingtheappropriatebits
(bit B andbit E, respectively)in its routerlinks advertisements.Thisenablespathsto thosetypesof routersto be
savedin theroutingtable,for laterprocessingof summarylink advertisementsandAS externallink advertisements.
Bit B shouldbesetwhenevertherouteris activelyattachedto two or moreareas,evenif therouteris notcurrently
attachedto theOSPFbackbonearea.Bit E shouldneverbesetin a routerlinks advertisementfor astubarea(stub
areascannotcontainAS boundaryrouters).In addition,theroutersetsbit V in its routerlinks advertisementfor Area
A if andonly if it is theendpointof anactivevirtual link usingAreaA asits Transitarea.Thisenablestheother
routersattachedto AreaA to discoverwhethertheareasupportsanyvirtual links (i.e., is a transitarea).

Therouterlinks advertisementthendescribestherouter’sworkingconnections(i.e., interfacesor links) to thearea.
Eachlink is typedaccordingto thekind of attachednetwork.Eachlink is alsolabelledwith its Link ID. ThisLink ID
givesa nameto theentity that is on theotherendof thelink. Table18 summarizesthevaluesusedfor theTypeand
Link ID fields.

Link type Description Link ID
1 Point-to-pointlink NeighborRouterID
2 Link to transitnetwork Interfaceaddressof DesignatedRouter
3 Link to stubnetwork IP networknumber
4 Virtual link NeighborRouterID

Table18: Link descriptionsin therouterlinks advertisement.

In addition,theLink Datafield is specifiedfor eachlink. Thisfield gives32bitsof extrainformationfor thelink. For
links to transitnetworks,numberedlinks to routersandvirtual links, thisfield specifiestheIP interfaceaddressof the
associatedrouterinterface(this is neededby theroutingtablecalculation,seeSection16.1.1).For links to stub
networks,this field specifiesthenetwork’sIP addressmask.Forunnumberedpoint-to-pointnetworks,theLink Data
field shouldbesetto theunnumberedinterface’sMIB-II [RFC 1213]ifIndex value.

Finally, thecostof usingthelink for output(possiblyspecifyingadifferentcostfor eachTypeof Service)is
specified.Theoutputcostof a link is configurable.It mustalwaysbenon-zero.

To furtherdescribetheprocessof building thelist of link descriptions,supposea routerwishesto build a routerlinks
advertisementfor AreaA. Therouterexaminesits collectionof interfacedatastructures.For eachinterface,the
following stepsaretaken:

� If theattachednetworkdoesnot belongto AreaA, no links areaddedto theadvertisement,andthenext
interfaceshouldbeexamined.

� Else,if thestateof theinterfaceis Down, no links areadded.
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� Else,if thestateof theinterfaceis Point-to-Point, thenaddlinks accordingto thefollowing:

– If theneighboringrouteris fully adjacent,addaType1 link (point-to-point)if this is aninterfaceto a
point-to-pointnetwork,or addaType4 link (virtual link) if this is avirtual link. TheLink ID shouldbe
setto theRouterID of theneighboringrouter. Forvirtual links andnumberedpoint-to-pointnetworks,
theLink DatashouldspecifytheIP interfaceaddress.For unnumberedpoint-to-pointnetworks,theLink
Datafield shouldspecifytheinterface’sMIB-II [RFC1213]ifIndex value.

– If this is anumberedpoint-to-pointnetwork(i.e, notavirtual link andnotanunnumberedpoint-to-point
network)andtheneighboringrouter’s IP addressis known,addaType3 link (stubnetwork)whoseLink
ID is theneighbor’s IP address,whoseLink Datais themask0xffffffff indicatinga hostroute,and
whosecostis theinterface’sconfiguredoutputcost.

� Elseif thestateof theinterfaceis Loopback, adda Type3 link (stubnetwork)aslong asthis is notan
interfaceto anunnumberedserialline. TheLink ID shouldbesetto theIP interfaceaddress,theLink Dataset
to themask0xffffffff (indicatingahostroute),andthecostsetto 0.

� Elseif thestateof theinterfaceis Waiting, addaType3 link (stubnetwork)whoseLink ID is theIP network
numberof theattachednetworkandwhoseLink Datais theattachednetwork’saddressmask.

� Else,therehasbeenaDesignatedRouterselectedfor theattachednetwork.If therouteris fully adjacentto the
DesignatedRouter, or if therouteritself is DesignatedRouterandis fully adjacentto at leastoneotherrouter,
adda singleType2 link (transitnetwork)whoseLink ID is theIP interfaceaddressof theattachednetwork’s
DesignatedRouter(whichmaybetherouteritself) andwhoseLink Datais therouter’sown IP interface
address.Otherwise,adda link asif theinterfacestatewereWaiting (seeabove).

Unlessotherwisespecified,thecostof eachlink generatedby theaboveprocedureis equalto theoutputcostof the
associatedinterface.Notethatin thecaseof seriallines,multiple links maybegeneratedby a singleinterface.

After considerationof all therouterinterfaces,hostlinks areaddedto theadvertisementby examiningthelist of
attachedhosts.A hostrouteis representedasaType3 link (stubnetwork)whoseLink ID is thehost’s IP addressand
whoseLink Datais themaskof all ones(0xffffffff).

As anexample,considertherouterlinks advertisementsgeneratedby RouterRT3,aspicturedin Figure6. Thearea
containingRouterRT3 (Area1) hasbeenredrawn,with actualnetworkaddresses,in Figure15. Assumethatthelast
byteof all of RT3’s interfaceaddressesis 3, giving it theinterfaceaddresses192.1.1.3and192.1.4.3,andthatthe
otherroutershavesimilar addressingschemes.In addition,assumethatall links arefunctional,andthatRouterIDs
areassignedasthesmallestIP interfaceaddress.

RT3 originatestwo routerlinks advertisements,onefor Area1 andonefor thebackbone.AssumethatRouterRT4
hasbeenselectedastheDesignatedrouterfor network192.1.1.0. RT3’srouterlinks advertisementfor Area1 is
thenshownbelow. It indicatesthatRT3 hastwo connectionsto Area1, thefirst a link to thetransitnetwork
192.1.1.0 andtheseconda link to thestubnetwork192.1.4.0. Notethatthetransitnetworkis identifiedby
theIP interfaceof its DesignatedRouter(i.e., theLink ID � 192.1.1.4 which is theDesignatedRouterRT4’sIP
interfaceto 192.1.1.0). NotealsothatRT3 hasindicatedthatit is capableof calculatingseparateroutesbasedon
IP TOS,throughsettingtheT-bit in theOptionsfield. It hasalsoindicatedthatit is anareaborderrouter.

; RT3’s router links advertisement for Area 1

LS age = 0 ;always true on origination
Options = (T-bit|E-bit) ;TOS-capable
LS type = 1 ;indicates router links
Link State ID = 192.1.1.3 ;RT3’s Router ID
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Advertising Router = 192.1.1.3 ;RT3’s Router ID
bit E = 0 ;not an AS boundary router
bit B = 1 ;RT3 is an area border router
#links = 2

Link ID = 192.1.1.4 ;IP address of Designated Router
Link Data = 192.1.1.3 ;RT3’s IP interface to net
Type = 2 ;connects to transit network
# other metrics = 0
TOS 0 metric = 1

Link ID = 192.1.4.0 ;IP Network number
Link Data = 0xffffff00 ;Network mask
Type = 3 ;connects to stub network
# other metrics = 0
TOS 0 metric = 2

NextRT3’srouterlinks advertisementfor thebackboneis shown.It indicatesthatRT3 hasa singleattachmentto the
backbone.Thisattachmentis via anunnumberedpoint-to-pointlink to RouterRT6. RT3 hasagainindicatedthatit is
TOS-capable,andthatit is anareaborderrouter.

; RT3’s router links advertisement for the backbone

LS age = 0 ;always true on origination
Options = (T-bit|E-bit) ;TOS-capable
LS type = 1 ;indicates router links
Link State ID = 192.1.1.3 ;RT3’s router ID
Advertising Router = 192.1.1.3 ;RT3’s router ID
bit E = 0 ;not an AS boundary router
bit B = 1 ;RT3 is an area border router
#links = 1

Link ID = 18.10.0.6 ;Neighbor’s Router ID
Link Data = 0.0.0.3 ;MIB-II ifIndex of P-P link
Type = 1 ;connects to router
# other metrics = 0
TOS 0 metric = 8

EventhoughRouterRT3 hasindicatedthatit is TOS-capablein theaboveexamples,only asinglemetric(theTOS0
metric)hasbeenspecifiedfor eachinterface.Dif ferentmetricscanbespecifiedfor eachTOS.Theencodingof TOS
in OSPFlink stateadvertisementsis describedin Section12.3.

As anexample,supposethepoint-to-pointlink betweenRoutersRT3 andRT6 in Figure15 is asatellitelink. TheAS
administratormaywantto encouragetheuseof theline for highbandwidthtraffic. Thiswouldbedoneby settingthe
metricartificially low for theappropriateTOSvalue.RouterRT3 would thenoriginatethefollowing routerlinks
advertisementfor thebackbone(TOS8 � maximizethroughput):

; RT3’s router links advertisement for the backbone

LS age = 0 ;always true on origination
Options = (T-bit|E-bit) ;TOS-capable
LS type = 1 ;indicates router links
Link State ID = 192.1.1.3 ;RT3’s Router ID
Advertising Router = 192.1.1.3
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bit E = 0 ;not an AS boundary router
bit B = 1 ;RT3 is an area border router
#links = 1

Link ID = 18.10.0.6 ;Neighbor’s Router ID
Link Data = 0.0.0.3 ;MIB-II ifIndex of P-P link
Type = 1 ;connects to router
# other metrics = 1
TOS 0 metric = 8

TOS = 8 ;Maximize throughput
metric = 1 ;traffic preferred

12.4.2 Network links

A networklinks advertisementis generatedfor everytransitmulti-accessnetwork.(A transitnetworkis anetwork
havingtwo or moreattachedrouters).Thenetworklinks advertisementdescribesall theroutersthatareattachedto
thenetwork.

TheDesignatedRouterfor thenetworkoriginatestheadvertisement.TheDesignatedRouteroriginatesthe
advertisementonly if it is fully adjacentto at leastoneotherrouteron thenetwork.Thenetworklinks advertisement
is floodedthroughouttheareathatcontainsthetransitnetwork,andno further. Thenetworkslinks advertisement
lists thoseroutersthatarefully adjacentto theDesignatedRouter;eachfully adjacentrouteris identifiedby its OSPF
RouterID. TheDesignatedRouterincludesitself in this list.

TheLink StateID for anetworklinks advertisementis theIP interfaceaddressof theDesignatedRouter. Thisvalue,
maskedby thenetwork’saddressmask(which is alsocontainedin thenetworklinks advertisement)yieldsthe
network’sIP address.

A routerthathasformerlybeentheDesignatedRouterfor a network,but is no longer, shouldflushthenetworklinks
advertisementthat it hadpreviouslyoriginated.Thisadvertisementis no longerusedin theroutingtablecalculation.
It is flushedby prematurelyincrementingtheadvertisement’sageto MaxAgeandreflooding(seeSection14.1). In
addition,in thoserarecaseswherea router’sRouterID haschanged,anynetworklinks advertisementsthatwere
originatedwith therouter’spreviousRouterID mustbeflushed.Sincetheroutermayhaveno ideawhatit’ sprevious
RouterID mighthavebeen,thesenetworklinks advertisementsareindicatedby havingtheir Link StateID equalto
oneof therouter’s IP interfaceaddressesandtheirAdvertisingRouternotequalto therouter’scurrentRouterID (see
Section13.4for moredetails).

As anexampleof anetworklinks advertisement,againconsidertheareaconfigurationin Figure6. Networklinks
advertisementsareoriginatedfor NetworkN3 in Area1, NetworksN6 andN8 in Area2, andNetworkN9 in Area3.
AssumingthatRouterRT4 hasbeenselectedastheDesignatedRouterfor NetworkN3, thefollowing networklinks
advertisementis generatedby RT4 onbehalfof NetworkN3 (seeFigure15 for theaddressassignments):

; network links advertisement for Network N3

LS age = 0 ;always true on origination
Options = (T-bit|E-bit) ;TOS-capable
LS type = 2 ;indicates network links
Link State ID = 192.1.1.4 ;IP address of Designated Router
Advertising Router = 192.1.1.4 ;RT4’s Router ID
Network Mask = 0xffffff00

Attached Router = 192.1.1.4 ;Router ID
Attached Router = 192.1.1.1 ;Router ID
Attached Router = 192.1.1.2 ;Router ID
Attached Router = 192.1.1.3 ;Router ID

Moy [Page71]



RFC1583 OSPFVersion2 March1994

12.4.3 Summary links

Eachsummarylink advertisementdescribesa routeto asingledestination.Summarylink advertisementsareflooded
throughouta singleareaonly. Thedestinationdescribedis onethatis externalto thearea,yet still belongingto the
AutonomousSystem.

Summarylink advertisementsareoriginatedby areaborderrouters.Theprecisesummaryroutesto advertiseinto an
areaaredeterminedby examiningtheroutingtablestructure(seeSection11) in accordancewith thealgorithm
describedbelow. Notethatonly intra-arearoutesareadvertisedinto thebackbone,while bothintra-areaand
inter-arearoutesareadvertisedinto theotherareas.

To determinewhich routesto advertiseinto anattachedAreaA, eachroutingtableentryis processedasfollows.
Rememberthateachroutingtableentrydescribesasetof equal-costbestpathsto aparticulardestination:

� Only DestinationTypesof networkandAS boundaryrouterareadvertisedin summarylink advertisements.If
theroutingtableentry’sDestination Type is areaborderrouter, examinethenextroutingtableentry.

� AS externalroutesareneveradvertisedin summarylink advertisements.If theroutingtableentryhas
Path-typeof type1 externalor type2 external,examinethenextroutingtableentry.

� Else,if theareaassociatedwith thissetof pathsis theAreaA itself, do notgenerateasummarylink
advertisementfor theroute.14

� Else,if thenexthopsassociatedwith thissetof pathsbelongto AreaA itself, donot generateasummarylink
advertisementfor theroute.15 This is thelogicalequivalentof aDistanceVectorprotocol’ssplit horizonlogic.

� Else,if theroutingtablecostequalsor exceedsthevalueLSInfinity, a summarylink advertisementcannotbe
generatedfor this route.

� Else,if thedestinationof this routeis anAS boundaryrouter, generateaType4 link stateadvertisementfor the
destination,with Link StateID equalto theAS boundaryrouter’sRouterID andmetricequalto therouting
tableentry’scost.Theseadvertisementsshouldnot begeneratedif AreaA hasbeenconfiguredasastubarea.

� Else,theDestinationtypeis network.If this is aninter-arearoute,generateaType3 advertisementfor the
destination,with Link StateID equalto thenetwork’saddress(if necessary, theLink StateID canalsohave
oneor moreof thenetwork’s“host” bits set;seeAppendixF for details)andmetricequalto theroutingtable
cost.

� Theoneremainingcaseis anintra-arearouteto anetwork.Thismeansthatthenetworkis containedin oneof
therouter’sdirectlyattachedareas.In general,this informationmustbecondensedbeforeappearingin
summarylink advertisements.Rememberthatanareahasbeendefinedasa list of addressranges,eachrange
consistingof an[address,mask]pair anda statusindicationof eitherAdvertiseor DoNotAdvertise.At mosta
singleType3 advertisementis madefor eachrange.Whentherange’sstatusindicatesAdvertise,a Type3
advertisementis generatedwith Link StateID equalto therange’saddress(if necessary, theLink StateID can
alsohaveoneor moreof therange’s “host” bits set;seeAppendixF for details)andcostequalto thesmallest
costof anyof thecomponentnetworks.Whentherange’sstatusindicatesDoNotAdvertise,theType3
advertisementis suppressedandthecomponentnetworksremainhiddenfrom otherareas.

14Thisclausecoversthecase:Inter-arearoutesarenotsummarizedto thebackbone.This is becauseinter-arearoutesarealwaysassociatedwith
thebackbonearea.

15Thisclauseis only invokedwhenAreaA is aTransitareasupportingoneor morevirtual links. Forexample,in theareaconfigurationof Figure
6, RouterRT11 needonly originatea singlesummarylink havingthe (collapsed)destinationN9-N11,H1 into its connectedTransitareaArea2,
sinceall of its othereligible routeshavenexthopsbelongingto Area2 (andassuchonly needbeadvertisedby otherareaborderrouters;in this
case,RoutersRT10andRT7).
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By default,if anetworkis not containedin anyexplicitly configuredaddressrange,aType3 advertisementis
generatedwith Link StateID equalto thenetwork’saddress(if necessary, theLink StateID canalsohaveone
or moreof thenetwork’s “host” bitsset;seeAppendixF for details)andmetricequalto thenetwork’srouting
tablecost.

If virtual links arebeingusedto provide/increaseconnectivityof thebackbone,routinginformation
concerningthebackbonenetworksshouldnotbecondensedbeforebeingsummarizedinto thevirtual links’
Transitareas.Nor shouldtheadvertisementof backbonenetworksinto Transitareasbesuppressed.In other
words,thebackbone’sconfiguredrangesshouldbeignoredwhenoriginatingsummarylinks into Transitareas.
Theexistenceof virtual links is determinedduringtheshortestpathcalculationfor theTransitareas(see
Section16.1).

If a routeradvertisesasummaryadvertisementfor a destinationwhich thenbecomesunreachable,theroutermust
thenflushtheadvertisementfrom theroutingdomainby settingits ageto MaxAgeandreflooding(seeSection14.1).
Also, if thedestinationis still reachable,yetcanno longerbeadvertisedaccordingto theaboveprocedure(e.g.,it is
nowaninter-arearoute,whenit usedto beanintra-arearouteassociatedwith somenon-backbonearea;it would thus
no longerbeadvertisableto thebackbone),theadvertisementshouldalsobeflushedfrom theroutingdomain.

Foranexampleof summarylink advertisements,consideragaintheareaconfigurationin Figure6. RoutersRT3,
RT4, RT7, RT10andRT11 areall areaborderrouters,andthereforeareoriginatingsummarylink advertisements.
Considerin particularRouterRT4. Its routingtablewascalculatedastheexamplein Section11.3. RT4 originates
summarylink advertisementsinto boththebackboneandArea1. Into thebackbone,RouterRT4 originatesseparate
advertisementsfor eachof thenetworksN1-N4. Into Area1, RouterRT4 originatesseparateadvertisementsfor
networksN6-N8 andtheAS boundaryroutersRT5,RT7. It alsocondenseshostroutesIa andIb into asingle
summarylink advertisement.Finally, theroutesto networksN9,N10,N11 andHostH1 areadvertisedby a single
summarylink advertisement.Thiscondensationwasoriginally performedby theRouterRT11.

Theseadvertisementsareillustratedgraphicallyin Figures7 and8. Two of thesummarylink advertisements
originatedby RouterRT4 follow. TheactualIP addressesfor thenetworksandroutersin questionhavebeen
assignedin Figure15.

; summary link advertisement for Network N1,
; originated by Router RT4 into the backbone

LS age = 0 ;always true on origination
Options = (T-bit|E-bit) ;TOS-capable
LS type = 3 ;indicates summary link to IP net
Link State ID = 192.1.2.0 ;N1’s IP network number
Advertising Router = 192.1.1.4 ;RT4’s ID

TOS = 0
metric = 4

; summary link advertisement for AS boundary Router RT7
; originated by Router RT4 into Area 1

LS age = 0 ;always true on origination
Options = (T-bit|E-bit) ;TOS-capable
LS type = 4 ;indicates summary link to ASBR
Link State ID = Router RT7’s ID
Advertising Router = 192.1.1.4 ;RT4’s ID

TOS = 0
metric = 14
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Summarylink advertisementspertainto asingledestination(IP networkor AS boundaryrouter).However, for a
singledestinationtheremaybeseparatesetsof paths,andthereforeseparateroutingtableentries,for eachTypeof
Service.All theseentriesmustbeconsideredwhenbuilding thesummarylink advertisementfor thedestination;a
singleadvertisementmustspecifytheseparatecosts(if theyexist)for eachTOS.Theencodingof TOSin OSPFlink
stateadvertisementsis describedin Section12.3.

ClearingtheT-bit in theOptionsfield of a summarylink advertisementindicatesthatthereis aTOS0 pathto the
destination,but nopathsfor non-zeroTOS.This canhappenwhennon-TOS-capableroutersexistin therouting
domain(seeSection2.4).

12.4.4 Originating summary links into stub areas

Thealgorithmin Section12.4.3is optionalwhenAreaA is anOSPFstubarea.Areaborderroutersconnectingto a
stubareacanoriginatesummarylink advertisementsinto theareaaccordingto theaboveSection’salgorithm,or can
chooseto originateonly asubsetof theadvertisements,possiblyunderconfigurationcontrol. Thefewer
advertisementsoriginated,thesmallerthestubarea’s link statedatabase,furtherreducingthedemandson its routers’
resources.However, omittingadvertisementsmayalsoleadto sub-optimalinter-arearouting,althoughroutingwill
continueto function.

As specifiedin Section12.4.3,Type4 link stateadvertisements(ASBRsummarylinks) areneveroriginatedinto stub
areas.

In a stubarea,insteadof importingexternalrouteseachareaborderrouteroriginatesa“default summarylink” into
thearea.TheLink StateID for thedefaultsummarylink is setto DefaultDestination,andthemetricsetto the
(per-area)configurableparameterStubDefaultCost.NotethatStubDefaultCostneednotbeconfiguredidentically in
all of thestubarea’sareaborderrouters.

12.4.5 AS external links

AS externallink advertisementsdescriberoutesto destinationsexternalto theAutonomousSystem.MostAS
externallink advertisementsdescriberoutesto specificexternaldestinations;in thesecasestheadvertisement’sLink
StateID is setto thedestinationnetwork’sIP address(if necessary, theLink StateID canalsohaveoneor moreof
thenetwork’s “host” bitsset;seeAppendixF for details).However, a defaultroutefor theAutonomousSystemcan
bedescribedin anAS externallink advertisementby settingtheadvertisement’sLink StateID to
DefaultDestination(0.0.0.0). AS externallink advertisementsareoriginatedby AS boundaryrouters.An AS
boundaryrouteroriginatesa singleAS externallink advertisementfor eachexternalroutethat it haslearned,either
throughanotherroutingprotocol(suchasEGP),or throughconfigurationinformation.

In general,AS externallink advertisementsaretheonly typeof link stateadvertisementsthatarefloodedthroughout
theentireAutonomousSystem;all othertypesof link stateadvertisementsarespecificto a singlearea.However, AS
externallink advertisementsarenotfloodedinto/throughoutstubareas(seeSection3.6). This enablesa reductionin
link statedatabasesizefor routersinternalto stubareas.

Themetricthatis advertisedfor anexternalroutecanbeoneof two types.Type1 metricsarecomparableto thelink
statemetric. Type2 metricsareassumedto belargerthanthecostof anyintra-ASpath.As with summarylink
advertisements,if separatepathsexistbasedon TOS,separateTOScostscanbeincludedin theAS externallink
advertisement.Theencodingof TOSin OSPFlink stateadvertisementsis describedin Section12.3.If theT-bit of
theadvertisement’sOptions field is clear, nonon-zeroTOSpathsto thedestinationexist.

If a routeradvertisesanAS externallink advertisementfor a destinationwhich thenbecomesunreachable,therouter
mustthenflushtheadvertisementfrom theroutingdomainby settingits ageto MaxAgeandreflooding(see
Section14.1).
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Foranexampleof AS externallink advertisements,consideronceagaintheAS picturedin Figure6. Therearetwo
AS boundaryrouters:RT5 andRT7. RouterRT5 originatesthreeexternallink advertisements,for networks
N12-N14.RouterRT7 originatestwo externallink advertisements,for networksN12andN15. AssumethatRT7 has
learnedits routeto N12via EGP, andthatit wishesto advertiseaType2 metricto theAS. RT7 would thenoriginate
thefollowing advertisementfor N12:

; AS external link advertisement for Network N12,
; originated by Router RT7

LS age = 0 ;always true on origination
Options = (T-bit|E-bit) ;TOS-capable
LS type = 5 ;indicates AS external link
Link State ID = N12’s IP network number
Advertising Router = Router RT7’s ID

bit E = 1 ;Type 2 metric
TOS = 0
metric = 2
Forwarding address = 0.0.0.0

In theaboveexample,theforwarding addressfield hasbeensetto 0.0.0.0, indicatingthatpacketsfor the
externaldestinationshouldbeforwardedto theadvertisingOSPFrouter(RT7). This is not alwaysdesirable.
Considertheexamplepicturedin Figure16. TherearethreeOSPFrouters(RTA, RTB andRTC) connectedto a
commonnetwork.Only oneof theserouters,RTA, is exchangingEGPinformationwith thenon-OSPFrouterRTX.
RTA mustthenoriginateAS externallink advertisementsfor thosedestinationsit haslearnedfrom RTX. By using
theAS externallink advertisement’s forwarding addressfield, RTA canspecifythatpacketsfor thesedestinations
beforwardeddirectly to RTX. Without this feature,RoutersRTB andRTC would takeanextrahopto getto these
destinations.

Notethatwhenthe forwarding addressfield is non-zero,it shouldpoint to a routerbelongingto another
AutonomousSystem.

A forwarding addresscanalsobespecifiedfor thedefaultroute.For example,in figure16RTA maywantto
specifythatall externally-destinedpacketsshouldby defaultbeforwardedto its EGPpeerRTX. TheresultingAS
externallink advertisementis picturedbelow. NotethattheLink StateID is setto DefaultDestination.

; Default route, originated by Router RTA
; Packets forwarded through RTX

LS age = 0 ;always true on origination
Options = (T-bit|E-bit) ;TOS-capable
LS type = 5 ;indicates AS external link
Link State ID = DefaultDestination ; default route
Advertising Router = Router RTA’s ID

bit E = 1 ;Type 2 metric
TOS = 0
metric = 1
Forwarding address = RTX’s IP address

In figure16,supposeinsteadthatbothRTA andRTB exchangeEGPinformationwith RTX. In this case,RTA and
RTB wouldoriginatethesamesetof AS externallink advertisements.Theseadvertisements,if theyspecifythesame
metric,would befunctionallyequivalentsincetheywouldspecifythesamedestinationandforwardingaddress
(RTX). This leadsto a clearduplicationof effort. If only oneof RTA or RTB originatedthesetof external
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advertisements,theroutingwould remainthesame,andthesizeof thelink statedatabasewould decrease.However,
it mustbeunambiguouslydefinedasto which routeroriginatestheadvertisements(otherwiseneithermay, or the
identityof theoriginatormayoscillate).Thefollowing rule is therebyestablished:if two routers,bothreachable
fromoneanother, originatefunctionallyequivalentASexternaladvertisements(i.e.,samedestination,costand
non-zero forwardingaddress),thentheadvertisementoriginatedby therouterhavingthehighestOSPFRouterID is
used. TherouterhavingthelowerOSPFRouterID canthenflushits advertisement.Flushinga link state
advertisementis discussedin Section14.1.

13 The Flooding Procedure

Link StateUpdatepacketsprovidethemechanismfor floodinglink stateadvertisements.A Link StateUpdatepacket
maycontainseveraldistinctadvertisements,andfloodseachadvertisementonehopfurtherfrom its pointof
origination.To makethefloodingprocedurereliable,eachadvertisementmustbeacknowledgedseparately.
Acknowledgmentsaretransmittedin Link StateAcknowledgmentpackets.Manyseparateacknowledgmentscan
alsobegroupedtogetherinto asinglepacket.

ThefloodingprocedurestartswhenaLink StateUpdatepackethasbeenreceived.Manyconsistencycheckshave
beenmadeon thereceivedpacketbeforebeinghandedto thefloodingprocedure(seeSection8.2). In particular, the
Link StateUpdatepackethasbeenassociatedwith a particularneighbor, anda particulararea.If theneighboris in a
lesserstatethanExchange, thepacketshouldbedroppedwithout furtherprocessing.

All typesof link stateadvertisements,otherthanAS externallinks, areassociatedwith aspecificarea.However, link
stateadvertisementsdonot containanareafield. A link stateadvertisement’sareamustbededucedfrom theLink
StateUpdatepacketheader.

Foreachlink stateadvertisementcontainedin thepacket,thefollowing stepsaretaken:

1. Validatetheadvertisement’sLS checksum.If thechecksumturnsout to beinvalid, discardtheadvertisement
andgetthenextonefrom theLink StateUpdatepacket.

2. Examinethelink stateadvertisement’sLS type. If theLS typeis unknown,discardtheadvertisementandget
thenextonefrom theLink StateUpdatePacket.ThisspecificationdefinesLS types1-5 (seeSection4.3).

3. Elseif this is a AS externallink advertisement(LS type � 5), andtheareahasbeenconfiguredasastubarea,
discardtheadvertisementandgetthenextonefrom theLink StateUpdatePacket.AS externallink
advertisementsarenotfloodedinto/throughoutstubareas(seeSection3.6).

4. Elseif theadvertisement’sLS ageis equalto MaxAge,andthereis currentlyno instanceof theadvertisement
in therouter’s link statedatabase,thentakethefollowing actions:

(a) Acknowledgethereceiptof theadvertisementby sendinga Link StateAcknowledgmentpacketbackto
thesendingneighbor(seeSection13.5).

(b) Purgeall outstandingrequestsfor equalor previousinstancesof theadvertisementfrom thesending
neighbor’sLink StateRequestlist (seeSection10).

(c) If thesendingneighboris in stateExchangeor in stateLoading, theninstall theMaxAgeadvertisement
in thelink statedatabase.Otherwise,simplydiscardtheadvertisement.In eithercase,examinethenext
advertisement(if any)listedin theLink StateUpdatepacket.

5. Otherwise,find theinstanceof thisadvertisementthat is currentlycontainedin therouter’s link statedatabase.
If thereis nodatabasecopy, or thereceivedadvertisementis morerecentthanthedatabasecopy(see
Section13.1belowfor thedeterminationof whichadvertisementis morerecent)thefollowing stepsmustbe
performed:
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(a) If thereis alreadyadatabasecopy, andif thedatabasecopywasinstalledlessthanMinLSInterval
secondsago,discardthenewadvertisement(withoutacknowledgingit) andexaminethenext
advertisement(if any)listedin theLink StateUpdatepacket.

(b) Otherwiseimmediatelyflood thenewadvertisementoutsomesubsetof therouter’s interfaces(see
Section13.3).In somecases(e.g.,thestateof thereceivinginterfaceis DR andtheadvertisementwas
receivedfrom arouterotherthantheBackupDR) theadvertisementwill befloodedbackout the
receivinginterface.This occurrenceshouldbenotedfor lateruseby theacknowledgmentprocess
(Section13.5).

(c) Removethecurrentdatabasecopyfrom all neighbors’Link stateretransmissionlists.

(d) Install thenewadvertisementin thelink statedatabase(replacingthecurrentdatabasecopy). Thismay
causetheroutingtablecalculationto bescheduled.In addition,timestampthenewadvertisementwith
thecurrenttime(i.e., thetime it wasreceived).Thefloodingprocedurecannotoverwritethenewly
installedadvertisementuntil MinLSIntervalsecondshaveelapsed.Theadvertisementinstallation
processis discussedfurtherin Section13.2.

(e) Possiblyacknowledgethereceiptof theadvertisementby sendingaLink StateAcknowledgmentpacket
backout thereceivinginterface.This is explainedbelowin Section13.5.

(f) If thisnewlink stateadvertisementindicatesthat it wasoriginatedby thereceivingrouteritself (i.e., is
consideredaself-originatedadvertisement),theroutermusttakespecialaction,eitherupdatingthe
advertisementor in somecasesflushingit from theroutingdomain.For adescriptionof how
self-originatedadvertisementsaredetectedandsubsequentlyhandled,seeSection13.4.

6. Else,if thereis aninstanceof theadvertisementon thesendingneighbor’sLink staterequestlist, anerrorhas
occurredin theDatabaseExchangeprocess.In this case,restarttheDatabaseExchangeprocessby generating
theneighboreventBadLSReqfor thesendingneighborandstopprocessingtheLink StateUpdatepacket.

7. Else,if thereceivedadvertisementis thesameinstanceasthedatabasecopy(i.e.,neitheroneis morerecent)
thefollowing two stepsshouldbeperformed:

(a) If theadvertisementis listedin theLink stateretransmissionlist for thereceivingadjacency, therouter
itself is expectinganacknowledgmentfor thisadvertisement.Theroutershouldtreatthereceived
advertisementasanacknowledgment,by removingtheadvertisementfrom theLink state
retransmissionlist. This is termedan“implied acknowledgment”.Its occurrenceshouldbenotedfor
lateruseby theacknowledgmentprocess(Section13.5).

(b) Possiblyacknowledgethereceiptof theadvertisementby sendinga Link StateAcknowledgmentpacket
backout thereceivinginterface.This is explainedbelowin Section13.5.

8. Else,thedatabasecopyis morerecent.Noteanunusualeventto networkmanagement,discardthe
advertisementandprocessthenext link stateadvertisementcontainedin theLink StateUpdatepacket.

13.1 Determining which link stateis newer

Whena routerencounterstwo instancesof a link stateadvertisement,it mustdeterminewhich is morerecent.This
occurredabovewhencomparingareceivedadvertisementto its databasecopy. This comparisonmustalsobedone
duringtheDatabaseExchangeprocedurewhichoccursduringadjacencybring-up.

A link stateadvertisementis identifiedby its LS type,Link StateID andAdvertisingRouter. For two instancesof the
sameadvertisement,theLS sequencenumber, LS age,andLS checksumfieldsareusedto determinewhich instance
is morerecent:
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� TheadvertisementhavingthenewerLS sequencenumberis morerecent.SeeSection12.1.6for an
explanationof theLS sequencenumberspace.If bothinstanceshavethesameLS sequencenumber, then:

� If thetwo instanceshavedifferentLS checksums,thentheinstancehavingthelargerLS checksum(when
consideredasa16-bitunsignedinteger)is consideredmorerecent.

� Else,if only oneof theinstanceshasits LS agefield setto MaxAge,theinstanceof ageMaxAgeis considered
to bemorerecent.

� Else,if theLS agefieldsof thetwo instancesdiffer by morethanMaxAgeDiff, theinstancehavingthesmaller
(younger)LS ageis consideredto bemorerecent.

� Else,thetwo instancesareconsideredto beidentical.

13.2 Installing link stateadvertisementsin the database

Installinga newlink stateadvertisementin thedatabase,eitherastheresultof floodingor anewlyself-originated
advertisement,maycausetheOSPFroutingtablestructureto berecalculated.Thecontentsof thenewadvertisement
shouldbecomparedto theold instance,if present.If thereis nodifference,thereis no needto recalculatetherouting
table.(Notethatevenif thecontentsarethesame,theLS checksumwill probablybedifferent,sincethechecksum
coverstheLS sequencenumber.)

If thecontentsaredifferent,thefollowing piecesof theroutingtablemustberecalculated,dependingon thenew
advertisement’sLS typefield:

Router links and network links advertisements Theentireroutingtablemustberecalculated,startingwith the
shortestpathcalculationsfor eacharea(not just theareawhosetopologicaldatabasehaschanged).Thereason
thattheshortestpathcalculationcannotberestrictedto thesinglechangedareahasto dowith thefact thatAS
boundaryroutersmaybelongto multipleareas.A changein theareacurrentlyprovidingthebestroutemay
forcetherouterto useanintra-arearouteprovidedby adifferentarea.16

Summary link advertisements Thebestrouteto thedestinationdescribedby thesummarylink advertisementmust
berecalculated(seeSection16.5). If thisdestinationis anAS boundaryrouter, it mayalsobenecessaryto
re-examineall theAS externallink advertisements.

AS external link advertisements Thebestrouteto thedestinationdescribedby theAS externallink advertisement
mustberecalculated(seeSection16.6).

Also, anyold instanceof theadvertisementmustberemovedfrom thedatabasewhenthenewadvertisementis
installed.Thisold instancemustalsoberemovedfrom all neighbors’Link stateretransmissionlists (see
Section10).

13.3 Next stepin the flooding procedure

Whena new(andmorerecent)advertisementhasbeenreceived,it mustbefloodedoutsomesetof therouter’s
interfaces.Thissectiondescribesthesecondpartof floodingprocedure(thefirst partbeingtheprocessingthat
occurredin Section13),namely, selectingtheoutgoinginterfacesandaddingtheadvertisementto theappropriate

16By keepingmoreinformationin the routing table,it is possiblefor an implementationto recalculatetheshortestpathtreeonly for a single
area.In fact, thereareincrementalalgorithmsthatallow animplementationto recalculateonly aportionof asinglearea’sshortestpathtree[BBN].
However, thesealgorithmsarebeyondthescopeof this specification.
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neighbors’Link stateretransmissionlists. Also includedin thispartof thefloodingprocedureis themaintenance
of theneighbors’Link staterequestlists.

Thissectionis equallyapplicableto thefloodingof anadvertisementthattherouteritself hasjustoriginated(see
Section12.4).For theseadvertisements,thissectionprovidestheentiretyof thefloodingprocedure(i.e., the
processingof Section13 is notperformed,since,for example,theadvertisementhasnot beenreceivedfrom a
neighborandthereforedoesnotneedto beacknowledged).

Dependingupontheadvertisement’sLS type,theadvertisementcanbefloodedout only certaininterfaces.These
interfaces,definedby thefollowing, arecalledtheeligible interfaces:

AS external link advertisements(LS Type � 5) AS externallink advertisementsarefloodedthroughouttheentire
AS, with theexceptionof stubareas(seeSection3.6). Theeligible interfacesareall therouter’s interfaces,
excludingvirtual links andthoseinterfacesattachingto stubareas.

All other LS types All othertypesarespecificto asinglearea(AreaA). Theeligible interfacesareall those
interfacesattachingto theAreaA. If AreaA is thebackbone,this includesall thevirtual links.

Link statedatabasesmustremainsynchronizedoverall adjacenciesassociatedwith theaboveeligible interfaces.
This is accomplishedby executingthefollowing stepson eacheligible interface.It shouldbenotedthatthis
proceduremaydecidenot to flooda link stateadvertisementout aparticularinterface,if thereis ahigh probability
thattheattachedneighborshavealreadyreceivedtheadvertisement.However, in thesecasesthefloodingprocedure
mustbeabsolutelysurethattheneighborseventuallydo receivetheadvertisement,sotheadvertisementis still added
to eachadjacency’sLink stateretransmissionlist. For eacheligible interface:

1. Eachof theneighborsattachedto this interfaceareexamined,to determinewhethertheymustreceivethenew
advertisement.Thefollowing stepsareexecutedfor eachneighbor:

(a) If theneighboris in a lesserstatethanExchange, it doesnotparticipatein flooding,andthenext
neighborshouldbeexamined.

(b) Else,if theadjacencyis notyet full (neighborstateis Exchangeor Loading), examinetheLink state
requestlist associatedwith thisadjacency. If thereis aninstanceof thenewadvertisementon thelist, it
indicatesthattheneighboringrouterhasaninstanceof theadvertisementalready. Comparethenew
advertisementto theneighbor’scopy:

� If thenewadvertisementis lessrecent,thenexaminethenextneighbor.
� If thetwo copiesarethesameinstance,thendeletetheadvertisementfrom theLink staterequest

list, andexaminethenextneighbor. 17

� Else,thenewadvertisementis morerecent.Deletetheadvertisementfrom theLink staterequest
list.

(c) If thenewadvertisementwasreceivedfrom thisneighbor, examinethenextneighbor.

(d) At thispoint wearenotpositivethattheneighborhasanup-to-dateinstanceof thisnewadvertisement.
Add thenewadvertisementto theLink stateretransmissionlist for theadjacency. Thisensuresthatthe
floodingprocedureis reliable;theadvertisementwill beretransmittedat intervalsuntil an
acknowledgmentis seenfrom theneighbor.

2. Theroutermustnowdecidewhetherto flood thenewlink stateadvertisementout this interface.If in the
previousstep,thelink stateadvertisementwasNOT addedto anyof theLink stateretransmissionlists, there
is no needto flood theadvertisementout theinterfaceandthenextinterfaceshouldbeexamined.

17This is howtheLink state request list is emptied,which eventuallycausestheneighborstateto transitionto Full. SeeSection10.9for more
details.
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3. If thenewadvertisementwasreceivedon this interface,andit wasreceivedfrom eithertheDesignatedRouter
or theBackupDesignatedRouter, chancesarethatall theneighborshavereceivedtheadvertisementalready.
Therefore,examinethenextinterface.

4. If thenewadvertisementwasreceivedon this interface,andtheinterfacestateis Backup (i.e., therouteritself
is theBackupDesignatedRouter),examinethenextinterface.TheDesignatedRouterwill do thefloodingon
this interface.If theDesignatedRouterfails, this routerwill endupretransmittingtheupdates.

5. If thisstepis reached,theadvertisementmustbefloodedout theinterface.SendaLink StateUpdatepacket
(with thenewadvertisementascontents)out theinterface.Theadvertisement’sLS agemustbeincremented
by InfTransDelay(which mustbe � 0) whencopiedinto theoutgoingLink StateUpdatepacket(until theLS
agefield reachesits maximumvalueof MaxAge).

Onbroadcastnetworks,theLink StateUpdatepacketsaremulticast.ThedestinationIP addressspecifiedfor
theLink StateUpdatePacketdependson thestateof theinterface.If theinterfacestateis DR or Backup, the
addressAllSPFRoutersshouldbeused.Otherwise,theaddressAllDRoutersshouldbeused.

Onnon-broadcast,multi-accessnetworks,separateLink StateUpdatepacketsmustbesent,asunicasts,to
eachadjacentneighbor(i.e., thosein stateExchangeor greater).ThedestinationIP addressesfor these
packetsaretheneighbors’IP addresses.

13.4 Receivingself-originated link state

It is acommonoccurrencefor a routerto receiveself-originatedlink stateadvertisementsvia thefloodingprocedure.
A self-originatedadvertisementis detectedwheneither1) theadvertisement’sAdvertisingRouteris equalto the
router’sownRouterID or 2) theadvertisementis anetworklinks advertisementandits Link StateID is equalto one
of therouter’sown IP interfaceaddresses.

However, if thereceivedself-originatedadvertisementis newerthanthelast instancethattherouteractually
originated,theroutermusttakespecialaction.Thereceptionof suchanadvertisementindicatesthattherearelink
stateadvertisementsin theroutingdomainthatwereoriginatedbeforethelasttime therouterwasrestarted.In most
cases,theroutermustthenadvancetheadvertisement’sLS sequencenumberonepastthereceivedLS sequence
number, andoriginateanewinstanceof theadvertisement.

It maybethecasetherouterno longerwishesto originatethereceivedadvertisement.Possibleexamplesinclude:1)
theadvertisementis a summarylink or AS externallink andtherouterno longerhasan(advertisable)routeto the
destination,2) theadvertisementis anetworklinks advertisementbut therouteris no longerDesignatedRouterfor
thenetworkor 3) theadvertisementis anetworklinks advertisementwhoseLink StateID is oneof therouter’sown
IP interfaceaddressesbut whoseAdvertisingRouteris not equalto therouter’sownRouterID (this lattercase
shouldberare,andit indicatesthattherouter’sRouterID haschangedsinceoriginatingtheadvertisement).In all
thesecases,insteadof updatingtheadvertisement,theadvertisementshouldbeflushedfrom theroutingdomainby
incrementingthereceivedadvertisement’sLS ageto MaxAgeandreflooding(seeSection14.1).

13.5 SendingLink StateAcknowledgmentpackets

Eachnewly receivedlink stateadvertisementmustbeacknowledged.This is usuallydoneby sendingLink State
Acknowledgmentpackets.However, acknowledgmentscanalsobeaccomplishedimplicitly by sendingLink State
Updatepackets(seestep7aof Section13).

Manyacknowledgmentsmaybegroupedtogetherinto a singleLink StateAcknowledgmentpacket.Sucha packetis
sentbackout theinterfacethathasreceivedtheadvertisements.Thepacketcanbesentin oneof two ways:delayed
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andsentonanintervaltimer, or sentdirectly (asa unicast)to aparticularneighbor. Theparticularacknowledgment
strategyuseddependson thecircumstancessurroundingthereceiptof theadvertisement.

Sendingdelayedacknowledgmentsaccomplishesseveralthings: it facilitatesthepackagingof multiple
acknowledgmentsin asingleLink StateAcknowledgmentpacket;it enablesa singleLink StateAcknowledgment
packetto indicateacknowledgmentsto severalneighborsatonce(throughmulticasting);andit randomizestheLink
StateAcknowledgmentpacketssentby thevariousroutersattachedto a multi-accessnetwork.Thefixed interval
betweena router’sdelayedtransmissionsmustbeshort(lessthanRxmtInterval)or needlessretransmissionswill
ensue.

Directacknowledgmentsaresentto aparticularneighborin responseto thereceiptof duplicatelink state
advertisements.Theseacknowledgmentsaresentasunicasts,andaresentimmediatelywhentheduplicateis
received.

Thepreciseprocedurefor sendingLink StateAcknowledgmentpacketsis describedin Table19. Thecircumstances
surroundingthereceiptof theadvertisementarelistedin theleft column.Theacknowledgmentactionthentakenis
listedin oneof thetwo right columns.Thisactiondependson thestateof theconcernedinterface;interfacesin state
Backup behavedifferentlyfrom interfacesin all otherstates.

Actiontakenin state
Circumstances Backup All otherstates

Advertisement has
beenfloodedbackoutreceiving
interface(seeSection13, step
5b).

No acknowledgmentsent. No acknowledgmentsent.

Advertisementis more recent
than databasecopy, but was
not floodedbackout receiving
interface

Delayedacknowledgmentsent
if advertisementreceivedfrom
DesignatedRouter, otherwise
do nothing.

Delayedacknowledgmentsent.

Advertisement
is a duplicate,and was treated
asan implied acknowledgment
(seeSection13,step7a).

Delayedacknowledgmentsent
if advertisementreceivedfrom
DesignatedRouter, otherwise
do nothing.

No acknowledgmentsent.

Advertisementis a duplicate,
and was not treated as an
impliedacknowledgment.

Direct acknowledgmentsent. Direct acknowledgmentsent.

Advertisement’s
LS age is equal to MaxAge,
andthereis no currentinstance
of theadvertisementin thelink
statedatabase(seeSection13,
step4).

Direct acknowledgmentsent. Direct acknowledgmentsent.

Table19: Sendinglink stateacknowledgements.

Delayedacknowledgmentsmustbedeliveredto all adjacentroutersassociatedwith theinterface.Onbroadcast
networks,this is accomplishedby sendingthedelayedLink StateAcknowledgmentpacketsasmulticasts.The
DestinationIP addressuseddependson thestateof theinterface.If thestateis DR or Backup, thedestination
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AllSPFRoutersis used.In otherstates,thedestinationAllDRoutersis used.Onnon-broadcastnetworks,delayed
Link StateAcknowledgmentpacketsmustbeunicastseparatelyovereachadjacency(i.e.,neighborwhosestateis

� � Exchange).

Thereasoningbehindsendingtheabovepacketsasmulticastsis bestexplainedby anexample.Considerthenetwork
configurationdepictedin Figure15. SupposeRT4 hasbeenelectedasDesignatedRouter, andRT3 asBackup
DesignatedRouterfor thenetworkN3. WhenRouterRT4 floodsa newadvertisementto NetworkN3, it is received
by routersRT1, RT2, andRT3. Theserouterswill notflood theadvertisementbackontonetN3, but theystill must
ensurethattheir topologicaldatabasesremainsynchronizedwith theiradjacentneighbors.SoRT1,RT2,andRT4 are
waiting to seeanacknowledgmentfrom RT3. Likewise,RT4 andRT3 arebothwaiting to seeacknowledgments
from RT1 andRT2. This is bestachievedby sendingtheacknowledgmentsasmulticasts.

Thereasonthattheacknowledgmentlogic for BackupDRsis slightly differentis becausetheyperformdifferently
duringthefloodingof link stateadvertisements(seeSection13.3,step4).

13.6 Retransmitting link stateadvertisements

Advertisementsfloodedoutanadjacencyareplacedon theadjacency’sLink stateretransmissionlist. In orderto
ensurethatfloodingis reliable,theseadvertisementsareretransmitteduntil theyareacknowledged.Thelengthof
timebetweenretransmissionsis aconfigurableper-interfacevalue,RxmtInterval.If this is settoo low for an
interface,needlessretransmissionswill ensue.If thevalueis settoohigh,thespeedof theflooding,in thefaceof lost
packets,maybeaffected.

Severalretransmittedadvertisementsmayfit into a singleLink StateUpdatepacket.Whenadvertisementsareto be
retransmitted,only thenumberfitting in a singleLink StateUpdatepacketshouldbetransmitted.Anotherpacketof
retransmissionscanbesentwhensomeof theadvertisementsareacknowledged,or on thenextfiring of the
retransmissiontimer.

Link StateUpdatePacketscarryingretransmissionsarealwayssentasunicasts(directly to thephysicaladdressof
theneighbor).Theyareneversentasmulticasts.Eachadvertisement’sLS agemustbeincrementedby
InfTransDelay(whichmustbe � 0) whencopiedinto theoutgoingLink StateUpdatepacket(until theLS agefield
reachesits maximumvalueof MaxAge).

If theadjacentroutergoesdown,retransmissionsmayoccuruntil theadjacencyis destroyedby OSPF’sHello
Protocol.Whentheadjacencyis destroyed,theLink stateretransmissionlist is cleared.

13.7 Receivinglink stateacknowledgments

Manyconsistencycheckshavebeenmadeon areceivedLink StateAcknowledgmentpacketbeforeit is handedto
thefloodingprocedure.In particular, it hasbeenassociatedwith aparticularneighbor. If thisneighboris in a lesser
statethanExchange, theLink StateAcknowledgmentpacketis discarded.

Otherwise,for eachacknowledgmentin theLink StateAcknowledgmentpacket,thefollowing stepsareperformed:

� Doestheadvertisementacknowledgedhaveaninstanceon theLink stateretransmissionlist for the
neighbor?If not,examinethenextacknowledgment.Otherwise:

� If theacknowledgmentis for thesameinstancethat is containedon thelist, removetheitemfrom thelist and
examinethenextacknowledgment.Otherwise:

� Log thequestionableacknowledgment,andexaminethenextone.
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14 Aging The Link StateDatabase

Eachlink stateadvertisementhasanLS agefield. TheLS ageis expressedin seconds.An advertisement’sLS age
field is incrementedwhile it is containedin a router’sdatabase.Also, whencopiedinto aLink StateUpdatePacket
for floodingouta particularinterface,theadvertisement’sLS ageis incrementedby InfTransDelay.

An advertisement’sLS ageis neverincrementedpastthevalueMaxAge.AdvertisementshavingageMaxAgearenot
usedin theroutingtablecalculation.As a routeragesits link statedatabase,anadvertisement’sLS agemayreach
MaxAge. 18 At this time,theroutermustattemptto flushtheadvertisementfrom theroutingdomain.This is done
simplyby refloodingtheMaxAgeadvertisementjustasif it wasanewlyoriginatedadvertisement(seeSection13.3).

WhencreatingaDatabasesummary list for anewly formingadjacency, anyMaxAgeadvertisementspresentin the
link statedatabaseareaddedto theneighbor’sLink stateretransmissionlist insteadof theneighbor’sDatabase
summary list. SeeSection10.3for moredetails.

A MaxAgeadvertisementmustberemovedimmediatelyfrom therouter’s link statedatabaseassoonasbotha) it is
no longercontainedon anyneighborLink stateretransmissionlists andb) noneof therouter’sneighborsarein
statesExchangeor Loading.

When,in theprocessof agingthelink statedatabase,anadvertisement’sLS agehitsamultiple of CheckAge,its LS
checksumshouldbeverified. If theLS checksumis incorrect,aprogramor memoryerrorhasbeendetected,andat
thevery leasttherouteritself shouldberestarted.

14.1 Prematureagingof advertisements

A link stateadvertisementcanbeflushedfrom theroutingdomainby settingits LS ageto MaxAgeandreflooding
theadvertisement.This procedurefollows thesamecourseasflushinganadvertisementwhoseLS agehasnaturally
reachedthevalueMaxAge(seeSection14). In particular, theMaxAgeadvertisementis removedfrom therouter’s
link statedatabaseassoonasa) it is no longercontainedonanyneighborLink stateretransmissionlists andb)
noneof therouter’sneighborsarein statesExchangeor Loading. Wecall thesettingof anadvertisement’sLS age
to MaxAgeprematureaging.

Prematureagingis usedwhenit is time for aself-originatedadvertisement’ssequencenumberfield to wrap. At this
point, thecurrentadvertisementinstance(havingLS sequencenumberof 0x7fffffff) mustbeprematurelyaged
andflushedfrom theroutingdomainbeforeanewinstancewith sequencenumber0x80000001 canbeoriginated.
SeeSection12.1.6for moreinformation.

Prematureagingcanalsobeusedwhen,for example,oneof therouter’spreviouslyadvertisedexternalroutesis no
longerreachable.In thiscircumstance,theroutercanflushits externaladvertisementfrom theroutingdomainvia
prematureaging.This procedureis preferableto thealternative,which is to originateanewadvertisementfor the
destinationspecifyingametricof LSInfinity. Prematureagingis alsobeusedwhenunexpectedlyreceiving
self-originatedadvertisementsduringthefloodingprocedure(seeSection13.4.

A routermayonly prematurelyageits own self-originatedlink stateadvertisements.Theroutermaynotprematurely
ageadvertisementsthathavebeenoriginatedby otherrouters.An advertisementis consideredself-originatedwhen
either1) theadvertisement’sAdvertisingRouteris equalto therouter’sownRouterID or 2) theadvertisementis a
networklinks advertisementandits Link StateID is equalto oneof therouter’sown IP interfaceaddresses.

18It shouldbea relatively rareoccurrencefor anadvertisement’s LS ageto reachMaxAge in this fashion. Usually, theadvertisementwill be
replacedby amorerecentinstancebeforeit agesout.
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15 Virtual Links

Thesinglebackbonearea(AreaID = 0.0.0.0) cannotbedisconnected,or someareasof theAutonomousSystem
will becomeunreachable.To establish/maintainconnectivityof thebackbone,virtual links canbeconfigured
throughnon-backboneareas.Virtual links serveto connectphysicallyseparatecomponentsof thebackbone.The
two endpointsof a virtual link areareaborderrouters.Thevirtual link mustbeconfiguredin bothrouters.The
configurationinformationin eachrouterconsistsof theothervirtual endpoint(theotherareaborderrouter),andthe
non-backboneareathetwo routershavein common(calledthetransitarea).Virtual links cannotbeconfigured
throughstubareas(seeSection3.6).

Thevirtual link is treatedasif it wereanunnumberedpoint-to-pointnetwork(belongingto thebackbone)joining the
two areaborderrouters.An attemptis madeto establishanadjacencyoverthevirtual link. Whenthisadjacencyis
established,thevirtual link will beincludedin backbonerouterlinks advertisements,andOSPFpacketspertainingto
thebackboneareawill flow overtheadjacency. Suchanadjacencyhasbeenreferredto in this documentasa“virtual
adjacency”.

In eachendpointrouter, thecostandviability of thevirtual link is discoveredby examiningtheroutingtableentry
for theotherendpointrouter. (Theentry’sassociatedareamustbetheconfiguredtransitarea).Actually, theremaybe
aseparateroutingtableentryfor eachTypeof Service.Thesearecalledthevirtual link’scorrespondingroutingtable
entries.TheInterfaceUp eventoccursfor avirtual link whenits correspondingTOS0 routingtableentrybecomes
reachable.Conversely, theInterfaceDown eventoccurswhenits TOS0 routingtableentrybecomesunreachable.19

In otherwords,thevirtual link’ sviability is determinedby theexistenceof anintra-areapath,throughthetransit
area,betweenthetwo endpoints.Notethata virtual link whoseunderlyingpathhascostgreaterthanhexadecimal
0xffff (themaximumsizeof aninterfacecostin a routerlinks advertisement)shouldbeconsideredinoperational
(i.e., treatedthesameasif thepathdid notexist).

Theotherdetailsconcerningvirtual links areasfollows:

� AS externallinks areNEVERfloodedovervirtual adjacencies.This wouldbeduplicationof effort, sincethe
sameAS externallinks arealreadyfloodedthroughoutthevirtual link’ s transitarea.For thissamereason,AS
externallink advertisementsarenot summarizedovervirtual adjacenciesduringtheDatabaseExchange
process.

� Thecostof a virtual link is NOT configured.It is definedto bethecostof theintra-areapathbetweenthetwo
definingareaborderrouters.Thiscostappearsin thevirtual link’ scorrespondingroutingtableentry. Whenthe
costof avirtual link changes,a newrouterlinks advertisementshouldbeoriginatedfor thebackbonearea.

� Justasthevirtual link’scostandviability aredeterminedby theroutingtablebuild process(through
constructionof theroutingtableentryfor theotherendpoint),soaretheIP interfaceaddressfor thevirtual
interfaceandthevirtual neighbor’s IP address.TheseareusedwhensendingOSPFprotocolpacketsoverthe
virtual link. Notethatwhenone(or both)of thevirtual link endpointsconnectto thetransitareavia an
unnumberedpoint-to-pointlink, it maybeimpossibleto calculateeitherthevirtual interface’s IP address
and/orthevirtual neighbor’s IP address,therebycausingthevirtual link to fail.

� In eachendpoint’srouterlinks advertisementfor thebackbone,thevirtual link is representedasaType4 link
whoseLink ID is setto thevirtual neighbor’sOSPFRouterID andwhoseLink Data is setto thevirtual
interface’sIP address.SeeSection12.4.1for moreinformation.Notethatit maybethecasethatthereis aTOS
0 path,butnonon-zeroTOSpaths,betweenthetwo endpointrouters.In thiscase,bothroutersmustrevertto
beingnon-TOS-capable,clearingtheT-bit in theOptions field of their backbonerouterlinks advertisements.

19Only theTOS0 routesareimportantherebecauseall OSPFprotocolpacketsaresentwith TOS� 0. SeeAppendixA.
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� Whenvirtual links areconfiguredfor thebackbone,informationconcerningbackbonenetworksshouldnot be
condensedbeforebeingsummarizedinto thetransitareas.In otherwords,eachbackbonenetworkshouldbe
advertisedinto thetransitareasin a separatesummarylink advertisement,regardlessof thebackbone’s
configuredareaaddressranges. SeeSection12.4.3for moreinformation.

� Thetime betweenlink stateretransmissions,RxmtInterval,is configuredfor a virtual link. Thisshouldbewell
overtheexpectedround-tripdelaybetweenthetwo routers.Thismaybehardto estimatefor avirtual link; it is
betterto erron thesideof makingit too large.

16 Calculation Of The Routing Table

ThissectiondetailstheOSPFroutingtablecalculation.Usingits attachedareas’link statedatabasesasinput,a
routerrunsthefollowing algorithm,building its routingtablestepby step.At eachstep,theroutermustaccess
individualpiecesof thelink statedatabases(e.g.,a routerlinks advertisementoriginatedby acertainrouter).This
accessis performedby thelookupfunctiondiscussedin Section12.2.Thelookupprocessmayreturna link state
advertisementwhoseLS ageis equalto MaxAge.Suchanadvertisementshouldnot beusedin theroutingtable
calculation,andis treatedjustasif thelookupprocesshadfailed.

TheOSPFroutingtable’sorganizationis explainedin Section11. Two examplesof theroutingtablebuild process
arepresentedin Sections11.2and11.3. This processcanbebrokeninto thefollowing steps:

1. Thepresentroutingtableis invalidated.Theroutingtableis built againfrom scratch.Theold routingtableis
savedsothatchangesin routingtableentriescanbeidentified.

2. Theintra-arearoutesarecalculatedbybuilding theshortest-pathtreefor eachattachedarea. In particular, all
routingtableentrieswhoseDestinationTypeis “areaborderrouter” arecalculatedin thisstep.This stepis
describedin two parts.At first thetreeis constructedby only consideringthoselinks betweenroutersand
transitnetworks.Thenthestubnetworksareincorporatedinto thetree.During thearea’sshortest-pathtree
calculation,thearea’sTransitCapability is alsocalculatedfor laterusein Step4.

3. Theinter-arearoutesarecalculated,throughexaminationof summarylink advertisements.If therouteris
attachedto multipleareas(i.e., it is anareaborderrouter),only backbonesummarylink advertisementsare
examined.

4. In areaborder routersconnectingto oneor moretransit areas(i.e, non-backboneareaswhose
TransitCapability is foundto beTRUE), thetransitareas’summarylink advertisementsareexaminedto see
whetherbetterpathsexistusingthetransitareasthanwerefoundin Steps2-3 above.

5. Routesto externaldestinationsarecalculated,throughexaminationof ASexternallink advertisements.The
locationsof theAS boundaryrouters(which originatetheAS externallink advertisements)havebeen
determinedin steps2-4.

Steps2-5 areexplainedin furtherdetailbelow. Theexplanationsdescribethecalculationsfor TOS0 only. It may
alsobenecessaryto performeachstep(separately)for eachof thenon-zeroTOSvalues.20 For moreinformation
concerningthebuildingof non-zeroTOSroutesseeSection16.9.

Changesmadeto routingtableentriesasaresultof thesecalculationscancausetheOSPFprotocolto takefurther
actions.Forexample,achangeto anintra-arearoutewill causeanareaborderrouterto originatenewsummarylink
advertisements(seeSection12.4).SeeSection16.7for acompletelist of theOSPFprotocolactionsresultingfrom
routingtablechanges.

20It may be thecasethat pathsto certaindestinationsdo not vary basedon TOS. For thesedestinations,the routingcalculationneednot be
repeatedfor eachTOSvalue.In addition,thereneedonly bea singleroutingtableentryfor thesedestinations(insteadof aseparateentryfor each
TOSvalue).
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16.1 Calculating the shortest-pathtr eefor an area

Thiscalculationyieldsthesetof intra-arearoutesassociatedwith anarea(calledhereafterAreaA). A router
calculatestheshortest-pathtreeusingitself astheroot. 21 Theformationof theshortestpathtreeis doneherein two
stages.In thefirst stage,only links betweenroutersandtransitnetworksareconsidered.UsingtheDijkstra
algorithm,a treeis formedfrom thissubsetof thelink statedatabase.In thesecondstage,leavesareaddedto thetree
by consideringthelinks to stubnetworks.

Theprocedurewill beexplainedusingthegraphterminologythatwasintroducedin Section2. Thearea’s link state
databaseis representedasadirectedgraph.Thegraph’sverticesarerouters,transitnetworksandstubnetworks.The
first stageof theprocedureconcernsonly thetransitvertices(routersandtransitnetworks)andtheirconnectinglinks.
Throughouttheshortestpathcalculation,thefollowing datais alsoassociatedwith eachtransitvertex:

Vertex (node)ID A 32-bit numberuniquelyidentifying thevertex.For routerverticesthis is therouter’sOSPF
RouterID. Fornetworkvertices,this is theIP addressof thenetwork’sDesignatedRouter.

A link stateadvertisement Eachtransitvertexhasanassociatedlink stateadvertisement.For routervertices,this is
a routerlinks advertisement.For transitnetworks,this is anetworklinks advertisement(which is actually
originatedby thenetwork’sDesignatedRouter).In anycase,theadvertisement’sLink StateID is alwaysequal
to theaboveVertexID.

List of next hops Thelist of nexthopsfor thecurrentsetof shortestpathsfrom theroot to thisvertex.Therecanbe
multipleshortestpathsdueto theequal-costmultipathcapability. Eachnexthopindicatestheoutgoingrouter
interfaceto usewhenforwardingtraffic to thedestination.On multi-accessnetworks,thenexthopalso
includestheIP addressof thenextrouter(if any)in thepathtowardsthedestination.

Distancefr om root Thelink statecostof thecurrentsetof shortestpathsfrom theroot to thevertex.Thelink state
costof apathis calculatedasthesumof thecostsof thepath’sconstituentlinks (asadvertisedin routerlinks
andnetworklinks advertisements).Onepathis saidto be“shorter” thananotherif it hasa smallerlink state
cost.

Thefirst stageof theprocedure(i.e., theDijkstra algorithm)cannowbesummarizedasfollows. At eachiterationof
thealgorithm,thereis a list of candidatevertices.Pathsfrom theroot to theseverticeshavebeenfound,but not
necessarilytheshortestones.However, thepathsto thecandidatevertexthat is closestto theroot areguaranteedto
beshortest;thisvertexis addedto theshortest-pathtree,removedfrom thecandidatelist, andits adjacentverticesare
examinedfor possibleadditionto/modificationof thecandidatelist. Thealgorithmtheniteratesagain.It terminates
whenthecandidatelist becomesempty.

Thefollowing stepsdescribethealgorithmin detail.Rememberthatwearecomputingtheshortestpathtreefor Area
A. All referencesto link statedatabaselookupbelowarefrom AreaA’sdatabase.

1. Initialize thealgorithm’sdatastructures.Clearthelist of candidatevertices.Initialize theshortest-pathtreeto
only theroot (which is therouterdoingthecalculation).SetAreaA’sTransitCapability to FALSE.

2. Call thevertexjustaddedto thetreevertexV. Examinethelink stateadvertisementassociatedwith vertexV.
This is a lookupin theAreaA’s link statedatabasebasedon theVertex ID . If this is a routerlinks
advertisement,andbit V of therouterlinks advertisement(seeSectionA.4.2) is set,setAreaA’s
TransitCapability to TRUE.In anycase,eachlink describedby theadvertisementgivesthecostto an
adjacentvertex.Foreachdescribedlink, (sayit joinsvertexV to vertexW):

21Strictly speaking,becauseof equal-costmultipath,thealgorithmdoesnotcreateatree.Wecontinueto usethe“tree” terminologybecausethat
is whatoccursmostoftenin theexistingliterature.
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(a) If this is a link to astubnetwork,examinethenextlink in V’ sadvertisement.Links to stubnetworkswill
beconsideredin thesecondstageof theshortestpathcalculation.

(b) Otherwise,W is a transitvertex(routeror transitnetwork).Look up thevertexW’slink state
advertisement(routerlinks or networklinks) in AreaA’s link statedatabase.If theadvertisementdoes
not exist,or its LS ageis equalto MaxAge,or it doesnothavea link backto vertexV, examinethenext
link in V’ sadvertisement.22

(c) If vertexW is alreadyon theshortest-pathtree,examinethenext link in theadvertisement.

(d) Calculatethelink statecostD of theresultingpathfrom theroot to vertexW. D is equalto thesumof the
link statecostof the(alreadycalculated)shortestpathto vertexV andtheadvertisedcostof thelink
betweenverticesV andW. If D is:

� Greaterthanthevaluethatalreadyappearsfor vertexW on thecandidatelist, thenexaminethenext
link.

� Equalto thevaluethatappearsfor vertexW onthecandidatelist, calculatethesetof nexthopsthat
resultfrom usingtheadvertisedlink. Input to thiscalculationis thedestination(W), andits parent
(V). This calculationis shownin Section16.1.1.Thissetof hopsshouldbeaddedto thenexthop
valuesthatappearfor W onthecandidatelist.

� Lessthanthevaluethatappearsfor vertexW onthecandidatelist, or if W doesnotyetappearon the
candidatelist, thensettheentryfor W onthecandidatelist to indicateadistanceof D from theroot.
Also calculatethelist of nexthopsthatresultfrom usingtheadvertisedlink, settingthenexthop
valuesfor W accordingly. Thenexthopcalculationis describedin Section16.1.1;it takesasinput
thedestination(W) andits parent(V).

3. If at this stepthecandidatelist is empty, theshortest-pathtree(of transitvertices)hasbeencompletelybuilt
andthis stageof theprocedureterminates.Otherwise,choosethevertexbelongingto thecandidatelist thatis
closestto theroot,andaddit to theshortest-pathtree(removingit from thecandidatelist in theprocess).Note
thatwhenthereis a choiceof verticesclosestto theroot,networkverticesmustbechosenbeforerouter
verticesin orderto necessarilyfind all equal-costpaths.This is consistentwith thetie-breakersthatwere
introducedin themodifiedDijkstra algorithmusedby OSPF’sMulticastroutingextensions(MOSPF).

4. Possiblymodify theroutingtable.For thoseroutingtableentriesmodified,theassociatedareawill besetto
AreaA, thepathtypewill besetto intra-area,andthecostwill besetto thenewly discoveredshortestpath’s
calculateddistance.

If thenewlyaddedvertexis anareaborderrouter(call it ABR), a routingtableentryis addedwhose
destinationtypeis “areaborderrouter”. TheOptions field foundin theassociatedrouterlinks advertisementis
copiedinto theroutingtableentry’sOptional capabilities field. If in additionABR is theendpointof oneof
thecalculatingrouter’sconfiguredvirtual links thatusesAreaA asits Transitarea:thevirtual link is declared
up,theIP addressof thevirtual interfaceis setto theIP addressof theoutgoinginterfacecalculatedabovefor
ABR, andthevirtual neighbor’s IP addressis setto theABR interfaceaddress(containedin ABR’s router
links advertisement)thatpointsbackto therootof theshortest-pathtree;equivalently, this is theinterfacethat
pointsbackto ABR’sparentvertexon theshortest-pathtree(similar to thecalculationin Section16.1.1).

If thenewlyaddedvertexis anAS boundaryrouter, theroutingtableentryof type“AS boundaryrouter” for
thedestinationis located.Sincerouterscanbelongto morethanonearea,it is possiblethatseveralsetsof
intra-areapathsexistto theAS boundaryrouter, eachsetusingadifferentarea.However, theAS boundary
router’sroutingtableentrymustindicateasetof pathswhich utilize asinglearea.Thearealeadingto the
routingtableentryis selectedasfollows: Theareaprovidingtheshortestpathis alwayschosen;if morethan

22Notethatthepresenceof anylink backto V is sufficient; it neednotbethematchinghalf of thelink underconsiderationfrom V to W. This is
enoughto ensurethat,beforedatatraffic flowsbetweena pairof neighboringrouters,their link statedatabaseswill besynchronized.
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oneareaprovidespathswith thesameminimumcost,theareawith thelargestOSPFAreaID (when
consideredasanunsigned32-bit integer)is chosen.NotethatwheneveranAS boundaryrouter’s routingtable
entryis added/modified,theOptions foundin theassociatedrouterlinks advertisementis copiedinto the
routingtableentry’sOptional capabilities field.

If thenewlyaddedvertexis a transitnetwork,theroutingtableentryfor thenetworkis located.Theentry’s
DestinationID is theIP networknumber, whichcanbeobtainedby maskingtheVertex ID (Link StateID)
with its associatedsubnetmask(foundin thebodyof theassociatednetworklinks advertisement).If the
routingtableentryalreadyexists(i.e., thereis alreadyanintra-arearouteto thedestinationinstalledin the
routingtable),multipleverticeshavemappedto thesameIP network.For example,this canoccurwhenanew
DesignatedRouteris beingestablished.In thiscase,thecurrentroutingtableentryshouldbeoverwrittenif
andonly if thenewly foundpathis just asshortandthecurrentroutingtableentry’sLink StateOrigin hasa
smallerLink StateID thanthenewly addedvertex’ link stateadvertisement.

If thereis noroutingtableentryfor thenetwork(theusualcase),a routingtableentryfor theIP network
shouldbeadded.Theroutingtableentry’sLink StateOrigin shouldbesetto thenewly addedvertex’ link
stateadvertisement.

5. Iteratethealgorithmby returningto Step2.

Thestubnetworksareaddedto thetreein theprocedure’ssecondstage.In thisstage,all routerverticesareagain
examined.Thosethathavebeendeterminedto beunreachablein theabovefirst phasearediscarded.Foreach
reachableroutervertex(call it V), theassociatedrouterlinks advertisementis foundin thelink statedatabase.Each
stubnetworklink appearingin theadvertisementis thenexamined,andthefollowing stepsareexecuted:

1. CalculatethedistanceD of stubnetworkfrom theroot. D is equalto thedistancefrom theroot to therouter
vertex(calculatedin stage1), plusthestubnetworklink’ sadvertisedcost.Comparethisdistanceto thecurrent
bestcostto thestubnetwork.This is doneby looking up thestubnetwork’scurrentroutingtableentry. If the
calculateddistanceD is larger, go on to examinethenextstubnetworklink in theadvertisement.

2. If thisstepis reached,thestubnetwork’s routingtableentrymustbeupdated.Calculatethesetof nexthops
thatwould resultfrom usingthestubnetworklink. Thiscalculationis shownin Section16.1.1;input to this
calculationis thedestination(thestubnetwork)andtheparentvertex(theroutervertex).If thedistanceD is
thesameasthecurrentroutingtablecost,simply addthissetof nexthopsto theroutingtableentry’s list of
nexthops.In this case,theroutingtablealreadyhasa Link StateOrigin . If thisLink StateOrigin is a router
links advertisementwhoseLink StateID is smallerthanV’sRouterID, resettheLink StateOrigin to V’ s
routerlinks advertisement.

OtherwiseD is smallerthantheroutingtablecost.Overwritethecurrentroutingtableentryby settingthe
routingtableentry’scostto D, andby settingtheentry’s list of nexthopsto thenewly calculatedset.Setthe
routingtableentry’sLink StateOrigin to V’ srouterlinks advertisement.Thengoon to examinethenextstub
networklink.

Forall routingtableentriesadded/modifiedin thesecondstage,theassociatedareawill besetto AreaA andthepath
typewill besetto intra-area.Whenthelist of reachablerouterlinks is exhausted,thesecondstageis completed.At
this time,all intra-arearoutesassociatedwith AreaA havebeendetermined.

Thespecificationdoesnot requirethattheabovetwo stagemethodbeusedto calculatetheshortestpathtree.
However, if anotheralgorithmis used,anidenticaltreemustbeproduced.For this reason,it is importantto notethat
links betweentransitverticesmustbebidirectionalin orderedto beincludedin theabovetree.It shouldalsobe
mentionedthatmoreefficientalgorithmsexist for calculatingthetree;for example,theincrementalSPFalgorithm
describedin [BBN].
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16.1.1 The next hop calculation

Thissectionexplainshow to calculatethecurrentsetof nexthopsto usefor a destination.Eachnexthopconsistsof
theoutgoinginterfaceto usein forwardingpacketsto thedestinationtogetherwith thenexthoprouter(if any). The
nexthopcalculationis invokedeachtime ashorterpathto thedestinationis discovered.Thiscanhappenin either
stageof theshortest-pathtreecalculation(seeSection16.1). In stage1 of theshortest-pathtreecalculationashorter
pathis foundasthedestinationis addedto thecandidatelist, or whenthedestination’sentryon thecandidatelist is
modified(Step2d of Stage1). In stage2 a shorterpathis discoveredeachtime thedestination’sroutingtableentryis
modified(Step2 of Stage2).

Thesetof nexthopsto usefor thedestinationmayberecalculatedseveraltimesduringtheshortest-pathtree
calculation,asshorterandshorterpathsarediscovered.In theend,thedestination’s routingtableentrywill always
reflectthenexthopsresultingfrom theabsoluteshortestpath(s).

Input to thenexthopcalculationis a) thedestinationandb) its parentin thecurrentshortestpathbetweentheroot
(thecalculatingrouter)andthedestination.Theparentis alwaysa transitvertex(i.e.,alwaysarouteror a transit
network).

If thereis at leastoneinterveningrouterin thecurrentshortestpathbetweenthedestinationandtheroot, the
destinationsimply inheritsthesetof nexthopsfrom theparent.Otherwise,therearetwo cases.In thefirst case,the
parentvertexis theroot (thecalculatingrouteritself). This meansthatthedestinationis eithera directlyconnected
networkor directlyconnectedrouter. Thenexthopin thiscaseis simply theOSPFinterfaceconnectingto the
network/router;no nexthoprouteris required.If theconnectingOSPFinterfacein thiscaseis a virtual link, the
settingof thenexthopshouldbedeferreduntil thecalculationin Section16.3.

In thesecondcase,theparentvertexis a networkthatdirectlyconnectsthecalculatingrouterto thedestination
router. Thelist of nexthopsis thendeterminedby examiningthedestination’srouterlinks advertisement.Foreach
link in theadvertisementthatpointsbackto theparentnetwork,thelink’ sLink Datafield providestheIP addressof
anexthoprouter. Theoutgoinginterfaceto usecanthenbederivedfrom thenexthopIP address(or it canbe
inheritedfrom theparentnetwork).

16.2 Calculating the inter-arearoutes

Theinter-arearoutesarecalculatedby examiningsummarylink advertisements.If therouterhasactiveattachments
to multiple areas,only backbonesummarylink advertisementsareexamined.Routersattachedto asinglearea
examinethatarea’ssummarylinks. In eithercase,thesummarylinks examinedbelowareall partof a singlearea’s
link statedatabase(call it AreaA).

Summarylink advertisementsareoriginatedby theareaborderrouters.Eachsummarylink advertisementin AreaA
is consideredin turn. Rememberthatthedestinationdescribedby asummarylink advertisementis eithera network
(Type3 summarylink advertisements)or anAS boundaryrouter(Type4 summarylink advertisements).Foreach
summarylink advertisement:

1. If thecostspecifiedby theadvertisementis LSInfinity, or if theadvertisement’sLS ageis equalto MaxAge,
thenexaminethenextadvertisement.

2. If theadvertisementwasoriginatedby thecalculatingrouteritself, examinethenextadvertisement.

3. If thecollectionof destinationsdescribedby thesummarylink advertisementfalls into oneof therouter’s
configuredareaaddressranges(seeSection3.5)andtheparticularareaaddressrange is active,the
summarylink advertisementshouldbeignored.Active meansthatthereareoneor morereachable(by
intra-areapaths)networkscontainedin thearearange.In thiscase,all addressesin thearearangeareassumed
to beeitherreachablevia intra-areapaths,or elseto beunreachableby anyothermeans.
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4. Else,call thedestinationdescribedby theadvertisementN (for Type3 summarylinks, N’saddressis obtained
by maskingtheadvertisement’sLink StateID with thenetwork/subnetmaskcontainedin thebodyof the
advertisement),andtheareaborderoriginatingtheadvertisementBR. Look up theroutingtableentryfor BR
havingAreaA asits associatedarea.If nosuchentryexistsfor routerBR (i.e.,BR is unreachablein AreaA),
donothingwith thisadvertisementandconsiderthenext in thelist. Else,thisadvertisementdescribesan
inter-areapathto destinationN, whosecostis thedistanceto BR plusthecostspecifiedin theadvertisement.
Call thecostof this inter-areapathIAC.

5. Next, look up theroutingtableentryfor thedestinationN. (Theentry’sDestinationTypeis eitherNetworkor
AS boundaryrouter.) If noentryexistsfor N or if theentry’spathtypeis “type 1 external”or “type 2
external”,theninstall theinter-areapathto N, with associatedareaAreaA, costIAC, nexthopequalto thelist
of nexthopsto routerBR, andAdvertisingrouterequalto BR.

6. Else,if thepathspresentin thetableareintra-areapaths,do nothingwith theadvertisement(intra-areapaths
arealwayspreferred).

7. Else,thepathspresentin theroutingtablearealsointer-areapaths.Install thenewpaththroughBR if it is
cheaper, overridingthepathsin theroutingtable.Otherwise,if thenewpathis thesamecost,addit to thelist
of pathsthatappearin theroutingtableentry.

16.3 Examining transit areas’summary links

Thisstepis only performedby areaborderroutersattachedto oneor moretransitareas.Transitareasarethoseareas
supportingoneor morevirtual links; their TransitCapability parameterhasbeensetto TRUE in Step2 of the
Dijkstraalgorithm(seeSection16.1).Theyaretheonly non-backboneareasthatcancarrydatatraffic thatneither
originatesnor terminatesin theareaitself.

Thepurposeof thecalculationbelowis to examinethetransitareasto seewhethertheyprovideanybetter(shorter)
pathsthanthepathspreviouslycalculatedin Sections16.1and16.2.Any pathsfoundthatarebetterthanor equalto
previouslydiscoveredpathsareinstalledin theroutingtable.

Thecalculationproceedsasfollows. All thetransitareas’summarylink advertisementsareexaminedin turn. Each
suchsummarylink advertisementdescribesaroutethrougha transitareaAreaA to aNetworkN (N’saddressis
obtainedby maskingtheadvertisement’sLink StateID with thenetwork/subnetmaskcontainedin thebodyof the
advertisement)or in thecaseof aType4 summarylink advertisement,to anAS boundaryrouterN. Supposealsothat
thesummarylink advertisementwasoriginatedby anareaborderrouterBR.

1. If thecostadvertisedby thesummarylink advertisementis LSInfinity, or if theadvertisement’sLS ageis equal
to MaxAge,thenexaminethenextadvertisement.

2. If thesummarylink advertisementwasoriginatedby thecalculatingrouteritself, examinethenext
advertisement.

3. Look up theroutingtableentryfor N. If it doesnot exist,or if theroutetypeis otherthanintra-areaor
inter-area,or if theareaassociatedwith theroutingtableentryis not thebackbonearea,thenexaminethenext
advertisement.In otherwords,thiscalculationonly updatesbackboneintra-arearoutesfoundin Section16.1
andinter-arearoutesfoundin Section16.2.

4. Look up theroutingtableentryfor theadvertisingrouterBR associatedwith theAreaA. If it is unreachable,
examinethenextadvertisement.Otherwise,thecostto destinationN is thesumof thecostin BR’sAreaA
routingtableentryandthecostadvertisedin theadvertisement.Call thiscostIAC.
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5. If thiscostis lessthanthecostoccurringin N’s routingtableentry, overwriteN’s list of nexthopswith those
usedfor BR, andsetN’sroutingtablecostto IAC. Else,if IAC is thesameasN’scurrentcost,addBR’s list of
nexthopsto N’s list of nexthops.In anycase,theareaassociatedwith N’sroutingtableentrymustremainthe
backbonearea,andthepathtype(eitherintra-areaor inter-area)mustalsoremainthesame.

It is importantto notethattheabovecalculationnevermakesunreachabledestinationsreachable,but insteadjust
potentiallyfindsbetterpathsto alreadyreachabledestinations.Also, unlike Section16.3of [RFC1247],theabove
calculationinstallsanybettercostfoundinto theroutingtableentry, from which it maybereadvertisedin summary
link advertisementsto otherareas.

As anexampleof thecalculation,considertheAutonomousSystempicturedin Figure17. Thereis a single
non-backbonearea(Area1) thatphysicallydividesthebackboneinto two separatepieces.To maintainconnectivity
of thebackbone,a virtual link hasbeenconfiguredbetweenRoutersRT1 andRT4. On theright sideof thefigure,
NetworkN1 belongsto thebackbone.Thedottedlinesindicatethatthereis amuchshorterintra-areabackbonepath
betweenrouterRT5 andNetworkN1 (cost20) thanthereis betweenRouterRT4 andNetworkN1 (cost100). Both
RouterRT4 andRouterRT5 will inject summarylink advertisementsfor NetworkN1 into Area1.

After theshortest-pathtreehasbeencalculatedfor thebackbonein Section16.1,RouterRT1 (left endof thevirtual
link) will havecalculatedapaththroughRouterRT4 for all datatraffic destinedfor NetworkN1. However, since
RouterRT5 is somuchcloserto NetworkN1, all routersinternalto Area1 (e.g.,RoutersRT2 andRT3) will forward
theirNetworkN1 traffic towardsRouterRT5, insteadof RT4. And indeed,afterexaminingArea1’ssummarylink
advertisementsby theabovecalculation,RouterRT1 will alsoforwardNetworkN1 traffic towardsRT5. Notethat in
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thisexamplethevirtual link enablesNetworkN1 traffic to beforwardedthroughthetransitareaArea1, but the
actualpaththedatatraffic takesdoesnot follow thevirtual link. In otherwords,virtual links allow transittraffic to be
forwardedthroughanarea,butdonot dictatetheprecisepaththatthetraffic will take.

16.4 Calculating AS external routes

AS externalroutesarecalculatedby examiningAS externallink advertisements.Eachof theAS externallink
advertisementsis consideredin turn. MostAS externallink advertisementsdescriberoutesto specificIP destinations.
An AS externallink advertisementcanalsodescribea defaultroutefor theAutonomousSystem(DestinationID �

DefaultDestination,network/subnetmask � 0x00000000). ForeachAS externallink advertisement:

1. If thecostspecifiedby theadvertisementis LSInfinity, or if theadvertisement’sLS ageis equalto MaxAge,
thenexaminethenextadvertisement.

2. If theadvertisementwasoriginatedby thecalculatingrouteritself, examinethenextadvertisement.

3. Call thedestinationdescribedby theadvertisementN. N’saddressis obtainedby maskingtheadvertisement’s
Link StateID with thenetwork/subnetmaskcontainedin thebodyof theadvertisement.Look up therouting
tableentryfor theAS boundaryrouter(ASBR) thatoriginatedtheadvertisement.If noentryexistsfor router
ASBR(i.e.,ASBRis unreachable),donothingwith this advertisementandconsiderthenext in thelist.

Else,this advertisementdescribesanAS externalpathto destinationN. Examinetheforwarding address
specifiedin theexternaladvertisement.This indicatestheIP addressto whichpacketsfor thedestination
shouldbeforwarded.If forwarding addressis setto 0.0.0.0, packetsshouldbesentto theASBR itself.
Otherwise,look up theforwarding addressin theroutingtable.23 An intra-areaor inter-areapathmustexist
to theforwardingaddress.If no suchpathexists,donothingwith theadvertisementandconsiderthenext in
thelist.

Call theroutingtabledistanceto the forwarding addressX (whentheforwardingaddressis setto 0.0.0.0,
this is thedistanceto theASBR itself), andthecostspecifiedin theadvertisementY. X is in termsof thelink
statemetric,andY is a type1 or 2 externalmetric.

4. Next, look up theroutingtableentryfor thedestinationN. If noentryexistsfor N, install theAS externalpath
to N, with nexthopequalto thelist of nexthopsto the forwarding address, andadvertisingrouterequalto
ASBR.If theexternalmetrictypeis 1, thenthepath-typeis setto type1 externalandthecostis equalto X+Y.
If theexternalmetrictypeis 2, thepath-typeis setto type2 external,thelink statecomponentof theroute’s
costis X, andthetype2 costis Y.

5. Else,if thepathspresentin thetablearenot type1 or type2 externalpaths,donothing(AS externalpathshave
thelowestpriority).

6. Otherwise,comparethecostof thisnewAS externalpathto theonespresentin thetable.Type1 external
pathsarealwaysshorterthantype2 externalpaths.Type1 externalpathsarecomparedby lookingat thesum
of thedistanceto the forwarding addressandtheadvertisedtype1 metric(X+Y). Type2 externalpathsare
comparedby lookingat theadvertisedtype2 metrics,andthenif necessary, thedistanceto theforwarding
addresses.

If thenewpathis shorter, it replacesthepresentpathsin theroutingtableentry. If thenewpathis thesame
cost,it is addedto theroutingtableentry’s list of paths.

23Whenthe forwarding address is non-zero,it shouldpoint to a routerbelongingto anotherAutonomousSystem.SeeSection12.4.5for more
details.
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16.5 Incr ementalupdates— summary link advertisements

Whena newsummarylink advertisementis received,it is not necessaryto recalculatetheentireroutingtable.Call
thedestinationdescribedby thesummarylink advertisementN (N’saddressis obtainedby maskingthe
advertisement’sLink StateID with thenetwork/subnetmaskcontainedin thebodyof theadvertisement),andlet
AreaA betheareato which theadvertisementbelongs.Therearethentwo separatecases:

Case1: Ar eaA is the backboneand/or the router is not an areaborder router. In thiscase,thefollowing
calculationsmustbeperformed.First, if thereis presentlyaninter-arearouteto thedestinationN, N’srouting
tableentryis invalidated,savingtheentry’svaluesfor latercomparisons.Thenthecalculationin Section16.2
is run againfor thesingledestinationN. In thiscalculation,all of AreaA’ssummarylink advertisementsthat
describea routeto N areexamined.In addition,if therouteris anareaborderrouterattachedto oneor more
transitareas,thecalculationin Section16.3mustberunagainfor thesingledestination.If theresultsof these
calculationshavechangedthecost/pathto anAS boundaryrouter(aswould bethecasefor a Type4 summary
link advertisement)or to anyforwardingaddresses,all AS externallink advertisementswill haveto be
reexaminedby rerunningthecalculationin Section16.4.Otherwise,if N is now newlyunreachable,the
calculationin Section16.4mustbererunfor thesingledestinationN, in caseanalternateexternalrouteto N
exists.

Case2: Ar eaA is a transit areaand the router is an areaborder router. In this case,thefollowing calculations
mustbeperformed.First, if N’sroutingtableentrypresentlycontainsoneor moreinter-areapathsthatutilize
thetransitareaAreaA, thesepathsshouldberemoved.If this removesall pathsfrom theroutingtableentry,
theentryshouldbeinvalidated.Theentry’sold valuesshouldbesavedfor latercomparisons.Next the
calculationin Section16.3mustberunagainfor thesingledestinationN. If theresultsof thiscalculationhave
causedthecostto N to increase,thecompleteroutingtablecalculationmustbererunstartingwith theDijkstra
algorithmspecifiedin Section16.1.Otherwise,if thecost/pathto anAS boundaryrouter(aswouldbethecase
for a Type4 summarylink advertisement)or to anyforwardingaddresseshaschanged,all AS externallink
advertisementswill haveto bereexaminedby rerunningthecalculationin Section16.4.Otherwise,if N is now
newlyunreachable,thecalculationin Section16.4mustbererunfor thesingledestinationN, in casean
alternateexternalrouteto N exists.

16.6 Incr ementalupdates— AS external link advertisements

WhenanewAS externallink advertisementis received,it is notnecessaryto recalculatetheentireroutingtable.Call
thedestinationdescribedby theAS externallink advertisementN. N’saddressis obtainedby maskingthe
advertisement’sLink StateID with thenetwork/subnetmaskcontainedin thebodyof theadvertisement.If thereis
alreadyanintra-areaor inter-arearouteto thedestination,no recalculationis necessary(internalroutestake
precedence).

Otherwise,theprocedurein Section16.4will haveto beperformed,butonly for thoseAS externallink
advertisementswhosedestinationis N. Beforethis procedureis performed,thepresentroutingtableentryfor N
shouldbeinvalidated.

16.7 Eventsgeneratedasa resultof routing table changes

Changesto routingtableentriessometimescausetheOSPFareaborderroutersto takeadditionalactions.These
routersneedto acton thefollowing routingtablechanges:
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� Thecostor pathtypeof a routingtableentryhaschanged.If thedestinationdescribedby thisentryis a
Networkor AS boundaryrouter, andthis is not simplya changeof AS externalroutes,newsummarylink
advertisementsmayhaveto begenerated(potentiallyonefor eachattachedarea,includingthebackbone).See
Section12.4.3for moreinformation.If apreviouslyadvertisedentryhasbeendeleted,or is no longer
advertisableto aparticulararea,theadvertisementmustbeflushedfrom theroutingdomainby settingits LS
ageto MaxAgeandreflooding(seeSection14.1).

� A routingtableentryassociatedwith aconfiguredvirtual link haschanged.Thedestinationof sucha routing
tableentryis anareaborderrouter. Thechangeindicatesa modificationto thevirtual link’ scostor viability.

If theentryindicatesthattheareaborderrouteris newly reachable(via TOS0), thecorrespondingvirtual link
is now operational.An InterfaceUp eventshouldbegeneratedfor thevirtual link, whichwill causeavirtual
adjacencyto beginto form (seeSection10.3).At this time thevirtual link’ s IP interfaceaddressandthevirtual
neighbor’sNeighborIP addressarealsocalculated.

If theentryindicatesthattheareaborderrouteris no longerreachable(via TOS0), thevirtual link andits
associatedadjacencyshouldbedestroyed.This meansan InterfaceDown eventshouldbegeneratedfor the
associatedvirtual link.

If thecostof theentryhaschanged,andthereis a fully establishedvirtual adjacency, anewrouterlinks
advertisementfor thebackbonemustbeoriginated.This in turnmaycausefurtherroutingtablechanges.

16.8 Equal-costmultipath

TheOSPFprotocolmaintainsmultipleequal-costroutesto all destinations.Thiscanbeseenin thestepsusedabove
to calculatetheroutingtable,andin thedefinitionof theroutingtablestructure.

Eachoneof themultiple routeswill beof thesametype(intra-area,inter-area,type1 externalor type2 external),
cost,andwill havethesameassociatedarea.However, eachroutespecifiesaseparatenexthopandAdvertising
router.

Thereis norequirementthata routerrunningOSPFkeeptrackof all possibleequal-costroutesto adestination.An
implementationmaychooseto keeponly a fixednumberof routesto anygivendestination.Thisdoesnotaffectany
of thealgorithmspresentedin thisspecification.

16.9 Building the non-zero-TOSportion of the routing table

TheOSPFprotocolcancalculateadifferentsetof routesfor eachIP TOS(seeSection2.4). Supportfor TOS-based
routingis optional.TOS-capableandnon-TOS-capablerouterscanbemixedin anOSPFroutingdomain.Routers
notsupportingTOScalculateonly theTOS0 routeto eachdestination.Theseroutesarethenusedto forwardall data
traffic, regardlessof theTOSindicationsin thedatapacket’s IP header. A routerthatdoesnotsupportTOSindicates
this fact to theotherOSPFroutersby clearingtheT-bit in theOptions field of its routerlinks advertisement.

TheabovesectionsdetailingtheroutingtablecalculationshandletheTOS0 caseonly. In general,for routers
supportingTOS-basedrouting,eachpieceof theroutingtablecalculationmustbererunseparatelyfor thenon-zero
TOSvalues.Whencalculatingroutesfor TOSX, only TOSX metricscanbeused.Any link stateadvertisementmay
specifyaseparatecostfor eachTOS(acostfor TOS0 mustalwaysbespecified).Theencodingof TOSin OSPFlink
stateadvertisementsis describedin Section12.3.

An advertisementcanspecifythatit is restrictedto TOS0 (i.e.,non-zeroTOSis nothandled)by clearingtheT-bit in
thelink stateadvertisement’sOption field. Suchadvertisementsarenotusedwhencalculatingroutesfor non-zero
TOS.For this reason,it is possiblethatadestinationis unreachablefor somenon-zeroTOS. In thiscase,theTOS0
pathis usedwhenforwardingpackets(seeSection11.1).
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Thefollowing lists themodificationsneededwhenrunningtheroutingtablecalculationfor a non-zeroTOSvalue
(calledTOSX). In general,routersandadvertisementsthatdonot supportTOSareomittedfrom thecalculation.

Calculating the shortest-pathtr ee(Section16.1). Routersthatdonot supportTOS-basedroutingshouldbe
omittedfrom theshortest-pathtreecalculation.TheseroutersareidentifiedasthosehavingtheT-bit resetin
theOptions field of their routerlinks advertisements.Suchroutersshouldneverbeaddedto theDijktra
algorithm’scandidatelist, norshouldtheir routerlinks advertisementsbeexaminedwhenaddingthestub
networksto thetree.In particular, if theT-bit is resetin thecalculatingrouter’sown routerlinks
advertisement,it doesnot run theshortest-pathtreecalculationfor non-zeroTOSvalues.

Calculating the inter-arearoutes(Section16.2). Inter-areapathsaretheconcatenationof a pathto anareaborder
routerwith asummarylink. WhencalculatingTOSX routes,bothpathcomponentsmustalsospecifyTOSX.
In otherwords,only TOSX pathsto theareaborderrouterareexamined,andtheareaborderroutermustbe
advertisinga TOSX routeto thedestination.Notethatthismeansthatsummarylink advertisementshaving
theT-bit resetin theirOptions field arenot considered.

Examining transit areas’summary links (Section16.3). Thiscalculationagainconsiderstheconcatenationof a
pathto anareaborderrouterwith asummarylink. As with inter-arearoutes,only TOSX pathsto thearea
borderrouterareexamined,andtheareaborderroutermustbeadvertisingaTOSX routeto thedestination.

Calculating AS external routes(Section16.4). This calculationconsiderstheconcatenationof apathto a
forwarding addresswith anAS externallink. Only TOSX pathsto theforwarding addressareexamined,
andtheAS boundaryroutermustbeadvertisingaTOSX routeto thedestination.NotethatthismeansthatAS
externallink advertisementshavingtheT-bit resetin their Options field arenotconsidered.

In addition,theadvertisingAS boundaryroutermustalsobereachablefor its advertisementsto beconsidered
(seeSection16.4).However, if theadvertisingrouterandthe forwarding addressarenot onein thesame,the
advertisingrouterneedonly bereachablevia TOS0.

Moy [Page95]



RFC1583 OSPFVersion2 March1994

References

[BBN] McQuillan,J, I. RicherandE. Rosen,ARPANETRoutingAlgorithmImprovements, BBN Technical
Report3803,April 1978.

[DEC] Digital EquipmentCorporation,Informationprocessingsystems– Data communications–
IntermediateSystemto IntermediateSystemIntra-DomainRoutingProtocol, October1987.

[McQuillan] McQuillan,J.et.al.,TheNewRoutingAlgorithmfor theArpanet, IEEETransactionson
Communications,May 1980.

[Perlman] Perlman,R.,Fault-TolerantBroadcastof RoutingInformation, ComputerNetworks,December1983.

[RFC791] Postel,J., InternetProtocol, STD 5, RFC791,USC/InformationSciencesInstitute,September1981.

[RFC905] McKenzie,A., ISOTransportProtocolspecificationISODP 8073, RFC905,ISO,April 1984.

[RFC1112] Deering,S.,Hostextensionsfor IP multicasting, STD 5, RFC1112,StanfordUniversity, May 1988.

[RFC1213] McCloghrie,K., andM. Rose,ManagementInformationBasefor networkmanagementof
TCP/IP-basedinternets:MIB-II , STD17,RFC1213,HughesLAN Systems,PerformanceSystems
International,March1991.

[RFC1247] Moy, J.,OSPFVersion2, RFC1247,Proteon,Inc., July1991.

[RFC1519] Fuller, V., T. Li, J.Yu,andK. Varadhan,ClasslessInter-DomainRouting(CIDR): an Address
AssignmentandAggregationStrategy, RFC1519,BARRNet,cisco,MERIT, OARnet,September1993.

[RFC1340] Reynolds,J.andJ.Postel,AssignedNumbers, STD 2, RFC1340,USC/InformationSciencesInstitute,
July1992.

[RFC1349] Almquist,P., Typeof Servicein theInternetProtocolSuite, RFC1349,July1992.

[RS-85-153] Leiner, B., et.al.,TheDARPA InternetProtocolSuite, DDN ProtocolHandbook,April 1985.

Moy [Page96]



RFC1583 OSPFVersion2 March1994

A OSPFdata formats

Thisappendixdescribestheformatof OSPFprotocolpacketsandOSPFlink stateadvertisements.TheOSPF
protocolrunsdirectlyovertheIP networklayer. Beforeanydataformatsaredescribed,thedetailsof theOSPF
encapsulationareexplained.

Next theOSPFOptionsfield is described.This field describesvariouscapabilitiesthatmayor maynot besupported
by piecesof theOSPFroutingdomain.TheOSPFOptionsfield is containedin OSPFHello packets,Database
Descriptionpacketsandin OSPFlink stateadvertisements.

OSPFpacketformatsaredetailedin SectionA.3. A descriptionof OSPFlink stateadvertisementsappearsin
SectionA.4.

A.1 Encapsulationof OSPFpackets

OSPFrunsdirectlyovertheInternetProtocol’snetworklayer. OSPFpacketsarethereforeencapsulatedsolelyby IP
andlocal data-linkheaders.

OSPFdoesnotdefineaway to fragmentits protocolpackets,anddependson IP fragmentationwhentransmitting
packetslargerthanthenetworkMTU. TheOSPFpackettypesthatarelikely to belarge(DatabaseDescription
Packets,Link StateRequest,Link StateUpdate,andLink StateAcknowledgmentpackets)canusuallybesplit into
severalseparateprotocolpackets,without lossof functionality. This is recommended;IP fragmentationshouldbe
avoidedwheneverpossible.Usingthis reasoning,anattemptshouldbemadeto limit thesizesof packetssentover
virtual links to 576bytes.However, if necessary, thelengthof OSPFpacketscanbeup to 65,535bytes(including
theIP header).

Theotherimportantfeaturesof OSPF’sIP encapsulationare:

� Useof IP multicast. SomeOSPFmessagesaremulticast,whensentovermulti-accessnetworks.Two distinct
IP multicastaddressesareused.Packetssentto thesemulticastaddressesshouldneverbeforwarded;theyare
meantto travelasinglehoponly. To ensurethatthesepacketswill not travelmultiplehops,their IP TTL must
besetto 1.

AllSPFRouters Thismulticastaddresshasbeenassignedthevalue224.0.0.5. All routersrunningOSPF
shouldbepreparedto receivepacketssentto this address.Hello packetsarealwayssentto this
destination.Also, certainOSPFprotocolpacketsaresentto this addressduringthefloodingprocedure.

AllDRouters Thismulticastaddresshasbeenassignedthevalue224.0.0.6. Both theDesignatedRouter
andBackupDesignatedRoutermustbepreparedto receivepacketsdestinedto this address.Certain
OSPFprotocolpacketsaresentto thisaddressduringthefloodingprocedure.

� OSPFis IP protocolnumber89. This numberhasbeenregisteredwith theNetworkInformationCenter. IP
protocolnumberassignmentsaredocumentedin [RFC 1340].

� Routingprotocolpacketsaresentwith IP TOSof 0. TheOSPFprotocolsupportsTOS-basedrouting. Routes
to anyparticulardestinationmayvarybasedonTOS.However, all OSPFroutingprotocolpacketsaresent
usingthenormalserviceTOSvalueof binary0000definedin [RFC1349].

� Routingprotocolpacketsaresentwith IP precedencesetto InternetworkControl. OSPFprotocolpackets
shouldbegivenprecedenceoverregularIP datatraffic, in bothsendingandreceiving.SettingtheIP
precedencefield in theIP headerto InternetworkControl [RFC791]mayhelpimplementthisobjective.
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A.2 The Options field

TheOSPFOptionsfield is presentin OSPFHello packets,DatabaseDescriptionpacketsandall link state
advertisements.TheOptionsfield enablesOSPFroutersto support(or notsupport)optionalcapabilities,andto
communicatetheir capabilitylevel to otherOSPFrouters.Throughthis mechanismroutersof differingcapabilities
canbemixedwithin anOSPFroutingdomain.

Whenusedin Hello packets,theOptionsfield allowsarouterto rejecta neighborbecauseof acapabilitymismatch.
Alternatively, whencapabilitiesareexchangedin DatabaseDescriptionpacketsa routercanchoosenot to forward
certainlink stateadvertisementsto aneighborbecauseof its reducedfunctionality. Lastly, listing capabilitiesin link
stateadvertisementsallowsroutersto routetraffic aroundreducedfunctionalityrouters,by excludingthemfrom
partsof theroutingtablecalculation.

Two capabilitiesarecurrentlydefined.Foreachcapability, theeffectof thecapability’sappearance(or lackof
appearance)in Hello packets,DatabaseDescriptionpacketsandlink stateadvertisementsis specifiedbelow. For
example,theExternalRoutingCapability(belowcalledtheE-bit) hasmeaningonly in OSPFHello Packets.Routers
shouldreset(i.e. clear)theunassignedpartof thecapabilityfield whensendingHello packetsor Database
Descriptionpacketsandwhenoriginatinglink stateadvertisements.

Additionalcapabilitiesmaybeassignedin thefuture. Routersencounteringunrecognizedcapabilitiesin received
Hello Packets,DatabaseDescriptionpacketsor link stateadvertisementsshouldignorethecapabilityandprocessthe
packet/advertisementnormally.

* * * * * * E T

The options field

T-bit Thisdescribestherouter’sTOScapability. If theT-bit is reset,thentheroutersupportsonly asingleTOS
(TOS0). Sucharouteris alsosaidto beincapableof TOS-routing,andelsewherein thisdocumentreferredto
asa TOS-0-onlyrouter. Theabsenceof theT-bit in a routerlinks advertisementcausestherouterto be
skippedwhenbuildinga non-zeroTOSshortest-pathtree(seeSection16.9). In otherwords,routersincapable
of TOSroutingwill beavoidedasmuchaspossiblewhenforwardingdatatraffic requestinganon-zeroTOS.
Theabsenceof theT-bit in asummarylink advertisementor anAS externallink advertisementindicatesthat
theadvertisementis describingaTOS0 routeonly (andnot routesfor non-zeroTOS).

E-bit Thisbit reflectstheassociatedarea’sExternalRoutingCapability. AS externallink advertisementsarenot
floodedinto/throughOSPFstubareas(seeSection3.6). TheE-bit ensuresthatall membersof astubarea
agreeon thatarea’sconfiguration.TheE-bit is meaningfulonly in OSPFHello packets.WhentheE-bit is
resetin theHello packetsentoutaparticularinterface,it meansthattherouterwill neithersendnor receive
AS externallink stateadvertisementson thatinterface(in otherwords,theinterfaceconnectsto a stubarea).
Two routerswill not becomeneighborsunlesstheyagreeon thestateof theE-bit.
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A.3 OSPFPacketFormats

Therearefive distinctOSPFpackettypes.All OSPFpackettypesbeginwith astandard24byteheader. This header
is describedfirst. Eachpackettypeis thendescribedin asucceedingsection.In thesesectionseachpacket’sdivision
into fieldsis displayed,andthenthefield definitionsareenumerated.

All OSPFpackettypes(otherthantheOSPFHello packets)dealwith listsof link stateadvertisements.For example,
Link StateUpdatepacketsimplementthefloodingof advertisementsthroughouttheOSPFroutingdomain.Because
of this,OSPFprotocolpacketscannotbeparsedunlesstheformatof link stateadvertisementsis alsounderstood.
Theformatof Link stateadvertisementsis describedin SectionA.4.

Thereceiveprocessingof OSPFpacketsis detailedin Section8.2. Thesendingof OSPFpacketsis explainedin
Section8.1.
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A.3.1 The OSPFpacket header

EveryOSPFpacketstartswith acommon24byteheader. This headercontainsall thenecessaryinformationto
determinewhetherthepacketshouldbeacceptedfor furtherprocessing.Thisdeterminationis describedin
Section8.2of thespecification.

Authentication

AutypeChecksum

Area ID

Router ID

Packet lengthTypeVersion #

32241680

Version# TheOSPFversionnumber. Thisspecificationdocumentsversion2 of theprotocol.

Type TheOSPFpackettypesareasfollows. Theformatof eachof thesepackettypesis describedin a
succeedingsection.

Type Description
1 Hello
2 DatabaseDescription
3 Link StateRequest
4 Link StateUpdate
5 Link StateAcknowledgment

Packetlength Thelengthof theprotocolpacketin bytes.This lengthincludesthestandardOSPFheader.

Router ID TheRouterID of thepacket’ssource.In OSPF, thesourceanddestinationof a routingprotocol
packetarethetwo endsof an(potential)adjacency.

Ar eaID A 32bit numberidentifying theareathatthispacketbelongsto. All OSPFpacketsareassociated
with asinglearea.Most travelasinglehoponly. Packetstravellingovera virtual link arelabelled
with thebackboneAreaID of 0.0.0.0.

Checksum ThestandardIP checksumof theentirecontentsof thepacket,startingwith theOSPFpacketheader
butexcludingthe64-bitauthenticationfield. Thischecksumis calculatedasthe16-bit one’s
complementof theone’scomplementsumof all the16-bitwordsin thepacket,exceptingthe
authenticationfield. If thepacket’s lengthis notanintegralnumberof 16-bitwords,thepacketis
paddedwith a byteof zerobeforechecksumming.

AuType Identifiestheauthenticationschemeto beusedfor thepacket.Authenticationis discussedin
AppendixD of thespecification.ConsultAppendixD for a list of thecurrentlydefined
authenticationtypes.

Authentication A 64-bit field for useby theauthenticationscheme.
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A.3.2 The Hello packet

Hello packetsareOSPFpackettype1. Thesepacketsaresentperiodicallyon all interfaces(includingvirtual links)
in orderto establishandmaintainneighborrelationships.In addition,Hello Packetsaremulticaston thosephysical
networkshavingamulticastor broadcastcapability, enablingdynamicdiscoveryof neighboringrouters.

All routersconnectedto acommonnetworkmustagreeoncertainparameters(Networkmask,HelloIntervaland
RouterDeadInterval).Theseparametersareincludedin Hello packets,sothatdifferencescaninhibit theformingof
neighborrelationships.A detailedexplanationof thereceiveprocessingfor Hello packetsis presentedin
Section10.5.Thesendingof Hello packetsis coveredin Section9.5.

Options

1

neighbor

Neighbor

Backup Designated Router

Designated Router

Rtr PriHelloInterval

RouterDeadInterval

Network mask

.

.

. for each
Repeated

32241680

OSPF packet header

Network mask Thenetworkmaskassociatedwith this interface.Forexample,if theinterfaceis to a classB
networkwhosethird byteis usedfor subnetting,thenetworkmaskis 0xffffff00.

Options Theoptionalcapabilitiessupportedby therouter, asdocumentedin SectionA.2.

HelloInterval Thenumberof secondsbetweenthis router’sHello packets.

Rtr Pri This router’sRouterPriority. Usedin (Backup)DesignatedRouterelection.If setto 0, therouterwill
beineligible to become(Backup)DesignatedRouter.

RouterDeadInterval Thenumberof secondsbeforedeclaringa silentrouterdown.

DesignatedRouter Theidentityof theDesignatedRouterfor this network,in theview of theadvertisingrouter.
TheDesignatedRouteris identifiedhereby its IP interfaceaddresson thenetwork.Setto 0.0.0.0 if
thereis noDesignatedRouter.

Backup DesignatedRouter Theidentityof theBackupDesignatedRouterfor thisnetwork,in theview of the
advertisingrouter. TheBackupDesignatedRouteris identifiedhereby its IP interfaceaddresson the
network.Setto 0.0.0.0 if thereis no BackupDesignatedRouter.

Neighbor TheRouterIDs of eachrouterfrom whomvalid Hello packetshavebeenseenrecentlyon thenetwork.
Recentlymeansin thelastRouterDeadIntervalseconds.
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A.3.3 The DatabaseDescription packet

DatabaseDescriptionpacketsareOSPFpackettype2. Thesepacketsareexchangedwhenanadjacencyis being
initialized. Theydescribethecontentsof thetopologicaldatabase.Multiple packetsmaybeusedto describethe
database.For this purposea poll-responseprocedureis used.Oneof theroutersis designatedto bemaster, theother
aslave.ThemastersendsDatabaseDescriptionpackets(polls)which areacknowledgedby DatabaseDescription
packetssentby theslave(responses).Theresponsesarelinked to thepolls via thepackets’DD sequencenumbers.

Theformatof theDatabaseDescriptionpacketis very similar to boththeLink StateRequestandLink State
Acknowledgmentpackets.Themainpartof all threeis a list of items,eachitemdescribinga pieceof thetopological
database.Thesendingof DatabaseDescriptionPacketsis documentedin Section10.8.Thereceptionof Database
Descriptionpacketsis documentedin Section10.6.

Header

Advertisement

Link State

Options

2

DD sequence number

.

.

.

LS adv.

MS bit
M bit
I bit

000

for each
Repeated

32241680

OSPF packet header

0 Thesefieldsarereserved.Theymustbe0.

Options Theoptionalcapabilitiessupportedby therouter, asdocumentedin SectionA.2.

I-bit TheInit bit. Whensetto 1, this packetis thefirst in thesequenceof DatabaseDescriptionPackets.

M-bit TheMore bit. Whensetto 1, it indicatesthatmoreDatabaseDescriptionPacketsareto follow.

MS-bit TheMaster/Slavebit. Whensetto 1, it indicatesthattherouteris themasterduringtheDatabaseExchange
process.Otherwise,therouteris theslave.

DD sequencenumber Usedto sequencethecollectionof DatabaseDescriptionPackets.Theinitial value(indicated
by theInit bit beingset)shouldbeunique.TheDD sequencenumberthenincrementsuntil thecomplete
databasedescriptionhasbeensent.

Therestof thepacketconsistsof a (possiblypartial)list of thetopologicaldatabase’spieces.Eachlink state
advertisementin thedatabaseis describedby its link stateadvertisementheader. Thelink stateadvertisementheader
is documentedin SectionA.4.1. It containsall theinformationrequiredto uniquelyidentify boththeadvertisement
andtheadvertisement’scurrentinstance.
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A.3.4 The Link StateRequestpacket

Link StateRequestpacketsareOSPFpackettype3. After exchangingDatabaseDescriptionpacketswith a
neighboringrouter, a routermayfind thatpartsof its topologicaldatabaseareoutof date.TheLink StateRequest
packetis usedto requestthepiecesof theneighbor’sdatabasethataremoreup to date.Multiple Link StateRequest
packetsmayneedto beused.Thesendingof Link StateRequestpacketsis thelaststepin bringingup anadjacency.

A routerthatsendsaLink StateRequestpackethasin mind thepreciseinstanceof thedatabasepiecesit is
requesting,definedby LS sequencenumber, LS checksum,andLS age,althoughthesefieldsarenotspecifiedin the
Link StateRequestPacketitself. Theroutermayreceiveevenmorerecentinstancesin response.

Thesendingof Link StateRequestpacketsis documentedin Section10.9.Thereceptionof Link StateRequest
packetsis documentedin Section10.7.
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Repeated
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Advertising Router

Link State ID

LS type

OSPF packet header

Eachadvertisementrequestedis specifiedby its LS type,Link StateID, andAdvertisingRouter. This uniquely
identifiestheadvertisement,but not its instance.Link StateRequestpacketsareunderstoodto berequestsfor the
mostrecentinstance(whateverthatmightbe).
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A.3.5 The Link StateUpdatepacket

Link StateUpdatepacketsareOSPFpackettype4. Thesepacketsimplementthefloodingof link state
advertisements.EachLink StateUpdatepacketcarriesa collectionof link stateadvertisementsonehopfurtherfrom
its origin. Severallink stateadvertisementsmaybeincludedin asinglepacket.

Link StateUpdatepacketsaremulticaston thosephysicalnetworksthatsupportmulticast/broadcast.In orderto
makethefloodingprocedurereliable,floodedadvertisementsareacknowledgedin Link StateAcknowledgment
packets.If retransmissionof certainadvertisementsis necessary, theretransmittedadvertisementsarealwayscarried
by unicastLink StateUpdatepackets.Formoreinformationon thereliablefloodingof link stateadvertisements,
consultSection13.

times

# advertisements

OSPF packet header

0 8 16 24 32

Repeated

# advertisements

Link state advertisement

.

.

.

4

# advertisements Thenumberof link stateadvertisementsincludedin thisupdate.

Thebodyof theLink StateUpdatepacketconsistsof a list of link stateadvertisements.Eachadvertisementbegins
with a common20 byteheader, thelink stateadvertisementheader. This headeris describedin SectionA.4.1.
Otherwise,theformatof eachof thefive typesof link stateadvertisementsis different.Their formatsaredescribedin
SectionA.4.
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A.3.6 The Link StateAcknowledgmentpacket

Link StateAcknowledgmentPacketsareOSPFpackettype5. To makethefloodingof link stateadvertisements
reliable,floodedadvertisementsareexplicitly acknowledged.Thisacknowledgmentis accomplishedthroughthe
sendingandreceivingof Link StateAcknowledgmentpackets.Multiple link stateadvertisementscanbe
acknowledgedin asingleLink StateAcknowledgmentpacket.

Dependingon thestateof thesendinginterfaceandthesourceof theadvertisementsbeingacknowledged,aLink
StateAcknowledgmentpacketis senteitherto themulticastaddressAllSPFRouters,to themulticastaddress
AllDRouters,or asa unicast.Thesendingof Link StateAcknowledgementpacketsis documentedin Section13.5.
Thereceptionof Link StateAcknowledgementpacketsis documentedin Section13.7.

Theformatof this packetis similar to thatof theDataDescriptionpacket.Thebodyof bothpacketsis simplya list
of link stateadvertisementheaders.

Header

Advertisement

Link state

5

.

.

.

LS adv.
for each
Repeated

32241680

OSPF packet header

Eachacknowledgedlink stateadvertisementis describedby its link stateadvertisementheader. Thelink state
advertisementheaderis documentedin SectionA.4.1. It containsall theinformationrequiredto uniquelyidentify
boththeadvertisementandtheadvertisement’scurrentinstance.
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A.4 Link stateadvertisementformats

Therearefive distincttypesof link stateadvertisements.Eachlink stateadvertisementbeginswith astandard
20-bytelink stateadvertisementheader. Thisheaderis explainedin SectionA.4.1. Succeedingsectionsthendiagram
theseparatelink stateadvertisementtypes.

Eachlink stateadvertisementdescribesapieceof theOSPFroutingdomain.Everyrouteroriginatesarouterlinks
advertisement.In addition,whenevertherouteris electedDesignatedRouter, it originatesanetworklinks
advertisement.Othertypesof link stateadvertisementsmayalsobeoriginated(seeSection12.4).All link state
advertisementsarethenfloodedthroughouttheOSPFroutingdomain.Thefloodingalgorithmis reliable,ensuring
thatall routershavethesamecollectionof link stateadvertisements.(SeeSection13 for moreinformation
concerningthefloodingalgorithm).Thiscollectionof advertisementsis calledthelink state(or topological)database.

Fromthelink statedatabase,eachrouterconstructsa shortestpathtreewith itself asroot. This yieldsa routingtable
(seeSection11). For thedetailsof theroutingtablebuild process,seeSection16.
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A.4.1 The Link StateAdvertisementheader

All link stateadvertisementsbeginwith a common20 byteheader. Thisheadercontainsenoughinformationto
uniquelyidentify theadvertisement(LS type,Link StateID, andAdvertisingRouter).Multiple instancesof thelink
stateadvertisementmayexist in theroutingdomainat thesametime. It is thennecessaryto determinewhich
instanceis morerecent.This is accomplishedby examiningtheLS age,LS sequencenumberandLS checksum
fieldsthatarealsocontainedin thelink stateadvertisementheader.

Options

lengthLS checksum

LS sequence number

Advertising Router

Link State ID

LS typeLS age

32241680

LS age Thetime in secondssincethelink stateadvertisementwasoriginated.

Options Theoptionalcapabilitiessupportedby thedescribedportionof theroutingdomain.OSPF’soptional
capabilitiesaredocumentedin SectionA.2.

LS type Thetypeof thelink stateadvertisement.Eachlink statetypehasaseparateadvertisementformat. Thelink
statetypesareasfollows (seeSection12.1.3for furtherexplanation):

LSType Description
1 Routerlinks
2 Networklinks
3 Summarylink (IP network)
4 Summarylink (ASBR)
5 AS externallink

Link StateID Thisfield identifiestheportionof theinternetenvironmentthat is beingdescribedby the
advertisement.Thecontentsof thisfield dependon theadvertisement’sLS type. For example,in network
links advertisementstheLink StateID is setto theIP interfaceaddressof thenetwork’sDesignatedRouter
(from which thenetwork’s IP addresscanbederived).TheLink StateID is furtherdiscussedin
Section12.1.4.

Advertising Router TheRouterID of therouterthatoriginatedthelink stateadvertisement.Forexample,in
networklinks advertisementsthisfield is setto theRouterID of thenetwork’sDesignatedRouter.

LS sequencenumber Detectsold or duplicatelink stateadvertisements.Successiveinstancesof a link state
advertisementaregivensuccessiveLS sequencenumbers.SeeSection12.1.6for moredetails.

LS checksum TheFletcherchecksumof thecompletecontentsof thelink stateadvertisement,includingthelink
stateadvertisementheaderbutexceptingtheLS agefield. SeeSection12.1.7for moredetails.

length Thelengthin bytesof thelink stateadvertisement.This includesthe20bytelink stateadvertisement
header.
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A.4.2 Router links advertisements

Routerlinks advertisementsaretheType1 link stateadvertisements.Eachrouterin anareaoriginatesa routerlinks
advertisement.Theadvertisementdescribesthestateandcostof therouter’s links (i.e., interfaces)to thearea.All of
therouter’s links to theareamustbedescribedin a singlerouterlinks advertisement.Fordetailsconcerningthe
constructionof routerlinks advertisements,seeSection12.4.1.

In routerlinks advertisements,theLink StateID field is setto therouter’sOSPFRouterID. TheT-bit is setin the
advertisement’sOption field if andonly if therouteris ableto calculatea separatesetof routesfor eachIP TOS.
Routerlinks advertisementsarefloodedthroughouta singleareaonly.

V BE0

.

.

.

times
# links

...times
# TOS

metric0TOS

0 # links

metric0TOS

TOS 0 metric# TOSType

Link Data

Link ID

Link State header

1

32241680

bit V Whenset,therouteris anendpointof anactivevirtual link thatis usingthedescribedareaasaTransitarea
(V is for virtual link endpoint).

bit E Whenset,therouteris anAS boundaryrouter(E is for external)

bit B Whenset,therouteris anareaborderrouter(B is for border)

# links Thenumberof routerlinks describedby thisadvertisement.This mustbethetotal collectionof router
links (i.e., interfaces)to thearea.

Thefollowing fieldsareusedto describeeachrouterlink (i.e., interface).Eachrouterlink is typed(seethebelow
Typefield). TheTypefield indicatesthekind of link beingdescribed.It maybea link to a transitnetwork,to another
routeror to a stubnetwork.Thevaluesof all theotherfieldsdescribinga routerlink dependon thelink’ sType.For
example,eachlink hasanassociated32-bit datafield. For links to stubnetworksthis field specifiesthenetwork’sIP
addressmask.For otherlink typestheLink Dataspecifiestherouter’sassociatedIP interfaceaddress.
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Type A quickdescriptionof therouterlink. Oneof thefollowing. Notethathostroutesareclassifiedaslinks to
stubnetworkswhosenetworkmaskis 0xffffffff.

Type Description
1 Point-to-pointconnectionto anotherrouter
2 Connectionto a transitnetwork
3 Connectionto astubnetwork
4 Virtual link

Link ID Identifiestheobjectthatthis routerlink connectsto. Valuedependson thelink’sType.Whenconnecting
to anobjectthatalsooriginatesa link stateadvertisement(i.e.,anotherrouteror a transitnetwork)theLink
ID is equalto theneighboringadvertisement’sLink StateID. This providesthekey for looking upsaid
advertisementin thelink statedatabase.SeeSection12.2for moredetails.

Type Link ID
1 Neighboringrouter’sRouterID
2 IP addressof DesignatedRouter
3 IP network/subnetnumber
4 Neighboringrouter’sRouterID

Link Data Contentsagaindependon thelink’ sTypefield. Forconnectionsto stubnetworks,it specifiesthe
network’s IP addressmask.For unnumberedpoint-to-pointconnections,it specifiestheinterface’sMIB-II
[RFC 1213]ifIndex value.For theotherlink typesit specifiestherouter’sassociatedIP interfaceaddress.
This latterpieceof informationis neededduringtheroutingtablebuild process,whencalculatingtheIP
addressof thenexthop. SeeSection16.1.1for moredetails.

# TOS Thenumberof differentTOSmetricsgivenfor this link, notcountingtherequiredmetricfor TOS0. For
example,if no additionalTOSmetricsaregiven,thisfield shouldbesetto 0.

TOS0 metric Thecostof usingthis routerlink for TOS0.

Foreachlink, separatemetricsmaybespecifiedfor eachTypeof Service(TOS).Themetricfor TOS0 mustalways
beincluded,andwasdiscussedabove.Metricsfor non-zeroTOSaredescribedbelow. Theencodingof TOSin
OSPFlink stateadvertisementsis describedin Section12.3.Notethatthecostfor non-zeroTOSvaluesthatarenot
specifieddefaultsto theTOS0 cost.Metricsmustbelistedin orderof increasingTOSencoding.Forexample,the
metricfor TOS16 mustalwaysfollow themetricfor TOS8 whenbotharespecified.

TOS IP Typeof Servicethatthis metricrefersto. Theencodingof TOSin OSPFlink stateadvertisementsis
describedin Section12.3.

metric Thecostof usingthis outboundrouterlink, for traffic of thespecifiedTOS.
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A.4.3 Network links advertisements

Networklinks advertisementsaretheType2 link stateadvertisements.A networklinks advertisementis originated
for eachtransitnetworkin thearea.A transitnetworkis amulti-accessnetworkthathasmorethanoneattached
router. Thenetworklinks advertisementis originatedby thenetwork’sDesignatedRouter. Theadvertisement
describesall routersattachedto thenetwork,includingtheDesignatedRouteritself. Theadvertisement’sLink State
ID field lists theIP interfaceaddressof theDesignatedRouter.

Thedistancefrom thenetworkto all attachedroutersis zero,for all Typesof Service.This is why theTOSand
metricfieldsneednot bespecifiedin thenetworklinks advertisement.Fordetailsconcerningtheconstructionof
networklinks advertisements,seeSection12.4.2.

.

.

.

Network Mask

router
attached
for each
Repeated

Attached Router

2

Link State header

32241680

Network Mask TheIP addressmaskfor thenetwork.Forexample,aclassA networkwould havethemask
0xff000000.

Attached Router TheRouterIDs of eachof theroutersattachedto thenetwork.Actually, only thoseroutersthat
arefully adjacentto theDesignatedRouterarelisted. TheDesignatedRouterincludesitself in
this list. Thenumberof routersincludedcanbededucedfrom thelink stateadvertisement
header’s lengthfield.
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A.4.4 Summary link advertisements

Summarylink advertisementsaretheType3 and4 link stateadvertisements.Theseadvertisementsareoriginatedby
areaborderrouters.A separatesummarylink advertisementis madefor eachdestination(knownto therouter)which
belongsto theAS, yet is outsidethearea.For detailsconcerningtheconstructionof summarylink advertisements,
seeSection12.4.3.

Type3 link stateadvertisementsareusedwhenthedestinationis anIP network.In thiscasetheadvertisement’sLink
StateID field is anIP networknumber(if necessary, theLink StateID canalsohaveoneor moreof thenetwork’s
“host” bits set;seeAppendixF for details).Whenthedestinationis anAS boundaryrouter, a Type4 advertisement
is used,andtheLink StateID field is theAS boundaryrouter’sOSPFRouterID. (To seewhy it is necessaryto
advertisethelocationof eachASBR,consultSection16.4.)Otherthanthedifferencein theLink StateID field, the
formatof Type3 and4 link stateadvertisementsis identical.

Forstubareas,Type3 summarylink advertisementscanalsobeusedto describea(per-area)defaultroute.Default
summaryroutesareusedin stubareasinsteadof floodinga completesetof externalroutes.Whendescribinga
defaultsummaryroute,theadvertisement’sLink StateID is alwayssetto DefaultDestination(0.0.0.0) andthe
NetworkMaskis setto 0.0.0.0.

Separatecostsmaybeadvertisedfor eachIP Typeof Service.Theencodingof TOSin OSPFlink state
advertisementsis describedin Section12.3.Notethatthecostfor TOS0 mustbeincluded,andis alwayslistedfirst.
If theT-bit is resetin theadvertisement’sOption field, only a routefor TOS0 is describedby theadvertisement.
Otherwise,routesfor theotherTOSvaluesarealsodescribed;if acostfor acertainTOSis not included,its cost
defaultsto thatspecifiedfor TOS0.

3 or 4

Network Mask

metric
TOS

TOS for each
Repeated

.

.

.

Link State header
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Network Mask For Type3 link stateadvertisements,this indicatesthedestinationnetwork’s IP addressmask.For
example,whenadvertisingthelocationof aclassA networkthevalue0xff000000 wouldbeused.This
field is not meaningfulandmustbezerofor Type4 link stateadvertisements.

ForeachspecifiedTypeof Service,thefollowing fieldsaredefined.Thenumberof TOSroutesincludedcanbe
calculatedfrom thelink stateadvertisementheader’s lengthfield. Valuesfor TOS0 mustbespecified;theyarelisted
first. Othervaluesmustbelistedin orderof increasingTOSencoding.For example,thecostfor TOS16must
alwaysfollow thecostfor TOS8 whenbotharespecified.

TOS TheTypeof Servicethatthefollowing costconcerns.Theencodingof TOSin OSPFlink state
advertisementsis describedin Section12.3.
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metric Thecostof this route.Expressedin thesameunitsastheinterfacecostsin therouterlinks advertisements.
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A.4.5 AS external link advertisements

AS externallink advertisementsaretheType5 link stateadvertisements.Theseadvertisementsareoriginatedby AS
boundaryrouters.A separateadvertisementis madefor eachdestination(knownto therouter)which is externalto
theAS. Fordetailsconcerningtheconstructionof AS externallink advertisements,seeSection12.4.3.

AS externallink advertisementsusuallydescribea particularexternaldestination.For theseadvertisementstheLink
StateID field specifiesanIP networknumber(if necessary, theLink StateID canalsohaveoneor moreof the
network’s“host” bitsset;seeAppendixF for details).AS externallink advertisementsarealsousedto describea
defaultroute.Defaultroutesareusedwhenno specificrouteexiststo thedestination.Whendescribingadefault
route,theLink StateID is alwayssetto DefaultDestination(0.0.0.0) andtheNetworkMaskis setto 0.0.0.0.

Separatecostsmaybeadvertisedfor eachIP Typeof Service.Theencodingof TOSin OSPFlink state
advertisementsis describedin Section12.3.Notethatthecostfor TOS0 mustbeincluded,andis alwayslistedfirst.
If theT-bit is resetin theadvertisement’sOption field, only a routefor TOS0 is describedby theadvertisement.
Otherwise,routesfor theotherTOSvaluesarealsodescribed;if acostfor acertainTOSis not included,its cost
defaultsto thatspecifiedfor TOS0.
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Network Mask TheIP addressmaskfor theadvertiseddestination.Forexample,whenadvertisingaclassA
networkthemask0xff000000 would beused.

ForeachspecifiedTypeof Service,thefollowing fieldsaredefined.Thenumberof TOSroutesincludedcanbe
calculatedfrom thelink stateadvertisementheader’s lengthfield. Valuesfor TOS0 mustbespecified;theyarelisted
first. Othervaluesmustbelistedin orderof increasingTOSencoding.For example,thecostfor TOS16must
alwaysfollow thecostfor TOS8 whenbotharespecified.

bit E Thetypeof externalmetric. If bit E is set,themetricspecifiedis a Type2 externalmetric. Thismeansthe
metric is consideredlargerthananylink statepath.If bit E is zero,thespecifiedmetricis aType1 external
metric. This meansthat is is comparabledirectly (without translation)to thelink statemetric.

Forwarding address Datatraffic for theadvertiseddestinationwill beforwardedto thisaddress.If theForwarding
addressis setto 0.0.0.0, datatraffic will beforwardedinsteadto theadvertisement’soriginator(i.e., the
responsibleAS boundaryrouter).
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TOS TheTypeof Servicethatthefollowing costconcerns.Theencodingof TOSin OSPFlink state
advertisementsis describedin Section12.3.

metric Thecostof this route.Interpretationdependson theexternaltypeindication(bit E above).

External Route Tag A 32-bit field attachedto eachexternalroute.This is not usedby theOSPFprotocolitself. It
maybeusedto communicateinformationbetweenAS boundaryrouters;theprecisenatureof such
informationis outsidethescopeof thisspecification.
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B Ar chitectural Constants

SeveralOSPFprotocolparametershavefixedarchitecturalvalues.Theseparametershavebeenreferredto in thetext
by namessuchasLSRefreshTime. Thesamenamingconventionis usedfor theconfigurableprotocolparameters.
Theyaredefinedin AppendixC.

Thenameof eacharchitecturalconstantfollows, togetherwith its valueandashortdescriptionof its function.

LSRefreshTime Themaximumtime betweendistinctoriginationsof anyparticularlink stateadvertisement.When
theLS agefield of oneof therouter’sself-originatedadvertisementsreachesthevalueLSRefreshTime,anew
instanceof thelink stateadvertisementis originated,eventhoughthecontentsof theadvertisement(apartfrom
thelink stateheader)will bethesame.Thevalueof LSRefreshTime is setto 30minutes.

MinLSInterval Theminimumtimebetweendistinctoriginationsof anyparticularlink stateadvertisement.The
valueof MinLSIntervalis setto 5 seconds.

MaxAge Themaximumagethata link stateadvertisementcanattain.Whenanadvertisement’sLS agefield reaches
MaxAge,it is refloodedin anattemptto flushtheadvertisementfrom theroutingdomain(SeeSection14).
Advertisementsof ageMaxAgearenotusedin theroutingtablecalculation.Thevalueof MaxAgemustbe
greaterthanLSRefreshTime. Thevalueof MaxAgeis setto 1 hour.

CheckAge Whentheageof a link stateadvertisement(that is containedin thelink statedatabase)hits amultiple of
CheckAge,theadvertisement’schecksumis verified.An incorrectchecksumat this time indicatesa serious
error. Thevalueof CheckAgeis setto 5 minutes.

MaxAgeDiff Themaximumtimedispersionthatcanoccur, asa link stateadvertisementis floodedthroughoutthe
AS. Most of this time is accountedfor by thelink stateadvertisementssitting onrouteroutputqueues(and
thereforenot aging)duringthefloodingprocess.Thevalueof MaxAgeDiff is setto 15 minutes.

LSInfinity Themetricvalueindicatingthatthedestinationdescribedby a link stateadvertisementis unreachable.
Usedin summarylink advertisementsandAS externallink advertisementsasanalternativeto prematureaging
(seeSection14.1).It is definedto bethe24-bitbinaryvalueof all ones:0xffffff.

DefaultDestination TheDestinationID thatindicatesthedefaultroute.This routeis usedwhennoothermatching
routingtableentrycanbefound.Thedefaultdestinationcanonly beadvertisedin AS externallink
advertisementsandin stubareas’type3 summarylink advertisements.Its valueis theIP address0.0.0.0.
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C Configurable Constants

TheOSPFprotocolhasquitea few configurableparameters.Theseparametersarelistedbelow. Theyaregrouped
into generalfunctionalcategories(areaparameters,interfaceparameters,etc.).Samplevaluesaregivenfor someof
theparameters.

Someparametersettingsneedto beconsistentamonggroupsof routers.Forexample,all routersin anareamust
agreeon thatarea’sparameters,andall routersattachedto anetworkmustagreeon thatnetwork’sIP network
numberandmask.

Someparametersmaybedeterminedby routeralgorithmsoutsideof this specification(e.g.,theaddressof ahost
connectedto theroutervia aSLIP line). FromOSPF’spoint of view, theseitemsarestill configurable.

C.1 Global parameters

In general,aseparatecopyof theOSPFprotocolis run for eacharea.Becauseof this,mostconfigurationparameters
aredefinedona per-areabasis.Thefew globalconfigurationparametersarelistedbelow.

Router ID This is a32-bit numberthatuniquelyidentifiestherouterin theAutonomousSystem.Onealgorithmfor
RouterID assignmentis to choosethelargestor smallestIP addressassignedto therouter. If a router’sOSPF
RouterID is changed,therouter’sOSPFsoftwareshouldberestartedbeforethenewRouterID takeseffect.
Beforerestartingin orderto changeits RouterID, theroutershouldflushits self-originatedlink state
advertisementsfrom theroutingdomain(seeSection14.1),or theywill persistfor up to MaxAgeminutes.

TOScapability This item indicateswhethertherouterwill calculateseparateroutesbasedonTOS. Formore
information,seeSections4.5and16.9.

C.2 Ar eaparameters

All routersbelongingto anareamustagreeon thatarea’sconfiguration.Disagreementsbetweentwo routerswill
leadto aninability for adjacenciesto form betweenthem,with a resultinghindranceto theflow of routingprotocol
anddatatraffic. Thefollowing itemsmustbeconfiguredfor anarea:

Ar eaID This is a 32-bitnumberthatidentifiesthearea.TheAreaID of 0.0.0.0 is reservedfor thebackbone.If
thearearepresentsasubnettednetwork,theIP networknumberof thesubnettednetworkmaybeusedfor the
AreaID.

List of addressranges An OSPFareais definedasa list of addressranges.Eachaddressrangeconsistsof the
following items:

[IP address,mask] Describesthecollectionof IP addressescontainedin theaddressrange.Networksand
hostsareassignedto anareadependingonwhethertheiraddressesfall into oneof thearea’sdefining
addressranges.Routersareviewedasbelongingto multipleareas,dependingon theirattachednetworks’
areamembership.

Status Setto eitherAdvertiseor DoNotAdvertise.Routinginformationis condensedat areaboundaries.
Externalto thearea,atmostasinglerouteis advertised(via a summarylink advertisement)for each
addressrange.Therouteis advertisedif andonly if theaddressrange’sStatusis setto Advertise.
Unadvertisedrangesallow theexistenceof certainnetworksto beintentionallyhiddenfrom otherareas.
Statusis setto Advertiseby default.
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As anexample,supposeanIP subnettednetworkis to beits ownOSPFarea.Theareawould beconfiguredas
asingleaddressrange,whoseIP addressis theaddressof thesubnettednetwork,andwhosemaskis thenatural
classA, B, or C addressmask.A singleroutewould beadvertisedexternalto thearea,describingtheentire
subnettednetwork.

AuType Eachareacanbeconfiguredfor a separatetypeof authentication.SeeAppendixD for a discussionof the
definedauthenticationtypes.

ExternalRoutingCapability WhetherAS externaladvertisementswill befloodedinto/throughoutthearea.If AS
externaladvertisementsareexcludedfrom thearea,theareais calleda“stub”. Internalto stubareas,routingto
externaldestinationswill bebasedsolelyon adefaultsummaryroute.Thebackbonecannotbeconfiguredasa
stubarea.Also, virtual links cannotbeconfiguredthroughstubareas.For moreinformation,seeSection3.6.

StubDefaultCost If theareahasbeenconfiguredasastubarea,andtherouteritself is anareaborderrouter, thenthe
StubDefaultCostindicatesthecostof thedefaultsummarylink thattheroutershouldadvertiseinto thearea.
Therecanbeaseparatecostconfiguredfor eachIP TOS.SeeSection12.4.3for moreinformation.

C.3 Router interface parameters

Someof theconfigurablerouterinterfaceparameters(suchasIP interfaceaddressandsubnetmask)actuallyimply
propertiesof theattachednetworks,andthereforemustbeconsistentacrossall theroutersattachedto thatnetwork.
Theparametersthatmustbeconfiguredfor a routerinterfaceare:

IP interface address TheIP protocoladdressfor this interface.This uniquelyidentifiestherouterovertheentire
internet.An IP addressis not requiredon seriallines. Sucha serialline is called“unnumbered”.

IP interface mask Also referredto asthesubnetmask,this indicatestheportionof theIP interfaceaddressthat
identifiestheattachednetwork.MaskingtheIP interfaceaddresswith theIP interfacemaskyieldstheIP
networknumberof theattachednetwork.Onpoint-to-pointnetworksandvirtual links, theIP interfacemaskis
notdefined.Onthesenetworks,thelink itself is notassignedanIP networknumber, andsotheaddressesof
eachsideof thelink areassignedindependently, if theyareassignedatall.

Interface output cost(s) Thecostof sendinga packeton theinterface,expressedin thelink statemetric. This is
advertisedasthelink costfor this interfacein therouter’s routerlinks advertisement.Theremaybeaseparate
costfor eachIP Typeof Service.Theinterfaceoutputcost(s)mustalwaysbegreaterthan0.

RxmtInterval Thenumberof secondsbetweenlink stateadvertisementretransmissions,for adjacenciesbelonging
to this interface.Also usedwhenretransmittingDatabaseDescriptionandLink StateRequestPackets.This
shouldbewell overtheexpectedround-tripdelaybetweenanytwo routerson theattachednetwork.The
settingof thisvalueshouldbeconservativeor needlessretransmissionswill result.It will needto belargeron
low speedseriallinesandvirtual links. Samplevaluefor a localareanetwork:5 seconds.

InfT ransDelay Theestimatednumberof secondsit takesto transmita Link StateUpdatePacketoverthis interface.
Link stateadvertisementscontainedin theupdatepacketmusthavetheirageincrementedby thisamount
beforetransmission.Thisvalueshouldtakeinto accountthetransmissionandpropagationdelaysof the
interface.It mustbegreaterthan0. Samplevaluefor a local areanetwork:1 second.

Router Priority An 8-bit unsignedinteger. Whentwo routersattachedto a networkbothattemptto become
DesignatedRouter, theonewith thehighestRouterPriority takesprecedence.If thereis still a tie, therouter
with thehighestRouterID takesprecedence.A routerwhoseRouterPriority is setto 0 is ineligible to become
DesignatedRouteron theattachednetwork.RouterPriority is only configuredfor interfacesto multi-access
networks.
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HelloInterval Thelengthof time, in seconds,betweentheHello Packetsthattheroutersendson theinterface.This
valueis advertisedin therouter’sHello Packets.It mustbethesamefor all routersattachedto acommon
network.ThesmallertheHelloInterval,thefastertopologicalchangeswill bedetected,but moreOSPF
routingprotocoltraffic will ensue.Samplevaluefor aX.25 PDNnetwork:30seconds.Samplevaluefor a
localareanetwork:10 seconds.

RouterDeadInterval After ceasingto heara router’sHello Packets,thenumberof secondsbeforeits neighbors
declaretherouterdown. This is alsoadvertisedin therouter’sHello Packetsin their RouterDeadIntervalfield.
Thisshouldbesomemultiple of theHelloInterval(say4). This valueagainmustbethesamefor all routers
attachedto acommonnetwork.

Authentication key This configureddataallowstheauthenticationprocedureto generateand/orverify the
authenticationfield in theOSPFheader. This valueagainmustbethesamefor all routersattachedto a
commonnetwork.Forexample,if theAuTypeindicatessimplepassword,theAuthenticationkey wouldbea
64-bitpassword.Thiskey wouldbeinserteddirectly into theOSPFheaderwhenoriginatingroutingprotocol
packets.Therecouldbeaseparatepasswordfor eachnetwork.

C.4 Virtual link parameters

Virtual links areusedto restore/increaseconnectivityof thebackbone.Virtual links maybeconfiguredbetweenany
pairof areaborderroutershavinginterfacesto a common(non-backbone)area.Thevirtual link appearsasan
unnumberedpoint-to-pointlink in thegraphfor thebackbone.Thevirtual link mustbeconfiguredin bothof thearea
borderrouters.

A virtual link appearsin routerlinks advertisements(for thebackbone)asif it werea separaterouterinterfaceto the
backbone.As such,it hasall of theparametersassociatedwith a routerinterface(seeSectionC.3). Althougha
virtual link actslike anunnumberedpoint-to-pointlink, it doeshaveanassociatedIP interface address. This
addressis usedastheIP sourcein OSPFprotocolpacketsit sendsalongthevirtual link, andis setdynamically
duringtheroutingtablebuild process.Interface output cost is alsosetdynamicallyonvirtual links to bethecostof
theintra-areapathbetweenthetwo routers.TheparameterRxmtInterval mustbeconfigured,andshouldbewell
overtheexpectedround-tripdelaybetweenthetwo routers.Thismaybehardto estimatefor avirtual link; it is better
to err on thesideof makingit too large.Router Priority is not usedonvirtual links.

A virtual link is definedby thefollowing two configurableparameters:theRouterID of thevirtual link’sother
endpoint,andthe(non-backbone)areathroughwhich thevirtual link runs(referredto asthevirtual link’sTransit
area). Virtual links cannotbeconfiguredthroughstubareas.

C.5 Non-broadcast,multi-accessnetwork parameters

OSPFtreatsa non-broadcast,multi-accessnetworkmuchlike it treatsabroadcastnetwork.Sincetheremaybemany
routersattachedto thenetwork,aDesignatedRouteris selectedfor thenetwork.ThisDesignatedRouterthen
originatesa networkslinks advertisement,which lists all routersattachedto thenon-broadcastnetwork.

However, dueto thelackof broadcastcapabilities,it is necessaryto useconfigurationparametersin theDesignated
Routerselection.Theseparametersneedonly beconfiguredin thoseroutersthatarethemselveseligible to become
DesignatedRouter(i.e., thoserouter’swhoseRouterPriority for thenetworkis non-zero):

List of all other attachedrouters Thelist of all otherroutersattachedto thenon-broadcastnetwork.Eachrouteris
listedby its IP interfaceaddresson thenetwork.Also, for eachrouterlisted,thatrouter’seligibility to become
DesignatedRoutermustbedefined.Whenaninterfaceto anon-broadcastnetworkcomesup,theroutersends
Hello Packetsonly to thoseneighborseligible to becomeDesignatedRouter, until theidentityof the
DesignatedRouteris discovered.
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PollInterval If a neighboringrouterhasbecomeinactive(Hello Packetshavenotbeenseenfor RouterDeadInterval
seconds),it maystill benecessaryto sendHello Packetsto thedeadneighbor. TheseHello Packetswill besent
at thereducedratePollInterval,whichshouldbemuchlargerthanHelloInterval.Samplevaluefor aPDN
X.25 network:2 minutes.

C.6 Host routeparameters

Hostroutesareadvertisedin routerlinks advertisementsasstubnetworkswith mask0xffffffff. Theyindicate
eitherrouterinterfacesto point-to-pointnetworks,loopedrouterinterfaces,or IP hoststhataredirectlyconnectedto
therouter(e.g.,via aSLIP line). For eachhostdirectlyconnectedto therouter, thefollowing itemsmustbe
configured:

Host IP address TheIP addressof thehost.

Costof link to host Thecostof sendingapacketto thehost,in termsof thelink statemetric. Theremaybemultiple
costsconfigured,onefor eachIP TOS.However, sincethehostprobablyhasonly asingleconnectionto the
internet,theactualconfiguredcost(s)in manycasesis unimportant(i.e.,will haveno effecton routing).
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D Authentication

All OSPFprotocolexchangesareauthenticated.TheOSPFpacketheader(seeSectionA.3.1) includesan
authenticationtypefield, and64-bitsof datafor useby theappropriateauthenticationscheme(determinedby the
typefield).

Theauthenticationtypeis configurableona per-areabasis.Additional authenticationdatais configurableon a
per-interfacebasis.For example,if anareausesasimplepasswordschemefor authentication,a separatepassword
maybeconfiguredfor eachnetworkcontainedin thearea.

Authenticationtypes0 and1 aredefinedby this specification.All otherauthenticationtypesarereservedfor
definitionby theIANA (iana@ISI.EDU).Thecurrentlist of authenticationtypesis describedbelowin Table20.

AuType Description
0 No authentication
1 Simplepassword

All others Reservedfor assignmentby theIANA (iana@ISI.EDU)

Table20: OSPFauthenticationtypes.

D.1 AuType0 – No authentication

Useof thisauthenticationtypemeansthatroutingexchangesin theareaarenot authenticated.The64-bit field in the
OSPFheadercancontainanything;it is notexaminedonpacketreception.

D.2 AuType1 – Simplepassword

Usingthis authenticationtype,a64-bit field is configuredona per-networkbasis.All packetssenton aparticular
networkmusthavethisconfiguredvaluein theirOSPFheader64-bitauthenticationfield. Thisessentiallyservesasa
“clear” 64-bitpassword.

Thisguardsagainstroutersinadvertentlyjoining thearea.Theymustfirst beconfiguredwith their attached
networks’passwordsbeforetheycanparticipatein theroutingdomain.
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E Differ encesfr om RFC 1247

ThissectiondocumentsthedifferencesbetweenthismemoandRFC1247.Thesedifferencesincludeafix for a
probleminvolving OSPFvirtual links, togetherwith minorenhancementsandclarificationsto theprotocol.All
differencesarebackward-compatible.Implementationsof thismemoandof RFC1247will interoperate.

E.1 A fix for a problemwith OSPFVirtual links

In RFC1247,certainconfigurationsof OSPFvirtual links cancauseroutingloops.Theroot of theproblemis that
while thereis aninformationmismatchat theboundaryof anyvirtual link’ sTransitarea,a backbonepathcanstill
crosstheboundary. RFC1247attemptedto compensatefor this informationmismatchby adjustinganybackbone
pathasit entersthetransitarea(seeSection16.3in RFC1247).However, thisprovednot to beenough.Thismemo
fixestheproblemby havingall areaborderroutersdetermine,by lookingatsummarylinks, whetherbetterbackbone
pathscanbefoundthroughthetransitareas.

Thisfix simplifiestheOSPFvirtual link logic, andconsistsof thefollowing components:

� A newbit hasbeendefinedin therouterlinks advertisement,calledbit V. Bit V is setin a router’srouterlinks
advertisementfor AreaA if andonly if therouteris anendpointof anactivevirtual link thatusesAreaA asits
Transitarea(seeSections12.4.1andA.4.2). Thisenablestheotherroutersattachedto AreaA to discover
whethertheareasupportsanyvirtual links (i.e., is a transitarea).This discoveryis doneduringthecalculation
of AreaA’sshortest-pathtree(seeSection16.1).

� To aid in thedescriptionof thealgorithm,a newparameterhasbeenaddedto theOSPFareastructure:
TransitCapability . Thisparameterindicateswhethertheareasupportsanyactivevirtual links. Equivalently,
it indicateswhethertheareacancarrytraffic thatneitheroriginatesnor terminatesin theareaitself.

� Thecalculationin Section16.3of RFC1247hasbeenreplaced.Thenewcalculation,performedby area
borderroutersonly, examinesthesummarylinks belongingto all attachedtransitareasto seewhetherthe
transitareascanprovidebetterpathsthanthosealreadyfoundin Sections16.1and16.2.

� Theincrementalcalculationsin Section16.5havebeenupdatedasa resultof thenewcalculationsin
Section16.3.

E.2 Supporting supernetting and subnet0

In RFC1247,anOSPFroutercannotoriginateseparateAS externallink advertisements(or separatesummarylink
advertisements)for two networksthathavethesameaddressbutdifferentmasks.Thissituationcanarisewhen
subnet0 of a networkhasbeenassigned(a practicethat is generallydiscouraged),or whenusingsupernettingas
describedin [RFC1519](apracticethat is generallyencouragedto reducethesizeof routingtables),or evenwhen
in transitionfrom onemaskto anotherona subnet.Usingsupernettingasanexample,youmight wantto aggregate
thefour classC networks192.9.4.0-192.9.7.0, advertisingoneroutefor theaggregationandanotherfor the
singleclassC network192.9.4.0.

Thereasonbehindthis limitation is that in RFC1247,theLink StateID of AS externallink advertisementsand
summarylink advertisementsis setequalto thedescribednetwork’s IP address.In theaboveexample,RFC1247
wouldassignbothadvertisementstheLink StateID of 192.9.4.0, makingthemin essencethesame
advertisement.Thismemofixestheproblemby relaxingthesettingof theLink StateID sothatanyof the“host” bits
of thenetworkaddresscanalsobeset.Thisallowsyou to disambiguateadvertisementsfor networkshavingthe
sameaddressbutdifferentmasks.GivenanAS externallink advertisement(or asummarylink advertisement),the
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describednetwork’saddresscannow beobtainedby maskingtheLink StateID with thenetworkmaskcarriedin the
bodyof theadvertisement.Again usingtheaboveexample,theaggregatecannow beadvertisedusinga Link State
ID of 192.9.4.0 andthesingleclassC networkadvertisedsimultaneouslyusingtheLink StateID of 192.9.4.255.

AppendixF givesonepossiblealgorithmfor settingoneor more“host” bits in theLink StateID in orderto
disambiguateadvertisements.It shouldbenotedthatthis is alocaldecision.Eachrouterin anOSPFsystemis freeto
useits ownalgorithm,sinceonly thoseadvertisementsoriginatedby therouteritself areaffected.

It is believedthatthischangewill bemoreor lesscompatiblewith implementationsof RFC1247.Implementations
of RFC1247will probablyeithera) install routingtableentriesthatwon’t beusedor b) do thecorrectprocessingas
outlinedin thismemoor c) marktheadvertisementasunusablewhenpresentedwith aLink StateID thathasoneor
moreof thehostbitsset.However, in theinterestof interoperability, implementationsof thismemoshouldonly set
thehostbits in Link StateIDs whenabsolutelynecessary.

ThechangeaffectsSections12.1.4,12.4.3, 12.4.5,16.2, 16.3,16.4, 16.5,16.6, A.4.4andA.4.5.

E.3 ObsoletingLSInfinity in router links advertisements

Themetricof LSInfinity canno longerbeusedin routerlinks advertisementsto indicateunusablelinks. This is
beingdonefor severalreasons:

� First, it removesanypossibleconfusionin anOSPFareaasto justwhich routers/networksarereachablein the
area.Forexample,theabovevirtual link fix reliesondetectingtheexistenceof virtual links whenrunningthe
Dijkstra. However, whenone-directionallinks (i.e.,costof LSInfinity in onedirection,butnot theother)are
possible,someroutersmaydetecttheexistenceof virtual links while othersmaynot. Thismaydefeatthefix
for thevirtual link problem.

� Second,it alsohelpsOSPF’sMulticastroutingextensions(MOSPF),becauseone-wayreachabilitycanleadto
placesthatarereachablevia unicastbut notmulticast,or viceversa.

Thetwo prior justificationsfor usingLSInfinity in routerlinks advertisementswere1) it wasa way to not support
TOSbeforeTOSwasoptionaland2) it wentalongwith strongTOSinterpretations.Thesejustificationsareno
longervalid. However, LSInfinity will continueto mean”unreachable”in summarylink advertisementsandAS
externallink advertisements,assomeimplementationsusethisasanalternativeto theprematureagingprocedure
specifiedin Section14.1.

Thischangehasoneothersideeffect. Whentwo routersareconnectedvia a virtual link whoseunderlyingpathis
non-TOS-capable,theymustnow revertto beingnon-TOS-capableroutersthemselves,insteadof theprevious
behaviorof advertisingthenon-zeroTOScostsof thevirtual link asLSInfinity. SeeSection15 for details.

E.4 TOSencodingupdated

Theencodingof TOSin OSPFlink stateadvertisementshasbeenupdatedto reflectthenewTOSvalue(minimize
monetarycost)definedby [RFC1349].TheOSPFencodingis definedin Section12.3,which is identicalin content
to SectionA.5 of [RFC1349].

E.5 Summarizing routesinto transit areas

RFC1247mandatedthatroutesassociatedwith AreaA areneversummarizedbackinto AreaA. However, this
memofurtherreducesthenumberof summarylinks originatedby refusingto summarizeinto AreaA thoseroutes
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havingnexthopsbelongingto AreaA. This is anoptimizationoverRFC1247behaviorwhenvirtual links are
present.Forexample,in theareaconfigurationof Figure6, RouterRT11 needonly originateasinglesummarylink
havingthe(collapsed)destinationN9-N11,H1into its connectedtransitareaArea2, sinceall of its othereligible
routeshavenexthopsbelongingto Area2 (andassuchonly needbeadvertisedby otherareaborderrouters;in this
case,RoutersRT10andRT7). This is thelogicalequivalentof aDistanceVectorprotocol’ssplit horizonlogic.

Thischangeappearsin Section12.4.3.

E.6 Summarizing routesinto stub areas

RFC1247mandatedthatareaborderroutersattachedto stubareasmustsummarizeall inter-arearoutesinto thestub
areas.However, while areaborderroutersconnectedto OSPFstubareasmustoriginatedefaultsummarylinks into
thestubarea,theyneednotsummarizeotherroutesinto thestubarea.Theamountof summarizationdoneinto stub
areascaninsteadbeputunderconfigurationcontrol. Thenetworkadministratorcanthenmakethetrade-off between
optimalroutinganddatabasesize.

Thischangeappearsin Sections12.4.3and12.4.4.

E.7 Flushing anomalousnetwork links advertisements

Textwasaddedindicatingthatanetworklinks advertisementwhoseLink StateID is equalto oneof therouter’sown
IP interfaceaddressesshouldbeconsideredto beself-originated,regardlessof thesettingof theadvertisement’s
AdvertisingRouter. If theAdvertisingRouterof suchanadvertisementis notequalto therouter’sown RouterID,
theadvertisementshouldbeflushedfrom theroutingdomainusingtheprematureagingprocedurespecifiedin
Section14.1.This caseshouldberare,andit indicatesthattherouter’sRouterID haschangedsinceoriginatingthe
advertisement.

Failureto flushtheseanomalousadvertisementscouldleadto multiplenetworklinks advertisementshavingthesame
Link StateID. This in turncouldcausetheDijkstracalculationin Section16.1to fail, sinceit wouldbeimpossibleto
tell which networklinks advertisementis valid (i.e.,morerecent).

Thischangeappearsin Sections13.4and14.1.

E.8 RequiredStatisticsappendix deleted

AppendixD of RFC1247,whichspecifieda list of requiredstatisticsfor anOSPFimplementation,hasbeendeleted.
Thatappendixhasbeensupersededby thetwo documents:theOSPFVersion2 ManagementInformationBaseand
theOSPFVersion2 Traps.

E.9 Other changes

Thefollowing smallchangeswerealsomadeto RFC1247:

� Whenrepresentingunnumberedpoint-to-pointnetworksin routerlinks advertisements,thecorresponding
Link Data field shouldbesetto theunnumberedinterface’sMIB-II [RFC1213]ifIndex value.

� A commentwasaddedto Step3 of theDijkstraalgorithmin Section16.1.Whenremovingverticesfrom the
candidatelist, andwhenthereis achoiceof verticesclosestto theroot,networkverticesmustbechosenbefore
routerverticesin orderto necessarilyfind all equal-costpaths.
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� A commentwasaddedto Section12.4.3notingthatasummarylink advertisementcannotexpressa reachable
destinationwhosepathcostequalsor exceedsLSInfinity.

� A commentwasaddedto Section15notingthatavirtual link whoseunderlyingpathhascostgreaterthan
hexadecimal0xffff (themaximumsizeof aninterfacecostin a routerlinks advertisement)shouldbe
consideredinoperational.

� An optionwasaddedto thedefinitionof areaaddressranges,allowing thenetworkadministratorto specify
thata particularrangeshouldnotbeadvertisedto otherOSPFareas.This enablestheexistenceof certain
networksto behiddenfrom otherareas.This changeappearsin Sections12.4.3andC.2.

� A notewasaddedremindingimplementorsthatbit E (theAS boundaryrouterindication)shouldneverbeset
in a routerlinks advertisementfor a stubarea,sincestubareascannotcontainAS boundaryrouters.This
changeappearsin Section12.4.1.
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F An algorithm for assigningLink StateIDs

In RFC1247,theLink StateID in AS externallink advertisementsandsummarylink advertisementsis setto the
describednetwork’sIP address.Thismemorelaxesthatrequirement,allowingoneor moreof thenetwork’shostbits
to besetin theLink StateID. This allowstherouterto originateseparateadvertisementsfor networkshavingthe
sameaddresses,yetdifferentmasks.Suchnetworkscanoccurin thepresenceof supernettingandsubnet0s(see
SectionE.2 for moreinformation).

Thisappendixgivesonepossiblealgorithmfor settingthehostbits in Link StateIDs. Thechoiceof suchan
algorithmis a local decision.Separateroutersarefreeto usedifferentalgorithms,sincetheonly advertisements
affectedaretheonesthattherouteritself originates.Theonly requirementon thealgorithmsusedis thatthe
network’sIP addressshouldbeusedastheLink StateID (theRFC1247behavior)wheneverpossible.

Thealgorithmbelowis statedfor AS externallink advertisements.This is only for clarity; theexactsamealgorithm
canbeusedfor summarylink advertisements.Supposethattherouterwishesto originateanAS externallink
advertisementfor anetworkhavingaddressNA andmaskNM1. Thefollowing stepsarethenusedto determinethe
advertisement’sLink StateID:

1. Determinewhethertherouteris alreadyoriginatinganAS externallink advertisementwith Link StateID equal
to NA (in suchanadvertisementtherouteritself will belistedastheadvertisement’sAdvertisingRouter).If
not,settheLink StateID equalto NA (theRFC1247behavior)andthealgorithmterminates.Otherwise,

2. Obtainthenetworkmaskfrom thebodyof thealreadyexistingAS externallink advertisement.Call thismask
NM2. Therearethentwo cases:

� NM1 is longer(i.e.,morespecific)thanNM2. In thiscase,settheLink StateID in thenewadvertisement
to bethenetwork[NA,NM1] with all thehostbitsset(i.e.,equalto NA or’ed togetherwith all thebits
thatarenotsetin NM1, which is network[NA,NM1]’ sbroadcastaddress).

� NM2 is longerthanNM1. In this case,changetheexistingadvertisement(havingLink StateID of NA)
to referencethenewnetwork[NA,NM1] by incrementingthesequencenumber, changingthemaskin the
bodyto NM1 andusingthecostfor thenewnetwork.Thenoriginateanewadvertisementfor theold
network[NA,NM2], with Link StateID equalto NA or’ed togetherwith thebits thatarenot setin NM2
(i.e.,network[NA,NM2]’ sbroadcastaddress).

Theabovealgorithmassumesthatall masksarecontiguous;thisensuresthatwhentwo networkshavethesame
address,onemaskis morespecificthantheother. Thealgorithmalsoassumesthatnonetworkexistshavingan
addressequalto anothernetwork’sbroadcastaddress.Giventhesetwo assumptions,theabovealgorithmalways
producesuniqueLink StateIDs. Theabovealgorithmcanalsoberewordedasfollows: WhenoriginatinganAS
externallink stateadvertisement,try to usethenetworknumberastheLink StateID. If thatproducesa conflict,
examinethetwo networksin conflict. Onewill bea subsetof theother. For thelessspecificnetwork,usethe
networknumberastheLink StateID andfor themorespecificusethenetwork’sbroadcastaddressinstead(i.e., flip
all the”host” bits to 1). If themostspecificnetworkwasoriginatedfirst, this will causeyou to originatetwo link
stateadvertisementsatonce.

As anexampleof thealgorithm,considerits operationwhenthefollowing sequenceof eventsoccursin asingle
router(RouterA).

1. RouterA wantsto originateanAS externallink advertisementfor [10.0.0.0,255.255.255.0]:

(a) A Link StateID of 10.0.0.0 is used.

2. RouterA thenwantsto originateanAS externallink advertisementfor [10.0.0.0,255.255.0.0]:
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(a) Theadvertisementfor [10.0.0,0,255.255.255.0] is reoriginatedusinganewLink StateID of
10.0.0.255.

(b) A Link StateID of 10.0.0.0 is usedfor [10.0.0.0,255.255.0.0].

3. RouterA thenwantsto originateanAS externallink advertisementfor [10.0.0.0,255.0.0.0]:

(a) Theadvertisementfor [10.0.0.0,255.255.0.0] is reoriginatedusinganewLink StateID of
10.0.255.255.

(b) A Link StateID of 10.0.0.0 is usedfor [10.0.0.0,255.0.0.0].

(c) Thenetwork[10.0.0.0,255.255.255.0] keepsits Link StateID of 10.0.0.255.
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Security Considerations

All OSPFprotocolexchangesareauthenticated.This is accomplishedthroughauthenticationfieldscontainedin the
OSPFpacketheader. For moreinformation,seeSections8.1,8.2,andAppendixD.
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