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| Png Mobility Considerations
Status of this Meno

This meno provides information for the Internet community. This nmeno
does not specify an Internet standard of any kind. Distribution of
this nenmo is unlinted.

Abstract

Thi s docunent was submitted to the I1Png Area in response to RFC 1550.
Publication of this docunment does not inply acceptance by the I Png
Area of any ideas expressed within. Comments should be subnitted to
the big-internet @unnari.oz.au mailing list. This RFC specifies
criteriarelated to nobility for consideration in design and

sel ection of the Next Generation of IP
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1. Introduction

Current versions of the Internet Protocol make an inplicit assunption
that a node’s point of attachnent remains fixed. Datagrans are sent
to a node based on the location informati on contained in the node’s

| P address.

If a node noves while keeping its | P address unchanged, its IP

network nunber will not reflect its new point of attachnent. The
routing protocols will not be able to route datagranms to it
correctly.

A nunber of considerations arise for routing these datagrans to a
Mobi | e Node.

2. Addressing

Each Mbbil e Node nust have at | east one Hone- Address which identifies
it to other nodes. This Hone-Address nmust be gl obally unique.

2.1. Omership

The presence of ownership information in the Home- Address woul d be
beneficial. A Mbile Node will be assigned a Honme- Address by the
organi zation that owns the machine, and will be able to use that
Hone- Addr ess regardl ess of the current point of attachnent.

The ownership information nmust be organized in such a fashion to
facilitate "inverse" |ookup in the Donmain Nane Service, and other
future services.

Ownership informati on coul d be used by other nodes to ascertain the
current topol ogical |ocation of the Mbile Node.

Ownership information could al so be used for generation of accounting
records.
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2.2. Topol ogy

There is no requirenent that the Hone- Address contain topol ogica
information. |ndeed, by the very nature of nobility, any such
topol ogical information is irrel evant.

Topol ogi cal information in the Home- Address nmust not hinder mobility,
whet her by prevention of relocation, or by wasting bandw dth or
processi ng efficiency.

2.3. Manuf acturer

There is no requirenent that the Hone- Address contai n manufacturer
i nfornmation.

Manuf acturer information in the Hone- Address rust not hinder
nmobi lity, whether by prevention of relocation, or by wasting
bandwi dt h or processing efficiency.

2.4. Numbering

The nunber of nobile nodes is expected to be constrained by the
popul ation of users within the lifetime of the IPng protocol. The
maxi mum wor | d-wi de sustai nabl e population is estimted as 16e9,

al t hough during the lifetinme of IPng the population is not expected
to exceed 8e9.

Each user is assunmed to be nobile, and to have a nmaxi mum comnbi ned
personal nobile and home network(s) on the order of 4e3 nodes.

The expectation is that only 46 bits will be needed to densely nunber
all nobile and hone nodes.

The size of addressing elenments is also constrai ned by bandw dth
efficiency and processing efficiency, as described |ater.

2.5. Configuration
Since the typical user would be unlikely to be aware of or willing
and able to nmaintain 4e3 nodes, the assignment of Home- Addresses nust
be automatically configurable. Registration of the nodes nust be
dynam ¢ and transparent to the user, both at hone and away from hone.
3. Conmuni cation

A Mobil e Node must continue to be capable of comrunicating directly
wi th ot her nodes which do not inplement nmobility functions.
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No protocol enhancenents are required in hosts or routers that are
not serving any of the nobility functions. Simlarly, no additiona
protocols are needed by a router (that is not acting as a Hone Agent
or a Foreign Agent) to route datagrans to or froma Mobil e Node.

A Mobil e Node using its Hone- Address nust be able to conmunicate with
ot her nodes after having been disconnected fromthe Internet, and
then reconnected at a different point of attachnent.

A Mobil e Node using its Hone- Address nust be able to conmunicate with
ot her nodes while roam ng between di fferent points of attachment,
wi t hout | oss of transport connections.

3.1. Topol ogi cal Changes

In order that transport connections be naintained while roam ng
t opol ogi cal changes nust not affect transport connections.

For correspondent nodes which do not inplenment nobility functions,
t opol ogi cal changes shoul d not be comunicated to the correspondent.

For correspondent nodes which inplenment mobility functions, the
correspondent shoul d be capabl e of determ ning topol ogi cal changes.

Topol ogi cal change information nust be capable of insertion and
renoval by routers in the datagram path, as well as by the
correspondent and Mobil e Node.

3.2. Routing Updates

Mobi | e Nodes are expected to be able to change their point of
attachrment no nore frequently than once per second.

Changes in topol ogy which occur nore frequently nust be handl ed at
the link |ayer transparently to the internetwork layer. It is
further noted that engineering margins may require the link layer to
handl e all changes at a frequency in the nei ghborhood of 10 seconds.

Changes in topol ogy which occur less frequently nust be imredi ately
reflected in the nmobility updates. This may preclude the use of the
Domai n Nanme Service as the repository of nobility topol ogi ca

i nformation.

It nust be noted that global routing updates do not operate at this
frequency. As old topological information may be obsol eted faster
than gl obal routing updates, access to the repository of mobility
topol ogi cal information nust be independent of prior topol ogica

i nformation.
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3.

The nobility specific repository should use ownership information in
t he Home- Address for access to the repository.

3. Path Optimzation

Optim zation of the path froma correspondent to a nobile node is not
required. However, such optinization is desirable.

For correspondent nodes which inplenment nmobility functions, the
correspondent shoul d be capable of determ ning the optiml path.

The optim zation nechanismis also constrained by security, bandw dth
ef ficiency and processing efficiency, as described |ater.

3.4. At Hone

3.

4.

4.

Mobi | e Nodes do not require special "virtual" home network addresses.
The assunption that extra addresses or multiple routers are avail able
is unwarranted in snall networks.

Mobi | e Nodes nust operate wi thout special assistance fromrouters in
order to comunicate directly with other nodes on the hone subnetwork
i nk.
5. Away From Hone

When a router is present, and the correspondent does not inplenent
mobi lity functions, the router nust be capable of redirecting the
correspondent to comunicate directly with the Mbil e Node.

When no router is present, Mobile Nodes must be capabl e of
conmuni cating directly with other nodes on the sane |ink

Mobility must not create an environment which is | ess secure than the
current Internet.

Changes in topology nust not affect internode security nmechani sns.
Security
1. Authentication

Mobility registration nessages nust be authenticated between the hone
t opol ogi cal repository and Mobil e Node.

VWen the correspondent inplements nobility functions, redirection or
path optim zati on nust be authenticated between the correspondent and
Mobi | e Node.
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4.2. Anonymty

The capability to attach to a foreign adninistrative domain w thout
the awareness of the foreign adm nistration is not prohibited.
However, any nobility mechani sm must provide the ability to prevent
such attachnent.

4.3. Location Privacy

The capability to attach to a foreign adm nistrative domain without
the awareness of correspondents is not prohibited. However, any
nobi lity mechani sm nust provide the ability for the hone

adnm nistration to trace the current path to the point of attachment.

4.4. Content Privacy

Security nechani sns which provide content privacy nmust not obscure or
have a dependency on the topol ogical |ocation of Mbile Nodes.

5. Bandw dt h

Mobility rmust operate in the current |ink environnent, and rmust not
be dependent on bandwi dth inprovenents. The Mobile Node' s directly
attached link is likely to be bandwi dth |imted.

In particular, radio frequency spectrumis already a scarce
commodity. Hi gher bandwidth links are likely to continue to be
scarce in the nobile environnent.

Current applications of nmobility using radio |links include HF |inks
whi ch are subject to serious fading and noi se constraints, VHF and
UHF |ine of sight radio between ships or field sites, and UHF
Satellite Conmmuni cations |inks.

The HF radio bandwidth is fixed at 1200 or 2400 bps by internationa
treaty, statute, and custom and is not |likely to change.

The European standard for cellular radio is 2400 bps GSM

The nost preval ent depl oyed anal og cellular and | and-1ine nodul ation
used by nobile nodes is 2400 bps.

Current digital cellular deploynment is 19,200 bps CDPD shared anong
many users. At early installations, under light |oads, effective FTP
t hr oughput has been observed as | ow as 200 bps.

Future digital cellular deploynment is 9,600 and 14, 400 bps CDVA
whi ch is shared between voice and data on a per user basis.
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Ef fective FTP throughput has been neasured as |low as 7,200 bps.

Future Personal Conmmunications Services (PCS) will also have
relatively little bandwidth. |In industrialized nations, the
bandwi dt h available to each user is constrained by the density of
depl oynment, and is commensurate with planned digital cellular
depl oyrent .

It appears likely that satellite-based PCS will be w dely depl oyed
for basic tel ephony comruni cations in many new y-industrialized and
| esser-devel oped countries. There is already significant PCS
interest in East and Sout hEast Asia, India, and South America.

Van Jacobson header prediction is widely used, and essential to
maki ng the use of such |inks viable.

5.1. Administrative Messages

The nunber of administrative nmobility nessages sent or received by
the Mobile Node nust be limted to as few as possible. |In order to
neet the frequency requirenent of changing point of attachment once
per second, registration of changes nust not require nore than a
singl e request and reply.

The size of admi nistrative nobility nessages nust be kept as short as
possible. In order to neet the frequency requirenent of changing
poi nt of attachnent once per second, the registrati on nessages nust
not total nore than 120 bytes for a conplete transaction, including
link and internet headers.

5.2. Response Tine

For nmost nobile links in current use, the typical TCP/IPv4 datagram
overhead of 40 bytes is too large to maintain an acceptabl e typing
response of 200 milliseconds round trip time.

Therefore, the criteria for IPng nmobility is that the response tine
not be perceptably worse than | Pv4.

This allows no nmore than 6 bytes of additional overhead per datagram
to be added by I Png.

This was a prinmary concern in the design of nobility forwarding
headers. Larger headers were rejected outright, and negotiation
is provided for smaller headers than the default method.
Topol ogi cal headers are renoved by the Foreign Agent prior to
dat agram transm ssi on over the slower link to the Mbile Node,
whi ch al so ai ds header prediction, as described bel ow
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5.3. Header Prediction

Header prediction can be useful in reduci ng bandwi dth usage on
multiple related datagrams. It requires a point-to-point peer
rel ati onshi p between nodes, so that a header history can be
mai nt ai ned between the peers.

Header prediction is less effective in nobile environnments, as the
header history is |lost each tinme a Mbile Node changes its point of
attachment. The new Foreign Agent will not have the same history as
the previous Agent.

In order for header prediction to operate successfully, changing
topol ogi cal information nust be renoved from datagram overhead pri or
to transm ssion of the datagramon any final hop’s directly attached
link. This applies to both the Mbile Node peering with a Foreign
Agent, and also the final link to a Correspondent. O herw se, header
predi ction cannot be relied upon to i nprove bandw dth utilization on
| ow speed Mobil e and Correspondent |inks.

Si nce the changi ng topol ogi cal informati on cannot be renoved in the
forwardi ng path of the datagram header prediction will also be
affected at any other pair of routers in the datagram path. Each
time that a Mobil e Node nobves, the topol ogical portion of the header
wi || change, and header history used at those routers will be
updated. Unless topological information is limted to as few headers
as possible, this may render header prediction ineffective as nore
Mobi | e Nodes are depl oyed.

6. Processing

Mobility rmust operate in the current processor environnment, and mnust
not be dependent on hardware inprovenents.

Common hardwar e inpl ementati ons of Mbile Nodes include | ower speed
processors, and highly integrated conponents. These are not readily
upgr adabl e.
The nost prevalent nobile platformis a | ow speed i86, i286 or i386.
The npbst common ASI C processor is a | ow speed i 186.

6.1. Fixed Location
The processing linitations require that datagram header fiel ds which
are frequently exam ned by Mbile Nodes, or used for datagram

forwarding to or from Mobile Nodes, are in a fixed |ocation and do
not require lengths and of fsets.
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Varied nunber of fields was explicitly rejected in the design of
nobility registration and forwardi ng headers.

6.2. Sinmple Fields

The processing limtations require that datagram header fields which
are frequently exam ned by Mbil e Nodes, or used for datagram

forwarding to or from Mobil e Nodes, are sinple and fixed size.

Varied length of fields was explicitly rejected in the design of
nmobi lity forwardi ng headers.

6.3. Sinple Tests
Because the nost preval ent processors are "little-endian", while
network protocols are in practice "big-endian", the field processing
must primarily use sinple equality tests, rather than variable shifts
and prefix matches.

6.4. Type, Length, Val ue
Fi el ds which are not frequently exami ned, whether due to infrequent
transm ssion or content that is not relevant in every message, nust
be of the Type, Length, Value format.
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