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Status of this Menp

Thi s document specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zation state
and status of this protocol. Distribution of this nenmo is unlimted.

Abst ract

This menmo defines a portion of the Management |nformati on Base (M B)
for use with network managenent protocols in TCP/I|P-based internets.
In particular, it defines objects for managi ng objects for SMDS
access interfaces. This includes the foll owi ng access protocols:

SIP [13]

SIP/DXI [18] and [20]
SI P/ FR [ 19]

SI P/ ATM [ 24]

This menmo replaces RFC 1304 [12], and defines a M B nodule which is
both conpliant to the SNMPv2 SM and semantically-identical to the
exi sting RFC 1304-based definitions.

This menpo al so assunes application of the MB Il Interfaces group as
defined in [9].

Tabl e of Contents

1. The SNWPv2 Network Managenment Framework ............... 2
2. QD) BCE S o 3
2.1 Format of Definitions .......... ... ... ... ... ... ... ..... 3
3. OV VI BW .o 4
3.1 SIP Level 3 ... 5
4. Object Definitions ..... ... ... i 9
4.1 The SIP Level 3 GOUP ..o ittt e e e e e 10
4.2 The SIP Level 2 GOoUP ..o ittt e e e e 14
4.3 The SIP PLCP GroUP ..ottt e e e e e e 17

Brown & Tesi nk [ Page 1]



RFC 1694 SMDS Interface Objects August 1994

4.3.1 The DSL PLCP G OUP .. v ittt e et et e e 17
4.3.2 The DS3 PLCP GrOUP ..ttt ettt e e e e e 19
4.4 The SMDS Applications Goup .........c..ouiuiiinieenn... 20
4.4.1 The P over SVMDS GrOUP ..ttt ittt e e e 21
4.5 The SMDS Carrier Selection Goup ............c..iuu.... 22
4.6 The SIP Error LOg GroUP ... .ttt et e e 23
4.7 The Data eXchange Interface Goup .................... 27
4.8 Conformance Information ............ ... ... ... ... .. ...... 29
5. Acknow edgment s . ... ... ... 32
6. References ........ .. .. 32
7. Security Considerations .......... ... ... ... 34
8. Authors’ AddressSes . ..........iiiii i 35

1. The SNWMPv2 Network Managenent Franework

The SNWMPv2 Networ k Managenent Framework consists of four mgjor
conponents. They are:

o RFC 1442 [1] which defines the SM, the mechani sns used for
descri bing and nam ng objects for the purpose of

managemnent .

o STD 17, RFC 1213 [6] defines MB-11, the core set of managed
objects for the Internet suite of protocols. Reference [12]
defines the evolution of the Interfaces Goup of MBIl in

terns of extensions and precise applications of the objects.

0 RFC 1445 [4] which defines the adm nistrative and ot her
architectural aspects of the framework.

0 RFC 1448 [5] which defines the protocol used for network
access to nanaged objects.

The Framework pernits new objects to be defined for the purpose of
experimentation and eval uati on.

Thi s specification nakes al so use of:

0 RFC 1443 [2] which defines textual conventions for the
speci ficati on of nmanaged objects.

0 RFC 1444 [3] which defines conformance statenents for the
speci ficati on of nanaged objects.
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2.

2.

oj ects

Managed objects are accessed via a virtual information store, terned
the Managerent Information Base or MB. bjects in the MB are
defined using the subset of Abstract Syntax Notation One (ASN. 1) [7]
defined in the SM. |In particular, each object has a nane, a syntax,
and an encoding. The nanme is an object identifier, an

admini stratively assigned name, which specifies an object type. The
obj ect type together with an object instance serves to uniquely
identify a specific instantiation of the object. For human

conveni ence, we often use a textual string, termed the OBJECT

DESCRI PTOR, to also refer to the object type

The syntax of an object type defines the abstract data structure
corresponding to that object type. The ASN. 1 | anguage is used for
this purpose. However, the SM RFC 1442 purposely restricts the
ASN. 1 constructs which may be used. These restrictions are
explicitly made for sinplicity.

The encodi ng of an object type is sinply how that object type is
represented using the object type’'s syntax. Inplicitly tied to the
noti on of an object type's syntax and encoding is how the object type
is represented when being transnmitted on the network. The SM
specifies the use of the basic encoding rules of ASN. 1 [8], subject
to the additional requirenents inposed by the SNWP

1. Format of Definitions

Section 4 contains contains the specification of all object types
contained in this MB nodule. The object types are defined using the
conventions defined in the SM, as anended by the extensions
specified in the SNMPv2 SM .
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3. Overview

SMDS is a service that can be provided by nunerous interface
protocols as shown in the follow ng figure:

o e e e oo + o e e e oo +

| SIP Level 3* [13] | | SIP Level 3* [13]

o e e o s + o e e o s +

| SIP Level 2* [13] | | DXI Level 2* [20]

o m e e e e e oo + o m e e e e e oo +

| SIP PLCP* [ 14] | | |

I + | DXI Level 1 [20]

| SIP Level 1 [14] | | |

o e e o s + o e e o s +
SI P based access DXl based access

o e a o + o e a o +

| SIP Level 3* [13] | | SIP Level 3* [13]

o e e ek + o e e ek +

| ATM [21] | | Frane Relay [19]

o e e e oo s + o e e e oo s +

| ATM PLCP [ 21] | | |

e + | Franme Relay [19]

| ATM Level 1 [21] | | Level 1

o e e ek + o e e ek +
ATM based access FR based access
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In the figure bel ow, nanaged objects for the protocol |evels narked
with a (*) are defined in this meno. Additional nanaged objects that
nmust be used to manage SMDS interfaces are defined in other MB
nodul es as indicated in the figure.

o e e e oo + o e e e oo +
| SIP Level 3* | | SIP Level 3* |
e + e +
| SIP Level 2* | | DXI Level 2* |
o m e e e e e oo + o m e e e e e oo +
| SIP PLCP* | | |
A R T + | DXl Level 1 |
| SIP Level 1 | |
| [10] or [11] | | [10] |
oo + oo +
SI P based access DXl based access
o e e e oo + o e e e oo +
| SIP Level 3* | | SIP Level 3* |
e + e +
| ATM [22] | | Franme Relay [23]
o m e e e e e oo + o m e e e e e oo +
| ATM PLCP/ TC [ 22]

| |
A R T + | Frame Rel ay |
| ATM Level 1 [10] | | Level 1 |
| [11], or [25] | | [10] or [11]

ATM based access FR based access

Wth the inproved interpretation of the MB Il interfaces group [9],
sone objects can be represented by ifTable. This neans that these

obj ects have been deprecated fromthe MB nodul e defined in RFC 1304,
and ifTable is used instead. No semantical changes have been nade to
these objects. Only the object identifiers and object descriptors
have been changed to the objects defined in ifTable.

| mpl enment ati on experi ence has shown that the objects
si pL3Unr ecogni zedl ndi vi dual DAs and si pL3Unr ecogni zedGAs wer e not
support ed.

3.1. SIP Level 3

ojects for SIP Level 3 apply to all nmethods to access SMDS shown in
the figures above. Wth the inproved interpretation of the MB |1

i nterfaces group, nost objects can be represented by ifTable. The
appropriate mapping is defined bel ow
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Thi s docunent does not specify objects for the managenent of
subscription or configuration of Subscriber-Network |nterfaces
(SNI's). Those objects are defined in Definitions of Managed Objects
for SMDS Subscription [17]. Bellcore requirements on these objects
are specified in TR-TSV-001062 [16].

i f Tabl e Obj ect

i flndex

i f Descr

i f Type
ifMu

i f Speed

i f PhysAddress

i f Adm nSt at us

i f Oper St at us

i f Last Change

iflnCctets

Brown & Tesi nk

I nterface index.

Interface description.
For exanple, SIP Level 3 sublayer
of a SNI.

Set to 31.
Set to 9232.

Peak bandwi dth in bits per second avail abl e
for use as provided by the supporting Leve
2 protocol. For exanple, 1.17 Myps when
using SIP based DS1 SNI's, and 1.536 Mps
when usi ng DXl -based DS1 DXl - SNI

OCTET STRING of Size 8. Value is
a 16-digit Binary Coded Deci ma
SMDS address that is

assigned to this interface.

The desired adm nistrative status of the
SMDS i nt erface.

The current operational status of the
SMDS i nterface.

The el apsed tine since the | ast
re-initialization of the interface.
The val ue of sysUpTinme at the tine the
interface entered its current
operational state. If the current
state was entered prior to the |ast
re-initialization of the |oca

net wor k managenent subsystem then
this object contains a zero val ue.

Nunber of received octets at SIP Level 3.

For SIP based SNIs, this is the nunber of
si pL2Recei vedCounts nul tiplied by 44.
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i flnUcast Pkts

i flnDi scards

iflnErrors

i fI nUnknownPr ot os

i fQutCctets

i f Qut Ucast Pkt's

i f Qut Di scards

Brown & Tesi nk

The total nunmber of individually addressed
SIP Level 3 PDUs received fromthe renote
system across the SNI. The total includes
only unerrored SIP Level 3 PDUs.

[identical to RFC1304:

si pL3Recei vedl ndi vi dual DAs]

The nunber of received SIP Level 3 PDUs
di scarded. For SMDS interfaces, this
counter will always be zero.

The total nunber of SIP Level 3 PDUs
received fromthe renote systemthat were
di scovered to have errors (including
protocol processing and bit errors but
excl udi ng addressing-rel ated errors) and
were di scarded. Includes both group
addressed SIP Level 3 PDUs and SIP Level
3 PDUs containing an individua
destinati on address.

[identical to RFC1304: sipL3Errors]

The nunber of SIP Level 3 PDUs received
fromthe renote systemwith a Source or
Destinati on Address_Type subfields, (the
four nost significant bits of the 64 bit
address field), not equal to the val ue
1100 or 1110. Also, an error is

consi dered to have occurred if the
Address_Type field for a Source Address
is equal to 1110 (a group address).
[identical to RFC1304:

si pL3l nval i dSMDSAddr essTypes]

Nunber of received octets for transm ssion
at SIP Level 3. For SIP based

SNI's, this is the nunber

of sipL2Sent Counts nultiplied by 44.

The nunber of individually addressed SIP
Level 3 PDUs that have been sent by this
system across the interface.

[identical to RFC1304:

si pL3Sent | ndi vi dual DAs]

The nunber of SIP Level 3 PDUs discarded in

the egress direction. For SMDS interfaces,
this counter will always be zero.
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i fQutErrors The nunber of SIP Level 3 PDUs
di scarded in the egress
direction, because of errors.
For SMDS interfaces, this counter wl|l
al ways be zero.

i f Nane The textual nane of the interface.
If not used, this variable contains
a zero-length string.

i fInMul ticastPkts The total nunber of group addressed SIP
Level 3 PDUs received fromthe renote
system across the interface. The tota
i ncludes only unerrored SIP Level 3 PDUs.
[identical to RFC1304: sipL3Recei vedGAs]

i fI nBroadcast Pkts This variable is not applicable for SMDS
interfaces. Therefore, this counter is
al ways zero.

ifOQutMulticastPkts The nunber of group addressed SIP Level 3
PDUs t hat have been sent by this system
across the interface.

[identical to RFC1304: siplL3Sent GAs]

i fQut Broadcast Pkts This variable is not applicable for SMDS
interfaces. Therefore, this counter is
al ways zero.

i fLi nkUpDownTr apEnbl e The value of this object is
di sabl ed(2) for SIP Level 3 interfaces.

i fH ghSpeed Set to the user data rate of the
interface in nmllions of bits per second.
If the user data rate is |less than 1 Mops,
then this value is zero.

i f Prom scuousMbde Set to fal se(2).

i f ConnectorPresent Set to false(2).

Consult the Evolution of the Interfaces Group [9] for when to use the
HC (Hi gh Capacity) counters (e.g., ifHCInCctets is a 64-bit counter).
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4. Object Definitions

SIP-MB DEFINITIONS ::= BEGA N

| MPORTS
MODULE- | DENTI TY, OBJECT- TYPE, Counter 32,
I nt eger 32, | pAddress FROM SNWVPv2- SM
Ti meSt anp, TEXTUAL- CONVENTI ON FROM SNWVPv2- TC

MODUL E- COMPLI ANCE, OBJECT- GROUP
transm ssion, iflndex, mb-2

FROM SNWVPv 2- CONF
FROM RFC1213- M B;

-- This is the MB nodule for the SVMDS Interface objects.

si pM B MODULE- | DENTI TY
LAST- UPDATED "94033118182"
ORGANI ZATI ON "I ETF Interfaces Wirking G oup”
CONTACT- | NFO
" Tracy Brown

Postal : Bell Communi cati ons Research
331 Newran Springs Road
P. 0. Box 7020
Red Bank, NJ 07701-7020
us
Tel : +1 908 758-2107
Fax: +1 908 758-4177
E-mail: tacox@mil . bell core.com
Kaj Tesink
Postal : Bell Communi cati ons Research
331 Newnan Springs Road
P. 0. Box 7020
Red Bank, NJ 07701-7020
us
Tel : +1 908 758 5254
Fax: +1 908 758 4177
E-mail: kaj @c. bellcore.com"
DESCRI PTI ON

"The M B nodul e to descri be
SMDS i nterfaces objects.”
:={ mb-2 36 }

SMDSAddr ess

TEXTUAL- CONVENTI ON

Dl SPLAY- HI NT "1h:"

STATUS

current

DESCRI PTI ON
"The 60-bit SMDS address,

Brown & Tesi nk
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preceded by 4 bits with the follow ng val ues:

1100 when representing an individual address

1110 when representing a group address."
SYNTAX OCTET STRING (Sl ZE (8))

| flndex ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"The value of this object identifies the
interface for which this entry contains
management information. The value of this
object for a particular interface has the sane
val ue as the iflndex object, defined in RFC
1213, for the sane interface."

SYNTAX | nt eger 32

sip OBJECT IDENTIFIER ::={ transm ssion 31 }
si pM BObj ect s OBJECT IDENTIFIER ::={ sipMB 1 }

-- The SIP Level 3 Goup

si pL3Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF Si pL3Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"This table contains SIP L3 paraneters and
state variables, one entry per SIPL3 interface."

o= { sip 1}

si pL3Entry OBJECT-TYPE

SYNTAX Si pL3Entry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"This list contains SIP L3 paranmeters and
state variables.”

I NDEX { sipL3lndex }

::={ sipL3Table 1}

Si pL3Entry ::= SEQUENCE {
si pL3I ndex | f 1 ndex,
si pL3Recei vedl ndi vi dual DAs Count er 32,
si pL3Recei vedGAs Count er 32,
si pL3Unr ecogni zedl ndi vi dual DAs Count er 32,
si pL3Unr ecogni zedGAs Count er 32,
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si pL3Sent | ndi vi dual DAs Count er 32,
si pL3Sent GAs Count er 32,
si pL3Errors Count er 32,
si pL3l nval i dSMDSAddr essTypes Count er 32,
si pL3Ver si onSuppor t I nt eger 32
}

si pL3l ndex OBJECT- TYPE
SYNTAX | f1 ndex
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object identifies the SIP
L3 interface for which this entry contains
managemnment i nformation. "

c:={ sipL3Entry 1}

si pL3Recei vedl ndi vi dual DAs OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS depr ecat ed

-- Mwved to ifTable
-- iflnUcastPkts defined in [9] nust be used instead.
DESCRI PTI ON
"The total nunber of individually addressed SIP
Level 3 PDUs received fromthe renpte system
across the SNI. The total includes only
unerrored L3PDUs."
c:={ sipL3Entry 2}

si pL3Recei vedGAs OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS depr ecat ed

-- Mwved to ifTable
-- iflnMulticastPkts defined in [9] nust be used instead.
DESCRI PTI ON
"The total nunber of group addressed SIP Level 3
PDUs received fromthe renote system across the
SNI. The total includes only unerrored L3PDUs."
c:={ sipL3Entry 3}

si pL3Unr ecogni zedl ndi vi dual DAs OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS depr ecat ed
DESCRI PTI ON
"The nunber of SIP Level 3 PDUs received fromthe
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renote systemwth invalid or unknown individua
destinati on addresses (Destination Address
Screening violations are not included). See SMDS
Subscription M B nodule.”

c:={ sipL3Entry 4}

si pL3Unr ecogni zedGAs OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS depr ecat ed
DESCRI PTI ON

"The nunber of SIP Level 3 PDUs received fromthe
renote systemwth invalid or unknown group
addresses. (Destination Address Screening
viol ations are not included). See SMDS
Subscription MB nodule.”

c:={ sipL3Entry 5}

si pL3Sent | ndi vi dual DAs OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS depr ecat ed

-- Mwved to ifTable
-- ifQutUcast Pkts defined in [9] nust be used instead.
DESCRI PTI ON
"The nunber of individually addressed SIP Level 3
PDUs t hat have been sent by this system across the
SNI . "
c:={ sipL3Entry 6 }

si pL3Sent GAs OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS depr ecat ed

-- Mwved to ifTable
-- ifQutMulticastPkts defined in [9] nust be used instead.
DESCRI PTI ON
"The nunber of group addressed SIP L3PDUs t hat
have been sent by this systemacross the SN ."
c:={ sipL3Entry 7 }

-- The total nunber of SIP L3PDU errors can be cal cul ated as
-- (Syntactic errors + Senmantic Service errors )

-- Syntactic errors include:

- - si pL3Errors

-- Latest occurrences of syntactic error types are logged in
-- si pL3PDUEr r or Tabl e

-- Semantic Service errors include:
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-- si pL3Unr ecogni zedl ndi vi dual DAs

-- si pL3Unr ecogni zedGAs

-- si pL3l nval i dSMDSAddr essTypes

-- Note that public networks supporting SVMDS may di scard
-- SIP L3PDUs due to subscription violations. Related
-- managed objects are defined in Definitions of Managed
-- (bjects for SMDS Subscription

si pL3Errors OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS depr ecat ed

-- Mowed to ifTable
-- iflnErrors defined in [9] nust be used instead.
DESCRI PTI ON
"The total number of SIP Level 3 PDUs received
fromthe renote systemthat were discovered to
have errors (including protocol processing and bit
errors but excluding addressing-related errors)
and were discarded. |Includes both group addressed
L3PDUs and L3PDUs contai ni ng an individua
destinati on address."
1= { sipL3Entry 8 }

si pL3l nval i dSMDSAddr essTypes OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS depr ecat ed

-- Mwved to ifTable
-- iflnUnknownProtos defined in [9] nust be used instead.
DESCRI PTI ON
"The nunber of SIP Level 3 PDUs received fromthe
renote systemthat had the Source or Destination
Address_Type subfields, (the four nost significant
bits of the 64 bit address field), not equal to
the val ue 1100 or 1110. Also, an error is
considered to have occurred if the Address_Type
field for a Source Address, the four nost
significant bits of the 64 bits, is equal to 1110
(a group address)."
c:={ sipL3Entry 9 }

si pL3Ver si onSupport  OBJECT- TYPE

SYNTAX I nt eger 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"A val ue which indicates the version(s) of SIP

Brown & Tesi nk [ Page 13]



RFC 1694 SMDS Interface Objects August 1994

that this interface supports. The value is a sum
This suminitially takes the value zero. For each
version, V, that this interface supports, 2 raised
to (V- 1) is added to the sum For exanmple, a
port supporting versions 1 and 2 would have a
val ue of (27(1-1)+27(2-1))=3. The
si pL3Versi onSupport is effectively a bit mask with
Version 1 equal to the least significant bit
(LSB)."

c:={ sipL3Entry 10 }

-- The SIP Level 2 Goup

si pL2Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF Si pL2Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"This table contains SIP L2PDU paraneters and
state variables, one entry per SIP L2 interface."

= { sip 2}

si pL2Entry OBJECT- TYPE

SYNTAX Si pL2Entry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"This list contains SIP L2 parameters and state
vari abl es. "

I NDEX { sipL2lndex }

::={ sipL2Table 1 }

Si pL2Entry ::= SEQUENCE {
si pL2l ndex [ f1 ndex,
si pL2Recei vedCount s Count er 32,
si pL2Sent Count s Count er 32,
si pL2HcsOr CRCError s Count er 32,
si pL2Payl oadLengt hErrors Count er 32,
si pL2SequenceNunber Error s Count er 32,
si pL2M dCurrent| yActiveErrors Counter 32,
si pL2BonOr SSMsM DEr r or s Count er 32,
si pL2EonsM DErrors Count er 32

}

si pL2l ndex OBJECT- TYPE

SYNTAX | f 1 ndex

MAX- ACCESS read-only
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STATUS current

DESCRI PTI ON
"The value of this object identifies the SIP
interface for which this entry contains managenent
i nformation.”

.= { sipL2Entry 1 }

si pL2Recei vedCount s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of SIP Level 2 PDUs received fromthe
renote systemacross the SNI. The total includes
only unerrored L2PDUs."

c:={ sipL2Entry 2}

si pL2Sent Counts OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of SIP Level 2 PDUs that have been
sent by this systemacross the SNI."
.= { sipL2Entry 3}

-- The followi ng error types are counted, and

-- preclude sipL2Recei vedCounts to be increnented:

-- Si pL2HcsOr CRCError s

-- si pL2Payl oadLengt hErrors

-- si pL2SequenceNunber Errors

- - si pL2BomOr SSMsM DEr r or s

-- si pL2EonmsM DErrors

-- The receipt of SIP Level 2 PDUs which are BOWs and
-- for with a MDthat is already active will cause
-- sipL2M dCurrentl yActiveErrors to increnent.

-- Any already accumul ated (correct) segnmentation

-- units are discarded. The sipL2Recei vedCount s

-- is increnented by 1. Thus,

-- sipL2Recei vedCount s defines the nunber of

-- correct SIP Level 2 PDUs delivered to the reassenbly
-- process.

si pL2HcsOr CRCErrors  OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
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"The nunber of received SIP Level 2 PDUs that were
di scovered to have either a Header Check Sequence
error or a Payload CRC violation."

1= { sipL2Entry 4}

si pL2Payl oadLengt hErrors OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The nunber of received SIP Level 2 PDUs that had
Payl oad Length errors that fall in the follow ng

speci fications:
- SSM L2_PDU payl oad length field value | ess
- than 28 octets or greater than 44 octets,

- BOM or COM L2_PDU payl oad | ength field not

- equal to 44 octets,

- EOM L2_PDU payl oad length field value | ess

- than 4 octets or greater than 44 octets."
::={ sipL2Entry 5 }

si pL2SequenceNunber Errors OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The nunber of received SIP Level 2 PDUs that had
a sequence number within the L2PDU not equal to
the expected sequence nunber of the SMDS SS
recei ve process."

::={ sipL2Entry 6 }

si pL2M dCurrent| yActiveErrors OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The nunber of received SIP Level 2 PDUs that are
BOVs for which an active receive process is
already started.”

.= { sipL2Entry 7 }

si pL2BonOr SSMsM DErrors  OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

Brown & Tesi nk [ Page 16]



RFC 1694 SMDS Interface Objects August 1994

"The nunber of received SIP Level 2 PDUs that are
SSMs with a MD not equal to zero or are BOVs with
M Ds equal to zero."

1= { sipL2Entry 8 }

si pL2EonsM DErrors OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The nunber of received SIP Level 2 PDUs that are
EOVe for which there is no active receive process
for the MD (i.e., the receipt of an EOM whi ch
does not correspond to a BOW) OR the EOM has a M D
equal to zero."

1= { sipL2Entry 9 }

-- The SIP PLCP G oup

si pPLCP OBJECT IDENTIFIER ::= { sip 3 }

-- The DS1 PLCP G oup

si pDS1PLCPTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Si pDS1PLCPENtry

MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON
"This table contains SIP DS1 PLCP paraneters and
state variables, one entry per SIP port."

c:={ sipPLCP 1}

si pDS1PLCPEntry OBJECT- TYPE

SYNTAX Si pDS1PLCPENt ry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"This list contains SIP DS1 PLCP paraneters and
state variables.”

| NDEX { si pDS1PLCPI ndex }

::={ sipDS1PLCPTable 1 }

Si pDS1IPLCPENntry ::= SEQUENCE {
si pDS1PLCPI ndex | f 1 ndex,
si pDS1PLCPSEFSs Count er 32,

si pDS1PLCPAl arnfState | NTECER,
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si pDS1PLCPUASs Count er 32
}
si pDS1PLCPI ndex OBJECT- TYPE
SYNTAX | f1 ndex
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object identifies the
interface for which this entry contains managenent
information. "

::= { sipDSIPLCPEntry 1 }

si pDS1PLCPSEFSs OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"A DS1 Severely Errored Fram ng Second (SEFS) is a
count of one-second intervals containing one or
nore SEF events. A Severely Errored Fram ng (SEF)
event is declared when an error in the Al octet
and an error in the A2 octet of a fram ng octet
pair (i.e., errors in both framng octets), or two
consecutive invalid and/or nonsequential Path
Overhead ldentifier octets are detected."

::={ sipDS1PLCPEntry 2 }

si pDS1PLCPAl ar nf5t at e OBJECT- TYPE

SYNTAX | NTEGER {
noAl arm (1),
recei vedFar EndAl arm (2),
i ncom ngLOF (3)
}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This variable indicates if there is an alarm
present for the DS1 PLCP. The val ue
recei vedFar EndAl arm nmeans that the DS1 PLCP has
recei ved an incom ng Yell ow Signal, the value
i ncom ngLOF neans that the DS1 PLCP has declared a
| oss of frame (LOF) failure condition, and the
val ue noAl arm neans that there are no al arns
present. See TR-TSV-000773 for a description of
alarmstates."

::={ sipDS1PLCPEntry 3 }
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si pDS1PLCPUASs OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The counter associated with the nunber of
Unavai | abl e Seconds, as defined by TR-TSV-000773,
encountered by the PLCP."

::={ sipDS1PLCPEntry 4 }

-- The DS3 PLCP G oup

si pDS3PLCPTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Si pDS3PLCPENtry

MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON
"This table contains SIP DS3 PLCP paraneters and
state variables, one entry per SIP port."

c:={ sipPLCP 2}

si pDS3PLCPEntry OBJECT- TYPE

SYNTAX Si pDS3PLCPENt ry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"This list contains SIP DS3 PLCP paraneters and
state variables.”

| NDEX { si pDS3PLCPI ndex }

::={ sipDS3PLCPTable 1 }

Si pDS3PLCPENntry ::= SEQUENCE {
si pDS3PLCPI ndex | f 1 ndex,
si pDS3PLCPSEFSs Count er 32,
si pDS3PLCPAl arnfSstate | NTECER,
si pDS3PLCPUASSs Count er 32
}

si pDS3PLCPI ndex OBJECT- TYPE
SYNTAX | f1 ndex
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object identifies the
interface for which this entry contains managenent
information. "

::={ sipDS3PLCPEntry 1 }
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si pDS3PLCPSEFSs OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"A DS3 Severely Errored Fram ng Second (SEFS) is a
count of one-second intervals containing one or
nore SEF events. A Severely Errored Fram ng (SEF)
event is declared when an error in the Al octet
and an error in the A2 octet of a fram ng octet
pair (i.e., errors in both framng octets), or two
consecutive invalid and/or nonsequential Path
Overhead ldentifier octets are detected."

::={ sipDS3PLCPEntry 2 }

si pDS3PLCPAIl ar nf5t at e OBJECT- TYPE
SYNTAX | NTEGER {
noAl arm (1),
recei vedFar EndAl arm (2),
i ncom ngLOF (3)

}

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"This variable indicates if there is an alarm
present for the DS3 PLCP. The val ue
recei vedFar EndAl arm nmeans that the DS3 PLCP has
recei ved an inconmng Yell ow Signal, the value
i ncom ngLOF neans that the DS3 PLCP has decl ared a
| oss of frame (LOF) failure condition, and the
val ue noAl arm nmeans that there are no al arns
present. See TR-TSV-000773 for a description of
alarmstates."

::={ sipDS3PLCPEntry 3 }

si pDS3PLCPUASs OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The counter associated with the nunber of
Unavai | abl e Seconds, as defined by TR-TSV-000773,
encountered by the PLCP."

::={ sipDS3PLCPEntry 4 }

-- The SMDS Applications group
-- Applications that have been identified for this group are:
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-- * | P-over-SMDS (details are specified in RFC 1209)
snmdsAppl i cati ons OBJECT IDENTIFIER ::= { sip 4}
i pOver SMDS OBJECT I DENTIFIER ::= { sndsApplications 1}

-- Although the objects in this group are read-only, at the
-- agent’s discretion they may be nade read-wite so that the
-- managenent station, when appropriately authorized, nmay

-- change the addressing information related to the

-- configuration of a logical IP subnetwork inplenented on

-- top of SMDS.

-- This table is necessary to support RFC1209 (I P-over- SMVDS)
-- and gives information on the Goup Addresses and ARP

-- Addresses used in the Logical |IP subnetwork.

-- One SMDS address may be associated with nultiple IP

-- addresses. One SNI may be associated with nultiple LISs.

i pOver SMDSTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF | pOver SMDSEnNt ry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The tabl e of addressing information relevant to
this entity's I P addresses."
o= { ipOverSMDS 1 }

i pOver SMDSEnt ry OBJECT- TYPE

SYNTAX | pOver SMDSENt ry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The addressing information for one of this
entity’'s I P addresses.”

I NDEX { ipOver SMDSI ndex, i pOver SNMDSAddr ess }

::={ ipOver SMDSTable 1 }

| pOver SMDSENtry :: =

SEQUENCE {
i pOver SMDSI ndex [ f1 ndex,
i pOver SMDSAddr ess | pAddr ess,
i pOver SNMDSHA SVDSAddr ess,
i pOver SMDSLI SGA SMDSAddr ess,
i pOver SMDSARPReq SMDSAddr ess
}

i pOver SMDSI ndex OBJECT- TYPE
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SYNTAX I f1 ndex

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The value of this object identifies the
interface for which this entry contains managenent
information. "

::={ ipOver SMDSEntry 1 }

i pOver SMDSAddr ess OBJECT- TYPE
SYNTAX | pAddr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The I P address to which this entry’s addressing
i nformati on pertains.”
::={ ipOver SMDSEntry 2 }

i pOver SMDSHA OBJECT- TYPE
SYNTAX SMDSAddr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The SMDS | ndivi dual address of the IP station.”
.= { ipOver SMDSEntry 3 }

i pOver SMDSLI SGA OBJECT- TYPE

SYNTAX SMDSAddr ess

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The SMDS Group Address that has been configured
to identify the SVMDS Subscriber-Network Interfaces
(SNI's) of all menmbers of the Logical |P Subnetwork
(LI'S) connected to the network supporting SMDS."

.= { ipOver SMDSEntry 4 }

i pOver SVMDSARPReq OBJECT- TYPE

SYNTAX SMDSAddr ess

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The SMDS address (individual or group) to which
ARP Requests are to be sent."

::={ ipOver SMDSEntry 5 }

-- The SMDS Carrier Sel ection group

Brown & Tesi nk [ Page 22]



RFC 1694 SMDS Interface Objects August 1994

-- This group is used as a place hol der
-- for carrier selection objects.

sndsCarrierSel ection OBJECT IDENTIFIER ::= { sip 5}

-- The SIP Error Log
si pErrorLog OBJECT IDENTIFIER ::= { sip 6 }

si pL3PDUEr r or Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF Si pL3PDUErrorEntry
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON
"A table that contains the | atest occurrence of
the follow ng syntactical SIP L3PDU errors:

- Destination Address Field Format Error

The following pertains to the 60 | east significant
bits of the 64 bit address field. The 60 bits
contained in the address subfield can be used to
represent addresses up to 15 decimal digits. Each
decimal digit shall be encoded into four bits
using Binary Coded Decinal (BCD), with the nost
significant digit occurring left-nost. [If not al
15 digits are required, then the remai nder of this
field shall be padded on the right with bits set
to one. An error is considered to have occurred:
a). if the first four bits of the address
subfield are not BCD, OR b). if the first four
bits of the address subfield are popul ated with
the country code val ue 0001, AND the 40 bits which
follow are not Binary Coded Deci mal (BCD) encoded
val ues of the 10 digit addresses, OR the renmining
16 | east significant bits are not populated with
1's, ORc). if the address subfield is not
correct according to another nunbering plan which
i s dependent upon the carrier assigning the
nunbers and of fering SMDS

- Source Address Field Format Error,
The description of this paraneter is the same as

the description of the Destination Address Field
Format Error.
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- Invalid BAsize Field Val ue,

An error is considered to have occurred when the
BAsi ze field of an SIP L3PDU contains a value | ess
that 32, greater than 9220 octets wi thout the
CRC32 field present, greater than 9224 octets with
the CRC32 field present, or not equal to a
multiple of 4 octets,

- Invalid Header Extension Length Field Val ue,

An error is considered to have occurred when the
Header Extension Length field value is not equa
3.

- Invalid Header Extension - El ement Length,

An error is considered to have occurred when the
Header Extension - Elenent Length is greater than
12.

- Invalid Header Extension - Version El enent
Posi tion, Length, or Value,

An error is considered to have occurred when a
Version el enent with Length=3, Type=0, and Val ue=1
does not appear first within the Header Extension
or an el enent Type=0 appears sonmewhere ot her than
within the first three octets in the Header

Ext ensi on.

- Invalid Header Extension - Carrier Selection
El ement Position, Length, Value or Format,

An error is considered to have occurred when a
Carrier Selection elenent does not appear second
within the Header Extension, if the Elenent Type
does not equal 1, the Elenent Length does not

equal 4, 6, or 8, the Elenent Value field is not
four BCD encoded decinal digits used in specifying
the Carrier ldentification Code (CIC), or the
identified CIC code is invalid.

- Header Extension PAD Error
An error is considered to have occurred when the

Header Extension PAD is 9 octets in length, or if
the Header Extension PAD is greater than zero
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octets in length and the Header Extension PAD does
not follow all Header Extension elenents or does
not begin with at | east one octet of all zeros.

- BEtag M smatch Error

An error is considered to have occurred when the
Begi nni ng- End Tags in the SIP L3PDU header and
trailer are not equal

- BAsize Field not equal to Length Field Error

An error is considered to have occurred when the
val ue of the BAsize Field does not equal the val ue
of the Length Field.

- Incorrect Length Error, and

An error is considered to have occurred when the
the Length field value is not equal to the portion
of the SIP L3PDU which extends fromthe
Destination Address field up to and including the
CRC32 field (if present) or up to and including
the PAD field (if the CRC32 field is not present).
As an optional check, an error is considered to
have occurred when the length of a partially

recei ved SI P L3PDU exceeds the BAsize val ue.

- MRl Tinmeout Error.

An error is considered to have occurred when the
el apsed time between recei pt of BOM and
correspondi ng EOM exceeds the val ue of the MR
(Message Receive Interval) for a particul ar
transport signal format.

An entry is indexed by interface nunber and error
type, and contains Source Address, Destination
Address and a tinestanp. Al these errors are
counted in the sipL3Errors counter. When
si pL3PDUError Ti meStanp is equal to zero, the
Si pL3PDUError Entry does not contain any valid
i nformation."

::={ sipErrorLog 1}

si pL3PDUErrorEntry OBJECT- TYPE

SYNTAX Si pL3PDUErr or Ent ry
MAX- ACCESS not - accessi bl e
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STATUS current
DESCRI PTI ON

"An entry in the service disagreenent table."
I NDEX  { si pL3PDUErrorlndex, sipL3PDUErrorType }
::={ sipL3PDUErrorTable 1}

Si pL3PDUError Entry ::= SEQUENCE {
si pL3PDUEr r or | ndex | f1 ndex,
si pL3PDUEr r or Type I NTEGER,
si pL3PDUEr r or SA SMDSAddr ess,
si pL3PDUEr r or DA SMDSAddr ess,
si pL3PDUEr r or Ti neSt anp Ti meSt anp
}
si pL3PDUEr r or | ndex OBJECT- TYPE
SYNTAX | f1 ndex
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object identifies the
interface for which this entry contains managenent
i nformation."

::={ sipL3PDUErrorEntry 1 }

si pL3PDUEr r or Type OBJECT- TYPE
SYNTAX | NTEGER {
error edDAFi el dFormat (1),
error edSAFi el dFormat (2),
i nval i dBAsi zeFi el dval ue (3),
i nval i dHdr Ext Length (4),
i nval i dHdr Ext El enent Lengt h (5),
i nval i dHdr Ext Ver si onEl enent Posi ti onLent hOr Val ue (6),
i nval i dHdr Ext Car Sel ect El erent Posi ti onLenght Val ueOr Format (7),
hePADError (8),
beTagM smatch (9),
baSi zeFi el dNot Equal ToLengt hFi el d (10),
i ncorrectlLength (11),
nTi Ti meout (12)

}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The type of error."
::={ sipL3PDUErrorEntry 2 }

si pL3PDUEr r or SA OBJECT- TYPE

SYNTAX SMDSAddr ess
MAX- ACCESS read-only
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STATUS current
DESCRI PTI ON

"A rejected SMDS source address."

::={ sipL3PDUErrorEntry 3 }

si pL3PDUEr r or DA OBJECT- TYPE
SYNTAX SVDSAddr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"A rejected SMDS destination address.”

::={ sipL3PDUErrorEntry 4 }

si pL3PDUEr r or Ti meSt anp OBJECT- TYPE
SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The tinestanp for the service disagreenent.

August 1994

The

ti mestanp contains the value of sysUpTine at the

| atest occurrence of this type of service
di sagreement. See textual description under
si pL3PDUEr r or Tabl e for boundary conditions.™

::={ sipL3PDUErrorEntry 5 }

-- The DXI G oup

si pDxi Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Si pDxi Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The DXI table."
:={ sipMBjects 1}

si pDxi Entry OBJECT- TYPE
SYNTAX Si pDxi Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An entry in the DXI table."
I NDEX { iflndex }
::={ sipDxi Table 1}

Si pDxi Entry ::=

SEQUENCE {
si pDxi Crc
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| NTEGER

si pDxi Qut Di scar ds
Count er 32,

si pDxi I nErrors
Counter 32,

si pDxi I nAborts
Count er 32,

si pDxi I nTest Fr anmes
Count er 32,

si pDxi Qut Test Fr anes
Counter 32,

si pDxi HopNoAcks
Count er 32

}

si pDxi Crc OBJECT- TYPE
SYNTAX | NTEGER {
crcl6(1l),
crc32(2)

}
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The value of this object indicates the type
of Frame Checksum used by DXI. Current
choi ces include CCI TT CRC16 or CRC32."
c:={ sipbDxiEntry 1}

si pDxi Qut Di scar ds OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON

"The nunber of outbound frames discarded
because of congestion.”

::={ sipDxiEntry 2}

si pDxi I nErrors OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead- only

STATUS current

DESCRI PTI ON
"The nunber of inbound franmes discarded
because of errors such as frame checksum
(CRC) violations,
non-integral nunber of octets, address
and control field violations, and frane
size errors.”
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.= { sipDxiEntry 3}

si pDxi I nAborts OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead- only

STATUS current

DESCRI PTI ON
"The nunber of inbound franmes discarded
because of an abort bit sequence (1111111)
recei ved before closing flag."

1= { sipDxiEntry 4 }

si pDxi | nTest Fr anmes OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The nunber of unerrored,
i nbound Test franes received
(generally as part of Heart
Beat Poll procedure)."

1= { sipDxiEntry 5 }

si pDxi Qut Test Fr anes OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The nunber of unerrored,
out bound Test franmes sent
(generally as part of Heart
Beat Pol |l procedure)."

::={ sipDxiEntry 6 }

si pDxi HopNoAcks OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The nunber of Heart Beat
Poll (HBP) No Ack tineouts."”

::={ sipDxiEntry 7 }

-- confornmance i nfornmmation

smdsConf ormance OBJECT IDENTIFIER ::= { sipMB 2 }
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sndsGr oups OBJECT | DENTI FI ER ::
snmdsConpl i ances OBJECT | DENTI FI ER : :

{ snmdsConformance 1 }
{ smdsConfornmance 2 }

-- compliance statenents

sndsConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statement for SMDS interfaces.”

MODULE -- this nodule
MANDATORY- GROUPS { si pLevel 3Stuff }
GROUP si pLevel 2St uf f
DESCRI PTI ON

"This group is mandatory only for those
interfaces (SNI's) which run SIP Level 2."

GROUP si pDS1PLCPSt uf f

DESCRI PTI ON
"This group is nmandatory only for those
interfaces (SNI's) which run the DS1 PLCP."

GROUP si pDS3PLCPSt uf f

DESCRI PTI ON
"This group is nandatory only for those
interfaces (SNI's) which run the DS3 PLCP."

GROUP si pl PAppl i cati onsSt uf f

DESCRI PTI ON
"This group is nmandatory only for interfaces
operating I P over SMDS in accordance with

RFC1209. "
GROUP si pDxi St uf f
DESCRI PTI ON
"This group is nandatory only for those interfaces
(DXl - SNI')

whi ch run the DXl protocol."
::={ smdsConpliances 1}

-- units of conformnce
si pLevel 3St uf f OBJECT- GROUP
OBJECTS { si pL3l ndex,

si pL3Ver si onSupport, si pL3PDUErr orl ndex,
si pL3PDUEr r or Type,
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si pL3PDUEr r or SA, si pL3PDUErr or DA,
si pL3PDUEr r or Ti meSt anp }
STATUS current
DESCRI PTI ON
"A collection of objects providing informtion
applicable to all SMDS interfaces."
::={ smdsGoups 1}

si pLevel 2St uf f OBJECT- GROUP
OBJECTS { siplL2l ndex, sipL2HcsOr CRCErrors,
si pL2Payl oadLengt hErrors,
si pL2SequenceNunber Errors,
si pL2M dCurrent | yActi veErrors,
si pL2BonOr SSMsM DEr r or s,
si pL2EonmsM DErrors }
STATUS current
DESCRI PTI ON
"A collection of objects providing informtion
specific to interfaces using the SIP Level 2."
.= { smdsGoups 2}

si pDS1PLCPSt uf f OBJECT- GROUP
OBJECTS { si pDS1PLCPI ndex, si pDS1PLCPSEFSs,
si pDS1PLCPAl arnSt at e, si pDS1PLCPUASs }
STATUS current
DESCRI PTI ON
"A collection of objects providing informtion
specific to interfaces using the DS1 PLCP."
::={ smdsGoups 3}

si pDS3PLCPSt uf f OBJECT- GROUP
OBJECTS { si pDS3PLCPI ndex, si pDS3PLCPSEFSs,
si pDS3PLCPAl ar nfSt at e, si pDS3PLCPUASs }
STATUS current
DESCRI PTI ON
"A collection of objects providing informtion
specific to interfaces using the DS3 PLCP."
.= { smdsGoups 4 }

si pl PAppl i cati onsSt uf f OBJECT- GROUP
OBJECTS { i pOver SMDSI ndex, i pOver SMDSAddr ess,
i pOver SMDSHA, i pOver SMDSLI SGA, i pOver SMDSARPReq }

STATUS current
DESCRI PTI ON

"A collection of objects providing informtion

for running I P over SMDS."
;.= { smdsGroups 5 }
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si pDxi St uf f OBJECT- GROUP
OBJECTS { sipDxi Crc, sipDxiQutDi scards,
si pDxi I nErrors, sipDxilnAborts,
si pDxi I nTest Frames, si pDxi Qut Test Fr anes,
si pDxi HopNoAcks }
STATUS current
DESCRI PTI ON
"A collection of objects providing informtion
specific to interfaces using the DXI protocol."
::={ smdsGoups 6 }

END
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7. Security Considerations

Security issues are not discussed in this nmeno.
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