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Status of this Menp

This menmo provides information for the Internet community. This nmeno
does not specify an Internet standard of any kind. Distribution of
this nmeno is unlinmted.

Summary

This meno descri bes an approach to the inplenentation of the
ANSI / NI SO 739. 50-1992 Standard for Information Retrieval in the
TCP/ 1 P environnent which is currently in wide use by the Z39.50
i mpl enentor comunity.

| ntroducti on

Z39.50 is a US national standard defining a protocol for conputer-
to-conputer information retrieval that was first adopted in 1988 [ 1]
and extensively revised in 1992 [2]. It was devel oped by the Nationa
I nformati on Standards Organi zation (N SO, an ANSI-accredited

st andards devel opnent body that serves the publishing, library, and
i nformati on services communities. The closely related internationa
standard, 1SO 10162 (service definition) [3] and 10163 (protocol)
[4], colloquially known as Search and Retrieve or SR, reached ful
International Standard (1S) status in 1991. Wirk is ongoing within

| SO Technical Conmttee 46 Working G oup 4 Subgroup 4 to progress
various extensions to SR through the international standards process.
The international standard is essentially a conpatible subset of the
current US Z39.50-1992 standard. Z39.50 is an applications |ayer
protocol within the OSI reference nodel, which assumes the presence
of lower-level OSI services (in particular, the presentation |ayer
[5]) and of the OSI Association Control Service Element (ACSE) [ 6]
within the application |ayer.

Many institutions inplenenting this protocol chose, for various
reasons, to layer the protocol directly over TCP/IP rather than to
inmplenent it in an OSI environment or to use the existing techniques
that provide full OSlI services at and above the OSI Transport |ayer
on top of TCP connections (as defined in RFC 1006 [7] and

i mpl enented, for exanple, in the | SO Devel opnent Environnent
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software). These reasons included concerns about the size and
conplexity of OSI inplenentations, the |ack of availability of mature
OSl software for the full range of conmputing environments in use at
these institutions, and the perception of relative instability of the
architectural structures within the OSI applications |ayer (as
opposed to specific application |layer protocols such as Z39.50
itself). Most inportantly, sonme of these institutions were concerned
that the conplexity introduced by the OSI upper |ayers woul d outwei gh
the relatively nmeager return in functionality that they were likely
to gain. Thus, for better or worse, the decision was taken to

i mpl enent the Z39.50 protocol directly on top of TCP (with the
understanding that this decision mght be revisited at sone point in
the future).

During 1991-1993, a group of inplenmenting institutions agreed to
participate in the Z39.50 Interoperability Testbed project (sonetines
referred to by the acronym"ZI T") under the auspices of the Coalition
for Networked Information (CNI). Their primary objective was to
encour age the devel opnent of many interoperable Z39.50

i mpl ement ations running over TCP/IP on the Internet. By nid-1993, a
nunber of independent Z39.50 inplenentations were operational and
able to interoperate across the Internet.

The Library of Congress, inits role as the Z39.50 Mi ntenance Agency
for NNSO, maintains a registry of the inplementors [8], which
i ncl udes nmenbers of the Z39.50 interoperability testbed.

Thi s docunent describes inplenmentation decisions by current

i mpl enentors of Z39.50 in the Internet environment. These have been
proven within the ZI T project and are bei ng used by nobst of the
nmenbers of the Z39.50 Inplenentors’ Goup (ZIGQ, an infornal group
that neets quarterly to discuss inplenentation and interoperability

i ssues and to devel op extensions to the Z39.50 protocol targeted for
inclusion in future versions of the standard. Intended as a guide for
ot her inplenmentors who seek to devel op interoperable Z39.50

i npl enentati ons running over TCP/IP, this docunment focuses on issues
related to TCP/IP, and it does not address other potentia
interoperability problenms or agreenents that have been reached anong
the inplenentors to address these problenms. It does include a few

not es about extensions to the existing Version 2 protocol that are
being used in the inplenentor community which have interoperability
inmplications. Potential inplementors of Z39.50 should subscribe to
the Z39501 WLISTSERV [9] to obtain infornmation specific to the Z39.50
protocol and extensi ons under devel opnment as well as details of
current inplementations.
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Except where otherw se noted, the version of Z39.50 discussed here is
ANSI / NI SO Z39. 50-1992, sonetines called Z39.50 Version 2 (the

obsol ete original version is referred to as Z39.50-1988 or Z39.50
Version 1). The approach defined should al so be applicable, perhaps
with some mnor changes, to future versions of the Z39.50 protocol
and specifically to Version 3 which is currently under devel opnent.
Thi s docunent will probably be updated to address new versions of the
base Z39.50 protocol as they becone stable.

Encodi ng

The Z39.50 standard specifies its application protocol data units
(APDUs) in Abstract Syntax Notation One (ASN. 1) [10]. These APDUs

i ncl ude EXTERNAL references to other ASN. 1 and non-ASN. 1 objects such
as those defining record transfer syntaxes to be used in a given
application associ ati on.

The standard Basic Encoding Rules (BER) [11] are applied to the ASN. 1
structures defined by the Z39.50 protocol to produce a byte stream
that can be transmtted across a TCP/IP connection. The only
restriction on the use of BER to produce this byte streamis that
direct, rather than indirect, references nust be used for EXTERNAL
objects. This is necessary because there is no presentati on context
in the TCP/IP environnent to support indirect reference. A Z39.50

i mpl enent ati on devel oped according to this specification and running
over TCP/IP should produce a valid byte stream according to the
Z39.50 standard, in the sense that the same byte stream coul d be
passed to an OS|I inplenmentation. However, not all byte streans that
can be produced by applying BER to the APDUs specified in the Z39.50
standard in an CSI environment will be legitimate under this
specification for the TCP/IP environnent; this specification defines
a subset of the possible byte streans valid in a pure OGSl environnent
whi ch excludes those using indirect reference for EXTERNAL objects.

Al'l other BER features should be tol erated by Z39.50 inpl enentations
running over TCP/IP, including the ability to accept indefinite

| ength encodi ngs, although it is preferable that inplenentations do
not generate such encodings since they have caused problens for sone
ASN. 1/ BER parsers. It should also be noted that at |east to the best
of the author’s know edge, there are no inplenmentations at present
that use ASN. 1/BER representations of floating point nunbers;
instead, integers with scaling factors have been used for these
purposes. It should also be noted that Z39.50 version 2 does not
really address character set encoding issues; these questions, and
their interactions with ASN. 1/BER support for multiple character
sets, are under active discussion as part of the effort to devel op
Z39.50 version 3.
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Connecti on

In the Internet environment, TCP Port 210 has been assigned to Z39.50
by the Internet Assigned Numbers Authority [12]. To initiate a Z39.50
connection to a server in the TCP/IP environnent, a client sinply
opens a TCP connection to port 210 on the server and then, as soon as
the TCP connection is established, transmts a Z39.50 INIT APDU usi ng
the BER encoding of that INIT APDU as descri bed above.

| mpl ementors shoul d be aware that there is a substantial installed
base of inplenentations of the Wde Area Information Server (WAIYS)
system The original versions of this software enpl oyed Z39.50
Version 1 with sone extensions. Z39.50 Version 1 did not use BER
encodi ng and Z39.50 Version 1 INIT APDUs | ook very different fromthe
INIT APDUs of Z39.50 Version 2. Inplenmentations of Z39.50 should at

| east be prepared to reject gracefully WAIS-type INIT APDUs. Sone

i mpl enent ati ons recogni ze such INNT APDUs and revert to the Z39.50
Version 1 variant used in WAI'S upon encountering them thus providing
backwards conpatibility with the existing base of WAIS clients and;
the usual nmeans of checking for a WAI'S, as opposed to Z39.50 Version
2, client is to see if the first byte sent on the connection is an
ASCI | zero, which indicates a WAIS client. (In version 1 of WAIS,
bytes 0-9 of the first PDU contain an ASCI| packet |ength; the | ower
case ASCI| string "wai s" appears starting at byte 12.) Work is
currently underway to specify a WAIS profile for use with Z39.50
version 2 [13]; it is expected that this will be issued as a Z39.50
Applications Profile through the NIST OWLibrary Automati on Specia
Interest Group. This profile is expected to be conpatible with the

| ayering defined in this RFC.

Servi ce Mappi ngs

The Z39.50 standard maps Z39.50 services onto a variety of

associ ation control and presentation |ayer services. Connection

est abl i shnent has al ready been di scussed. The other two associ ation
control services that are relevant to Z39.50 are ABORT and RELEASE
The mappi ng of the RELEASE service to a standard TCP CLOSE i s

strai ghtforward. The Z39.50 protocol itself does not, in the current
version, include a Z39.50 CLOSE APDU. Wen the client has conpleted
its interaction with the server, it calls the | R RELEASE servi ce,
which is directly mapped to association control’s orderly association
rel ease. In the TCP/IP environment, the client should sinply initiate
a TCP CLCSE. The nmapping for association abort is nore conplex,
partially because sonme TCP/IP inplenentations cannot distinguish a
TCP reset fromthe other side of the connection fromother events. To
acconplish an abort (that is, a mapping of the | R-ABORT service in
the Z39.50 protocol) in the TCP/IP environnent, client or server need
only term nate the TCP connection either via TCP ABORT or TCP CLOSE
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Real -worl d i nplementations need to be prepared to deal with both TCP
ABORT and CLOSE anyway, so this approach presents no additiona

probl ens, other than the sonewhat anbi guous nature of the type of
associ ation term nation.

It is expected that Z39.50 Version 3 will include a term nation
service which will involve an exchange of Z39.50 CLOSE APDUs,

foll owed by an associ ati on RELEASE (whi ch woul d presumably, in the

I nternet environnent, be mapped to a TCP CLOSE). This new term nation
service is expected to support both graceful and abrupt term nation.
O course, robust inplementations will still need to be prepared to
encounter TCP CLOSE or ABCRT.

Servi ce mappings for the transm ssion of data by client and server
(to the presentation | ayer P-DATA service) are trivial: They are
simply mapped to TCP transmit and receive operations. TCP facilities
such as expedited data are not used by Z39.50 in a TCP environment.

Cont ext s

At the point when the TCP connection is established on TCP port 210,
client and server should both assume that the application context

gi ven in Appendices A and B of the Z39.50-1992 standard are in pl ace.
These are the ASN. 1 definitions of the Z39.50 APDUs and the transfer
syntax defined by applying the BER to these APDUs.

| mpl ement ati ons can reasonably expect that the diagnostic set BIB-1
is supported, and, if resource control is being used, the resource
report format BIB-1 is supported as well.

In the absence of a presentation negotiation nechanism clients and
servers shoul d be cautious about using alternative attribute sets,

di agnostic record formats, resource report formats, or other objects
defined by optional EXTERNALsS within the Z39.50 ASN. 1, such as

aut hentication paraneters, unless there is known to be prior
agreenment to support them O course, either participant in an
associ ati on can reference such an object by object IDin an APDU, but
there is no guarantee that the other partner in the association wll
be able to understand it. Robust inplenmentations should be prepared
to encounter unknown or unsupported object |IDs and generate
appropriate diagnostics. Over time, the default, conmonly known poo
of object IDs may be expanded (for exanple, to support authentication
par anet ers).

| mpl ementors should refer to the docunent [14] issued by the Z39.50

mai nt enance agency in June 1992 for nore details on the assuned
contexts and object identifiers.
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Record syntaxes present a serious practical problem In the CSl
environnent, the partners in a Z39.50 association are assuned to
agree, either through presentation negotiation as part of association
establishnent, or later, dynamcally, as part of the PRESENT process
(through the use of the alter presentation context function at the
presentation |ayer), on which record syntaxes the two entities
conmmonly know. There is a preferred record syntax paraneter that can
be supplied by the client to guide this negotiation. A nunber of

regi stered record syntaxes exist; sone are based on ASN.1 and ot hers
use formats such as the MARC standard for the interchange of machine
readabl e cat al ogi ng records which predate ASN. 1, but are wi dely

i npl enented. |In the TCP/IP environnent, if the server cannot supply
the record in the preferred syntax, it has no guarantee that the
client will understand any other syntax in which it might transmt
the record back to the client, and has no nmeans of negotiating such
synt axes.

Several proposals have been suggested to solve this problem One,
which will likely be part of Z39.50 Version 3, is to replace the
preferred record syntax paraneter with a list of prioritized
preferred syntaxes supplied by the client, plus a flag indicating
whet her the server is allowed to substitute a record syntax not on
the list provided by the client. The currently proposed ASN. 1 for
this extension is upwards conpatible with Z39.50 Version 2, although
the details are still under discussion within the Z39.50

| mpl ementor’s Group. As the Version 3 ASN. 1 becones stable in this
area, Z39.50 servers are encouraged to accept the extended ASN. 1 for
generalized preferred record syntax. The extensibility rules for
Z39.50 negotiation let clients and servers negotiate the use of
Z39.50 Version 2 plus the generalized preferred syntax feature from
Version 3. Thus, a client could support the generalized preferred
record syntax, propose its use to any server, and, if the server
rejects the proposal, revert to the Version 2 preferred syntax
feature.

A second alternative (not inconpatible with the Version 3 extension)
woul d be to adopt a convention for TCP/IP inplenentations that the
server not return a record in a syntax not on the preferred record
syntax list provided by the client. Instead, it would return a

di agnostic record indicating that a suitable record transfer syntax
was not available. This strategy could be viewed as sinply

i npl enenting a subset of the Version 3 solution, and shoul d be

consi dered by inplenmentors of servers as a possible interimneasure.
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Q her Interoperability Issues

Version 3 will include an "other" data field in each APDU, which can
be used to carry inplenmentation-specific extensions to the protocol
A nunber of inplementations are already enploying this field, and

i nteroperabl e i nplenentations mght be wise to include code which at
| east ignores the presence of such fields rather than considering
their presence an error (in contravention of the standard).

Ref er ences

[1] National Information Standards Organization (NSO . Anerican
National Standard Z39.50, Information Retrieval Service
Definition and Protocol Specifications for Library Applications
(New Brunswi ck, NJ: Transaction Publishers; 1988).

[2] ANSI/N SO 7Z39.50-1992 (version 2) Information Retrieval Service
and Protocol: Anerican National Standard, Information Retrieva
Application Service Definition and Protocol Specification for
Open Systens | nterconnection, 1992.

[3] I'SO 10162 International Organization for Standardization (ISO).
Docunentation -- Search and Retrieve Service Definition, 1992.

[4] 1SO 10163 International Organization for Standardi zation (ISO).
Docurentation -- Search and Retrieve Protocol Definition. 1992.

[5] 1SO 8822 - Information Processing Systenms - Open Systens
I nt erconnection - Connection Oiented Presentation Service
Definition, 1988.

[6] SO 8649 - Information Processing Systens - Qpen Systens
I nt erconnection - Service Definition for the Association Contro
Service El enment, 1987. See also | SO 8650 - Information Processing
Systenms - Open Systens |Interconnection - Protocol Specification
for the Association Control Service El enment, 1987.

[7] Rose, M, and D. Cass, "ISO Transport Layer Services on Top of
the TCP, Version 3", STD 35, RFC 1006, Northrop Research and
Technol ogy Center, My 1987.

[8] Registry of Z39.50 Inplenentors, available fromthe Z39.50
Mai nt enance Agency (Ray Denenberg, ray@den. | oc. gov)

Lynch [ Page 7]



RFC 1729 Using the Z39.50 in the Internet Environment Decenber 1994

[9]

[10]

[11]

[12]

[13]

[14]

To subscribe to the Z39.50 I nplenentor’s Wrkshop |list send the
nessage: SUB Z39501 Wyour nane to: LI STSERV@GNERVM NERDC. UFL. EDU
(or NERVM BI TNET). Current drafts of the Version 3 Protoco
docunent are avail able through the Library of Congress GOPHER
server, MARVEL. LOC. GOV.

| SO 8824 - Information Processing Systens - Open Systens
I nterconnection - Specifications for Abstract Syntax Notation One
(ASN. 1), 1987

| SO 8825 Informati on Processing Systens - Open Systens
I nterconnection - Specification of Basic Encoding Rules for
Abstract Syntax Notation One (ASN. 1) 1987

Reynol ds, J., and J. Postel, "Assigned Numbers", STD 2, RFC 1700,
USC/ I nformati on Sci ences Institute, October 1994.

WAIS Profile of Z39.50 Version 2, Revision 1.4, April 26, 1994,
avai l able fromWAI'S Inc.

Regi stration of Z39.50 OSI (Object ldentifiers (Z39.50-MA-024),
avai l abl e fromthe Z39.50 Mi ntenance Agency (Ray Denenberg,
ray@ den. | oc. gov).

Security Considerations

Thi s docunent does not discuss security considerations. However, it
shoul d be noted that the Z39.50 protocol includes nechanisns for
aut hentication and security that inplenentors should review.
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