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| P Aut henticati on Header
Status of this Menp

Thi s docunent specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
Oficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nenmo is unlimted.

ABSTRACT

Thi s docunent describes a mechani smfor providing cryptographic

aut hentication for IPv4 and |1 Pv6 datagrams. An Authentication Header
(AH) is normally inserted after an | P header and before the other

i nformati on bei ng authenti cat ed.

1. I NTRODUCTI ON

The Aut henticati on Header is a mechanismfor providing strong
integrity and authentication for IP datagranms. |t might also provide
non-repudi ati on, dependi ng on whi ch cryptographic algorithmis used
and how keying is perforned. For exanple, use of an asymetric
digital signature algorithm such as RSA, could provide non-
repudi ati on.

Confidentiality, and protection fromtraffic analysis are not

provi ded by the Authentication Header. Users desiring
confidentiality should consider using the | P Encapsul ating Security
Protocol (ESP) either in lieu of or in conjunction with the

Aut henti cati on Header [Atk95b]. This docunent assunes the reader has
previously read the related I P Security Architecture docunent which
defines the overall security architecture for |IP and provides

i mportant background information for this specification [Atk95a].

1.1 Overview

The | P Authentication Header seeks to provide security by adding

aut hentication information to an I P datagram This authentication
information is calculated using all of the fields in the |IP datagram
(including not only the I P Header but al so other headers and the user
data) which do not change in transit. Fields or options which need
to change in transit (e.g., "hop count", "time to live", "ident",

At ki nson St andards Track [ Page 1]



RFC 1826 | P Aut henticati on Header August 1995

"fragment offset”, or "routing pointer") are considered to be zero
for the calculation of the authentication data. This provides
significantly nore security than is currently present in |IPv4 and
m ght be sufficient for the needs of many users.

Use of this specification will increase the |IP protocol processing
costs in participating end systenms and will also increase the

conmuni cations latency. The increased latency is primarily due to
the calculation of the authentication data by the sender and the

cal cul ati on and compari son of the authentication data by the receiver
for each | P datagram containing an Authentication Header. The inpact
will vary with authentication algorithmused and other factors.

In order for the Authentication Header to work properly w thout
changing the entire Internet infrastructure, the authentication data
is carried in its own payload. Systenms that aren’t participating in
the authentication MAY ignore the Authentication Data. Wen used
with IPv6, the Authentication Header is nornmally placed after the
Fragmentati on and End-to-End headers and before the ESP and
transport-layer headers. The information in the other |IP headers is
used to route the datagramfromorigin to destination. Wen used
with I Pv4, the Authentication Header imediately follows an | Pv4
header .

If a symmetric authentication algorithmis used and internediate
authentication is desired, then the nodes perform ng such

i nternedi ate authenticati on would need to be provided with the
appropriate keys. Possession of those keys would permt any one of
those systens to forge traffic claimng to be fromthe legitimte
sender to the legitimate receiver or to nodify the contents of
otherwise legitimate traffic. |In some environnents such internediate
aut hentication m ght be desirable [BCCHO4]. [If an asymmetric

aut hentication algorithmis used and the routers are aware of the
appropriate public keys and authentication algorithm then the
routers possessing the authentication public key could authenticate
the traffic being handl ed without being able to forge or nodify
otherwise legitimate traffic. Al so, Path MU D scovery MJST be used
when intermedi ate authentication of the Authentication Header is
desired and IPv4 is in use because with this nmethod it is not
possible to authenticate a fragnent of a packet [MD90] [Kno93].
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1.2 Requi renments Term nol ogy

In this docunment, the words that are used to define the significance
of each particular requirement are usually capitalised. These words
are:

- MJST

This word or the adjective "REQU RED' neans that the itemis an
absol ute requi rement of the specification

- SHOULD

This word or the adjective "RECOWENDED' neans that there m ght
exi st valid reasons in particular circunstances to ignore this
item but the full inplications should be understood and the case
careful |y wei ghed before taking a different course.

- MAY

This word or the adjective "OPTIONAL" neans that this itemis
truly optional. One vendor mght choose to include the item
because a particul ar marketplace requires it or because it
enhances the product, for exanple; another vendor may onmit the
sane item

2. KEY MANAGEMENT

Key managenent is an inportant part of the IP security architecture.
However, it is not integrated with this specification because of a
long history in the public literature of subtle flaws in key
managenent al gorithms and protocols. The |IP Authentication Header
tries to decouple the key managenent nechani sns fromthe security
prot ocol mechani sms. The only coupling between the key managenent
protocol and the security protocol is with the Security Paraneters
Index (SPI), which is described in nore detail below. This
decoupling permits several different key nanagenent mnmechani sns to be
used. Mre inportantly, it permts the key nanagenent protocol to be
changed or corrected w thout unduly inpacting the security protoco

i mpl enent ati ons.

The key managenent nechanismis used to negotiate a nunber of
paranmeters for each "Security Association", including not only the
keys but also other information (e.g., the authentication algorithm
and node) used by the comunicating parties. The key nanagenent
mechani sm creates and maintains a | ogical table containing the
several parameters for each current security association. An

i npl enentation of the I P Authentication Header will need to read that
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| ogi cal table of security paranmeters to determ ne how to process each
dat agram cont ai ni ng an Aut hentication Header (e.g., to determ ne
whi ch al gorithnm node and key to use in authentication).

Security Associations are unidirectional. A bidirectiona
conmuni cati ons session will normally have one Security Association in
each direction. For exanple, when a TCP session exists between two
systenms A and B, there will nornmally be one Security Association from

A to B and a separate second Security Assocation fromB to A The
recei ver assigns the SPI value to the the Security Association wth
that sender. The other paraneters of the Security Association are
determ ned in a manner specified by the key managenent nechani sm
Section 4 of this docunent describes in detail the process of
selecting a Security Association for an outgoing packet and
identifying the Security Assocation for an incom ng packet.

The I P Security Architecture docunment describes key managenent in
detail. It includes specification of the key nmanagenment requirenents
for this protocol, and is incorporated here by reference [ Atk95a].

3. AUTHENTI CATI ON HEADER SYNTAX
The Authenticati on Header (AH) may appear after any other headers
whi ch are exam ned at each hop, and before any other headers which
are not examned at an internediate hop. The IPv4 or |Pv6 header
i medi ately preceding the Authentication Header will contain the
value 51 in its Next Header (or Protocol) field [ STD 2].

Exampl e hi gh-level diagrams of | P datagrans with the Authentication
Header foll ow

Figure 1. | Pv6 Exanple
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When used with | Pv6, the Authentication Header nornally appears after
the |1 Pv6 Hop-by-Hop Header and before the | Pv6 Destination Options.

| 1Pv4 Header | Auth Header | Upper Protocol (e.g. TCP, UDP)|

Figure 2: | Pv4 Exanple

VWhen used with I Pv4, the Authentication Header normally follows the
mai n | Pv4 header.

3.1 Authenticati on Header Syntax

The authentication data is the output of the authentication algorithm
cal cul ated over the the entire I P datagram as described in nore

detail later in this document. The authentication calcul ation nust
treat the Authentication Data field itself and all fields that are
normally nodified in transit (e.g., TTL or Hop Limit) as if those
fields contained all zeros. Al other Authentication Header fields
are included in the authentication cal culation normally.

The I P Aut henticati on Header has the follow ng syntax:

oo oo oo oo +
| Next Header | Length | RESERVED

Fom e e e e oo - Fom e e e e oo - Fom e e e e oo - Fom e e e e oo - +
| Security Parameters | ndex

Fom e e e oo oo - Fom e e e oo oo - Fom e e e oo oo - Fom e e e oo oo - +
| |
+ Aut hentication Data (variabl e nunber of 32-bit words) |
| |
Fom e e e e oo - Fom e e e e oo - Fom e e e e oo - Fom e e e e oo - +

123456781234567812345678123456178

Figure 3: Authentication Header syntax
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3.2 Fields of the Authentication Header

NEXT HEADER
8 bits wide. Identifies the next payload after the Authentication
Payl oad. This values in this field are the set of IP Protoco
Nunbers as defined in the nost recent RFC fromthe Internet
Assi gned Nunbers Authority (1ANA) describing "Assigned Numbers"
[STD 2].

PAYLOAD LENGTH
8 bits wide. The length of the Authentication Data field in 32-
bit words. Mnimumvalue is 0 words, which is only used in the
degenerate case of a "null" authentication algorithm

RESERVED
16 bits wide. Reserved for future use. MJST be set to all zeros
when sent. The value is included in the Authentication Data
calcul ation, but is otherw se ignored by the recipient.

SECURI TY PARAMETERS | NDEX (SPI)
A 32-bit pseudo-random val ue identifying the security association
for this datagram The Security Paraneters Index value 0 is
reserved to indicate that "no security association exists".

The set of Security Paraneters |Index values in the range 1 through
255 are reserved to the Internet Assigned Nunmbers Authority (1 ANA)
for future use. A reserved SPI value will not normally be
assigned by | ANA unl ess the use of that particul ar assigned SP
value is openly specified in an RFC

AUTHENTI CATI ON DATA
This length of this field is variable, but is always an integra
nunber of 32-bit words.

Many i nmpl enentati ons require padding to other alignments, such as
64-bits, in order to inprove performance. All inplenmentations
MUST support such padding, which is specified by the Destination
on a per SPI basis. The value of the padding field is arbitrarily
sel ected by the sender and is included in the Authentication Data
cal cul ati on.

An inplenmentation will normally use the conbination of Destination
Address and SPI to locate the Security Association which specifies
the field s size and use. The field retains the same format for
al |l datagrams of any given SPI and Destination Address pair
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The Authentication Data fills the field beginning i mediately
after the SPI field. |If the field is |onger than necessary to
store the actual authentication data, then the unused bit
positions are filled with unspecified, inplenentation-dependent
val ues.

Refer to each Authentication Transform specification for nore
i nformation regarding the contents of this field.

3.3 Sensitivity Labeling

As is discussed in greater detail in the IP Security Architecture
docunent, IPv6 will normally use inplicit Security Labels rather than
the explicit labels that are currently used with | Pv4 [ Ken91]
[Atk95a]. In sone situations, users MAY choose to carry explicit

| abel s (for exanple, I1PSO | abels as defined by RFC-1108 mi ght be used
with IPv4) in addition to using the inplicit |abels provided by the
Aut hentication Header. Explicit |abel options could be defined for
use with IPv6 (e.g., using the I Pv6 end-to-end options header or the

| Pv6 hop-by-hop options header). |nplenmentations MAY support
explicit labels in addition to inplicit labels, but inplenentations
are not required to support explicit labels. If explicit labels are

in use, then the explicit |abel MJST be included in the
aut hentication cal cul ation.

4. CALCULATI ON OF THE AUTHENTI CATI ON DATA

The authentication data carried by the I P Authentication Header is
usual |y cal cul ated using a nmessage di gest algorithm (for exanple,

MD5) either encrypting that nessage digest or keying the nessage
digest directly [Riv92]. Only algorithns that are believed to be
cryptographically strong one-way functions should be used with the IP
Aut henti cati on Header

Because conventional checksuns (e.g., CRC-16) are not
cryptographically strong, they MJST NOT be used with the
Aut henti cati on Header

When processing an outgoing | P packet for Authentication, the first
step is for the sending systemto |locate the appropriate Security
Association. Al Security Associations are unidirectional. The

sel ection of the appropriate Security Association for an outgoing IP
packet is based at |east upon the sending userid and the Destination
Address. \When host-oriented keying is in use, all sending userids
will share the same Security Association to a given destination

When user-oriented keying is in use, then different users or possibly
even different applications of the same user mght use different
Security Associations. The Security Association selected wll
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i ndi cate which algorithm algorithmnode, key, and other security
properties apply to the outgoing packet.

Fi el ds which NECESSARI LY are nodified during transit fromthe sender
to the receiver (e.g., TTL and HEADER CHECKSUM for |Pv4 or Hop Limt
for 1Pv6) and whose value at the receiver are not known wth
certainty by the sender are included in the authentication data

cal cul ati on but are processed specially. For these fields which are
nodi fied during transit, the value carried in the |IP packet is

repl aced by the value zero for the purpose of the authentication
calculation. By replacing the field' s value with zero rather than
omtting these fields, alignnent is preserved for the authentication
cal cul ati on.

The sender MUST conpute the authentication over the packet as that
packet will appear at the receiver. This requirenent is placed in
order to allow for future I P optional headers which the receiver

m ght not know about but the sender necessarily knows about if it is
i ncludi ng such options in the packet. This also pernits the

aut hentication of data that will vary in transit but whose val ue at
the final receiver is known with certainty by the sender in advance.

The sender places the cal cul ated message di gest al gorithm output into
the Authentication Data field within the Authentication Header. For

pur poses of Authentication Data conputation, the Authentication Data

field is considered to be filled with zeros.

The 1 Pv4 "TIME TO LI VE' and "HEADER CHECKSUM' fields are the only

fields in the I Pv4 base header that are handl ed specially for the

Aut hentication Data cal culation. Reassenbly of fragmented packets

occurs PRIOR to processing by the I ocal |P Authentication Header

i mpl enentation. The "nore" bit is of course cleared upon reassenbly.
Hence, no other fields in the | Pv4d header will vary in transit from

the perspective of the |IP Authentication Header inplenentation. The

"TIME TO LI VE" and "HEADER CHECKSUM' fields of the |IPv4 base header
MUST be set to all zeros for the Authentication Data cal cul ation

Al'l other IPv4 base header fields are processed nornmally with their

actual contents. Because |Pv4 packets are subject to internediate

fragmentation in routers, it is inportant that the reassenbly of |Pv4
packets be performed prior to the Authenticati on Header processing.

| Pv4 | npl emrent ati ons SHOULD use Path MIU Di scovery when the IP

Aut hentication Header is being used [MDX0]. For |IPv4, not al

options are openly specified in a RFC, so it is not possible to

enunerate in this docunent all of the options that m ght normally be
nodi fied during transit. The IP Security Option (I1PSO MJST be

i ncluded in the Authentication Data cal cul ati on whenever that option
is present in an | P datagram [Ken91]. |If a receiving system does not
recogni se an IPv4 option that is present in the packet, that option
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is included in the Authentication Data cal cul ation. This neans that
any | Pv4 packet containing an | Pv4 option that changes during transit
in a manner not predictable by the sender and which IPv4 option is
unrecogni sed by the receiver will fail the authentication check and
consequently be dropped by the receiver.

The 1Pv6 "HOP LIMT" field is the only field in the | Pv6 base header
that is handled specially for Authentication Data cal culation. The
value of the HOP LIMT field is zero for the purpose of

Aut hentication Data calculation. Al other fields in the base |IPv6
header MUST be included in the Authentication Data cal cul ati on using
the normal procedures for calculating the Authentication Data. Al

| Pv6 "OPTION TYPE" values contain a bit which MJUST be used to

det erm ne whether that option data will be included in the

Aut hentication Data calculation. This bit is the third-highest-order
bit of the 1Pv6 OPTION TYPE field. If this bit is set to zero, then
the corresponding option is included in the Authentication Data
calculation. |If this bit is set to one, then the correspondi ng
option is replaced by all zero bits of the same |length as the option
for the purpose of the Authentication Data calculation. The |IPv6
Routi ng Header "Type 0" will rearrange the address fields within the
packet during transit fromsource to destination. However, this is
not a probl em because the contents of the packet as it will appear at
the receiver are known to the sender and to all internedi ate hops.
Hence, the I Pv6 Routing Header "Type 0" is included in the

Aut hentication Data cal cul ation using the nornmal procedure.

Upon recei pt of a packet containing an |IP Authenticati on Header, the
receiver first uses the Destination Address and SPI value to |locate
the correct Security Association. The receiver then independently
verifies that the Authentication Data field and the recei ved data
packet are consistent. Again, the Authentication Data field is
assuned to be zero for the sole purpose of naking the authentication
conputation. Exactly how this is acconplished is algorithm
dependent. If the processing of the authentication algorithm

i ndicates the datagramis valid, then it is accepted. If the

al gorithm deternines that the data and the Authentication Header do
not match, then the receiver SHOULD di scard the received | P datagram
as invalid and MJUST record the authentication failure in the system
log or audit log. |If such a failure occurs, the recorded | og data
MUST include the SPI value, date/tinme received, clear-text Sending
Address, clear-text Destination Address, and (if it exists) the
clear-text Flow ID. The |og data MAY al so include other infornmation
about the failed packet.
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5. CONFORVANCE REQUI REMENTS

| npl enentati ons that claimconfornmance or conpliance with this
specification MIUST fully inplenent the header described here, MJST
support manual key distribution for use with this option, MJST conply
with all requirenents of the "Security Architecture for the Internet
Protocol " [ Atk95a], and MJST support the use of keyed MD5 as
described in the conpanion docunent entitled "IP Authentication using
Keyed MD5" [MS95]. Inplenmentations MAY al so inplenment other

aut hentication algorithns. |nplenentors should consult the npst
recent version of the "I AB Oficial Standards"™ RFC for further

gui dance on the status of this docunent.

6. SECURI TY CONSI DERATI ONS

This entire RFC di scusses an authentication nechanismfor IP. This
mechani smis not a panacea to the several security issues in any

i nternetwork, however it does provide a conponent useful in building
a secure internetwork.

Users need to understand that the quality of the security provided by
this specification depends conpletely on the strength of whichever
cryptographic algorithm has been inplenented, the strength of the key
bei ng used, the correctness of that algorithnis inplenentation, upon
the security of the key nanagenment mechani smand its inplenentation
and upon the correctness of the | P Authentication Header and IP

i mpl enentations in all of the participating systens. |If any of these
assunptions do not hold, then little or no real security will be
provided to the user. Inplenentors are encouraged to use high
assurance nethods to develop all of the security relevant parts of
their products.

Users interested in confidentiality should consider using the IP
Encapsul ating Security Payload (ESP) instead of or in conjunction
with this specification [Atk95b]. Users seeking protection from
traffic analysis mght consider the use of appropriate |ink
encryption. Description and specification of |ink encryption is

out side the scope of this note [VK83]. Users interested in conbining
the I P Authentication Header with the | P Encapsul ating Security

Payl oad shoul d consult the I P Encapsul ati ng Security Payl oad
specification for details.

One particular issue is that in sone cases a packet which causes an
error to be reported back via |CVP m ght be so large as not to
entirely fit within the | CMP nessage returned. |In such cases, it

m ght not be possible for the receiver of the |CMP nmessage to

i ndependently authenticate the portion of the returned message. This
could nmean that the host receiving such an | CMP nessage woul d either
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trust an unauthenticated | CMP nessage, which might in turn create
some security problem or not trust and hence not react appropriately
to sone legitimate | CVP nessage that should have been reacted to. It
is not clear that this issue can be fully resolved in the presence of
packets that are the sane size as or larger than the mninumI|P MU
Simlar conplications arise if an encrypted packet causes an | CWP
error nmessage to be sent and that packet is truncated.

Active attacks are now wi dely known to exist in the Internet [CER95].
The presence of active attacks means that unauthenticated source
routing, either unidirectional (receive-only) or with replies
following the original received source route represents a significant
security risk unless all received source routed packets are

aut henticated using the | P Authentication Header or sone ot her
cryptologic nechanism It is noteworthy that the attacks described
in [CER95] include a subset of those described in [Bel 89].

The use of IP tunneling with AH creates nultiple pairs of endpoints
that m ght perform AH processing. |nplenenters and administrators
shoul d carefully consider the inpacts of tunneling on authenticity of
the received tunnel ed packets.
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