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1. Abstract
The Lightwei ght Directory Access Protocol (LDAP) uses X 500-
conpati bl e di stingui shed names [3] for providing unique
identification of entries.
Thi s docunent defines an algorithm by which a nane registered with
the Internet Dormain Name Service [2] can be represented as an LDAP
di sti ngui shed name.

2. Background
The Domai n (Naneserver) System (DNS) provides a hierarchical resource
| abel i ng system A nane is made up of an ordered set of conponents,

each of which are short strings. An exanple domain name with two
conponents woul d be "CRI TI CAL- ANGLE. COM'

Kille, et. al. St andards Track [ Page 1]



RFC 2247 Usi ng Domai ns in LDAP/ X. 500 January 1998

LDAP- based directories provide a nore general hierarchical nam ng
framework. A primary difference in specification of distinguished
nanmes from domai n nanes is that each conponent of an distinguished
nane has an explicit attribute type indication.

X. 500 does not mandate any particular namng structure. |t does
contai n suggested nam ng structures which are based on geographic and
nati onal regions, however there is not currently an established
registration infrastructure in nany regions which would be able to
assign or ensure uni queness of nanes.

The nmechani sm described in this docunent automatically provides an
enterprise a distingui shed nane for each domain nane it has obtai ned
for use in the Internet. These distinguished names may be used to
identify objects in an LDAP directory.

An exanpl e di stingui shed nane represented in the LDAP string format
[3] is "DC=CRITI CAL- ANGLE, DC=COM'. As with a donmai n nane, the nobst
significant conponent, closest to the root of the nanespace, is
witten |ast.

Thi s docunent does not define howto represent objects which do not
have domai n nanmes. Nor does this docunent define the procedure to
| ocate an enterprise’s LDAP directory server, given their domain
nane. Such procedures nay be defined in future RFCs.

3. Mapping Donmain Names into Distingui shed Nanes

This section defines a subset of the possible distinguished name
structures for use in representing nanmes allocated in the Internet
Domain Nanme System It is possible to algorithnically transform any
Internet donain nanme into a distinguished name, and to convert these
di sti ngui shed names back into the original domain names.

The algorithmfor transformng a domain name is to begin with an
enpty distingui shed nane (DN) and then attach Rel ative Distinguished
Nanes (RDNs) for each conmponent of the domain, nobst significant (e.g.
rightmost) first. Each of these RDNs is a single
AttributeTypeAndVal ue, where the type is the attribute "DC' and the
value is an | A5 string containing the domai n nane conponent.

Thus the dommi n nanme "CS. UCL. AC. UK" can be transfornmed into

DC=CS, DC=UCL, DC=AC, DC=UK
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Di stingui shed names in which there are one or nore RDNs, al
containing only the attribute type DC, can be napped back into domain
nanmes. Note that this docunment does not define a donain nane
equi val ence for any other distingui shed names.

4. Attribute Type Definition

The DC (short for dommi nConponent) attribute type is defined as
fol | ows:

( 0.9.2342.19200300. 100. 1. 25 NAME 'dc’ EQUALI TY casel gnor el A5Mat ch
SUBSTR casel gnor el A5Substri ngsMat ch
SYNTAX 1.3.6.1.4.1.1466.115.121. 1. 26 SI NGLE- VALUE )

The value of this attribute is a string holding one conmponent of a
domai n nane. The encoding of I A5String for use in LDAP is sinply the
characters of the string itself. The equality matching rule is case
i nsensitive, as is today’'s DNS

5. bject Cass Definitions

An object with a nane derived fromits domai n name using the
al gorithm of section 3 is represented as an entry in the directory.
The "DC' attribute is present in the entry and used as the RDN

An attribute can only be present in an entry held by an LDAP server
when that attribute is permtted by the entry’s object class.

This section defines two object classes. The first, dcObject, is
intended to be used in entries for which there is an appropriate
structural object class. For exanple, if the donain represents a
particul ar organi zation, the entry would have as its structura

obj ect class 'organization', and the 'dcObject’ class would be an
auxiliary class. The second, domain, is a structural object class
used for entries in which no other information is being stored. The
domai n object class is typically used for entries that are

pl acehol ders or whose dommi ns do not correspond to real-world
entities.

5.1. The dcObject object class
The dcObj ect object class permits the dc attribute to be present in
an entry. This object class is defined as auxiliary, as it would
typically be used in conjunction with an existing structural object
cl ass, such as organi zation, organizational Unit or locality.

The foll owi ng object class, along with the dc attribute, can be added
to any entry.
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( 1.3.6.1.4.1.1466. 344 NAME ' dcObject’ SUP top AUXI LI ARY MJUST dc )
An exanmple entry woul d be:

dn: dc=critical -angl e, dc=com
objectC ass: top

obj ect Cl ass: organi zation

obj ect O ass: dcObj ect

dc: critical-angle

o: Critical Angle Inc.

5.2. The dommi n object class

If the entry does not correspond to an organi zati on, organizationa
unit or other type of object for which an object class has been
defined, then the "dommi n" object class can be used. The "domain"
object class requires that the "DC' attribute be present, and pernits
several other attributes to be present in the entry.

The entry will have as its structural object class the "donain"
obj ect cl ass.

( 0.9.2342.19200300. 100. 4. 13 NAME 'domai n” SUP top STRUCTURAL

MUST dc

MAY ( userPassword $ searchCuide $ seeAl so $ businessCategory $
x121Address $ regi steredAddress $ destinationlndicator $
preferredDel i veryMethod $ tel exNunber $ teletexTerm nalldentifier $

t el ephoneNunber $ internationali SDNNunber $ facsi m | eTel ephoneNurber $
street $ postOFficeBox $ postal Code $ postal Address $

physi cal Del i veryOfficeNane $ st $ 1 $ description $ 0 $

associ at edNane ) )

The optional attributes of the donain class are used for describing
the object represented by this domain, and may al so be useful when
searching. These attributes are already defined for use with LDAP
[4].

An exanmple entry woul d be:

dn: dc=tcp, dc=critical -angl e, dc=com

objectC ass: top

obj ect d ass: domain

dc: tcp

description: a placeholder entry used with SRV records

The DC attribute is used for naming entries of the domain class, and

this can be represented in X 500 servers by the foll owi ng nane form
rul e.
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( 1.3.6.1.4.1.1466. 345 NAME ' domai nNaneFormi OC domain MJUST ( dc ) )
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7. Security Considerations

This meno describes how attributes of objects may be di scovered and
retrieved. Servers should ensure that an appropriate security policy
i s maintained.

An enterprise is not restricted in the information which it may store
in DNS or LDAP servers. A client which contacts an untrusted server
may have incorrect or misleading information returned (e.g. an

organi zation's server may claimto hold nanming contexts representing
domai n nanes whi ch have not been del egated to that organization).
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9.

Ful | Copyright Statenent
Copyright (C The Internet Society (1998). Al Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherwi se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORVATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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