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Abst r act

The Common | ndexi ng Protocol (CIP) is used to pass indexing
information fromserver to server in order to facilitate query
routing. The protocol is conprised of several M ME objects being
passed from server to server. This docunent describes the definitions
of those objects as well as the methods and requirenents needed to
define a new i ndex type.

1. Introduction

The Conmon | ndexing Protocol (CIP) is used to pass indexes between
servers that conbine multiple indexes and/or route queries based on
those indexes. The overall framework for the protocol is specified in
the CIP Franework document [ FRAMEWORK]. This docunent shoul d be read
within the context of that docunent as there are fundamental concepts
contained in the franework that are not fully expl ai ned here.

Since there are several different ways to i ndex a given database
there will be multiple types of indexes to pass. These indexes may
have different transport requirenents, different ways of specifying
paraneters, and different referral rules. These different

requi rements are handl ed by encapsul ating the i ndexes within MM
wrappers in order to have a standardi zed way to specify those

di fferent paraneters.
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Appendi x A contains the actual MM [ RFC2046] registration tenpl ates
sent to the I ANA for registration [ RFC2048].

Thi s docunent uses | anguage |i ke SHOULD and SHALL that have specia
meani ng as specified in "Key words for use in RFCs to Indicate
Requi renent Level s" [RFC2119].

2.0 CI P Transactions

Messages passed by CIP inplenentations over reliable transport
mechani sns fall into three categories: requests, responses and
results. Al requests result in either a response or a result. A
result sent in response to a request nmust be interpreted as a
successful operation

Requests, responses and results are formatted as M ME [ RFC2046]
nmessages. The specific MM types invol ved are defined bel ow

As with all M M objects, CIP nessages may be wapped in a security
mul tipart package to provide authentication and privacy. The security
policy with respect to all messages is inplenentation defined, when
not explicitly discussed below. CIP inplenentors are strongly urged
to allow server adm nistrators maxi mum configurability to secure
their servers against maliciously sent anonynous CI P nessages. In
general , operations which can pernanently change the server’'s state
in a harnful way should only take place upon receipt of a properly
signed message froma trusted CI P peer or administrator. |nplenentors
shoul d provi de appropriate auditing capabilities so that both
successful and failed requests can be tracked by the server
admi ni strator.

Since these M ME objects can and will be sent over several different
protocols, body termination is specified by the transfer protocol
New protocols are encouraged to use SMIP [ RFC821] style body

term nation

Finally, since MM objects can specify their own encoding, the

I i ne- breaks contained within each body are defined by the encoding.
Thus, instead of specifying themas carriage-return and/or |inefeed,
the identifier <linebreak> is used. Linebreaks in the headers and
separating the body fromthe headers follow existing standards.
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2.1 Comon syntactic definitions

There are certain syntactic elements common to all of the CIP
transactions. These include type, DSI and the Base- URI

2.1.1 The "application/index" MM type tree

Due to requirenments in RFC2048 concerni ng objects that have the sane
type but different syntaxes, CIP objects will use the
application/index tree but include "facets" [RFC2048] which extend it
as other types have done with respect to gl obal el enents and vendor
speci fic enhancenents. Thus the tree is divided up into the follow ng
branches:

application/index.cnd. _conmmand_
appl i cati on/index.response
application/index.obj._type_
appl i cation/index.vnd. Xxx_

_command_ is a comand as specified here. It contains comands and
their arguments.

_type_identifies what type of CIP index object is contained
within the body. It is unique anpong all other reserved types.
Reserved types are those previously docunented by other CIP index
obj ect specifications, according to standard | ETF processes.

_xxx_ is an identifier specified by a vendor for use by that
vendor in operations specifically to do with indexes.

Al'l of the above identifiers follow the rules in RFC2048 for valid

M ME types. |In addition conmands, responses and types are linited by
this docunment to consist of from1 to 20 characters fromthe set [a-
zA-70-9-]; that is, all upper and lower case letters, all digits, and
the ASCII mnus character (deci mal 45). Though type names may be
specified case sensitively, they nust be conpared and ot herw se
processed case insensitively.

Appendi x A contains the registration tenplate for the
application/index tree.

2.1.2 DS

A dataset identifier is an identifier chosen fromany part of the
| SO CCITT O D space. The DSI uniquely identifies a given dataset
among all datasets indexed by CIP
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As currently defined, O D s are an unbounded sequence of unbounded
integers. Wiile this creates an infinite nunbering space, it presents
probl ems for inplenentors dealing with machines with finite
resources. To ease inplementation, this docunent specifies an ASCl
encodi ng of the O D, and specifies limts which make inpl ementation
easi er.

For the purposes of interchange in ClIP nessages, an O D nust conform
to the follow ng rules:

dsi "
i nt eger
one-to-ni ne

integer *( "." integer)

all-digits / (one-to-nine *all-digits)

B R B A A N A A
"g" [/ "9"

"0" / one-to-nine

all-digits

Under no circunstances shall the total length of the resulting string
exceed 255 characters. A D s which cannot, due to their |ength,
conformto these rules nust not be used as CI P dataset identifiers.

An inpl enentation nust not attenpt to parse the individual integers
unless it is prepared to handle arbitrary-length integers. Treating
the DSI as anything other than an opaque string of US-ASCI
characters is not recommended.

Two CIP DSlI's are considered to nmatch if both conformto the above
rul es and every nunber matches.

2.1.3. Base-UR

CIP index objects carry base-URI's to facilitate referral generation
based on the index object. The base-URI paraneter carries a

whi t espace-delinmited list of URL’s. URL's are defined in RFC 1738.
The exact rules are as foll ows:

base-uri = genericurl *( 1*whitespace genericurl )
whi t espace = "<space>" (decinmal 32) /

"<t ab>" (decimal 9) /

"<cr>" (decimal 13) /

"<l f>" (deci mal 10)

genericurl = { as specified in RFC- 1738, section 5 }
2.2 Response format

Al'l requests nust be foll owed by a response code, except in the cases
where a return path is unavail abl e.

The definition for this MM type is:
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M ME type nane: application

M ME subt ype nane: i ndex. response
Requi red paraneters: code

Optional paraneters: char set

Security considerations: (See Section 4)

The code paraneter contains a 3 digit return code that denotes the
status of the |ast comand.

The format of the body is such that the first line is interpreted as
the comment corresponding to the code. As with npst response codes
this comment is intended for human consunption and may not exist and
nust not be depended on by the protocol. Subsequent |ines in the body
are reserved for each response to define. In the case where the
coment is not given the first nust be an enpty I|ine.

body = comment | i nebreak payl oad
comment = { any text }

i nebreak = (decimal 13) (deciml 10)
payl oad = { any text }

The charset paraneter has its normal M ME neani ng. Bel ow are severa
exanpl es:

[ begin M Mg]
Content-type: application/index.response; code=220

Cl P Server v1.0 ready!<linebreak>

[end M M|

[ begin M Mg]
Content-type: application/index.response; code=500

M ME formatting probl enxlinebreak>

[end M M|

[ begin M Mg]
Content-type: application/index.response; code=520

<l i nebr eak>

[end M M|

Wil e the responses described in this docunent do not utilize the
rest of the lines in the body of a response inplenentors should take
care to not disallowit in the future. A good exanple would be a
nmessage specifying that a poll request did not contain required
attributes. This nessage m ght [ ook |ike this:
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[ begin M Mg]
Content-type: application/index.response; code=502

Request is missing required CIP attributes
M ssing-Attribute: attributel
M ssing-Attribute: attribute2
M ssing-Attribute: attribute3

[end M ME]

The neaning of the various digits in the response codes is di scussed
in RFC-821, Appendix E

See Appendix B for a list of the valid response codes.
2.3 Command f or mat

A CIP command either initiates an index transfer, interrogates the
state of the receiver-CIP (or the server’s participation in the
nmesh), or changes the state of the server (or the server’s place in
t he nesh).

Cl P comands are sent as a M ME nessage of type
"application/index.cnd. _command_". The definition for this MM type
tree foll ows:

M ME type nane: application
M ME subt ype nane: i ndex. cnd. _conmmand_
Opti onal paraneters: type, ds

Security considerations: (See Section 4)

The format of the body is defined by each command. A genera
attribute/value pair orientation is preserved throughout the
foll ow ng specified commands. Those devel opi ng future commuand shoul d
attenpt to maintain that orientation but are not required to do so.

In the follow ng sections, the server’s response for each possible
val ue for "command" is defined. Note that the paraneters listed as
optional above are only optional with respect to the generic MM
form The optional parameters are only optional with respect to MM
parsing. |If one or nmore of the paranmeters needed to fulfill a command
is mssing, a response code of 502 is returned.

Extra optional paraneters which are unrecognized nust be silently
i gnor ed.
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2.3.1 No-operation

Conmand Narme: appl i cati on/index. cnd. noop
Requi red paraneters: (none)

A CIP command with the "command" paraneter set to "noop" nust be
acknow edged with response type code 200 (conmand OK, no response
forthcom ng).

This command rmust not require a signed M Me object. |nplenmentations
shoul d accept commands whi ch have been validly signed.

Exanpl e:

[ begin M Mg]
Content-type: application/index.cnd. noop

[end M ME]

Note the | ack of a body but how the <linebreak> pair is stil
preserved after the Content-type header

2.3.2 Pol

Request Nane: appl i cation/index. cnd. pol
Requi red paraneters: type, ds

The "poll" command is used by a poller to request the transfer of an
i ndex object. It requires the follow ng paraneters:

type: The i ndex object type requested
dsi : The dataset which the index should cover

If there are no index objects available for a given DSI, or the
recei ver-Cl P does not support a given index object type, the
receiver-Cl P nust respond with response code 200, (successful, no
response forthcomng). Oherw se, the response code nust be 201
(successful, response is forthconing).

The security policy for polling commands is wholly inplenentation
defined. Inplenmentations may be configured to accept or reject
anonynous poll commands.

Exanpl e:

[ begin M Mg]
Content-type: application/index.cnd.poll; type="sinple";
dsi="1.3.5.7.9"
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Tenpl ate: contact name address phone<li nebreak>
Start-tinme: Fri May 30 14:25:30 EDT 1997<I i nebr eak>
End-tinme: Sat May 31 14:25:30 EDT 1997<l i nebr eak>

[end M ME]
2. 3. 3 Dat aChanged

Request Nane: appl i cation/index. cnd. dat achanged
Requi red paraneters: type, ds

The "dat achanged” command is used by a pollee to notify a poller that
the data within an index has changed. It requires the follow ng
par amet ers:

type: The i ndex object type requested
dsi : The dat aset which the i ndex shoul d cover

If there are no index objects available for a given DSI, or the
recei ver-Cl P does not support a given index object type, the
recei ver-Cl P nust respond with response code 200, (successful, no
response forthconmng). Oherw se, the response code must be 201
(successful, response is forthcom ng).

The body of a DataChanged command is formatted as a sinple set of
attribute value pairs followi ng the rules of RFC822. The actua
attributes and val ues allowed are defined by the index type

speci fication.

The security policy for DataChanged comrands is wholly inplenmentation
defined. Inplenentations may be configured to accept or reject
anonynous Dat aChanged commands.

Exanpl e:

[ begin M Mg]
Content-type: application/index.cnd. dat achanged;
type="sinple"; dsi= "1.3.5.7.9"<linebreak>

Ti me-of -1 at est-change: Fri May 30 14:25: 30 EDT 1997<li nebr eak>

Ti me- of - message-generation: Fri My 30 14:25:30 EDT 1997<l i nebr eak>
Host - Nane: ci p. rwhoi s. net <l i nebr eak>

Host - Port: 4322<li nebreak>

Protocol : Rwhoi s2. 0<l i nebr eak>

[end M ME]
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2.3.4 Additional Requests

The requests specified above are those required to inplenent a sinple
mesh. It is expected that other requests will be devel oped to handl e
i ssues of nesh-managenent and statistics gathering requests. At this
point this is an area of additional work. Specifically nore work is
needed in the area of nmesh nmanagenent as neshes will tend to be
organi zed around the characteristics of their index type.

2.4. Index bject format

3.

In reply to the "poll" command, a server may choose to send one or
nore i ndex objects. Regardl ess of the nunber of index objects
returned, the response nust take the formof a M ME nultipart/m xed
nmessage. Each part nust itself be a M ME object of type
"application/index.obj. _type ". The definition for this type foll ows:

M ME type nane: application

M ME subt ype nane: i ndex. obj. _type_
Requi red paraneters: dsi, base-uri
Optional paraneters: none

Security considerations: (See Section 4)

As previously described, each index object is of a particular
type. This type is specified in the M ME subtype nane since sone
types may have a di fferent syntax.

The required paraneters are to be used as foll ows:

DSl : The DSI is a string which globally uniquely identifies
the dataset from which the i ndex was created

base-URI: One or nore URI’s will formthe base of any referrals
created based upon this index object.

I ndex Type Definition Requirenents

Because of the need for application domain specific indices, CIP

i ndex objects are abstract; they nust be defined by a separate
specification. The basic protocols for noving i ndex objects are

wi dely applicable, but the specific design of the index, and the
structure of the nesh of servers which pass a particular type of

i ndex i s dependent on the application donmain. While conpanion
docunents will describe index objects, there is a set of base

requi renents and questions those docunments rmust address. This is to
ensure that the base assunptions that the CI P protocol makes about
its indexes are actually expressible within the index.

Allen & Mealling St andards Track [ Page 9]



RFC 2652 M ME Definitions for CIP August 1999

Since each type is a MME type all its own, registration of new types
follows the standard registration policies specified in RFC2048.

3.1 Type specific requests

Any index type definition nust address the type specific bodies of
the Poll and Dat aChanged requests. Al paraneters included in the
body nust be specifi ed.

3.2 The index. obj paraneters
3.2.1 Type
See the above definitions for allowed val ues for type.

A new nane nust be assi gned when any changes to the docunent
descri bing the index object type are not conpletely backwards
conpati bl e.

3.2.2 DS

Anot her attribute is the "DSI", or Dataset ldentifier, which uniquely
identifies the dataset fromwhich the index was created. The index
specification should define the policies for howthe DSI is
generated. This includes the concept of what a data-set neans for the
gi ven i ndex.

3.2.3. Base-UR

An attribute of the index object which is crucial for generating
referrals is the "Base-URI". The URI (or URI's) contained in this
attribute formthe basis of any referrals generated based on this

i ndex block. The URI is also used as input during the index
aggregati on process to constrain the possible types of aggregation.
This use of the Base-URl is used to deal with neshes that support
mul tiple protocols.

Thus, an index specification shoul d define how the Base-URl applies

to the underlying index and how it is changed during the aggregation
process.
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3.3 Aggregation

Al'l index object specifications nust address the issue of
aggregation. This is the method by which an index server takes two
or nore indexes and conbines theminto one index to be passed on. It
is not required that a given index-type aggregate. If it does not it
nmust explicitly address the reasons why and what affect that has on
scal ability.

If a given index does aggregate, the algorithmfor that aggregation
must be given. It nust al so address how that al gorithm affects nesh
organi zation and scal ability.

| ndex obj ect docunent authors shoul d remenber that any kind of
aggregati on should be perforned wi thout conpronising the ability to
correctly route queries while avoiding excessive nunbers of m ssed
results. The acceptable |ikelihood of false negatives nust be
establ i shed on a per-application-domain basis, and is controlled by
the granularity of the index and the aggregation rules defined for it
by the particular specification

Not hi ng in these docunents specifically disall ow aggregation rules

that deal with different index object types. This type of

het erogeneous nesh is difficult to formulate at best and thus is not
covered by these docunents. If docunent authors wish to attenpt such
a nesh they should be aware that it is considered an ill understood

concept that contains many pitfalls for the mesh buil der

3.4 Referral Generation Semantics

Since the nmethod by which a client navigates the nmesh is by
referrals, the docunment must address how a given access protoco
generates a referral fromthe index. Authors should pay particul ar
attention to the case where an index is accessed by different
protocol s and the interaction between them For exanple, an index
that supports referrals being generated for both RWois and LDAP nust
understand that one uses a Distinguished Namre while the other
doesn’t. The inpacts of these differences on the referral should be
cl ear.

3.5 Matching Semantics

In order to generate a referral the decision of whether or not to do
so nust be handl ed by the access protocol. The semantics surroundi ng
this decision have a large inpact on the efficiency of searches as
wel |l as the requirenents on aggregation. Thus, index specification
aut hors must be very cl ear about how a match is determ ned.
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3.6 Security Considerations

As is customary with Internet protocol docunmentation, a brief review
of security inmplications of the proposed object must be included.
This section may need to do little nore than echo the considerations
expressed in this docunent’s Security Considerations section

3.7 Optional Coverage

Because indexing algorithms, stop-lists, and data reduction
technol ogi es are consi dered by sonme index object designers to be
proprietary, it is not necessary to discuss the process used to
derive indexing information froma body of source nmaterial. Wen
proprietary indexing technologies are used in a public nesh, all CP
servers in the mesh should be able to parse the index object (and
perf orm aggregati on operations, if necessary), though not all of them
need to be able to create these proprietary indices from source data.

Thus, index object designers may choose to renmain silent on the

al gorithnms used for the generation of indices, as long as they
adequat el y docunent how to participate in a nmesh of servers passing
these proprietary indices.

Desi gners shoul d al so seriously consider including useful exanples of
source data, the generated index, and the expected results from
exanpl e mat ches. Wen the aggregation algorithmis conplex, it is
recommended that a table showing two indices and the resultant
aggregat e i ndex be included.

4. Security Considerations

Security considerations conme into play in at least the follow ng two
scenarios. Indexing information can | eak undesirabl e ambunts of
proprietary information, unless carefully controlled. At a nore
fundanental level, the CIP protocol itself requires external security
services to operate in a safe nanner. Both topics are covered bel ow

4.1 Secure |ndexing

CIP is designed to index all kinds of data. Sone of this data night
be consi dered val uabl e, proprietary, or even highly sensitive by the
data mmi ntai ner. Take, for exanple, a human resources database.
Certain bits of data, in noderation, can be very hel pful for a
conpany to make public. However, the database in its entirety is a
very val uabl e asset, which the conpany nust protect. Mich experience
has been gained in the directory service community over the years as
to how best to walk this fine Iine between conpletely revealing the
dat abase and mmki ng useful pieces of it avail able.

Allen & Mealling St andards Track [ Page 12]



RFC 2652 M ME Definitions for CIP August 1999

Anot her exanpl e where security beconmes a problemis for a data
publ i sher who would like to participate in a CIP nesh. The data that
publ i sher creates and manages is the prime asset of the conpany.
There is a financial incentive to participate in a CIP mesh, since
exporting indices of the data will make it nore likely that people
wi Il search your database. (Making profit off of the search activity
is left as an exercise to the entrepreneur.) Once again, the index
nmust be designed carefully to protect the database while providing a
useful synopsis of the data.

One of the basic premises of CIP is that data providers will be
willing to provide indices of their data to peer indexing servers.

Unl ess they are carefully constructed, these indices could constitute
a threat to the security of the database. Thus, security of the data
must be a prine consideration when devel opi ng a new i ndex object

type. The risk of reverse engineering a database based only on the

i ndex exported fromit nust be kept to a |l evel consistent with the
val ue of the data and the need for fine-grained indexing.

Since CIP is encoded as M ME objects, MM security solutions should
be used whenever possible. Specifically when dealing with security
bet ween i ndex servers.

4.2 Protocol Security

Cl P protocol exchanges, taking the formof M ME nmessages, can be
secured using any technol ogy avail able for securing MM objects. In
particul ar, use of RFC-1847's Security Miultiparts are recommended. A
solid application of RFC 1847 using w dely avail able encryption
software is PGP/M Mg, RFC-2016. |Inplenentors are encouraged to
support PGP/MME, as it is the first viable application of the MM
Security Miltiparts architecture. As other technol ogi es becone
avai l abl e, they may be incorporated into the Cl P nesh.

If an incom ng request does not have a valid signature, it nust be
consi dered anonynous for the purposes of access control. Servers may
choose to allow certain requests from anonynous peers, especially
when the request cannot cause pernmanent danage to the |ocal server.
In particular, answering anonynmous poll requests encourages index
builders to poll a server, making the server’s resources better
known.

The explicit security policy with respect to incom ng requests is
out side the scope of this specification. Inplenentors are free to
accept or reject any request based on the security attributes of the
i ncom ng nmessage. Wen a request is rejected due to authentication
reasons, a response code fromthe 530 series nmust be issued.
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Appendi x A: Media Type Regi stration Tenpl ates
The foll owi ng tenplates have been registered with the | ANA:
I ndex tree

To: ietf-types@ana.org
Subj ect: Registration of MM nedia type tree application/index

M ME nedia type nane: application

M ME subtype nane: index

Requi red parameters: none

Opti onal parameters: none

Encodi ng consi derati ons: none

Security considerations:
Security considerations come into play in at least the follow ng
two scenarios. Indexing information can |eak undesirabl e amounts
of proprietary information, unless carefully controlled. At a nore
fundanental level, the CIP protocol itself requires externa
security services to operate in a safe manner. Both topics are
covered bel ow

Interoperability considerations:

Publ i shed specification:
RFC 2652

Applications which use this nmedia type:

This nmedia type is used to contain information about indices and
how they inter-operate to form meshes of index servers.

Additional information

This nmedia type is not a standalone type. It is the top level of a
tree simlar to the vnd or prs trees specified in Section 2.1 of
RFC2048. There are four specified branches to this tree:

application/index.cnd

appl i cati on/index.response

appl i cati on/index. obj

appl i cation/index.vnd
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Each of these branches is a tree inits own right with types
regi stered bel ow them See those registrations for nore
i nformati on on the types all owed bel ow t hose branches.
Person & ermil address to contact for further information:
I nt ended usage: LI M TED USE
Aut hor/ Change controller:

Command tree

To: ietf-types@ana.org
Subj ect: Registration of MME media type application/index.cnd

M ME nedia type nane: application
M ME subtype nane: index.cnd
Requi red paramneters: none

Opti onal parameters: none

Encodi ng consi derati ons: none
Security considerations:

Security considerations come into play in at |least the foll ow ng
two scenarios. Indexing information can |eak undesirabl e anpounts

of proprietary information, unless carefully controlled. At a nore

fundanental level, the CIP protocol itself requires external
security services to operate in a safe manner. Both topics are
covered bel ow

Interoperability considerations:
| npl enentors shoul d handl e unknown conmands graceful |y.

Publ i shed specification:

RFC 2652
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Applications which use this nmedia type
This nmedia type is the top of a tree of nedia types that express
conmands between hosts that exchange indices for the purpose of
routing referrals.

Addi tional information:
This media type is not a standalone type. It is the top of a tree
simlar to the vnd and prs trees specified in Section 2.1 of
RFC2048. Types registered within this tree are limted to being
conmmands as specified in the docunent(s) referenced in the
"Publ i shed specifications" section.

Person & enmil address to contact for further information:

I nt ended usage: LIM TED USE

Aut hor/ Change control | er

Response tree

To: ietf-types@ana.org
Subj ect: Registration of MM nedia type application/index.response

M ME medi a type nane: application

M ME subtype nane: index.response

Required paraneters: code

Optional paraneters: none

Encodi ng consi derati ons: none

Security considerations:
Security considerations come into play in at least the follow ng
two scenarios. Indexing information can | eak undesirabl e amounts
of proprietary information, unless carefully controlled. At a nore
fundanental level, the CIP protocol itself requires externa
security services to operate in a safe manner. Both topics are
covered bel ow.

I nteroperability considerations:

| mpl ement ors shoul d handl e unknown responses graceful ly.
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Publ i shed specification:
RFC 2652

Applications which use this nmedia type:
This nmedia type is used to encode responses to Cl P commands passed
bet ween hosts that exchange indices for the purpose of routing
referral s.

Addi ti onal information
This nmedia type _is_ a standal one type. The code paraneter
contains the specific response code as specified by Appendi x B of
the specification docunent.

Person & emnil address to contact for further information:

I nt ended usage: LIM TED USE

Aut hor/ Change controll er

I ndex Object tree

To: ietf-types@ana.org
Subj ect: Registration of MM nedia type application/index. obj

M ME nedia type nane: application

M ME subt ype nane: index. obj

Requi red paraneters: type, dsi, base-uri

Opti onal parameters: none

Encodi ng consi derati ons: none

Security considerations:
Security considerations come into play in at |least the follow ng
two scenarios. Indexing information can |eak undesirabl e amounts
of proprietary information, unless carefully controlled. At a nore
fundanental level, the CIP protocol itself requires externa

security services to operate in a safe manner. Both topics are
covered bel ow.
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I nteroperability considerations:

| mpl ement ors shoul d handl e unknown i ndex objects according to
rul es specified in the published specification

Publ i shed specification:
RFC 2652

Applications which use this media type:
This nmedia type is the top of a tree of nedia types that express
i ndexes that are exchanged between hosts that operate within a
referral mesh.

Addi ti onal information:
This nmedia type is not a standalone type. It is the top of a tree
simlar to the vnd and prs trees specified in Section 2.1 of
RFC2048. Types registered within this tree are limted to being
representati ons of indexes that contain sonme sunmary of the data
found in sone database and is used to generate referrals as
specified in the above specified publication.

Person & email address to contact for further information:

I nt ended usage: LI M TED USE

Aut hor/ Change controller:

Vendor tree

To: ietf-types@ana.org
Subj ect: Registration of MM nedia type application/index.vnd

M ME nedia type nane: application
M ME subtype nane: index.vnd
Requi red paraneters: none

Opti onal paraneters: none

Encodi ng consi derations: none
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Security considerations:

Security considerations come into play in at least the follow ng
two scenarios. Indexing information can | eak undesirabl e amounts
of proprietary information, unless carefully controlled. At a nore
fundanental level, the CIP protocol itself requires externa
security services to operate in a safe manner. Both topics are
covered bel ow.

Interoperability considerations:
| mpl ementors shoul d handl e unknown obj ects gracefully.

Publ i shed specification:
RFC 2652

Applications which use this nmedia type
This nmedia type is the top of a tree of nedia types that express
vendor specific extensions to the franework specified in the
publ i shed specifications.

Addi tional information:
This nmedia type is not a standalone type. It is the top of a tree
simlar to the vnd and prs trees specified in Section 2.1 of
RFC2048. Types registered within this tree are limted to being
vendor specific extensions to the CIP framework as specified in
the publications. Any registrations within this tree are stil
limted to dealing with i ndexes, neshes and referrals.

Person & enmil address to contact for further information:

I nt ended usage: LI M TED USE

Appendi x B: Response Codes

The neaning of the various digits in the response codes is di scussed
in RFC-821, Appendix E

The foll owi ng response codes are defined for use by Cl Pv3 servers.

| mpl ementors nust use these exact codes; undefined codes shoul d be
interpreted by CIP servers as fatal protocol errors. Instead of
defini ng new codes for unforeseen situations, inplenentors nust adapt
one of the given codes. The inplenentation should attach a usefu
alternative comment to the reused response code

Allen & Mealling St andards Track [ Page 20]



RFC 2652 M ME Definitions for CIP August 1999

Code Suggest ed descri ption text
Sender-Cl P action

220 Initial server banner nessage

300 Requested CI P version accepted
Continue with CIP transaction, in the specified
ver si on.

222 Connection closing (in response to sender-ClP cl ose)

Done with transacti on.

200 M ME request received and processed
Expect no output, continue session (or close)

201 M ME request received and processed, output follows
Read a response, delimted by SMIP-styl e nessage
delimter.

400 Tenporarily unable to process request

Retry at a later time. May be used to indicate
that the server does not currently have the
resources available to accept an index.

500 Bad M ME nessage for nat
Retry with correctly formatted M ME request.

501 Unknown or mi ssing request in application/index.cnd
Retry with correct ClIP commuand

502 Request is missing required CIP attributes

Retry with correct CIP attributes.

520 Aborting connection for sone unexpected reason
Retry and/or alert |ocal admnistrator.

530 Request requires valid signature
Sign the request, if possible, and retry.
O herwi se, report problemto the adm nistrator.

531 Request has invalid signature
Report problemto the adm nistrator.

532 Cannot check signature
Alert local admnistrator, who should cooperate with
renote admni strator to di agnose and resol ve the
problem (Probably mssing a public key.)

Allen & Mealling St andards Track [ Page 21]



RFC 2652 M ME Definitions for CIP August 1999

5. Full Copyright Statenent
Copyright (C The Internet Society (1999). Al Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherwi se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORVATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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