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Abst r act

Thi s docunent describes HTCP, a protocol for discovering HTTP caches
and cached data, nmanagi ng sets of HITP caches, and nonitoring cache
activity. This is an experinental protocol, one anong severa
proposals to performthese functions.

1. Definitions, Rationale and Scope

1.1. HITP/1.1 (see [RFC2616]) pernits the transfer of web objects
from"origin servers," possibly via "proxies" (which are all owed
under sone circunstances to "cache" such objects for subsequent
reuse) to "clients" which consune the object in some way, usually by
displaying it as part of a "web page." HITP/1.0 and |later permt
"headers" to be included in a request and/or a response, thus
expandi ng upon the HTTP/0.9 (and earlier) behaviour of specifying
only a URI in the request and offering only a body in the response.

1.2. |1CP (see [RFC2186]) permts caches to be queried as to their
content, usually by other caches who are hoping to avoid an expensive
fetch froma distant origin server. |1CP was designed with HTTP/0.9
in mnd, such that only the URI (w thout any headers) is used when
descri bi ng cached content, and the possibility of multiple conpatible
bodi es for the same URI had not yet been inmagi ned.
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1.3. This docunent specifies a Hyper Text Caching Protocol (HTCP)
which permits full request and response headers to be used in cache
managenent, and expands the domai n of cache managenent to include
nmonitoring a renote cache’'s additions and del etions, requesting

i medi ate del eti ons, and sending hints about web objects such as the
third party |l ocations of cacheabl e objects or the neasured
uncacheability or unavailability of web objects.

2. HICP Protoco

2.1. Al multi-octet HTCP protocol elements are transmtted in
network byte order. All RESERVED fields should be set to binary zero
by senders and | eft unexam ned by receivers. Headers nust be
presented with the CRLF Iline termination, as in HTTP.

2.2. Any hostnanes specified shoul d be conpati bl e between sender and
recei ver, such that if a private nam ng schene (such as HOSTS. TXT or
NI'S) is in use, nanes depending on such schenes will only be sent to
HTCP nei ghbors who are known to participate in said schenes. Raw
addresses (dotted quad IPv4, or colon-fornat | Pv6) are universal, as
are public DNS nanes. Use of private names or addresses will require
speci al operational care.

2.3. HTCP nmessages nay be sent as UDP datagrans, or over TCP
connections. UDP nmust be supported. HICP agents must not be

i sol ated from NETWORK failures and del ays. An HTCP agent shoul d be
prepared to act in useful ways when no response is forthconing, or
when responses are del ayed or reordered or damaged. TCP is optiona
and is expected to be used only for protocol debugging. The | ANA has
assi gned port 4827 as the standard TCP and UDP port nunber for HTCP

2.4. A set of configuration variables concerning transport
characteristics should be nmaintained for each agent which is capable
of initiating HTCP transactions, perhaps with a set of per-agent

gl obal defaults. These variables are:

Maxi mum nunber of unacknow edged transactions before a "failure" is
i mput ed.

Maxi mum i nterval w thout a response to sone transaction before a
"failure" is inputed

M nimuminterval before trying a new transaction after a failure.
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2.5. An HTCP Message has the follow ng general format:

T +
| HEADER | tells nessage | ength and protocol versions
T +

| DATA | HTCP nessage (varies per major version number)
R LR +

| AUTH | optional authentication for transaction
T +

2.6. An HTCP/*.* HEADER has the follow ng format:

+0 ( MSB) +1 (LSB)
i i S S LI g
0: | LENGTH |
+ + + + + + + + + + + + + + + + +
2: | LENGTH |
T e &
2: | MAJOR | M NOR

S g S S

LENGTH is the nessage |ength, inclusive of all header and data
octets, including the LENGTH field itself. This field wll
be equal to the datagram payload size ("record length") if a
dat agram protocol is in use, and can include padding, i.e.
not all octets of the nmessage need be used in the DATA and
AUTH secti ons.

MAJOR is the major version nunber (O for this specification). The
DATA section of an HTCP nessage need not be upward or
downward conpati bl e between different najor version nunbers.

MNOR is the minor version number (O for this specification).
Feature levels and interpretation rules can vary dependi ng on
this field, in particular RESERVED fields can take on new
(though optional) meaning in successive mnor version nunbers
within the sane naj or version nunber.

2.6.1. It is expected that an HTCP initiator will know the version
nunber of a prospective HTCP responder, or that the initiator wll
probe using declining values for MNOR and MAJOR (beginning with the
hi ghest locally supported value) and | ocally cache the probed version
nunber of the responder

2.6.2. H gher MAJOR nunbers are to be preferred, as are higher M NOR
nunbers within a particul ar MAJOR nunber.
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2.7. An HTCP/0.* DATA has the follow ng structure:

+0 ( MSB) +1 (LSB)
T S e T T S S LTI S N S
0: | LENGTH |
B T S T S e T TR R
2: | OPCODE | RESPONSE | RESERVED | F1 | RR
T T T 2 S Tt e Y
4: | TRANS- 1 D
+ + + + + + + + + + + + + + + + +
6: | TRANS- 1 D
B T S T S e T TR R
8: | |
/ OP- DATA /
/ /
T S e T T S S LTI S N S
LENGTH is the nunber of octets of the nessage which are reserved
for the DATA section, including the LENGTH field itself.
Thi s nunber can include padding, i.e., not all octets
reserved by LENGTH need be used i n OP- DATA
OPCCDE is the operation code of an HTCP transaction. An HICP

transaction can consist of nultiple HTCP nessages, e.g., a
request (sent by the initiator), or a response (sent by the
responder).

RESPONSE is a numeric code indicating the success or failure of a
transaction. It should be set to zero (0) by requestors
and ignored by responders. Each operation has its own set
of response codes, which are described |later. The overal
nessage has a set of response codes which are as foll ows:

aut hentication wasn't used but is required

aut hentication was used but unsatisfactorily
opcode not inpl enented

nmaj or version not supported

m nor version not supported (najor version is o0k)
i nappropriate, disallowed, or undesirable opcode

aprwWNEFLO

The above response codes all indicate errors and all depend
for their visibility on MO=1 (as specified bel ow).

RR is a flag indicating whether this nessage is a request (0)
or response (1).
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F1 is overloaded such that it is used differently by
requestors than by responders. |If RR=0, then F1 is defined
as RD. |If RR=1, then F1 is defined as MO

RD is aflag which if set to 1 neans that a response is
desired. Sone OPCODEs require RDto be set to 1 to be
nmeani ngf ul .

MO (emoh) is a flag which indicates whether the RESPONSE code

is to be interpreted as a response to the overall nessage
(fixed fields in DATA or any field of AUTH) [MO=1] or as a
response to fields in the OP-DATA [ MO=0].

TRANS-ID is a 32-bit val ue which when conbined with the initiator’s
networ k address, uniquely identifies this HTCP transacti on.
Care should be taken not to reuse TRANS-ID s within the
life-time of a UDP datagram

OP- DATA i s opcode-dependent and is defined bel ow, per opcode.

2.8. An HTCP/ 0.0 AUTH has the follow ng structure:

+0 ( MSB) +1 (LSB)
B T S T S e T TR R
0: | LENGTH |
g O R g SR S
2: | SIGTIME |
+ + + + + + + + + + + + + + + + +
4: | SIGTI ME |
B T S T S e T TR R
6: | S| G EXPI RE |
+ + + + + + + + + + + + + + + + +
8: | S| G EXPI RE |
T S e T T S S LTI S N S
10: | |
/ KEY- NAME /
/ /
g A g S SR
n: | |
/ S| GNATURE /
/ /

T e e T e LI g
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LENGTH is the nunber of octets used by the AUTH, including the
LENGTH field itself. |If the optional AUTH is not being
transmtted, this field should be set to 2 (tw). LENGTH
can include paddi ng, which nmeans that not all octets
reserved by LENGTH wi || necessarily be consuned by
S| GNATURE.

SI G Tl ME is an unsigned binary count of the nunmber of seconds
since 00:00: 00 1-Jan-70 UTC at the tine the SIGNATURE is
gener at ed.

SIGEXPIRE is an unsigned binary count of the nunber of seconds
since 00:00:00 1-Jan-70 UTC at the tine the SIGNATURE is
consi dered to have expired.

KEY- NAME is a COUNTSTR [3.1] which specifies the nane of a shared
secret. (Each HTCP inplenentation is expected to allow
configuration of several shared secrets, each of which
will have a nane.)

SIGNATURE is a COUNTSTR [3.1] which holds the HVAC- MD5 di gest (see
[ RFC 2104]), with a B value of 64, of the follow ng
el ements, each of which is digested in its "on the wire"
format, including transmtted padding if any is covered
by a field s associ ated LENGIH:

| P SRC ADDR [4 octets]
| P SRC PORT [2 octets]
| P DST ADDR [4 octets]
| P DST PORT [2 octets]
HTCP MAJOR ver si on nunber [1 octet]
HTCP M NOR ver si on nunber [1 octet]
SIG Tl ME [4 octets]
SI G EXPI RE [4 octets]
HTCP DATA [vari abl e]

KEY- NAME (the whol e COUNTSTR [ 3. 1]) [vari abl e]

2.8.1. Shared secrets should be cryptorandomy generated and shoul d
be at |l east a few hundred octets in size.

3. Data Types

HTCP/ 0.* data types are defined as follows:
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3.1. COUNTSTR is a counted string whose format is:

+0 (VBB) +1 (LSB)
T S e T T S S LTI S N S

0: | LENGTH |
B T S T S e T TR R

2: | |
/ TEXT /
/ /

S S

LENGTH is the nunmber of octets which will follow in TEXT. This
field is *not* self-inclusive as is the case with ot her HTCP
LENGTH fi el ds.

TEXT is a streamof uninterpreted octets, usually |S08859-1
"characters".

3.2. SPECIFIER is used with the TST and CLR request nessages,
defined below. Its format is:

e —————- +
| METHOD | : COUNTSTR
i +
| URI | : COUNTSTR
oo +
| VERS| ON | : COUNTSTR
e ———- +
| REQ- HDRS | : COUNTSTR
i +

MVETHOD (Since HTCP only returns headers, nethods GET and HEAD are
equi val ent.)

URI (I'f the URI is a URL, it should always include a ":"<port>
specifier, but in its absense, port 80 should be inmputed by
a receiver.)

VERSION is an entire HITP version string such as" HITP/1.1".
VERSI ON strings with prefixes other than "HITP/" or with
version nunbers |less than "1.1" are outside the domain of
this specification.

REQ HDRS are those presented by an HTTP initiator. These headers
shoul d i nclude end-to-end but NOT hop-by-hop headers, and
they can be canonicalized (aggregati on of "Accept:" is
permtted, for exanple.)
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3.3. DETAIL is used with the TST response nessage, defined bel ow.
Its format is:

e —————- +
| RESP- HDRS | : COUNTSTR
i +
| ENTI TY- HDRS | : COUNTSTR
oo +
| CACHE- HDRS | : COUNTSTR
e ———- +

3.4. |IDENTITY is used with the MON request and SET response nessage,
defined below. Its format is:

o ee oo +
| SPECI FI ER

o +
| DETAI L |
oo +

4. Cache Headers
HTCP/ 0. 0 CACHE- HDRS consi st of zero or nore of the foll ow ng headers:

Cache-Vary: <header-nane> ...
The sender of this header has |earned that content varies on a set
of headers different fromthe set given in the object’s Vary:
header. Cache-Vary:, if present, overrides the object’s Vary:
header .

Cache- Location: <cache-host nane>: <port> ..
The sender of this header has | earned of one or nore proxy caches
who are holding a copy of this object. Probing these caches with
HTCP may result in discovery of new, close-by (preferrable to
current) HTCP nei ghbors.

Cache-Policy: [no-cache] [no-share] [no-cache-cookie]
The sender of this header has |earned that the object’s caching
policy has nore detail than is given in its response headers.

no- cache means that it is uncacheable (no reason given),
but may be shareabl e between sinultaneous
requestors.

no- share nmeans that it is unshareable (no reason given),
and per-requestor tunnelling is always
required).

Vi xi e & Wessel s Experi ment al [ Page 8]



RFC 2756 Hyper Text Caching Protocol (HTCP/O0.O0) January 2000

no- cache- cooki e neans that the content could change as a result
of different, mssing, or even random cookies
bei ng included in the request headers, and that
caching is inadvisable.

Cache-Fl ags: [inconpl et e]
The sender of this header has nodified the object’s caching policy
locally, such that requesters may need to treat this response
specially, i.e., not necessarily in accordance with the object’s
actual policy.

i ncompl ete neans that the response headers and/or entity headers
given in this response are not known to be conpl ete,
and may not be suitable for use as a cache key.

Cache- Expiry: <date>
The sender of this header has | earned that this object should be
considered to have expired at a tine different than that indicated
by its response headers. The format is the sane as HITP/ 1.1
Expires: .

Cache- MD5: <di scovered content MD5>
The sender of this header has conputed an MD5 checksumfor this
object which is either different fromthat given in the object’s
Content-MD5: header, or is being supplied since the object has no
Content-MD5 header. The fornmat is the sane as HITP/ 1.1 Content-
MD5: .

Cache-to-Origin: <origin> <rtt> <sanpl es> <hops>
The sender of this header has neasured the round trip tine to an
origin server (given as a hostnane or literal address). The <rtt>
is the average number of seconds, expressed as decimal ASCI|I with
arbitrary precision and no exponent. <Sanples> is the nunber of
RTT sampl es whi ch have had input to this average. <Hops> is the
nunber of routers between the cache and the origin, expressed as
decimal ASCII with arbitrary precision and no exponent, or O if
the cache doesn’t know.
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6. HICP Operations
HTCP/ 0. * opcodes and their respective OP-DATA are defined bel ow
6.1. NOP ( OPCCDE 0):
This is an HTCP-level "ping." Responders are encouraged to process
NOP's with mninum del ay since the requestor may be using the NOP RTT
(round trip time) for configuration or nmapping purposes. The
RESPONSE code for a NOP is always zero (0). There is no OP-DATA for
a NOP. NOP requests with RD=0 cause no processing to occur at all
6.2. TST (OPCODE 1):

Test for the presence of a specified content entity in a proxy cache.
TST requests with RD=0 cause no processing to occur at all

TST requests have the foll owi ng OP-DATA:

+0 (MBB) +1 (LSB)
S
0: | |
/ SPEC! FI ER /
/ /

T S T T TS T S
RESPONSE codes for TST are as foll ows:

0 entity is present in responder’s cache
1 entity is not present in responder’s cache

TST responses have the followi ng OP-DATA, if RESPONSE is zero (0):

+0 ( MSB) +1 (LSB)
S
0: | |
/ DETAI L /
/ /

S

Note: The response headers returned by a positive TST can be of a
stal e object. Requestors should be prepared to cope with this
condition, either by using the responder as a source for this
obj ect (which could cause the responder to sinply refresh it)
or by choosing a different responder
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TST responses have the followi ng OP-DATA, if RESPONSE is one (1):

+0 ( MSB) +1 (LSB)
T S e T T S S LTI S N S
0: | |
/ CACHE- HDRS /
/ /

S S S S
6.3. MON ( OPCODE 2):

Monitor activity in a proxy cache’s |ocal object store (adds, deletes,
repl acenents, etc). Since interleaving of HTCP transacti ons over a
single pair of UDP endpoints is not supported, it is recommended that a
uni que UDP endpoi nt be allocated by the requestor for each concurrent
MON request. MON requests with RD=0 are equivalent to those with RD=1
and TIME=0; that is, they will cancel any outstanding MON transaction.

MON requests have the foll ow ng OP-DATA structure:

+0 (MSB)
S
0 | TI VE |

T &

TIME is the nunber of seconds of nonitoring output desired by the
initiator. Subsequent MON requests fromthe sane initiator
with the sane TRANS-1D shoul d update the time on a ongoi ng MON
transaction. This is called "overlapping renew. "

RESPONSE codes for MON are as foll ows:

0 accepted, OP-DATA is present and valid
1 refused (quota error -- too nmany MON's are active)

MON responses have the foll owi ng OP-DATA structure, if RESPONSE is

zero (0):
+0 ( MSB) +1 (LSB)
T S e T T S S LTI S N S
0: | TI ME | ACTI ON | REASON |
B T S T S e T TR R
2: | |
/ | DENTI TY /
/ /

S S
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TI ME is the nunber of seconds renmmining for this MON
transacti on.

ACTI ON is a nuneric code indicating a cache popul ation action.
Codes are:
0 an entity has been added to the cache
1 an entity in the cache has been refreshed
2 an entity in the cache has been repl aced
3 an entity in the cache has been del eted

REASON is a nuneric code indicating the reason for an ACTI ON
Codes are:
0 some reason not covered by the other REASON codes
1 a proxy client fetched this entity
2 a proxy client fetched with caching disall owed
3 the proxy server prefetched this entity
4 the entity expired, per its headers
5 the entity was purged due to caching storage limts

6.4. SET (OPCCDE 3):

Informa cache of the identity of an object. This is a "push"
transacti on, whereby cooperating caches can share infornmation such as
updat ed Age/ Dat e/ Expi res headers (which might result froman origin
"304 Not nodified" HTTP response) or updated cache headers (which

m ght result fromthe discovery of non-authoritative "vary"
conditions or fromlearning of second or third party cache |ocations
for this entity. RD is honoured.

SET requests have the follow ng OP-DATA structure:
T S e T T S S LTI S N S
0: | |
/ | DENTI TY /
/ /
T T T 2 S Tt e Y

RESPONSE codes are as foll ows:

0 identity accepted, thank you
1 identity ignored, no reason given, thank you

SET responses have no OP- DATA
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6.5. CLR (OPCODE 4):

Tell a cache to conpletely forget about an entity. RD is honoured.

CLR requests have the foll owi ng OP-DATA structure:
T

0: | RESERVED | REASON |
S

2: | |
/ SPECI FI ER /
/ /
i e AL Uy A
REASON is a nuneric code indicating the reason why the requestor
is asking that this entity be renmoved. The codes are as
fol | ows:

0 sonme reason not better specified by another code
1 the origin server told ne that this entity does not
exi st

RESPONSE codes are as foll ows:

0 i had it, it’s gone now
1 i had it, i’mkeeping it, no reason given
2 i didn’t have it

CLR responses have no OP- DATA

Clearing a URI without specifying response, entity, or cache headers
means to clear all entities using that UR

7. Security Considerations
If the optional AUTH el enent is not used, it is possible for
unaut hori zed third parties to both view and nodify a cache using the
HTCP pr ot ocol
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11. Full Copyright Statenent
Copyright (C The Internet Society (2000). Al Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherwi se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORVATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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