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Copyri ght Notice
Copyright (C The Internet Society (2001). Al Rights Reserved.
Abst r act

This menmo defines a portion of the Management |nformati on Base (M B)
for use with network managenent protocols in the Internet comunity.
In particular, it defines a basic set of managed objects for SNWP-
based (Sinpl e Network Managenent Protocol) managenent of the Baseline
Privacy Interface (BPl), which provides data privacy for DOCSIS 1.0
(Dat a- Over-Cabl e Service Interface Specifications) conpliant Cable
Modens and Cabl e Modem Termi nation Systems. This MB is defined as
an extension to the DOCSI S Radi o Frequency Interface M B, RFC 2670.

This menmo specifies a MB nodule in a nanner that is conpliant to the
SMv2 (Structure of Managerment Information Version 2). The set of
objects is consistent with the SNWP framework and exi sting SNWP

st andar ds.

Cabl eLabs requires the inplenentation of this MB in DOCSIS 1.0 cable

nodens that inplenment the Baseline Privacy Interface, as a
prerequisite for DOCSIS 1.0 certification.
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1. The SNWP Managenent Framewor k

The SNVP Management Framework presently consists of five mgjor
conmponent s:

0o An overall architecture, described in RFC 2571 [1].

o Mechani sms for describing and nami ng objects and events for the
pur pose of managenment. The first version of this Structure of
Management Information (SM) is called SMvl and described in STD
16, RFC 1155 [2], STD 16, RFC 1212 [3] and RFC 1215 [4]. The
second version, called SMv2, is described in STD 58, RFC 2578
[5], RFC 2579 [6] and RFC 2580 [7].

o Message protocols for transferring managenent information. The

first version of the SNVWP nessage protocol is called SNWPv1l and
described in STD 15, RFC 1157 [8]. A second version of the SNWP
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nessage protocol, which is not an Internet standards track
protocol, is called SNMPv2c and described in RFC 1901 [9] and RFC
1906 [10]. The third version of the message protocol is called
SNMPv3 and described in RFC 1906 [10], RFC 2572 [11] and RFC 2574
[12].

o Protocol operations for accessing managenent information. The
first set of protocol operations and associated PDU formats is
described in STD 15, RFC 1157 [8]. A second set of protoco
operations and associated PDU formats is described in RFC 1905
[13].

o A set of fundanental applications described in RFC 2573 [14] and
the vi ew based access control nechani smdescribed in RFC 2575
[15].

A nore detailed introduction to the current SNVP Managenent Franmework
can be found in RFC 2570 [ 24].

Managed objects are accessed via a virtual information store, termed
t he Management Information Base or MB. Objects in the MB are
defined using the mechani sms defined in the SM.

This meno specifies a MB nodule that is conpliant to the SMv2. A
M B conforming to the SMvl can be produced through the appropriate
translations. The resulting translated M B nmust be semantically
equi val ent, except where objects or events are omitted because no
translation is possible (use of Counter64). Sone nachi ne readabl e
information in SMv2 will be converted into textual descriptions in
SM vl during the translation process. However, this |oss of nachine
readabl e information is not considered to change the semantics of the
M B.

2. (dossary
The terms in this docunent are derived either fromnormal cable
system usage, or fromthe docunents associated with the Data Over
Cabl e Service Interface Specification process.

2.1. Authorization key
A key used to derive a key encryption key (used to encrypt TEKs), and
to derive nessage authentication keys. Wen the CMIS comruni cat es

the authorization key to the CM it encrypts the authorization key
using the RSA public key of the CM[22].
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2.2. BPlI - Baseline Privacy Interface
Atermreferring to the DOCSI S specification [18] for enabling sinple
data privacy in the DOCSIS 1.0 system Managenent of the BPlI is the
focus of this docunent.

2.3. BPI+ - Baseline Privacy Plus Interface
Atermreferring to the DOCSI S specification [21] for enabling CM
aut hentication and data privacy in the DOCSIS 1.1 system Managenent
of the BPI+ is not addressed in this docunent.

2.4. CATV
Oiginally "Comunity Antenna Tel evision", now used to refer to any
cable or hybrid fiber and cable systemused to deliver video signals
to a comunity.

2.5. CM- Cable Mdem

A CMacts as a "slave" station in a DOCSIS conpliant cable data
system

2.6. CMIS - Cable Modem Term nation System
A generic termcovering a cable bridge or cable router in a head-end.
A CMIS acts as the naster station in a DOCSIS conpliant cable data
system It is the only station that transmits downstream and it
controls the scheduling of upstreamtransm ssions by its associ ated
CMs.

2.7. DOCCslS

"Dat a- Over-Cabl e Service Interface Specifications". A termreferring
to the ITUT J.112 Annex B standard for cabl e nodem systens [19].

2.8. Downstream
The direction fromthe head-end towards the subscri ber.
2.9. Head-end

The origination point in nost cable systens of the subscriber video
signals. GCenerally also the |ocation of the CMIS equi pment.

2.10. MAC Packet

A DOCSI S PDU.
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2.11. MCNS

"Mul timedia Cabl e Network Systeml. Generally replaced in usage by
DOCsI S.

2.12. RF
Radi o Frequency.
2.13 SID

Service ID. The SID identifies a particular upstream bandw dth
al l ocation and cl ass-of -service managenent for DOCSIS, and identifies
a particular bidirectional security association for BPI

2.14. TEK - Traffic Encryption Key

Traffic Encryption Key, which is used for DES encryption of upstream
and downstreamtraffic. Wen the CMIS communi cates the TEK to the
CM it encrypts the TEK using the key encryption key derived fromthe
aut hori zati on key.

2.15. Upstream
The direction fromthe subscriber towards the head-end.
3. Overview

This M B provides a set of objects required for the managenent of the
Baseline Privacy Interface for DOCSI S conpliant Cable Mdens (CMs)
and Cabl e Modem Termi nation Systens (CMISs). This MB specification
is derived fromthe DOCSI S Baseline Privacy Interface specification
[18], which is an extension to the DOCSI S Radi o Frequency Interface
specification [19].

Pl ease note that this MB specification is not sufficient for the
managenent of the DOCSI S Baseline Privacy Plus Interface
specification [21]. The working group expects to issue a MB for the
managenent of BPlI+ at a later tine.

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [23].

3.1. Structure of the MB

This M B consists of one group of CMonly objects (docsBpi Cntx oup),
and one group of CMIS-only objects (docsBpi CntsG oup).
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The CMonly objects are organized into two tabl es:

0 The docsBpi CnBaseTabl e contains objects for nanagi ng basic
Basel i ne Privacy paraneters and counters, and for managi ng the
Aut hori zation finite state machi ne.

o The docsBpi CniTEKTabl e cont ai ns objects for nanaging the Traffic
Encryption Key (TEK) finite state machi ne per SID

The CMIS-only objects are organi zed into four sub-groups:

o The docsBpi Cnt sBaseTabl e contai ns objects for nanagi ng basic
Basel i ne Privacy paraneters and counters.

0 The docsBpi Cnt sAut hTabl e contai ns objects for managi ng the
Aut hori zation association information per cable nmodem

o The docsBpi Cnt sTEKTabl e contai ns objects for managi ng the TEK
associ ation information per SID.

o The docsBpi MulticastControl consists of two tables. The
docsBpi | pMul ti cast MapTabl e control s the mappi ng of downstream | P
mul ticast data traffic to downstream multicast SID values. The
docsBpi Mul ti cast Aut hTabl e controls which Cvs are authorized to
receive downstreamtraffic transmtted over particular multicast
SIDs; a CMwill receive TEKs corresponding to the multicast SIDs
for which it is authorized. The conbination of these two tables
will limt the distribution of downstream|IP rmulticast data
traffic to authorized CMs.

3.2. Managenent requirenents

The Baseline Privacy Interface specification is docunmented in [18],
and is an extension to the Radi o Frequency Interface specification
docunented in [19]. |In addition to the explicit requirenments in this
specification, the CMand CMIS enabl ed for Baseline Privacy MJST
support all applicable DOCSIS and | ETF requirenents and M B obj ects.
Specifications that identify relevant requirenments and M B objects

i nclude the | ETF Radi o Frequency M B [16], the | ETF Cable Device MB
[17], and the DOCSIS OSSI Specification [20].

The explicit managenent requirenents of the Baseline Privacy
Interface, which notivate the devel opnent of the MB in this
docunent, are detail ed bel ow

o The CM and CMIS MJUST support view ng relevant RSA public keys, for
future subscriber authentication applications.
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o The Baseline Privacy managenent interface needs to support
operator configuration of Authorization and TEK Finite State
Machi ne (FSM paraneters, for performance tuning and security
i nci dent handling. The CMIS MJST support view ng (and configuring
if possible) all FSMrel ated paraneters, including baseline
privacy status (enabl ed or disabled), key lifetines, key grace
times, and state tineout values. The CM MJST support view ng
these paraneters where possible.

o The nmanagenent interface needs to support operator analysis and
override of FSM behavior, for fault nanagement, subscriber service
de- provi sioning, and security incident handling. The CM MJST
support viewing the current FSM states. The CM and CMIS MJST
support view ng nessage error codes and nessage error strings, and
counters for invalid KEK and TEK events, for key expirations and
renewal s, and for duplicate nessages. The CM and CMIS MJST
support view ng current authorization key sequence nunbers and key
expiration times for failure diagnosis.

o The nanagenent interface needs to support dynamic control of the
distribution of IP nulticast data traffic. This control includes
forwarding IP multicast traffic to the correct nmulticast group
(SID), and managi ng the nmenbership lists of each nulticast group
(SID. The CMIS MUST support configuring and viewing all IP
mul ticast forwarding state, and all nulticast group nenberships,
within the MAC donmains of the CMIS

3.3. Textual convention

Cabl eLabs has required the inplenmentation of prior versions of this
MB in DOCSIS 1.0 cabl e nodens that inplenent the Baseline Privacy
Interface, as a prerequisite for DOCSIS 1.0 certification

The Baseline Privacy Interface M B contains eight MB objects defined
with the (now obsolete) DisplayString textual convention, and one MB
obj ect defined with the (now undesirable) |pAddress textua
conventi on.

In the judgnent of the working group, it is preferable to keep these
| ess-than-desirabl e textual conventions, in order to maintain
backward compatibility and interoperability with DOCSIS 1.0 cabl e
nodens that inplenmented previous versions of this MB
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4. Definitions
DOCS-BPI-M B DEFINITIONS ::= BEG N

| MPORTS

MODULE- | DENTI TY, OBJECT- TYPE,

I nt eger 32, Counter 32, |pAddress

FROM SNWPv2- SM

Di spl ayString, MicAddress, RowStatus, TruthValue, DateAndTi ne
FROM SNMPv2- TC

OBJECT- GROUP, MODULE- COVPLI ANCE

FROM SNMPv2- CONF

i f1ndex

FROM | F--M B

docsl fM b, docslfCnrBerviceld, docslfCrtsServiceld
FROM DCCS- 1 F-M B

docsBpi M B MODULE- | DENTI TY
LAST- UPDATED "200103130000Z"
ORGANI ZATI ON "1 ETF | PCDN Wor ki ng G oup”
CONTACT- | NFO "Ri ch Wbundy
Postal : Cisco Systens
250 Apollo Drive
Chel msford, MA 01824 U.S. A
Tel : +1 978 244 8000
E-mai |l : rwoundy@i sco. com

| ETF | PCDN Wor ki ng G oup

General Discussion: ipcdn@etf.org

Subscribe: http://ww.ietf.org/mailmn/listinfo/ipcdn

Archive: ftp://ftp.ietf.org/ietf-mail-archive/ipcdn

Co-chairs: Richard Wundy, rwoundy@i sco.com

Andr ew Val enti ne, a.val enti ne@u. hns. cont

DESCRI PTI ON
"This is the MB Mdule for the DOCSI S Baseline Privacy Interface
(BPI) at cable nodenms (CMs) and cable nbdemterm nation systens
(CMrSs). Cabl eLabs requires the inplenmentation of this MB in
DOCSIS 1.0 cabl e nodens that inplenent the Baseline Privacy
Interface, as a prerequisite for DOCSIS 1.0 certification."

REVI SI ON "2001031300002"
DESCRI PTI ON
“Version published as RFC 3083."

REVI SI ON "2000110319302"
DESCRI PTI ON
"Modi fied by Richard Woundy to fix problens identified by the MB

Woundy I nf or mati onal [ Page 8]



RFC 3083 DOCSI S Baseline Privacy MB March 2001

doctor. | marked docsBpi Cnt sDef aul t Aut hGraceTi ne and
docsBpi Cnt sDef aul t TEKGraceTi ne as obsol ete objects, to prevent O D
reassi gnnent. Several object descriptions were also corrected.”

REVI SI ON "200002161930Z"

DESCRI PTI ON

“Initial version.

Cabl eLabs requires the inplenentation of this MB in certified DOCSIS
1.0 cabl e nodens inplenmenting the Baseline Privacy Interface, per
DOCSI S 1.0 engi neeri ng change notice o0ss-n-99027."

::={ docslfMb 5}

docsBpi M BObj ects OBJECT IDENTIFIER ::= { docsBpiMB 1 }
-- Cabl e Mbdem G oup

docsBpi CmObj ects OBJECT | DENTI FIER ::= { docsBpi M BObjects 1 }

-- The BPI base and authorization table for CMs, indexed by iflndex

docsBpi CrBaseTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF DocsBpi ChBaseEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This tabl e descri bes the basic and authorization-rel ated Basel i ne
Privacy attributes of each CM MAC interface.”
.= { docsBpi Cbj ects 1 }

docsBpi ChBaseEntry OBJECT- TYPE

SYNTAX DocsBpi CrBaseEnt ry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"Each entry contains objects describing attributes of one CM MAC
interface. An entry in this table exists for each ifEntry with an
i f Type of docsCabl eMacl ayer (127)."

| NDEX { iflndex }

::= { docsBpi CBaseTable 1 }

DocsBpi ChBaseEntry ::= SEQUENCE {

docsBpi CPri vacyEnabl e Trut hVal ue,
docsBpi CrPubl i cKey OCTET STRI NG
docsBpi CmAut hSt at e | NTEGER,
docsBpi CmAut hKey SequenceNunber I nt eger 32,
docsBpi CmAut hExpi r es Dat eAndTi e,
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docsBpi CmAut hReset Trut hVval ue,
docsBpi CmAut hGr aceTi e I nt eger 32,
docsBpi CMTEKGr aceTi e I nt eger 32,
docsBpi CmAut hWi t Ti meout I nt eger 32,
docsBpi CrReaut h\Wi t Ti meout I nt eger 32,
docsBpi CnmOpWai t Ti neout I nt eger 32,
docsBpi CRekeyWai t Ti neout I nt eger 32,
docsBpi CmAut hRej ect Wi t Ti neout I nt eger 32,
docsBpi CmAut hRequest s Count er 32,
docsBpi CmAut hRepl i es Count er 32,
docsBpi CmAut hRej ect s Count er 32,
docsBpi CnmAut hl nval i ds Count er 32,
docsBpi CmAut hRej ect Er r or Code | NTEGER
docsBpi CmAut hRej ect Error Stri ng Di spl ayStri ng,
docsBpi CmAut hl nval i dEr r or Code | NTEGER

docsBpi CmAut hl nval i dError String
}

Di spl ayString

docsBpi CnPri vacyEnabl e OBJECT- TYPE
SYNTAX Trut hVal ue
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object identifies whether this CMis provisioned to run
Baseline Privacy. This is anal ogous to the presence (or absence)
of the Baseline Privacy Configuration Setting option. The status
of each individual SID with respect to Baseline Privacy is
captured in the docsBpi CMiTEKPri vacyEnabl e obj ect. ™

REFERENCE

"DOCSI S Baseline Privacy Interface Specification, Appendix A 1.1."
.= { docsBpi ChBaseEntry 1 }

docsBpi CrPubl i cKey OBJECT- TYPE

SYNTAX OCTET STRING (SIZE (74 | 106 | 140 | 270))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The value of this object is a DER-encoded RSAPublicKey ASN. 1 type
string, as defined in the RSA Encryption Standard (PKCS #1) [22],
corresponding to the public key of the CM The 74, 106, 140, and
270 byte key encoding | engths correspond to 512 bit, 768 bit, 1024
bit, and 2048 public noduli respectively."

REFERENCE

"DOCSI S Basel ine Privacy Interface Specification, Section 4.2.2.4."
;.= { docsBpi CrBaseEntry 2 }

docsBpi CmAut hSt at e
SYNTAX

OBJECT- TYPE
| NTEGER {
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aut hWai t (2),

aut hori zed(3),
reaut hWai t (4),
aut hRej ect Wai t (5)

}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object is the state of the CM authorization

FSM The start state indicates that FSMis in its initial state."
REFERENCE

"DOCSI S Baseline Privacy Interface Specification, Section 4.1.2.1."
.= { docsBpi ChBaseEntry 3 }

docsBpi CmAut hKey SequenceNunber  OBJECT- TYPE

SYNTAX I nt eger 32 (0..15)
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The value of this object is the authorization key sequence nunber
for this FSM"

REFERENCE

"DOCSI S Basel i ne Privacy Interface Specification, Sections 4.2.1.2
and 4.2.2.10."

.= { docsBpi ChBaseEntry 4 }

docsBpi CmAut hExpi r es OBJECT- TYPE

SYNTAX Dat eAndTi ne
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object is the actual clock tinme when the current
aut horization for this FSMexpires. If the CM does not have an active
aut horization, then the value is of the expiration date and tinme of
the last active authorization."”

REFERENCE

"DOCSI S Baseline Privacy Interface Specification, Sections 4.2.1.2
and 4.2.2.9."

;.= { docsBpi CrBaseEntry 5 }

docsBpi CmAut hReset OBJECT- TYPE
SYNTAX Tr ut hval ue
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"Setting this object to TRUE generates a Reauthorize event in the
aut hori zati on FSM Reading this object always returns FALSE."
REFERENCE
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"DOCSI S Baseline Privacy Interface Specification, Section 4.1.2.3.4."
.= { docsBpi CrBaseEntry 6 }

docsBpi CmAut hGraceTi ne OBJECT- TYPE

SYNTAX I nteger32 (1..1800)
UNI TS "seconds"

MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"The value of this object is the grace tine for an authorization key.

A CMis expected to start trying to get a new authorization key

begi nni ng Aut hGraceTi ne seconds before the authorization key actually
expires."

REFERENCE

"DOCSI S Basel ine Privacy Interface Specification, Appendix A 1.1.1.3."
::= { docsBpi CrBaseEntry 7 }

docsBpi CMTEKGr aceTi ne OBJECT- TYPE

SYNTAX I nteger32 (1..1800)
UNI TS "seconds”

MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"The value of this object is the grace tine for a TEK A CMis
expected to start trying to get a new TEK begi nni ng TEKG aceTi ne
seconds before the TEK actually expires."

REFERENCE

"DOCSI S Basel i ne Privacy Interface Specification, Appendix A 1.1.1.6."
::= { docsBpi ChBaseEntry 8 }

docsBpi CmAut hWai t Ti neout OBJECT- TYPE
SYNTAX I nteger32 (1..30)
UNI TS "seconds"

MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"The value of this object is the Authorize Wait Tineout."

REFERENCE

"DOCSI S Basel ine Privacy Interface Specification, Appendix A 1.1.1.1."
::= { docsBpi CrBaseEntry 9 }

docsBpi CrReaut hWi t Ti neout OBJECT- TYPE
SYNTAX I nteger32 (1..30)
UNI TS "seconds"

MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"The value of this object is the Reauthorize Wait Tinmeout in seconds."
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REFERENCE
"DOCSI S Basel ine Privacy Interface Specification, Appendix A 1.1.1.2."
:: = { docsBpi ChrBaseEntry 10 }

docsBpi CmOpWai t Ti neout  OBJECT- TYPE

SYNTAX Integer32 (1..10)
UNI TS "seconds"

MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"The value of this object is the Operational Wait Timeout in seconds.”
REFERENCE

"DOCSI S Baseline Privacy Interface Specification, Appendix A 1.1.1.4."
.= { docsBpi ChBaseEntry 11 }

docsBpi CrRekeyWai t Ti neout OBJECT- TYPE
SYNTAX I nteger32 (1..10)
UNI'TS "seconds"

MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"The value of this object is the Rekey Wait Tineout in seconds."
REFERENCE

"DOCSI S Baseline Privacy Interface Specification, Appendix A 1.1.1.5."
.= { docsBpi ChrBaseEntry 12 }

docsBpi CmAut hRej ect WAi t Ti neout  OBJECT- TYPE

SYNTAX I nteger32 (1..600)
UNI TS "seconds"

MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"The value of this object is the Authorization Reject Wait Timeout in
seconds. "

REFERENCE

"DOCSI S Baseline Privacy Interface Specification, Appendix A 1.1.1.7."
.= { docsBpi ChBaseEntry 13 }

docsBpi CmAut hRequest s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object is the count of times the CM has

transm tted an Authorization Request nessage."

REFERENCE

"DOCSI S Baseline Privacy Interface Specification, Section 4.2.1.1."
.= { docsBpi ChBaseEntry 14 }
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docsBpi CmAut hRepl i es OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object is the count of tinmes the CM has

recei ved an Authorization Reply nessage."

REFERENCE

"DOCSI S Basel ine Privacy Interface Specification, Section 4.2.1.2."
::= { docsBpi ChBaseEntry 15 }

docsBpi CmAut hRej ect s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object is the count of times the CM has

recei ved an Authorization Reject nessage."

REFERENCE

"DOCSI S Baseline Privacy Interface Specification, Section 4.2.1.3."
;.= { docsBpi ChrBaseEntry 16 }

docsBpi CmAut hl nval i ds OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object is the count of times the CM has

recei ved an Aut horization Invalid nessage."

REFERENCE

"DOCSI S Baseline Privacy Interface Specification, Section 4.2.1.7."
.= { docsBpi ChrBaseEntry 17 }

docsBpi CmAut hRej ect Er r or Code OBJECT- TYPE

SYNTAX | NTEGER {
none(1),
unknown( 2),
unaut hori zedCn{ 3),
unaut hori zedSi d( 4)

}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object is the enunerated description of the
Error-Code in nost recent Authorization Reject nessage received by
the CM  This has val ue unknown(2) if the last Error-Code val ue was
0, and none(1l) if no Authorization Reject nessage has been received
si nce reboot."
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REFERENCE

"DOCSI S Baseline Privacy Interface Specification, Sections 4.2.1.3
and 4.2.2.16."

::= { docsBpi ChBaseEntry 18 }

docsBpi CmAut hRej ectError String OBJECT- TYPE

SYNTAX Di splayString (SIZE (0..128))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The value of this object is the Display-String in nost recent

Aut hori zati on Reject nessage received by the CM This is a zero
length string if no Authorization Reject nessage has been received
si nce reboot."

REFERENCE

"DOCSI S Basel i ne Privacy Interface Specification, Sections 4.2.1.3
and 4.2.2.6."

.= { docsBpi ChrBaseEntry 19 }

docsBpi CmAut hl nval i dEr r or Code OBJECT- TYPE
SYNTAX | NTEGER {
none( 1),
unknown( 2) ,
unaut hori zedCn{( 3),
unsolicited(5),
i nval i dKeySequence(6),
keyRequest Aut henti cati onFai |l ure(7)

}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object is the enunerated description of the
Error-Code in nost recent Authorization Invalid nmessage received by
the CM This has val ue unknown(2) if the last Error-Code val ue was
0, and none(1l) if no Authorization Invalid nessage has been received
si nce reboot."

REFERENCE

"DOCSI S Baseline Privacy Interface Specification, Sections 4.2.1.7
and 4.2.2.16."

::= { docsBpi ChBaseEntry 20 }

docsBpi CmAut hl nval i dError Stri ng OBJECT- TYPE

SYNTAX Di splayString (SIZE (0..128))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The value of this object is the D splay-String in nost recent
Aut hori zation Invalid nessage received by the CM This is a zero
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length string if no Authorization Invalid nmessage has been received
si nce reboot."

REFERENCE

"DOCSI S Basel i ne Privacy Interface Specification, Sections 4.2.1.7
and 4.2.2.6."

.= { docsBpi ChBaseEntry 21 }

-- The CM TEK Tabl e, indexed by iflndex and SID

docsBpi CniTEKTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF DocsBpi CMrEKENt ry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table describes the attributes of each CM Traffic Encrypti on Key
(TEK) association. The CM mmintains (no nore than) one TEK associ ation
per SID per CM MAC interface."

.= { docsBpi Cmbj ects 2 }

docsBpi CMTEKEnt ry OBJECT- TYPE
SYNTAX DocsBpi CMrEKENt ry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"Each entry contains objects describing the TEK association attributes
of one SID. The CM MJST create one entry per unicast SID, regardl ess
of whether the SID was obtained froma Registrati on Response nessage,
or froman Authorization Reply nessage."

| NDEX { iflndex, docslfCnterviceld }

;= { docsBpi CniTEKTabl e 1 }

DocsBpi CniTEKENnt ry :: = SEQUENCE {

docsBpi CMrEKPr i vacyEnabl e Tr ut hVal ue,
docsBpi CniTEKSt at e | NTEGER,
docsBpi CnmTEKEXxpi resd d Dat eAndTi e,
docsBpi CMTEKEXxpi r esNew Dat eAndTi e,
docsBpi CnmTEKKeyRequest s Count er 32,
docsBpi CmTEKKeyRepl i es Count er 32,
docsBpi CmTEKKeyRej ect s Count er 32,
docsBpi CniTEKI nval i ds Count er 32,
docsBpi CnmrEKAut hPends Count er 32,
docsBpi CnmTEKKeyRej ect Err or Code | NTEGER,
docsBpi CniTEKKeyRej ect Error Stri ng Di spl ayStri ng,
docsBpi CMTEKI nval i dEr r or Code | NTEGER,

docsBpi CMlEKI nval i dError Stri ng
}
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docsBpi CnmrEKPr i vacyEnabl e OBJECT- TYPE

SYNTAX Trut hVal ue

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"This object identifies whether this SIDis provisioned to run
Baseline Privacy. This is anal ogous to enabling Baseline Privacy on
a provisioned SID using the C ass-of-Service Privacy Enable option
Baseline Privacy is not effectively enabled for any SID unl ess
Baseline Privacy is enabled for the CM which is managed via the
docsBpi CrPri vacyEnabl e object.”

REFERENCE

"DOCSI S Baseline Privacy Interface Specification, Appendix A 1.2."
;.= { docsBpi CniTEKEntry 1 }

docsBpi CnTEKSt at e OBJECT- TYPE
SYNTAX | NTEGER {
start (1),
opWai t(2),

opReaut hWai t (3),
operational (4),
rekeyWait (5),
rekeyReaut h\Wi t ( 6)

}
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"The value of this object is the state of the indicated TEK FSM
The start(1) state indicates that FSMis in its initial state.”
REFERENCE

"DOCSI S Baseline Privacy Interface Specification, Section 4.1.3.1."
;.= { docsBpi CniTEKEntry 2 }

docsBpi CMTEKExpi resd d OBJECT- TYPE

SYNTAX Dat eAndTi ne
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object is the actual clock time for expiration
of the i medi ate predecessor of the nbst recent TEK for this FSM

2001

If this FSM has only one TEK, then the value is the time of activation

of this FSM"
REFERENCE

"DOCSI S Baseline Privacy Interface Specification, Sections 4.2.1.5 and

4.2.2.9."
::= { docsBpi CnTEKEntry 3 }

docsBpi CMTEKExpi resNew OBJECT- TYPE
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SYNTAX Dat eAndTi me

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The value of this object is the actua
of the nost recent TEK for this FSM"
REFERENCE

"DOCSI S Basel ine Privacy Interface Specification
4.2.2.9."

::= { docsBpi CniTEKEntry 4 }

clock time for expiration

Sections 4.2.1.5 and

docsBpi CnTEKKeyRequest s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object is the count of tinmes the CM has transmtted
a Key Request nessage."

REFERENCE

"DOCSI S Basel ine Privacy Interface Specification

::= { docsBpi CniTEKEntry 5 }

Section 4.2.1.4."

docsBpi CmTEKKeyRepl i es  OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object is the count of times the CM has received

a Key Reply nessage, including a nessage whose authentication failed."”
REFERENCE

"DOCSI S Baseline Privacy Interface Specification
;.= { docsBpi CniTEKEntry 6 }

Section 4.2.1.5."

docsBpi CnmTEKKeyRej ect s  OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object is the count of times the CM has received

a Key Reject message, including a message whose authentication failed."
REFERENCE

"DOCSI S Baseline Privacy Interface Specification
.= { docsBpi CniTEKEntry 7 }

Section 4.2.1.6."

docsBpi CMTEKI nval i ds OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
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DESCRI PTI ON

"The value of this object is the count of times the CM has received

a TEK Invalid nmessage, including a nmessage whose authentication failed."
REFERENCE

"DOCSI S Baseline Privacy Interface Specification, Section 4.2.1.8."

.= { docsBpi CniTEKEntry 8 }

docsBpi CmrEKAut hPends OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object is the count of tines an Authorization
Pendi ng (Auth Pend) event occurred in this FSM"

REFERENCE

"DOCSI S Basel i ne Privacy Interface Specification, Section 4.1.3.3.3."
::= { docsBpi CniTEKEntry 9 }

docsBpi CnTEKKeyRej ect Err or Code OBJECT- TYPE

SYNTAX | NTEGER {
none(1),
unknown( 2) ,
unaut hori zedSi d( 4)

}
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"The value of this object is the enunerated description of the
Error-Code in nost recent Key Reject message received by the CM This
has val ue unknown(2) if the last Error-Code val ue was 0, and none(1)
if no Key Reject nmessage has been received since reboot."

REFERENCE

"DOCSI S Baseline Privacy Interface Specification, Sections 4.1.2.6
and 4.2.2.16."

::= { docsBpi CniTEKEntry 10 }

docsBpi CnmTEKKeyRej ect Error Stri ng OBJECT- TYPE

SYNTAX Di splayString (SIZE (0..128))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The value of this object is the Display-String in nbst recent Key
Rej ect nessage received by the CM This is a zero length string if no
Key Rej ect message has been received since reboot."

REFERENCE

"DOCSI S Basel ine Privacy Interface Specification, Sections 4.1.2.6
and 4.2.2.6."

.= { docsBpi CniTEKEntry 11 }
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docsBpi CMTEKI nval i dEr r or Code
SYNTAX

MAX- ACCESS

STATUS

DESCRI PTI ON

"The val ue of this object
Error-Code i n nost
Thi s has val ue unknown(2)
none( 1)
REFERENCE

"DOCSI S Basel ine Privacy Interface Specification

and 4.2.2.16."
::= { docsBpi CniTEKEntry 12 }

docsBpi CnrEKI nval i dError String
SYNTAX

MAX- ACCESS

STATUS

DESCRI PTI ON

"The val ue of this object

DOCSI S Baseline Privacy MB

is the Display-String i n nost

OBJECT- TYPE
| NTEGER {
none(1),
unknown( 2) ,
i nval i dKeySequence( 6)
}
read-only
current

is the enunerated description of the

recent TEK Invalid nmessage received by the CM
if the last Error-Code val ue was 0,
if no TEK Invalid nessage has been received since reboot."

and

Sections 4.1.2.8

OBJECT- TYPE

Di splayString (SIZE (0..128))
read-only

current

recent TEK

Invalid nessage received by the CM This is a zero length string if
no TEK I nvalid nessage has been received since reboot."

REFERENCE

"DOCSI S Basel i ne Privacy Interface Specification,

and 4.2.2.6."
.= { docsBpi CniTEKEntry 13 }

Sections 4.1.2.8

-- Cabl e Mbdem Term nation System G oup

docsBpi Ct sCbj ects OBJECT | DENTIFI ER ::= { docsBpi M Bbj ects 2 }
-- The BPI base table for CMISs, indexed by iflndex

docsBpi Cnt sBaseTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF DocsBpi Cnt sBaseEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table describes the basic Baseline Privacy attributes of each

CMIS MAC interface."
::= { docsBpi Cntshjects 1}
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docsBpi Cnt sBaseEntry OBJECT- TYPE

SYNTAX DocsBpi Cnt sBaseEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"Each entry contains objects describing attributes of one CMIS NMAC
interface. An entry in this table exists for each ifEntry with an
i f Type of docsCabl eMacl ayer (127)."

| NDEX { iflndex }

::= { docsBpi Cnt sBaseTable 1 }

DocsBpi Cnt sBaseEntry ::= SEQUENCE ({

docsBpi Cnt sDef aul t Aut hLi fetine | nteger32,
docsBpi Cnt sDef aul t TEKLi feti ne I nt eger 32,
docsBpi Cnt sDef aul t Aut hGraceTi me | nt eger 32,
docsBpi Cnt sDef aul t TEKGraceTi ne | nt eger 32,

docsBpi Cnt sAut hRequest s Count er 32,
docsBpi Cnt sAut hRepl i es Count er 32,
docsBpi Cnt sAut hRej ect s Count er 32,
docsBpi Cnt sAut hl nval i ds Count er 32

}

docsBpi Cnt sDef aul t Aut hLifeti me OBJECT- TYPE
SYNTAX I nt eger 32 (1..6048000)
UNI'TS "seconds"
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"The value of this object is the default lifetime, in seconds, the
CMTS assigns to a new aut hori zation key."

REFERENCE

"DOCSI S Basel ine Privacy Interface Specification, Appendix A 2."
::= { docsBpi CntsBaseEntry 1 }

docsBpi Cnt sDef aul t TEKLi feti me OBJECT- TYPE

SYNTAX I nteger32 (1..604800)
UNI TS "seconds"

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON

"The value of this object is the default lifetime, in seconds, the
CMTS assigns to a new Traffic Encryption Key (TEK)."

REFERENCE

"DOCSI S Basel ine Privacy Interface Specification, Appendix A 2."
::= { docsBpi Cnt sBaseEntry 2 }

-- Note: the following two objects have been obsoleted fromthis M B.
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docsBpi Cnt sDef aul t Aut hGraceTi ne OBJECT- TYPE

SYNTAX I nteger32 (1..1800)
UNI TS "seconds"

MAX- ACCESS read-wite

STATUS obsol ete
DESCRI PTI ON

"This obj ect was obsol eted because the provisioning system not the CMIS,
nmanages the authorization key grace tinme for DOCSIS CMs. "
:: = { docsBpi Cnt sBaseEntry 3 }

docsBpi Cnt sDef aul t TEKGraceTi ne OBJECT- TYPE

SYNTAX I nteger32 (1..1800)
UNI TS "seconds"

MAX- ACCESS read-wite

STATUS obsol ete
DESCRI PTI ON

"Thi s object was obsol eted because the provisioning system not the CMS,
manages the Traffic Encryption Key (TEK) grace tine for DOCSIS CMs. "
.= { docsBpi CntsBaseEntry 4 }

docsBpi Ct sAut hRequest s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object is the count of times the CMIS has

recei ved an Aut horization Request nessage fromany CM"

REFERENCE

"DOCSI S Baseline Privacy Interface Specification, Section 4.2.1.1."
::= { docsBpi CntsBaseEntry 5 }

docsBpi Cnt sAut hRepl i es OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object is the count of times the CMIS has
transmtted an Authorization Reply nmessage to any CM "

REFERENCE

"DOCSI S Baseline Privacy Interface Specification, Section 4.2.1.2."
::= { docsBpi Cnt sBaseEntry 6 }

docsBpi Cnt sAut hRej ects  OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object is the count of times the CMIS has
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transmtted an Authorizati on Reject nmessage to any CM "

REFERENCE

"DOCSI S Baseline Privacy Interface Specification, Section 4.2.1.3."
::= { docsBpi Cnt sBaseEntry 7 }

docsBpi Cnt sAut hl nval i ds OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object is the count of times the CMIS has
transmtted an Authorization Invalid nessage to any CM"

REFERENCE

"DOCSI S Basel ine Privacy Interface Specification, Section 4.2.1.7."
:: = { docsBpi Cnt sBaseEntry 8 }

2001

-- The CMIS Aut hori zation Table, indexed by iflndex and CM MAC address

docsBpi Crt sAut hTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF DocsBpi Cnt sAut hEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table describes the attri butes of each CM aut hori zation
associ ation. The CMIS nmi ntai ns one authorization association with
each Baseline Privacy-enabled CM on each CMIS MAC interface."

::= { docsBpi Cntshjects 2 }

docsBpi Cnt sAut hEntry OBJECT- TYPE

SYNTAX DocsBpi Cnt sAut hEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"Each entry contains objects describing attributes of one

aut hori zati on associ ation. The CMIS MJST create one entry per CM per
MAC i nterface, based on the receipt of an Authorization Request
nessage, and MJST not delete the entry before the CM authorization
per manently expires.”

| NDEX { iflndex, docsBpi Cnt sAut hCrivacAddr ess }

.= { docsBpi CntsAut hTable 1 }

DocsBpi Cnt sAut hEntry :: = SEQUENCE {

docsBpi Cnt sAut hCmvacAddr ess MacAddr ess,
docsBpi Cnt sAut hCrrPubl i cKey OCTET STRI NG
docsBpi Cnt sAut hCrKey SequenceNunber I nt eger 32,
docsBpi Cnt sAut hCrrExpi r es Dat eAndTi e,
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docsBpi Cnt sAut hCnLi feti ne
docsBpi Cnt sAut hCniGr aceTi e
docsBpi Cnt sAut hCrReset
docsBpi Ct sAut hCmRequest s
docsBpi Cnt sAut hCnRepl i es
docsBpi Cnt sAut hCrrRej ect s
docsBpi Cnt sAut hCm nval i ds
docsBpi Cnt sAut hRej ect Err or Code
docsBpi Cnt sAut hRej ect Error Stri ng
docsBpi Cnt sAut hl nval i dEr r or Code
docsBpi Cnt sAut hl nval i dErrorStrin

}

docsBpi Cnt sAut hCmivacAddr ess
SYNTAX

MAX- ACCESS

STATUS

DESCRI PTI ON

"The value of this object is the
whi ch the authorization associ at
::= { docsBpi Cnmt sAut hEntry 1 }

docsBpi Cnt sAut hCrrPubl i cKey
SYNTAX

MAX- ACCESS

STATUS

DESCRI PTI ON

"The val ue of this object
string, as defined in the RSA En
corresponding to the public key
270 byte key encoding | engths co
bit, and 2048 public nmoduli resp
string if the CMIS does not
REFERENCE

"DOCSI S Baseline Privacy Interface Specification

.= { docsBpi CntsAut hEntry 2 }

docsBpi Cnt sAut hCrrKey SequenceNunb
SYNTAX

MAX- ACCESS

STATUS

DESCRI PTI ON

"The val ue of this object
for this CM"

REFERENCE

is the

"DOCSI S Baseline Privacy Interface Specification

and 4.2.2.10."

Woundy I nf
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I nt eger 32,

I nt eger 32,

| NTEGER
Count er 32,
Count er 32,
Count er 32,
Count er 32,

| NTEGER

Di spl ayStri ng,
| NTEGER

g Di spl ayString
OBJECT- TYPE
MacAddr ess
not - accessi bl e
current
physi cal address of the CMto

ion applies."”

OBJECT- TYPE
OCTET STRI NG
(SIZE (0| 74
read-only
current

106 | 140 | 270))

is a DER-encoded RSAPublicKey ASN. 1 type

cryption Standard (PKCS #1) [22],
of the CM The 74, 106, 140, and
rrespond to 512 bit, 768 bit, 1024
ectively. This is a zero-length

retain the public key."

Section 4.2.2.4."

OBJECT- TYPE

I nt eger 32 (0..15)
read-only

current

er

aut hori zati on key sequence nunber

Sections 4.2.1.2

or mati ona
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.= { docsBpi CntsAut hEntry 3 }

docsBpi Ct sAut hCrrExpi r es OBJECT- TYPE
SYNTAX Dat eAndTi me
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object is the actual clock tinme when the current
aut horization for this CMexpires. If this CM does not have an
active authorization, then the value is of the expiration date and
time of the last active authorization.”

REFERENCE

"DOCSI S Baseline Privacy Interface Specification, Sections 4.2.1.2
and 4.2.2.9."

;.= { docsBpi Cnt sAut hEntry 4 }

docsBpi Cnt sAut hCrLi f et i ne OBJECT- TYPE

SYNTAX I nteger32 (1..6048000)
UNI TS "seconds"

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON

"The value of this object is the lifetime, in seconds, the CMIS
assigns to an authorization key for this CM™"

REFERENCE

"DOCSI S Basel ine Privacy Interface Specification, Section 4.2.1.2
and Appendix A 2."

::= { docsBpi Cnt sAut hEntry 5 }

docsBpi Cnt sAut hCnr aceTi ne OBJECT- TYPE

SYNTAX I nteger32 (1..1800)
UNI TS "seconds"

MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"The value of this object is the grace tine for the authorization key
in seconds. The CMis expected to start trying to get a new

aut hori zati on key begi nning AuthG aceTi ne seconds before the

aut hori zation key actually expires."

REFERENCE

"DOCSI S Basel i ne Privacy Interface Specification, Appendix A 1.1.1.3."
.= { docsBpi Cnt sAut hEntry 6 }

docsBpi Cnt sAut hCmReset  OBJECT- TYPE

SYNTAX | NTEGER {
noReset Request ed( 1),
i nval i dat eAut h(2)
sendAut hl nval i d(3),
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i nval i dat eTeks(4)

}
MAX- ACCESS read-wite
STATUS current

DESCRI PTI ON

"Setting this object to invalidateAuth(2) causes the CMIS to

i nvalidate the current CM authorization key, but not to transnmit an
Aut hori zation Invalid message nor to invalidate unicast TEKs. Setting
this object to sendAuthlnvalid(3) causes the CMIS to invalidate the
current CM authorization key, and to transmit an Authorization Invalid
nmessage to the CM but not to invalidate unicast TEKs. Setting this
object to invalidateTeks(4) causes the CMIS to invalidate the current
CM aut hori zation key, to transmt an Authorization Invalid nessage to
the CM and to invalidate all unicast TEKs associated with this CM

aut hori zati on. Reading this object returns the nost-recently-set val ue
of this object, or returns noReset Requested(1l) if the object has not
been set since the | ast CMIS reboot."

REFERENCE

"DOCSI S Baseline Privacy Interface Specification, Sections 4.1.2. 3.4,
4,.1.2.3.5, and 4.1.3.3.5."

::= { docsBpi Cnt sAut hEntry 7 }

docsBpi Cnt sAut hCrRequest s OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object is the count of times the CMIS has

recei ved an Aut horization Request nessage fromthis CM™"

REFERENCE

"DOCSI S Baseline Privacy Interface Specification, Section 4.2.1.1."
.= { docsBpi Cnt sAut hEntry 8 }

docsBpi Ct sAut hCrRepl i es OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object is the count of times the CMIS has
transmtted an Authorization Reply nmessage to this CM"

REFERENCE

"DOCSI S Baseline Privacy Interface Specification, Section 4.2.1.2."
.= { docsBpi CntsAut hEntry 9 }

docsBpi Ct sAut hCrrRej ect s OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
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DESCRI PTI ON

"The value of this object is the count of times the CMIS has
transmtted an Authorization Reject nmessage to this CM"

REFERENCE

"DOCSI S Baseline Privacy Interface Specification, Section 4.2.1.3."
;.= { docsBpi CntsAut hEntry 10 }

docsBpi Cnt sAut hCm nval i ds OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object is the count of times the CMIS has
transmtted an Authorization Invalid nessage to this CM"

REFERENCE

"DOCSI S Baseline Privacy Interface Specification, Section 4.2.1.7."
::= { docsBpi Cnt sAut hEntry 11 }

docsBpi Cnt sAut hRej ect Err or Code OBJECT- TYPE
SYNTAX | NTEGER {
none(1),
unknown( 2) ,
unaut hori zedCn{ 3),
unaut hori zedSi d( 4)

}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object is the enunerated description of the
Error-Code in nost recent Authorization Reject nessage transnitted to
the CM This has val ue unknown(2) if the last Error-Code val ue was

0, and none(1l) if no Authorization Reject nessage has been transnitted
to the CM "

REFERENCE

"DOCSI S Basel i ne Privacy Interface Specification, Sections 4.2.1.3

and 4.2.2.16."

.= { docsBpi CntsAut hEntry 12 }

docsBpi Ct sAut hRej ect Error Stri ng OBJECT- TYPE

SYNTAX Di splayString (SIZE (0..128))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The value of this object is the Display-String in nost recent
Aut hori zation Reject nessage transmtted to the CM This is a
zero length string if no Authorization Reject message has been
transmtted to the CM ™

REFERENCE
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"DOCSI S Baseline Privacy Interface Specification, Sections 4.2.1.3
and 4.2.2.6."
::= { docsBpi Cnt sAuthEntry 13 }

docsBpi Cnt sAut hl nval i dEr r or Code OBJECT- TYPE
SYNTAX | NTEGER {
none( 1),
unknown( 2),
unaut hori zedCn{ 3),
unsol i cited(5),
i nval i dKeySequence(6),
keyRequest Aut henti cati onFai l ure(7)

}
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON

"The value of this object is the enunerated description of the
Error-Code in nost recent Authorization Invalid nessage transnitted

to the CM This has val ue unknown(2) if the last Error-Code val ue was
0, and none(1l) if no Authorization Invalid nessage has been
transmtted to the CM "

REFERENCE

"DOCSI S Basel ine Privacy Interface Specification, Sections 4.2.1.7

and 4.2.2.16."

.= { docsBpi CntsAut hEntry 14 }

docsBpi Cnt sAut hl nval i dError String OBJECT- TYPE

SYNTAX Di splayString (SIZE (0..128))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The value of this object is the Display-String in nost recent

Aut hori zation Invalid nmessage transnmitted to the CM This is a
zero length string if no Authorization Invalid message has been
transmtted to the CM ™

REFERENCE

"DOCSI S Baseline Privacy Interface Specification, Sections 4.2.1.7
and 4.2.2.6."

::= { docsBpi Cnt sAuthEntry 15 }

-- The CMIS TEK Tabl e, indexed by iflndex and SID

docsBpi Cnt sSTEKTabl e OBJECT- TYPE

SYNTAX SEQUENCE COF DocsBpi Cnt sTEKEnt ry
MAX- ACCESS not - accessi bl e

STATUS current
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DESCRI PTI ON

"This table describes the attributes of each CM Traffic Encryption
Key (TEK) association. The CMIS mmi ntai ns one TEK associ ati on per BPI
SID on each CMIS MAC interface."

::= { docsBpi Cntshjects 3 }

docsBpi Ct sSTEKENnt ry OBJECT- TYPE

SYNTAX DocsBpi Cnt sTEKEnt ry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

"Each entry contains objects describing attributes of one TEK
association on a particular CMIS MAC interface. The CMIS MJST create
one entry per SID per MAC interface, based on the receipt of an

Key Request message, and MJST not delete the entry before the CM
aut horization for the SID permanently expires.”

| NDEX { iflndex, docslfCntsServiceld }

.= { docsBpi Cnt sTEKTable 1 }

DocsBpi Cnt sTEKEntry :: = SEQUENCE {

docsBpi Ct sSTEKLi feti ne I nt eger 32,
docsBpi Cnt STEKG aceTi e I nt eger 32,
docsBpi Cnt sSTEKExpi resd d Dat eAndTi e,
docsBpi Cnt sSTEKEXpi r esNew Dat eAndTi e,
docsBpi Cnt sTEKReset Trut hVval ue,
docsBpi Cnt sKeyRequest s Count er 32,
docsBpi Cnt sKeyRepl i es Count er 32,
docsBpi Cnt sKeyRej ect s Count er 32,
docsBpi Cnt sTEKI nval i ds Count er 32,
docsBpi Cnt sKeyRej ect Err or Code | NTEGER,
docsBpi Cnt sKeyRej ectError String Di splayString,
docsBpi Cnt sTEKI nval i dEr r or Code | NTEGER,
docsBpi Cnt sTEKI nval i dError String Di splayString
}

docsBpi Cnt sTEKLi feti ne  OBJECT- TYPE

SYNTAX I nteger32 (1..604800)

UNI TS "seconds"

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON

"The value of this object is the lifetine, in seconds, the CMIS assigns
to keys for this TEK association."

REFERENCE

"DOCSI S Basel i ne Privacy Interface Specification, Section 4.2.1.5

and Appendix A 2."

::= { docsBpi Cnt sTEKEntry 1 }
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docsBpi Cnt sSTEKG aceTi ne OBJECT- TYPE

SYNTAX I nteger32 (1..1800)
UNI TS "seconds"

MAX- ACCESS read-only

STATUS current
DESCRI PTI ON

"The value of this object is the grace tine for the TEK in seconds.
The CMis expected to start trying to get a new TEK begi nni ng

TEKG aceTi me seconds before the TEK actually expires.”

REFERENCE

"DOCSI S Basel i ne Privacy Interface Specification, Appendix A 1.1.1.6."
.= { docsBpi Cnt sTEKEntry 2 }

docsBpi Cnt sTEKEXpi resd d OBJECT- TYPE
SYNTAX Dat eAndTi e

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The value of this object is the actual clock time for expiration

of the i medi ate predecessor of the nbst recent TEK for this FSM

If this FSM has only one TEK, then the value is the time of activation
of this FSM"

REFERENCE

"DOCSI S Baseline Privacy Interface Specification, Sections 4.2.1.5

and 4.2.2.9."

;= { docsBpi Cnt sTEKEntry 3 }

docsBpi Ct STEKEXpi r esNew OBJECT- TYPE
SYNTAX Dat eAndTi me
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object is the actual clock time for expiration
of the nobst recent TEK for this FSM"

REFERENCE

"DOCSI S Baseline Privacy Interface Specification, Sections 4.2.1.5
and 4.2.2.9."

;= { docsBpi Cnt sTEKEntry 4 }

docsBpi Ct sTEKReset OBJECT- TYPE
SYNTAX Tr ut hVval ue
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"Setting this object to TRUE causes the CMIS to invalidate the current
active TEK(s) (plural due to key transition periods), and to generate
a new TEK for the associated SID, the CMIS MAY al so generate an
unsolicited TEK Invalid nmessage, to optimze the TEK synchroni zati on
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bet ween the CMIS and the CM Readi ng this object always returns
FALSE. "

REFERENCE

"DOCSI S Basel i ne Privacy Interface Specification, Section 4.1.3.3.5."
::= { docsBpi Cnt sTEKEntry 5 }

docsBpi Cnt skeyRequests OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object is the count of times the CMIS has

recei ved a Key Request nessage."

REFERENCE

"DOCSI S Basel ine Privacy Interface Specification, Section 4.2.1.4."
::= { docsBpi Cnt sSTEKEntry 6 }

docsBpi Cnt sKeyRepl i es OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object is the count of times the CMIS has
transmtted a Key Reply nessage."

REFERENCE

"DOCSI S Baseline Privacy Interface Specification, Section 4.2.1.5."
::= { docsBpi Cmt sTEKEntry 7 }

docsBpi Cnt sKeyRej ect s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object is the count of times the CMIS has
transmtted a Key Reject nmessage."”

REFERENCE

"DOCSI S Baseline Privacy Interface Specification, Section 4.2.1.6."
;= { docsBpi Cnmt sTEKEntry 8 }

docsBpi Ct sSTEKI nval i ds  OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object is the count of times the CMIS has
transmtted a TEK Invalid nessage."

REFERENCE

"DOCSI S Baseline Privacy Interface Specification, Section 4.2.1.8."

Woundy I nf or mati onal [ Page 31]



RFC 3083 DOCSI S Baseline Privacy MB March 2001

.= { docsBpi Cnt sTEKEntry 9 }

docsBpi Ct sKeyRej ect Err or Code OBJECT- TYPE

SYNTAX | NTEGER {
none( 1),
unknown( 2) ,
unaut hori zedSi d( 4)

}

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The value of this object is the enunerated description of the
Error-Code in the nbpst recent Key Reject nessage sent in response to
a Key Request for this BPI SID. This has val ue unknown(2) if the |ast
Error-Code value was 0, and none(l) if no Key Reject nmessage has been
recei ved since reboot."

REFERENCE

"DOCSI S Baseline Privacy Interface Specification, Sections 4.2.1.6
and 4.2.2.16."

;= { docsBpi Cnmt sTEKEntry 10 }

docsBpi Ct sKeyRej ect Error Stri ng OBJECT- TYPE

SYNTAX Di splayString (SIZE (0..128))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The value of this object is the Display-String in the nost recent
Key Reject message sent in response to a Key Request for this BP
SID. This is a zero length string if no Key Reject message has been
recei ved since reboot."

REFERENCE

"DOCSI S Baseline Privacy Interface Specification, Sections 4.2.1.6
and 4.2.2.6."

::= { docsBpi Cnt sTEKEntry 11 }

docsBpi Cnt sTEKI nval i dErr or Code OBJECT- TYPE

SYNTAX | NTEGER {
none(1),
unknown( 2),
i nval i dKeySequence( 6)
}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The value of this object is the enunerated description of the

Error-Code in the nost recent TEK Invalid nessage sent in association
with this BPI SID. This has value unknown(2) if the last Error-Code
val ue was 0, and none(1l) if no TEK Invalid nmessage has been received
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si nce reboot."

REFERENCE

"DOCSI S Baseline Privacy Interface Specification, Sections 4.2.1.8
and 4.2.2.16."

::= { docsBpi Cnt sTEKEntry 12 }

docsBpi Cnt sTEKI nval i dError String OBJECT- TYPE

SYNTAX Di splayString (SIZE (0..128))
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The value of this object is the Display-String in the nost recent TEK
Invalid nessage sent in association with this BPI SID. This is a zero
length string if no TEK Invalid nmessage has been received since reboot."
REFERENCE

"DOCSI S Basel i ne Privacy Interface Specification, Sections 4.2.1.8

and 4.2.2.6."

::= { docsBpi Cnt sTEKEntry 13 }

-- The CMIS Multicast Control G oup

docsBpi Mul ticast Control OBJECT IDENTIFIER ::= { docsBpi CntsCObjects 4 }

-- The CMIS I P Multicast Mapping Table, indexed by IP nulticast
-- address and prefix, and by ifindex

docsBpi | pMul ti cast MapTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF DocsBpi | pMul ti cast MapEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table describes the mapping of IP nulticast address prefixes to
mul ticast SIDs on each CMIS MAC interface."
.= { docsBpi MulticastControl 1}

docsBpi | pMul ti cast MapEntry OBJECT- TYPE

SYNTAX DocsBpi | pMul ti cast MapEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Each entry contains objects describing the mapping of one IP

mul ticast address prefix to one multicast SID on one CMIS MAC
interface. The CMIS uses the mappi ng when forwardi ng downstream P
nmul ticast traffic."”
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| NDEX { iflndex, docsBpilpMilticastAddress,
docsBpi | pMul ti cast PrefixLength }
;.= { docsBpilpMilticastMapTable 1 }

DocsBpi | pMul ti cast MapEntry ::= SEQUENCE {
docsBpi | pMul ti cast Addr ess | pAddr ess,
docsBpi | pMul ti cast Prefi xLength | nteger32,
docsBpi | pMul ti cast Serviceld I nt eger 32,
docsBpi | pMul ti cast MapCont r ol RowSt at us

}

docsBpi | pMul ti cast Addr ess OBJECT- TYPE
SYNTAX | pAddr ess
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"This object represents the IP multicast address (prefix) to be
mapped by this row, in conjunction with

docsBpi | pMul ti cast Prefi xLength. "

.= { docsBpi |l pMilticastMapEntry 1 }

docsBpi | pMul ti cast Prefi xLength OBJECT- TYPE

SYNTAX I nteger32 (0..32)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"This object represents the IP nmulticast address prefix |length
for this row. The value of this object represents the length in
bits of docsBpilpMilticastAddress for mnulticast address

conpari sons, using big-endian ordering. An IP nulticast address
matches this row if the (docsBpilpMilticastPrefixLength) nost
significant bits of the IP multicast address and of the
(docsBpi | pMul ti cast Address) are identical

This object is simlar in usage to an |IP address mask. The val ue
0 corresponds to I P address mask 0.0.0.0, the value 1 corresponds
to | P address mask 128.0.0.0, the value 8 corresponds to IP
address mask 255.0.0.0, and the value 32 corresponds to IP
address mask 255.255. 255, 255. "

;.= { docsBpilpMilticast MapEntry 2 }

docsBpi | pMul ti cast Servi celd OBJECT- TYPE

SYNTAX I nt eger 32 (8192..16368)
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"This object represents the nulticast SIDto be used in this
P nulticast address prefix mapping entry.”
-- DEFVAL is an unused nulticast SID val ue chosen by CMIS.
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.= { docsBpi |l pMilticastMapEntry 3 }

docsBpi | pMul ti cast MapCont r ol OBJECT- TYPE
SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This object controls and reflects the IP multicast address prefix
mappi ng entry. There is no restriction on the ability to change val ues
inthis rowwhile the rowis active."

::= { docsBpilpMilticast MapEntry 4 }

-- The CMIS Multicast SID Authorization Table, indexed by iflndex by
-- multicast SID by CM MAC addr ess

docsBpi Mul ti cast Aut hTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF DocsBpi Mul ticast Aut hEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This tabl e describes the nulticast SID authorization for each
CM on each CMIS MAC i nterface."”
.= { docsBpi MulticastControl 2}

docsBpi Mul ti cast Aut hEntry OBJECT- TYPE

SYNTAX DocsBpi Mul ti cast Aut hEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Each entry contains objects describing the key authorization of one

cabl e nodem for one multicast SID for one CMIS MAC interface."

| NDEX { iflndex, docsBpi MulticastServiceld,
docsBpi Mul ti cast CnivacAddr ess }

::= { docsBpi MulticastAuthTable 1 }

DocsBpi Mul ti cast AuthEntry ::= SEQUENCE {

docsBpi Mul ti cast Servi celd I nt eger 32,

docsBpi Mul ti cast CmivacAddr ess MacAddr ess,

docsBpi Mul ti cast Aut hCont r ol RowSt at us

}

docsBpi Mul ti cast Serviceld OBJECT- TYPE

SYNTAX I nt eger 32 (8192..16368)
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
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SYNTAX

MAX- ACCESS
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::= { docsBpi MulticastAuthEntry 2 }

docsBpi Mul ti cast Aut hCont r ol OBJECT- TYPE
SYNTAX RowsSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

"This object controls and reflects the CM aut horization for each
nmulticast SID. There is no restriction on the ability to change
values in this row while the rowis active."

::= { docsBpi Mul ticastAuthEntry 3 }

The BPI M B Confornmance Statenments (wth
notifications)

a pl acehol der for

OBJECT | DENTI FI ER ::
OBJECT | DENTI FI ER ::
OBJECT | DENTI FI ER ::
OBJECT | DENTI FIER : :

docsBpi Notification
docsBpi Conf or mance
docsBpi Conpl i ances
docsBpi Groups

docsBpiMB 2 }
docsBpiMB 3 }
docsBpi Confornmance 1 }
docsBpi Conf ormance 2 }

[atn Yo Yate Yo

docsBpi Basi cConpl i ance MODULE- COVPLI ANCE

STATUS current

DESCRI PTI ON

"This is the conpliance statenent for devices which inplenent the
DCCsSI S Baseline Privacy Interface.™”

MODULE

docsBpi M B

conditionally mandatory group

GROUP  docsBpi CnGr oup

DESCRI PTI ON

"This group is inplenented only in CMs,

not in CMISs."

conditionally mandatory group

GROUP  docsBpi Cnt sGroup
DESCRI PTI ON
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"This group is inplenented only in CMISs, not in CMs."

-- relaxation on nandatory range (unnecessary since object is read-only)

-- OBJECT docsBpi CmAut hGraceTi ne
- - SYNTAX | nt eger 32 (300..1800)
-- DESCRI PTI ON

-- "The refined range corresponds to the m ni mrum and maxi nrum val ues in
-- operational networks, according to Appendix A2 in [18]."

-- relaxation on nandatory range (unnecessary since object is read-only)

-- OBJECT docsBpi CMTEKG aceTi e
-- SYNTAX I nt eger 32 (300..1800)
-- DESCRI PTI ON

-- "The refined range corresponds to the m ni mrum and maxi mum val ues in
-- operational networks, according to Appendix A2 in [18]."

-- relaxation on mandatory range

OBJECT docsBpi Cnt sDef aul t Aut hLifeti ne

SYNTAX | nteger32 (86400..6048000)

DESCRI PTI ON

"The refined range corresponds to the m ni mum and maxi mum val ues in
operational networks, according to Appendix A2 in [18]."

-- relaxation on nmandatory range

OBJECT docsBpi Cnt sDef aul t TEKLi fetine

SYNTAX | nteger32 (1800..604800)

DESCRI PTI ON

"The refined range corresponds to the m ni mum and maxi num val ues in
operational networks, according to Appendix A2 in [18]."

-- relaxation on nandatory range (object renoved from M B)

-- OBJECT docsBpi Cnt sDef aul t Aut hGraceTi e
- - SYNTAX | NTEGER ( 300. .1800)
-- DESCRI PTI ON

-- "The refined range corresponds to the m ni mrum and maxi num val ues in
-- operational networks, according to Appendix A2 in [18]."

-- relaxation on mandatory range (object renoved from M B)

-- OBJECT docsBpi Cnt sDef aul t TEKGr aceTi ne
- - SYNTAX | NTEGER (300. .1800)
-- DESCRI PTI ON

-- "The refined range corresponds to the m ni mum and maxi nrum val ues in
-- operational networks, according to Appendix A2 in [18]."

-- relaxation on mandatory range
OBJECT docsBpi Cnt sAut hCrLi feti ne
SYNTAX | nteger32 (86400..6048000)
DESCRI PTI ON
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"The refined range corresponds to the m ni nrum and maxi nrum val ues in
operational networks, according to Appendix A2 in [18]."

-- relaxation on nandatory range (unnecessary since object is read-only)

-- OBJECT docsBpi Cnt sAut hCGr aceTi e
-- SYNTAX | nt eger 32 (300..1800)
-- DESCRI PTI ON

-- "The refined range corresponds to the m ni mrum and maxi mum val ues in
-- operational networks, according to Appendix A2 in [18]."

-- relaxation on mandatory range

OBJECT docsBpi Cnt sTEKLi feti ne

SYNTAX | nteger32 (1800..604800)

DESCRI PTI ON

"The refined range corresponds to the mni mum and maxi mum val ues in
operational networks, according to Appendix A2 in [18]."

-- relaxation on mandatory range (unnecessary since object is read-only)

-- OBJECT docsBpi Cnt STEKG aceTi ne
- - SYNTAX I nt eger 32 (300..1800)
-- DESCRI PTI ON

-- "The refined range corresponds to the m ni mum and maxi nrum val ues in
-- operational networks, according to Appendix A2 in [18]."

.= { docsBpi Conmpliances 1 }

docsBpi CmGroup OBJECT- GROUP
OBJECTS {

docsBpi CrPri vacyEnabl e,

docsBpi CnPubl i cKey,

docsBpi CnmAut hSt at e,

docsBpi CmAut hKey SequenceNunber ,
docsBpi CmAut hExpi res,

docsBpi CmAut hReset ,

docsBpi CmAut hGraceTi ne,

docsBpi CMTEKGr aceTi ne,

docsBpi CmAut hWai t Ti nmeout
docsBpi CrReaut hWi t Ti neout
docsBpi CmOpWai t Ti neout ,

docsBpi CrRekeyWai t Ti neout ,
docsBpi CmAut hRej ect Wi t Ti neout ,
docsBpi CmAut hRequest s,

docsBpi CmAut hRepl i es,

docsBpi CmAut hRej ect s,

docsBpi CmAut hl nval i ds,

docsBpi CmAut hRej ect Er r or Code,
docsBpi CmAut hRej ect Error Stri ng,
docsBpi CmAut hl nval i dEr r or Code,
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docsBpi CmAut hl nval i dError Stri ng,
docsBpi CMrEKPr i vacyEnabl e,
docsBpi CnTEKSt at e,

docsBpi CMrEKExpi resd d,

docsBpi CMIEKExpi r esNew,

docsBpi CniTEKKeyRequest s,

docsBpi CnTEKKeyRepl i es,

docsBpi CnTEKKeyRej ect s,

docsBpi CnTEKI nval i ds,

docsBpi CmrEKAut hPends,

docsBpi CmTEKKeyRej ect Err or Code,
docsBpi CnmTEKKeyRej ect Error Stri ng,
docsBpi CnrEKI nval i dEr r or Code,
docsBpi CnirEKI nval i dError Stri ng

}

STATUS current

DESCRI PTI ON

"This collection of objects provides CM BPI
.= { docsBpi Goups 1}

docsBpi Ct sG oup OBJECT- GROUP
OBJECTS {

docsBpi Cnt sDef aul t Aut hLi feti ne,
docsBpi Cnt sDef aul t TEKLI feti ne,
docsBpi Cnt sAut hRequest s,

docsBpi Cnt sAut hRepl i es,

docsBpi Cnt sAut hRej ect s,

docsBpi Cnt sAut hl nval i ds,

docsBpi Cnt sAut hCrrPubl i cKey,
docsBpi Cnt sAut hCnKey SequenceNunber ,
docsBpi Cnt sAut hCnExpi r es,

docsBpi Cnt sAut hClLi feti ne,

docsBpi Ct sAut hCGr aceTi e,

docsBpi Cnt sAut hCnReset ,

docsBpi Cnt sAut hCrRequest s,

docsBpi Cnt sAut hCnRepl i es,

docsBpi Cnt sAut hCnRej ect s,

docsBpi Cnt sAut hCl nval i ds,

docsBpi Cnt sAut hRej ect Err or Code,
docsBpi Cnt sAut hRej ect Error Stri ng,
docsBpi Cnt sAut hl nval i dEr r or Code,
docsBpi Cnt sAut hl nval i dError Stri ng,
docsBpi Cnt sTEKLi feti ne,

docsBpi Cnt STEKG aceTi ne,

docsBpi Cnt sTEKEXpi resA d,

docsBpi Ct STEKEXpi r esNew,

docsBpi Cnt sTEKReset ,

docsBpi Cnt sKeyRequest s,
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docsBpi Cnt sKeyRepl i es,

docsBpi Cnt sKeyRej ect s,

docsBpi Cnt sTEKI nval i ds,

docsBpi Ct sKeyRej ect Er r or Code,
docsBpi Cnt sKeyRej ect Error Stri ng,
docsBpi Cnt sTEKI nval i dEr r or Code,
docsBpi Cnt sTEKI nval i dError Stri ng,
docsBpi | pMul ti cast Servi cel d,
docsBpi | pMul ti cast MapControl ,
docsBpi Mul ti cast Aut hCont r ol

}
STATUS

current

DESCRI PTI ON
"This collection of objects provides CMIS BPlI status and control."
::= { docsBpi G oups 2 }

docsBpi Gbsol et eObj ect sG oup OBJECT- GROUP
OBJECTS {

docsBpi Cnt sDef aul t Aut hGraceTi ne,

docsBpi Cnt sDef aul t TEKGraceTi ne

}
STATUS

obsol ete

DESCRI PTI ON
"This is a collection of obsolete BPI objects.”
.= { docsBpi G oups 3}

END
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7. Security Considerations

The Baseline Privacy Interface provides data encryption for DOCSI S
dat a- over - cabl e services. Baseline Privacy-capabl e cable nodens have
RSA private/public key pairs installed by manufacturers. The public
key is used to encrypt an Authorization key, and the Authorization
key is used to encrypt one or nore Traffic Encrypti on Keys (TEKS).
The TEKs are used to encrypt both upstream and downstream dat a
traffic. Please refer to [18] to obtain further information on the
Basel i ne Privacy specification.

In particular, the Baseline Privacy Interface does not provide an

aut hentication service. CMS inplenentors are encouraged not to rely
on the MAC address of the CMfor service authorization -- in
particular, for the docsBpi MulticastAuthTable in this MB. The
Baseline Privacy Plus Interface does provide a CM aut hentication
service, and the working group expects to issue a MB for the
managenent of BPI+ at a later tine.
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This M B specification contains a nunber of read-wite objects, that
shoul d be protected from unauthorized nodification to prevent denia
of service and theft of service attacks: in particular, objects that
reset state machi nes (ex. docsBpi CnmAut hReset), change key lifetinmes
(ex. docsBpi Cnt sDef aul t Aut hLifetine), change rekeying grace tines
(ex. docsBpi Cnt sDef aul t Aut hGraceTine), and control nulticast traffic
(ex. nost objects in the docsBpi MiulticastControl group).

The desired neans to protect these objects fromunwarranted access is
to inmplenent the security features as provided by the SNMPv3
framework. Specifically, the use of the User-based Security Mde
[12] and the Vi ew based Access Control Mdel [15] is recomended.

Weaker nethods to protect CMs from unauthorized access include using
the docsDevNmAccessTabl e fromthe Cable Device MB [17] to disallow
configuration changes from unaut hori zed network managenent stations,
and using the SNMP M B Obj ect and SNWP Wite-Access Contro
configuration file options fromthe Radi o Frequency Interface [19] to
set M B object values and disable SNMP SET operations at cabl e nodem
boot tinme. Note that these nechanisns nay be vul nerable to an

unaut hori zed network managenent station "spoofing" the source address
of a legitimte network managenent station

8. Intellectual Property

The | ETF takes no position regarding the validity or scope of any
intellectual property or other rights that might be clainmed to
pertain to the inplenentation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or mght not be available; neither does it represent that it
has made any effort to identify any such rights. Information on the
| ETF's procedures with respect to rights in standards-track and

st andards-rel at ed docunentati on can be found in BCP-11. Copies of
clains of rights nade avail able for publication and any assurances of
licenses to be nade avail able, or the result of an attenpt made to
obtain a general license or perm ssion for the use of such
proprietary rights by inplenmentors or users of this specification can
be obtained fromthe | ETF Secretari at.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary

ri ghts which nmay cover technol ogy that nay be required to practice
this standard. Please address the information to the | ETF Executive
Director.
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10. Full Copyright Statenent
Copyright (C The Internet Society (2001). Al Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherwi se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORVATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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