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Abst r act

This menmo specifies Mcrosoft’s Wndows 2000 Kerberos change password

and set password protocols. The Wndows 2000 Kerberos change
password protocol interoperates with the original Kerberos change

password protocol. Change password is a request reply protocol that
i ncludes a KRB PRIV nessage that contains the new password for the
user.

1. Introduction

M crosoft’s Wndows 2000 Kerberos change password protoco

i nteroperates with the origi nal Kerberos change password protocol
Change password is a request reply protocol that includes a KRB PRIV
nmessage that contains the new password for the user. The origina
change password protocol does not allow an administrator to set a
password for a new user. This functionality is useful in sone
environnents, and this proposal extends the change password protoco
to all ow password setting. The changes are: adding new fields to the
request nessage to indicate the principal which is having its
password set, not requiring the initial flag in the service ticket,
usi ng a new protocol version nunber, and adding three new result
codes.
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2. The Protoco

The service accepts requests on UDP port 464 and TCP port 464 as
well. The protocol consists of a single request nessage foll owed by
a single reply nessage. For UDP transport, each nessage nust be
fully contained in a single UDP packet.

For TCP transport, there is a 4 octet header in network byte order
that precedes the nessage and specifies the length of the nessage.

Request Message

0 1 2 3
01234567890123456789012345678901
T T R i e e e e o S e SRR R

| nmessage | ength | prot ocol version numnber

B s i S i I i S S S i i
| AP_REQ | engt h | AP_REQ dat a /
e s T e e e e e Lt s I R S
/ KRB- PRI V nessage /
T T R i S e e ek o o i SRR R

Al 16 bit fields are in big-endian order

nessage length field: contains the nunber of bytes in the nessage
including this field.

prot ocol version number: contains the hex constant Oxff80 (big-endian
i nteger).

AP-REQ |l ength: length of AP-REQ data, in bytes. |If the length is
zero, then the last field contains a KRB- ERROR nessage i nstead of a
KRB- PRI V nessage.

AP- REQ data: (see [1]) The AP-REQ nessage nust be for the service
princi pal kadm n/ changepw@EALM where REALM is the REALM of the user
who wi shes to change/set his password. The authenticator in the AP-
REQ rmust include a subsession key. (NOTE: The subsessi on key nust be
pseudo-random y generated and rust never be reused for nultiple
authenticators.) To enable setting of passwords, it is not required
that the initial flag be set in the Kerberos service ticket.

KRB- PRIV nessage (see [1l]) This user-data field in the KRB-PRIV
nessage i s encrypted using the subkey fromthe authenticator in the
AP- REQ data. The usec and seq-nunber fields of the KRB PRIV nessage
are present and have the same val ue as the seg-nunber field in the
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aut henticator fromthe AP_REQ nessage (the seg-nunber in the
authenticator will be present). The server ignores the optiona
r-address field in the KRB_PRIV nessage, if it is present.

The user-data conponent of the nmessage consists of the foll ow ng
ASN. 1 structure encoded as an OCTET STRI NG

ChangePasswdData ::= SEQUENCE ({
newpasswd[ 0] OCTET STRI NG
targnane[ 1] Princi pal Name OPTI ONAL,

targreal ni 2] Real m OPTI ONAL
}

The server must verify the AP-REQ nessage, check whether the client
principal in the ticket is authorized to set/change the password
(either for that principal, or for the principal in the targnane
field if present), and decrypt the new password. The server also
checks whether the initial flag is required for this request,
replying with status 0x0007 if it is not set and should be. An

aut horization failure is cause to respond with status 0x0005. For
forward conpatibility, the server should be prepared to ignore fields
after targrealmin the structure that it does not understand.

The newpasswd field contains the cleartext password, and the server
will apply any local policy checks including password policy checks.
The server then generates the appropriate keytypes fromthe password
and stores themin the KDC database. |If all goes well, status 0x0000
is returned to the client in the reply nessage (see bel ow).

Reply Message

0 1 2 3
01234567890123456789012345678901
B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S

| message | ength | prot ocol version numnber

B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g
| AP_REP | ength | AP- REP dat a /
B ik o T e S S T ks e i S R T I e e S S e el ST S TR S e
/ KRB- PRI V nessage /
B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S

Al 16 bit fields are in big-endian order.

nessage length field: contains the nunber of bytes in the nessage
including this field.
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protocol version nunber: contains the hex constant 0x0001 (big-endian
integer). (The reply nessage has the sane format as the origina
change password protocol.)

AP-REP | ength: length of AP-REP data, in bytes. |If the length is
zero, then the last field contains a KRB- ERROR nessage i nstead of a
KRB- PRI V nessage.

AP- REP data: the AP-REP is the response to the AP-REQ in the request
packet .

KRB- PRIV nessage: This KRB-PRIV nessage nust be encrypted with the
subsessi on key fromthe authenticator in the AP-REQ data.

The server will respond with a KRB-PRIV nessage unless it cannot
decode the client AP-REQ or KRB-PRIV nessage, in which case it wll
respond with a KRB- ERROR nessage. NOTE: Unli ke change password
version 1, the KRB-ERROR nessage will be sent back w thout any
encapsul ati on.

The user-data conponent of the KRB-PRIV nessage, or e-data conponent
of the KRB-ERROR nessage, consists of the follow ng data.

0 1 2 3
01234567890123456789012345678901
s S S i I S R R e h T Tk e S S S o T S
| result code | result string /
B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S

result code (16 bits) (result codes 0-4 are fromthe original change
password protocol):

The result code nust have one of the follow ng val ues
(bi g-endi an integer):

KRB5 KPASSWD SUCCESS 0 request succeeds (This val ue
is not allowed in a KRB- ERROR
nessage)

KRB5 _KPASSWD MALFORMED 1 request fails due to being
mal f or med

KRB5 KPASSWD HARDERROR 2 request fails due to "hard"

error in processing the
request (for example, there
is a resource or other

pr obl em causi ng t he request
to fail)
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KRB5 KPASSWD AUTHERROR 3 request fails due to an error

i n aut hentication processing
KRB5 KPASSWD SCOFTERROR 4 request fails due to a

"soft"™ error in processing

the request
KRB5_KPASSWD_ACCESSDENI ED 5 requestor not authorized
KRB5_KPASSWD BAD VERSI ON 6 protocol version unsupported
KRB5_KPASSWD_| NI TI AL_FLAG NEEDED 7 initial flag required
OXFFFF is returned if the request fails for some other reason
Al 't hough only a few non-zero result codes are specified here, the
client should accept any non-zero result code as indicating
failure.

result string:

This field contains informati on which mght be useful to the user
such as feedback about policy failures. The string is encoded in

UTF-8. It may be omtted if the server does not wi sh to include
it. If it is present, the client will display the string to the
user.

3. Security Considerations

Password policies should be enforced to make sure that users do not
pi ck passwords (for change password) that are vulnerable to brute
force password guessing attacks. An adm nistrator who is authorized
to set other principal’s passwords is highly trusted and nust al so
carefully protect his/her own credentials.
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6. Full Copyright Statenent
Copyright (C The Internet Society (2002). Al Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherwi se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORVATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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