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Cat egory: I nfornmational Decenmber 2003
Request for Comments Summary
RFC Nunbers 3500- 3599
Status of This Meno

This RFC is a slightly annotated |list of the 100 RFCs from RFC 3500
through RFC 3599. This is a status report on these RFCs. This nmeno

provides information for the Internet community. It does not specify
an Internet standard of any kind. Distribution of this meno is
unlimted.

Copyri ght Notice
Copyright (C) The Internet Society (2003). Al Rights Reserved.
Not e

Many RFCs, but not all, are Proposed Standards, Draft Standards, or
Standards. Since the status of these RFCs may change during the

st andards processing, we note here only that they are on the
standards track. Please see the latest edition of "Internet Oficia
Protocol Standards" for the current state and status of these RFCs.
In the followi ng, RFCs on the standards track are narked [ STANDARDS

TRACK] .

RFC Aut hor Dat e Title

3599 G noza Request for Comments Summary
Thi's meno.

3598 Mur chi son Sep 2003 Sieve Email Filtering --

Subaddr ess Ext ensi on

On enmai|l systens that allow for "subaddressing" or "detail ed addressi ng"
(e.g., "ken+sieve@xample.org"), it is sonetinmes desirable to nake
conpari sons agai nst these sub-parts of addresses. This document defines
an extension to the Sieve mail filtering | anguage that allows users to
conpare against the user and detail parts of an address. [ STANDARDS

TRACK]
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3597 Gust af sson Sep 2003 Handl i ng of Unknown DNS
Resource Record (RR) Types

Ext endi ng the Domai n Nane System (DNS) wi th new Resource Record (RR)
types currently requires changes to name server software. This docunent
speci fies the changes necessary to allow future DNS i npl enentations to
handl e new RR types transparently. [ STANDARDS TRACK]

3596 Thonson Cct 2003 DNS Ext ensions to Support |IP
Version 6

Thi s docunent defines the changes that need to be nade to the Domain
Nane System (DNS) to support hosts running IP version 6 (I Pv6). The
changes include a resource record type to store an | Pv6 address, a
domain to support | ookups based on an | Pv6 address, and updated
definitions of existing query types that return Internet addresses as
part of additional section processing. The extensions are designed to
be conpatible with existing applications and, in particular, DNS

i mpl enent ati ons thensel ves. [ STANDARDS TRACK]

3595 W j nen Sep 2003 Textual Conventions for |Pv6
FI ow Label

This M B nodul e defines textual conventions to represent the commonly
used | Pv6 Flow Label. The intent is that these textual conventions
(TCs) will be inported and used in MB nodul es that woul d ot herw se
define their own representations. [STANDARDS TRACK]

3594 Duf fy Sep 2003 Packet Cabl e Security Ticket
Control Sub-Option for the
DHCP Cabl eLabs d i ent
Configuration (CCC) Option

Thi s docunent defines a new sub-option for the DHCP Cabl eLabs d i ent
Configuration (CCC) Option. This new sub-option will be used to direct
Cabl eLabs Client Devices (CCDs) to invalidate security tickets stored in
CCD non volatile nenmory (i.e., locally persisted security tickets).

[ STANDARDS TRACK]

G noza I nf or mati onal [ Page 2]



RFC 3599 Sunmary of 3500- 3599 December 2003

3593 Tesi nk, Ed. Sep 2003 Textual Conventions for MB
Modul es Usi ng Performance
H story Based on 15 M nute
Interval s

Thi s docunent defines a set of Textual Conventions for M B nodul es that
nmake use of perfornmance history data based on 15 mnute intervals.

This meno repl aces RFC 2493. Changes relative to RFC 2493 are
summari zed in the MB nodul e’s REVI SI ON cl ause. [ STANDARDS TRACK]

3592 Tesi nk Sep 2003 Definitions of Managed Objects
for the Synchronous Opti cal
Net wor k/ Synchr onous Di gital
Hi erarchy ( SONET/ SDH)
Interface Type

This meno defines a portion of the Managenent |nformati on Base (MB) for
use with network managenent protocols in TCP/|P-based internets. 1In
particular, it defines objects for managi ng Synchronous Opti cal

Net wor k/ Synchronous Digital Hi erarchy (SONET/SDH) interfaces. This
docunent is a conpanion to the docunents that define Managed Cbjects for
the DS1/E1l/DS2/ E2 and DS3/E3 Interface Types.

This menmo repl aces RFC 2558. Changes relative to RFC 2558 are
sunmarized in the MB nodule’s REVISION cl ause. [ STANDARDS TRACK]

3591 Lam Sep 2003 Definitions of Managed Objects
for the Optical Interface Type

This meno defines a portion of the Managenment |nformati on Base (MB) for
use with Sinple Network Management Protocol (SNWP) in TCP/IP-based
internets. In particular, it defines objects for managi ng Opti cal
Interfaces associated with Wavel engt hDi vi si on Mul ti pl exi ng systens or
characterized by the Optical Transport Network (OTN) in accordance with
the OTN architecture defined in I TUT Recomrendati on G 872.

The M B nmodul e defined in this menmo can be used for perfornance

nmoni tori ng and/ or configuration of such optical interface. [STANDARDS

TRACK]
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3590 Haber man Sep 2003 Sour ce Address Sel ection for
the Multicast Listener
Di scovery (M.D) Protocol

It has come to light that there is an issue with the selection of a
suitable 1 Pv6 source address for Multicast Listener Discovery (MD)
nessages when a node is performng statel ess address autoconfiguration
Thi s docunent is intended to clarify the rules on selecting an | Pv6
address to use for M.D nessages. [ STANDARDS TRACK]

3589 Loughney Sep 2003 Di amet er Conmand Codes for
Third Generation Partnership
Project (3GPP) Release 5

Thi s docunment describes the ANA's allocation of a block of D aneter
Conmmand Codes for the Third Generation Partnership Project (3GPP)

Rel ease 5. This docunent does not pass judgnent on the usage of these
conmand codes. Further nore, these command codes are for use for

Rel ease 5. For future rel eases, these codes cannot be reused, but nust
be all ocated according to the Di aneter Base specification. This nenp
provides information for the Internet comunity.

3588 Cal houn Sep 2003 Di amet er Base Protoco

The Di ameter base protocol is intended to provide an Authentication
Aut hori zation and Accounting (AAA) framework for applications such as
network access or IP nobility. Dianmeter is also intended to work in
both | ocal Authentication, Authorization & Accounting and roam ng
situations. This docunent specifies the nmessage format, transport,
error reporting, accounting and security services to be used by al

Di aneter applications. The D aneter base application needs to be
supported by all Diameter inplenmentations. [STANDARDS TRACK]

3587 Hi nden Aug 2003 | Pv6 d obal Unicast Address
For mat

Thi s docunent obsol etes RFC 2374, "An |Pv6 Aggregatable d obal Unicast
Address Format". It defined an I Pv6 address allocation structure that
i ncl udes Top Level Aggregator (TLA) and Next Level Aggregator (NLA).
Thi s docunment nakes RFC 2374 and the TLA/NLA structure historic. This
meno provides information for the Internet community.
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3586 Bl aze Aug 2003 | P Security Policy (IPSP)
Requi rement s

Thi s docunent describes the probl em space and sol ution requirements for
devel oping an I P Security Policy (1PSP) configuration and rmanagenent
framework. The I PSP architecture provides a scal abl e, decentralized
framewor k for managi ng, discovering and negotiating the host and network
security policies that govern access, authorization, authentication
confidentiality, data integrity, and other IP Security properties. This
docunent highlights such architectural conponents and presents their
functional requirenents. [STANDARDS TRACK]

3585 Jason Aug 2003 | Psec Configuration Policy
I nformati on Mode

Thi s docunent presents an object-oriented information nodel of IP
Security (I Psec) policy designed to facilitate agreenent about the
content and semantics of |Psec policy, and enabl e derivations of task-
specific representations of |IPsec policy such as storage schena

di stribution representations, and policy specification | anguages used to
configure | Psec-enabl ed endpoints. The information nodel described in
this document nodels the configuration parameters defined by 1PSec. The
i nformati on nodel al so covers the paranmeters found by the Internet Key
Exchange protocol (IKE). Qher key exchange protocols could easily be
added to the informati on nodel by a sinple extension. Further

ext ensions can further be added easily due to the object-oriented nature
of the nodel

This information nodel is based upon the core policy classes as defined
in the Policy Core Information Mbodel (PCIM and in the Policy Core
I nformati on Model Extensions (PCIMe). [STANDARDS TRACK]

3584 Frye Aug 2003 Coexi stence between Version 1
Version 2, and Version 3 of
the Internet-standard Network
Managenment Framewor k

The purpose of this docunent is to describe coexistence between version
3 of the Internet-standard Network Managenent Franmework, (SNWPv3),
version 2 of the Internet-standard Network Managenent Franework
(SNWPv2), and the original Internet-standard Network Managenent
Framewor k (SNWMPv1l). This docunent al so describes how to convert MB
nodules fromSMvl format to SMv2 format. This docunment obsol etes RFC
2576. This docunent specifies an Internet Best Current Practices for
the Internet Community, and requests discussion and suggestions for

i mprovenents.
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3583 Chaskar, Ed. Sep 2003 Requirenents of a Quality of
Service (QS) Solution for
Mobile IP

Mobile I P ensures correct routing of packets to a nmobile node as the
nobi | e node changes its point of attachnent to the Internet. However,

it is also required to provide proper Quality of Service (QS)
forwarding treatnent to the nobile node’s packet stream at the

i nternedi ate nodes in the network, so that QoS-sensitive |IP services can
be supported over Mbile IP. This docunent describes requirements for
an | P QoS nechanismfor its satisfactory operation with Mbile IP. This
meno provides information for the Internet comunity.

3582 Abl ey Aug 2003 CGoal s for 1Pv6
Site-Milti hom ng Architectures

Thi s docunent outlines a set of goals for proposed new | Pv6 site-

nmul ti hom ng architectures. It is recognised that this set of goals is
anbi ti ous and that sonme goals may conflict with others. The solution or
solutions adopted may only be able to satisfy sone of the goals
presented here. This menmp provides information for the Internet

conmuni ty.

3581 Rosenberg Aug 2003 An Extension to the Session
Initiation Protocol (SIP) for
Synmmetri ¢ Response Routi ng

The Session Initiation Protocol (SIP) operates over UDP and TCP, anbng
others. When used with UDP, responses to requests are returned to the
source address the request cane from and to the port witten into the
topnost Via header field value of the request. This behavior is not
desirable in many cases, nost notably, when the client is behind a

Net wor k Address Translator (NAT). This extension defines a new
paranmeter for the Via header field, called "rport", that allows a client
to request that the server send the response back to the source IP
address and port fromwhich the request originated. [STANDARDS TRACK]
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3580 Congdon Sep 2003 | EEE 802. 1X Renpt e
Aut hentication Dial In User
Servi ce (RADI US) Usage
Qui del i nes

Thi s docunent provides suggestions on Renpte Authentication Dial In User
Service (RADI US) usage by | EEE 802.1X Authenticators. The material in
this docunent is also included within a non-normative Appendi X within
the | EEE 802. 1X specification, and is being presented as an | ETF RFC for
i nformati onal purposes. This menp provides information for the Internet
conmuni ty.

3579 Aboba Sep 2003 RADI US (Renote Aut hentication
Dial In User Service)
Support For Extensible
Aut henti cati on Protocol (EAP)

Thi s docunment defines Renote Authentication Dial In User Service

(RADI US) support for the Extensible Authentication Protocol (EAP), an
aut hentication framework which supports multiple authentication

mechani sns. I n the proposed scherme, the Network Access Server (NAS)
forwards EAP packets to and fromthe RADI US server, encapsulated within
EAP- Message attributes. This has the advantage of allowing the NAS to
support any EAP authentication nethod, w thout the need for nethod-
specific code, which resides on the RADI US server. Wile EAP was
originally devel oped for use with PPP, it is now also in use with | EEE
802. This memo provides information for the Internet comunity.

3578 Camarillo Aug 2003 Mappi ng of |ntegrated Services
Digital Network (ISDN) User
Part (1SUP) Overlap Signalling
to the Session Initiation
Prot ocol (SIP)

Thi s docunent describes a way to map Integrated Services Digital Network
User Part (1SUP) overlap signalling to Session Initiation Protocol

(SIP). This mechani sm night be inplenmented when using SIP in an

envi ronnent where part of the call involves interworking with the Public
Swi t ched Tel ephone Network (PSTN). [ STANDARDS TRACK]
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3577 Wal dbusser Aug 2003 Introduction to the Renpte
Monitoring (RMON) Fami |y of
M B Modul es

The Renote Mnitoring (RMON) Franework consists of a nunber of
interrel ated documents. This nmeno describes these docunments and how
they relate to one another. This neno provides information for the

I nternet conmunity.

3576 Chi ba Jul 2003 Dynam ¢ Aut hori zati on
Ext ensi ons to Renote
Aut hentication Dial In User
Servi ce (RADI US)

Thi s docunent describes a currently depl oyed extension to the Renote
Aut hentication Dial In User Service (RAD US) protocol, allow ng dynam c
changes to a user session, as inplenmented by network access server
products. This includes support for disconnecting users and changi ng
aut hori zations applicable to a user session. This neno provides
information for the Internet conmunity.

3575 Aboba Jul 2003 | ANA Consi derations for RAD US
(Renpote Authentication Dial In
User Service)

Thi s docunent describes the | ANA considerations for the Renote
Aut hentication Dial In User Service (RAD US). [STANDARDS TRACK]

3574 Soi ni nen, Ed. Aug 2003 Transition Scenarios for 3GPP
Net wor ks

Thi s docunment describes different scenarios in Third Generation
Partnership Project (3GPP) defined packet network, i.e., General Packet
Radi o Service (GPRS) that would need IP version 6 and |P version 4
transition. The focus of this docunent is on the scenarios where the

User Equi pnent (UE) connects to nodes in other networks, e.g., in the
Internet. GPRS network internal transition scenarios, i.e., between
different GPRS elements in the network, are out of scope. The purpose

of the docurment is to list the scenarios for further discussion and
study. This menp provides information for the Internet comunity.
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3573 CGoyr et Jul 2003 Si gnal i ng of Modem On- Hol d
status in Layer 2 Tunneling
Protocol (L2TP)

The Layer 2 Tunneling Protocol (L2TP) defines a nechanismfor tunneling
Poi nt-to-Poi nt Protocol (PPP) sessions. It is comon for these PPP
sessions to be established using nodens connected over the public

swi tched tel ephone network.

One of the standards governi ng nodem operati on defi nes procedures that
enable a client nodemto put the call on hold and later, re-establish
the nodemlink with mninal delay and without having to redial. Wile
the nodemcall is on hold, the client phone line can be used to place or
receive other calls.

The L2TP base protocol does not provide any means to signal these events
fromthe L2TP Access Controller (LAC), where the nodemis physically
connected, to the L2TP Network Server (LNS), where the PPP session is
handl ed.

Thi s docunent describes a nethod to let the LNS know when a client nodem
connected to a LAC has placed the call on hold. [STANDARDS TRACK]

3572 Qgur a Jul 2003 Internet Protocol Version 6
over MAPOS (Multiple Access
Prot ocol Over SONET/ SDH)

Mul tiple Access Protocol over SONET/SDH (MAPOS) is a high-speed |ink-
| ayer protocol that provides nmultiple access capability over a
Synchronous Optical NETwork/ Synchronous Digital Hierarchy (SONET/ SDH).

Thi s docunent specifies the frame format for encapsulating an | Pv6
datagramin a MAPCS frane. It also specifies the method of formng | Pv6
interface identifiers, the method of detecting duplicate addresses, and
the format of the Source/ Target Link-layer Addresses option field used
in I Pv6 Neighbor Discovery nessages. This nmeno provides information for
the Internet comunity.

3571 Rawl i ns Aug 2003 Framewor k Policy Information
Base for Usage Feedback

Thi s docunment describes a portion of the Policy Information Base (PIB)
to control policy usage collection and reporting in a device.

G noza I nf or mati onal [ Page 9]



RFC 3599 Sunmary of 3500- 3599 December 2003

The provisioning classes specified here allow a Policy Decision Point
(PDP) to select which policy objects should collect usage information
what information should be collected and when it should be reported.

This PIB requires the presence of other PIBs (defined el sewhere) that
provide the policy objects fromwhich usage information is coll ected.
This meno provides information for the Internet comunity.

3570 Rzewski Jul 2003 Content | nternetworking (CDI)
Scenari os

In describing content internetworking as a technology targeted for use
in production networks, it is useful to provide exanples of the sequence
of events that nmay occur when two content networks decide to

i nterconnect. The scenarios presented here seek to provide sone
concrete exanpl es of what content internetworking is, and also to
provide a basis for evaluating content internetworking proposals. This
nmeno provides information for the Internet community.

3569 Bhat t acharyya  Jul 2003 An Overvi ew of Source-Specific
Mul ticast (SSM

The purpose of this docunent is to provide an overview of
Source-Specific Miulticast (SSM and issues related to its depl oynent.

It discusses how the SSM service nodel addresses the challenges faced in
i nter-domain nulticast deploynment, changes needed to routing protocols
and applications to deploy SSM and interoperability issues with current
nmul ticast service nodels. This nmenp provides information for the

I nternet conmunity.

3568 Bar bi r Jul 2003 Known Content Network (CN)
Request - Routi ng Mechani sns

Thi s docunent presents a summary of Request-Routing techniques that are
used to direct client requests to surrogates based on various policies
and a possible set of netrics. The document covers techniques that were

commonly used in the industry on or before Decenmber 2000. In this neno,
the term Request-Routing represents techniques that is comonly called
content routing or content redirection. In principle, Request-Routing

techni ques can be classified under: DNS Request-Routing, Transport-I|ayer
Request - Routing, and Application-layer Request-Routing. This nenp
provides information for the Internet conmunity.
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3567 Li Jul 2003 Internediate Systemto
Internmediate System (1S-195)
Crypt ographi ¢ Aut henti cation

Thi s docunent describes the authentication of Internediate Systemto
Internediate System (1S-1S) Protocol Data Units (PDUs) using the Hashed
Message Aut henticati on Codes - Message Digest 5 (HVAC-MD5) al gorithm as
found in RFC 2104. [|S-1Sis specified in International Standards

Organi zation (1SO 10589, with extensions to support |Internet Protocol
version 4 (1Pv4) described in RFC 1195. The base specification includes
an aut hentication mechanismthat allows for multiple authentication
algorithnms. The base specification only specifies the algorithmfor

cl eart ext passwords.

Thi s docunent proposes an extension to that specification that allows
the use of the HMAC-MD5 authentication algorithmto be used in
conjunction with the existing authentication mechanisns. This menp
provides information for the Internet comunity.

3566 Fr ankel Sep 2003 The AES- XCBC- MAC-96 Al gorithm
and Its Use Wth | Psec

A Message Aut hentication Code (MAC) is a key-dependent one way hash
function. One popular way to construct a MAC algorithmis to use a

bl ock ci pher in conjunction with the C pher-Bl ock-Chai ning (CBC) node of
operation. The classic CBC-MAC algorithm while secure for messages of
a pre-selected fixed |l ength, has been shown to be insecure across
nmessages of varying lengths such as the type found in typical IP
datagrans. This nenpo specifies the use of AES in CBC nbde with a set of
extensions to overcone this I[imtation. This new algorithmis nanmed
AES- XCBC- MAC- 96. [ STANDARDS TRACK]

3565 Schaad Jul 2003 Use of the Advanced Encryption
Standard (AES) Encryption
Al gorithmin Cryptographic
Message Syntax (CMS)

Thi s docunent specifies the conventions for using the Advanced

Encryption Standard (AES) algorithmfor encryption with the
Crypt ographi ¢ Message Syntax (CMS). [ STANDARDS TRACK]
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3564 Le Faucheur Jul 2003 Requi renents for Support of
Differentiated Services-aware
MPLS Traffic Engineering

Thi s docunent presents Service Provider requirenments for support of
Differentiated Services (Diff-Serv)-aware MPLS Traffic Engi neering (DS
TE)

Its objective is to provide guidance for the definition, selection and
specification of a technical solution addressing these requirenents.
Specification for this solution itself is outside the scope of this
docunent .

A problem statenent is first provided. Then, the document descri bes
exanpl e applications scenarios identified by Service Providers where

exi sting MPLS Traffic Engineering mechani snms fall short and
Diff-Serv-aware Traffic Engi neering can address the needs. The detailed
requirenents that need to be addressed by the technical solution are
also reviewed. Finally, the docunent identifies the evaluation criteria
that should be considered for selection and definition of the technica
solution. This nmeno provides information for the Internet comunity.

3563 Zinin Jul 2003 Cooper ative Agreenent Between
the ISOC/ 1 ETF and |1 SO | EC
Joint Technical Conmittee
1/ Sub Conmittee 6 (JTC1/ SC6)
on | S-1S Routing Protocol
Devel opnent

Thi s docunent contains the text of the agreenent signed between

| SO/ | ETF and |1 SO' | EC JTC1/ SC6 regardi ng cooperative devel opnent of the
I S-1S routing protocol. The agreement includes definitions of the

rel ated work scopes for the two organi zati ons, request for creation and
mai ntenance of an I1S- 1S registry by ANA, as well as collaboration
guidelines. This menp provides information for the Internet comunity.

3562 Leech Jul 2003 Key Managenent Consi derations
for the TCP MD5 Signature
Option

The TCP MD5 Signature Option (RFC 2385), used predoninantly by BGP, has
seen significant deploynment in critical areas of |nternet
infrastructure. The security of this option relies heavily on the
quality of the keying material used to conpute the MD5 signature. This
docunent addresses the security requirements of that keying materi al
This meno provides information for the Internet comunity.
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3561 Per ki ns Jul 2003 Ad hoc On-Denand Di st ance
Vector (AODV) Routing

The Ad hoc On-Demand Di stance Vector (AODV) routing protocol is intended
for use by nobile nodes in an ad hoc network. It offers quick
adaptation to dynamc link conditions, |ow processing and nenory
overhead, |ow network utilization, and deternines unicast routes to
destinations within the ad hoc network. |t uses destination sequence
nunbers to ensure | oop freedomat all tines (even in the face of

anomal ous delivery of routing control nessages), avoiding problenms (such
as "counting to infinity") associated wi th classical distance vector
protocols. This menpo defines an Experinental Protocol for the Internet
conmuni ty.

3560 Housl ey Jul 2003 Use of the RSAES- QAEP Key
Transport Al gorithmin
the Cryptographi c Message
Synt ax ( CVb)

Thi s docunent describes the conventions for using the RSAES- QAEP key
transport algorithmw th the Cryptographic Message Syntax (CMB). The
CMVB specifies the envel oped-data content type, which consists of an
encrypted content and encrypted content-encryption keys for one or nore
reci pients. The RSAES- OAEP key transport algorithmcan be used to
encrypt content-encryption keys for intended recipients. [STANDARDS

TRACK]

3559 Thal er Jun 2003 Mul ti cast Address Al location
M B

This meno defines a portion of the Managenment |nformati on Base (MB) for
use with network managenent protocols in the Internet comunity. In
particular, it describes managed objects used for managi ng mul ticast
address allocation. [STANDARDS TRACK]
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3558 Li Jul 2003 RTP Payl oad Fornmat for
Enhanced Vari abl e Rate Codecs
(EVRC) and Sel ect abl e Mbde
Vocoders ( SW)

Thi s docunent describes the RTP payload format for Enhanced Vari abl e
Rat e Codec (EVRC) Speech and Sel ect abl e Mode Vocoder (SW) Speech. Two
sub-formats are specified for different application scenarios. A

bundl ed/interl eaved format is included to reduce the effect of packet

| oss on speech quality and anortize the overhead of the RTP header over
nore than one speech frame. A non-bundled format is also supported for
conversational applications. [STANDARDS TRACK]

3557 Xi e, Ed. Jul 2003 RTP Payl oad Format for
Eur opean Tel ecomruni cati ons
Standards Institute (ETSI)
Eur opean Standard ES 201 108
Di stributed Speech Recognition
Encodi ng

Thi s docunent specifies an RTP payl oad format for encapsul ati ng European
Tel ecommuni cations Standards Institute (ETSI) European Standard (ES) 201
108 front-end signal processing feature streans for distributed speech
recognition (DSR) systens. [ STANDARDS TRACK]

3556 Casner Jul 2003 Session Description Protoco
(SDP) Bandwi dth Modifiers
for RTP Control Protoco
(RTCP) Bandwi dt h

Thi s docunent defines an extension to the Session Description Protoco
(SDP) to specify two additional nodifiers for the bandwi dth attribute.
These nodifiers may be used to specify the bandw dth allowed for RTP
Control Protocol (RTCP) packets in a Real-tine Transport Protocol (RTP)
session. [ STANDARDS TRACK]
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3555 Casner Jul 2003 M ME Type Registration of RTP
Payl oad Formats

Thi s docunent defines the procedure to register RTP Payl oad Formats as
audi o, video or other M ME subtype nanmes. This is useful in a text-
based format or control protocol to identify the type of an RTP

transm ssion. This docunent also registers all the RTP payl oad fornmats
defined in the RTP Profile for Audio and Vi deo Conferences as M Me
subtypes. Sonme of these may al so be used for transfer nodes other than
RTP. [ STANDARDS TRACK]

3554 Bel | ovin Jul 2003 On the Use of Stream Contro
Transm ssion Protocol (SCTP)
with | Psec

Thi s docunent describes functional requirenments for | Psec (RFC 2401) and
I nternet Key Exchange (IKE) (RFC 2409) to facilitate their use in
securing SCTP (RFC 2960) traffic. [STANDARDS TRACK]

3553 Meal |'i ng Jun 2003 An | ETF URN Sub- namespace for
Regi stered Protocol Parameters

Thi s docunent describes a new sub-del egation for the "ietf’ URN
nanespace for registered protocol itenms. The 'ietf’ URN nanespace is
defined in RFC 2648 as a root for persistent URIs that refer to | ETF-
defined resources. This docunment specifies an Internet Best Current
Practices for the Internet Community, and requests discussion and
suggestions for inprovenents.

3552 Rescorl a Jul 2003 Guidelines for Witing RFC
Text on Security
Consi derati ons

Al RFCs are required to have a Security Considerations section

H storically, such sections have been relatively weak. This document
provi des gui delines to RFC authors on howto wite a good Security
Consi derati ons section. Thi s docunent specifies an Internet Best
Current Practices for the Internet Cormunity, and requests di scussion
and suggestions for inprovenents.
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3551 Schul zri nne Jul 2003 RTP Profile for Audio and
Vi deo Conferences with M nim
Contro

Thi s docunent describes a profile called "RTP/AVP' for the use of the
real -tinme transport protocol (RTP), version 2, and the associ ated
control protocol, RTCP, within audio and video multiparticipant

conferences with mnimal control. It provides interpretations of
generic fields within the RTP specification suitable for audio and video
conferences. In particular, this docunent defines a set of default

mappi ngs from payl oad type nunmbers to encodi ngs.

Thi s docunent al so describes how audi o and video data nmay be carried
within RTP. It defines a set of standard encodings and their nanmes when
used within RTP. The descriptions provide pointers to reference

i mpl enentati ons and the detail ed standards. This docunent is neant as
an aid for inplementors of audio, video and other real-tine nmultinedia
applications.

Thi s menorandum obsol etes RFC 1890. It is nostly backwards-conpatibl e
except for functions renoved because two interoperable inplenentations
were not found. The additions to RFC 1890 codify existing practice in
the use of payload formats under this profile and include new payl oad

formats defined since RFC 1890 was published. [STANDARDS TRACK]

3550 Schul zri nne Jul 2003 RTP: A Transport Protocol for
Real - Ti me Applications

Thi s menorandum descri bes RTP, the real-tinme transport protocol. RTP
provi des end-to-end network transport functions suitable for
applications transmtting real-tine data, such as audi o, video or

simul ati on data, over nulticast or unicast network services. RTP does
not address resource reservati on and does not guarantee quality-of-
service for real-tine services. The data transport is augnented by a
control protocol (RTCP) to allow nonitoring of the data delivery in a
manner scal able to |large multicast networks, and to provide m ninal
control and identification functionality. RTP and RTCP are designed to
be i ndependent of the underlying transport and network | ayers. The
protocol supports the use of RTP-level translators and nixers.

Most of the text in this menorandumis identical to RFC 1889 which it
obsol etes. There are no changes in the packet fornmats on the wire, only
changes to the rules and al gorithns governi ng how the protocol is used.
The bi ggest change is an enhancenent to the scalable timer algorithmfor
cal cul ati ng when to send RTCP packets in order to mnimze transm ssion
in excess of the intended rate when nany participants join a session

si mul taneously. [ STANDARDS TRACK]
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3549 Salim Jul 2003 Li nux Netlink as an IP
Servi ces Protocol

Thi s docunent describes Linux Netlink, which is used in Linux both as an
i ntra-kernel nessaging systemas well as between kernel and user space.
The focus of this docunent is to describe Netlink’'s functionality as a
protocol between a Forwardi ng Engi ne Conponent (FEC) and a Control Pl ane
Conponent (CPC), the two conmponents that define an IP service. As a
result of this focus, this docunent ignores other uses of Netlink
including its use as a intra-kernel nessaging system as an inter-
process conmmuni cation schene (1 PC), or as a configuration tool for other
non- networ ki ng or non-1P network services (such as decnet, etc.).

Thi s docunent is intended as informational in the context of prior art
for the ForCES | ETF working group. This nmeno provides information for
the I nternet comunity.

3548 Josef sson Jul 2003 The Basel6, Base32, and Base64
Dat a Encodi ngs

Thi s docunent describes the commonly used base 64, base 32, and base 16
encodi ng schemes. It also discusses the use of line-feeds in encoded
data, use of padding in encoded data, use of non-al phabet characters in
encoded data, and use of different encodi ng al phabets. This nmeno
provides information for the Internet community.

3547 Baugher Jul 2003 The G oup Domain of
Interpretation

Thi s docunent presents an | SAMKP Donain of Interpretation (DO) for
group key managenment to support secure group communications. The GDO
manages group security associations, which are used by | PSEC and
potentially other data security protocols running at the IP or
application |ayers. These security associations protect one or nore
key-encrypting keys, traffic-encrypting keys, or data shared by group
menbers. [ STANDARDS TRACK]
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3546 Bl ake- W son Jun 2003 Transport Layer Security (TLS)
Ext ensi ons

Thi s docunent describes extensions that may be used to add functionality
to Transport Layer Security (TLS). It provides both generic extension
nmechani sns for the TLS handshake client and server hellos, and specific
ext ensi ons usi ng these generic nmechani sns.

The extensions may be used by TLS clients and servers. The extensions
are backwards conpatible - comunication is possible between TLS 1.0
clients that support the extensions and TLS 1.0 servers that do not
support the extensions, and vice versa. [STANDARDS TRACK]

3545 Kor en Jul 2003 Enhanced Compressed RTP (CRTP)
for Links with Hi gh Del ay,
Packet Loss and Reordering

Thi s docunent describes a header conpression schenme for point to point
links with packet loss and long delays. It is based on Conpressed

Real -time Transport Protocol (CRTP), the | P/ UDP/ RTP header conpression
described in RFC 2508. CRTP does not performwell on such |inks: packet
|l oss results in context corruption and due to the |ong delay, many nore
packets are discarded before the context is repaired. To correct the
behavi or of CRTP over such links, a few extensions to the protocol are
specified here. The extensions aimto reduce context corruption by
changi ng the way the conpressor updates the context at the deconpressor
updates are repeated and include updates to full and differentia
context paraneters. Wth these extensions, CRTP perforns well over
links with packet |oss, packet reordering and | ong del ays. [ STANDARDS

TRACK]

3544 Kor en Jul 2003 | P Header Conpression over PPP

Thi s docunent describes an option for negotiating the use of header
conpression on | P datagrans transmtted over the Point-to-Point Protoco
(RFC 1661). It defines extensions to the PPP Control Protocols for |Pv4
and | Pv6 (RFC 1332, RFC 2472). Header conpression nay be applied to

| Pv4 and | Pv6 datagrans in conbination with TCP, UDP and RTP transport
protocols as specified in RFC 2507, RFC 2508 and RFC 3545. [ STANDARDS

TRACK]
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3543 d ass Aug 2003 Regi stration Revocation in
Mobil e | Pv4

Thi s docunent defines a Mbile |Pv4d Registration Revocati on mechani sm
whereby a mobility agent involved in providing Mbile IP services to a
nobi |l e node can notify the other nobility agent providing Mbile IP
services to the sanme nobile node of the termination of this

regi stration. The nechanismis also usable by a hone agent to notify a
co-l ocated nobile node of the termination of its binding as well.

Mor eover, the mechani smprovides for this notification to be

acknow edged. A signaling nmechanism al ready defined by the Mbile |IPv4
protocol is leveraged as a way to informa nobile node of the revocation
of its binding. [STANDARDS TRACK]

3542 St evens May 2003 Advanced Sockets Application
Program Interface (APlI) for
| Pv6

Thi s docunent provides sockets Application ProgramInterface (APlI) to
support "advanced" |Pv6 applications, as a supplenment to a separate
speci fication, RFC 3493. The expected applications include Ping,
Traceroute, routing daenons and the like, which typically use raw
sockets to access | Pv6 or | CMPv6 header fields. This docunent proposes
sone portable interfaces for applications that use raw sockets under

| Pv6. There are other features of IPv6 that sone applications will need
to access: interface identification (specifying the outgoing interface
and determ ning the incomng interface), |IPv6 extension headers, and
pat h Maxi mum Transm ssion Unit (MIU) information. This docunent

provi des APl access to these features too. Additionally, some extended
interfaces to libraries for the "r" commands are defined. The extension
will provide better backward conpatibility to existing inplenentations
that are not |Pv6-capable. This meno provides information for the

I nternet conmunity.

3541 Wl sh May 2003 A Uni f orm Resource Nane (URN)
Nanespace for the Web3D
Consortium (Web3D)

Thi s docunent describes a Uniform Resource Nane (URN) nanespace for the
Web3D Consortium (Wb3D) for nami ng persistent resources such as
techni cal docunments and specifications, Virtual Reality Modeling
Language (VRM.) and Extensible 3D (X3D) files and resources, Extensible
Mar kup Language (XM.) Docunent Type Definitions (DTDs), XM Schemnas,
nanespaces, style sheets, nedia assets, and other resources produced or
managed by Web3D. This meno provides information for the Internet
conmuni ty.
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3540 Spring Jun 2003 Robust Explicit Congestion
Noti ficati on (ECN)
Signaling with Nonces

This note describes the Explicit Congestion Notification (ECN)-nonce, an
optional addition to ECN that protects agai nst accidental or malicious
conceal nent of nmarked packets fromthe TCP sender. It inproves the
robust ness of congestion control by preventing receivers fromexploiting
ECN to gain an unfair share of network bandwi dth. The ECN- nonce uses
the two ECN- Capabl e Transport (ECT)codepoints in the ECN field of the IP
header, and requires a flag in the TCP header. It is conputationally
efficient for both routers and hosts. This nmenp defines an Experinenta
Protocol for the Internet comunity.

3539 Aboba Jun 2003 Aut henti cation, Authorization
and Accounting (AAA) Transport
Profile

Thi s docunent di scusses transport issues that arise within protocols for
Aut henti cation, Authorization and Accounting (AAA). It also provides
recomendati ons on the use of transport by AAA protocols. This includes
usage of standards-track RFCs as well as experinental proposals.

[ STANDARDS TRACK]

3538 Kawat sur a Jun 2003 Secure El ectronic Transaction
(SET) Supplenent for the v1.0
I nternet Open Tradi ng Protoco
(101P)

Thi s docunent describes detailed I nput/CQutput paraneters for the
Internet Qpen Tradi ng Protocol (1OTP) Payment Application Progranmm ng
Interface (API). It also describes procedures in the Paynent Bridge for
the use of SET (SET Secure El ectronic Transaction) as the paynent
protocol within Version 1.0 of the IOTP. This nmeno provides infornmation
for the Internet conmunity.

G noza I nf or mati onal [ Page 20]



RFC 3599 Sunmary of 3500- 3599 December 2003

3537 Schaad May 2003 W appi ng a Hashed Message
Aut henti cati on Code (HMAC) key
with a Triple-Data Encryption
Standard (DES) Key or an
Advanced Encryption Standard
(AES) Key

Thi s docunent defines two nmethods for wappi ng an HVAC (Hashed Message
Aut hentication Code) key. The first nethod defined uses a Triple DES
(Data Encryption Standard) key to encrypt the HVAC key. The second

nmet hod defined uses an AES (Advanced Encryption Standard) key to encrypt
the HVAC key. One place that such an algorithmis used is for the

Aut henticated Data type in CM5 (Cryptographi c Message Syntax).

[ PROPOSED STANDARD]

3536 Hof f man May 2003 Term nol ogy Used in
Internationalization in the
| ETF

Thi s docunent provides a glossary of terns used in the | ETF when

di scussing internationalization. The purpose is to help frame

di scussions of internationalization in the various areas of the |ETF and
to help introduce the main concepts to | ETF participants. This neno
provides information for the Internet comunity.

3535 Schoenwael der May 2003 Overvi ew of the 2002 | AB
Net wor k Managenent
Wor kshop

Thi s docunent provides an overvi ew of a workshop held by the Internet
Architecture Board (I AB) on Network Management. The workshop was hosted
by CNRI in Reston, VA, USA on June 4 thru June 6, 2002. The goal of the
wor kshop was to continue the inmportant dialog started between network
operators and protocol devel opers, and to guide the |IETFs focus on
future work regardi ng network managenment. This report sumarizes the

di scussions and lists the concl usions and reconmendations to the

I nt ernet Engi neering Task Force (I ETF) conmmunity. This meno provides
information for the Internet conmunity.
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3534 Wal | ei j May 2003 The application/ogg Media
Type

The Ogg Bitstream Format ains at becom ng a general, freely-avail able
standard for transporting multimedia content across conputing platforns
and networks. The intention of this docunment is to define the MM
nedi a type application/ogg to refer to this kind of content when
transported across the Internet. It is the intention of the Ogg

Bi t stream Fornmat devel opers that it be usable without intellectua
property concerns. [ STANDARDS TRACK]

3533 Pfeiffer May 2003 The Ogg Encapsul ation

Format Version O
Thi s docunent describes the Ogg bitstreamformat version 0, which is a
general , freely-avail abl e encapsul ation format for nedia streanms. It is
abl e to encapsul ate any kind and nunber of video and audi o encodi ng
formats as well as other data streans in a single bitstream This nmeno
provides information for the Internet comunity. This neno provides
information for the Internet conmunity.

3532 Ander son May 2003 Requi rements for the Dynamc
Partitioning of Switching
El ement s

Thi s docunent identifies a set of requirements for the mechani snms used
to dynamically reallocate the resources of a switching el enent (e.g., an
ATM switch) to its partitions. These requirenents are particularly
critical in the case of an operator creating a switch partition and then
| easing control of that partition to a third party. This nmeno provides
information for the Internet conmunity.
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3531 Bl anchet Apr 2003 A Fl exi bl e Method for Managi ng
the Assignment of Bits of an
| Pv6 Address Bl ock

Thi s docunent proposes a nethod to nanage the assignment of bits of an

| Pv6 address bl ock or range. Wen an organi sati on needs to nmake an
address plan for its subnets or when an | SP needs to make an address
plan for its custoners, this nethod enabl es the organi sation to postpone
the final decision on the nunber of bits to partition in the address
space they have. It does it by keeping the bits around the borders of
the partition to be free as long as possible. This scheme is applicable
to any bits addressing schenme using bits with partitions in the space,
but its first intended use is for IPv6. It is a generalization of RFC
1219 and can be used for |Pv6 assignnents. This nmeno provides
information for the Internet conmunity.

3530 Shepl er Apr 2003 Network File System (NFS)
version 4 Protoco

The Network File System (NFS) version 4 is a distributed fil esystem

prot ocol which owes heritage to NFS protocol version 2, RFC 1094, and
version 3, RFC 1813. Unlike earlier versions, the NFS version 4
protocol supports traditional file access while integrating support for
file locking and the nount protocol. |In addition, support for strong
security (and its negotiation), compound operations, client caching, and
i nternationalization have been added. O course, attention has been
applied to maki ng NFS version 4 operate well in an Internet environnent.

Thi s docunent replaces RFC 3010 as the definition of the NFS version 4
protocol. [STANDARDS TRACK]

3529 Har ol d Apr 2003 XML.-RPC is an Extensible

Mar kup Language- Renbte Procedure Calling protocol that works over the
Internet. It defines an XML fornat for nessages that are transfered
bet ween clients and servers using HITP. An XM.- RPC nessage encodes
either a procedure to be invoked by the server, along with the
parameters to use in the invocation, or the result of an invocation
Procedure paraneters and results can be scal ars, nunbers, strings,
dates, etc.; they can also be conplex record and |ist structures.

Thi s docunent specifies a how to use the Bl ocks Extensible Exchange
Protocol (BEEP) to transfer nessages encoded in the XM.- RPC format
between clients and servers. This menpo defines an Experinental Protoco
for the Internet conmunity.
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3528 Zhao Apr 2003 Mesh- enhanced Service Location
Pr ot ocol (nBSLP)

Thi s docunent describes the Mesh-enhanced Service Location Protoco
(nmBLP). nBLP enhances the Service Location Protocol (SLP) with a

scope- based fully-neshed peering Directory Agent (DA) architecture.

Peer DAs exchange new service registrations in shared scopes via anti -
entropy and direct forwarding. nBLP inproves the reliability and

consi stency of SLP DA services, and sinplifies Service Agent (SA)
registrations in systenms with multiple DAs. nBLP is backward conpati bl e
with SLPv2 and can be depl oyed increnmentally. This meno defines an
Experinmental Protocol for the Internet comunity.

3527 Ki nnear Apr 2003 Li nk Sel ection sub-option
for the Relay Agent
I nformati on Option for DHCPv4

Thi s docunent describes the Iink selection sub-option of the relay-
agent-information option for the Dynam ¢ Host Configuration Protoco
(DHCPv4). The giaddr specifies an | P address which deternines both a
subnet, and thereby a |ink on which a Dynam ¢ Host Configuration
Protocol (DHCP) client resides as well as an |IP address that can be used
to comunicate with the relay agent. The subnet-sel ection option allows
the functions of the giaddr to be split so that when one entity is
perform ng as a DHCP proxy, it can specify the subnet/link fromwhich to
allocate an | P address, which is different fromthe IP address with
which it desires to comrunicate with the DHCP server. Anal ogous
situations exist where the relay agent needs to specify the subnet/Ilink
on which a DHCP client resides, which is different froman |IP address
that can be used to communicate with the relay agent. [STANDARDS TRACK]

3526 Ki vi nen May 2003 More Modul ar Exponenti a
(MODP) Diffie-Hell man groups
for Internet Key Exchange
(1 KE)

Thi s docunent defines new Mddul ar Exponential (MODP) G oups for the

I nternet Key Exchange (IKE) protocol. It docunments the well known and
used 1536 bit group 5, and al so defines new 2048, 3072, 4096, 6144, and
8192 bit Diffie-Hellnman groups nunbered starting at 14. The sel ection
of the primes for theses groups follows the criteria established by

Ri chard Schroeppel. [ STANDARDS TRACK]
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3525 Groves Jun 2003 Gat eway Control Protoco
Version 1

Thi s docunent defines the protocol used between el enents of a physically
deconposed mul ti medi a gateway, i.e., a Media Gateway and a Medi a Gat eway
Controller. The protocol presented in this docunent neets the
requirenents for a nmedia gateway control protocol as presented in RFC
2805.

Thi s docunent replaces RFC 3015. It is the result of continued
cooperati on between the | ETF Megaco Wrking G oup and I TU-T Study G oup
16. It incorporates the original text of RFC 3015, nodified by
corrections and clarifications discussed on the Megaco

E-mail list and incorporated into the Study G oup 16 Inplenentor’s Quide
for Reconmmendation H. 248. The present version of this docunent

underwent | TU- T Last Call as Reconmendati on H 248 Anendment 1. Because
of ITU-T renunbering, it was published by the I TU T as Reconmendati on

H. 248.1 (03/2002), Gateway Control Protocol Version 1

Users of this specification are advised to consult the H 248 Sub-series
| npl enentors’ GQuide at http://wwwv itu.int/itudoc/itu-t/conl6/inplgd for
addi tional corrections and clarifications. [STANDARDS TRACK]

3524 Camarillo Apr 2003 Mappi ng of Media Streans to
Resource Reservation Fl ows

Thi s docunent defines an extension to the Session Description Protoco
(SDP) grouping framework. It allows requesting a group of nedia streans
to be mapped into a single resource reservation flow. The SDP syntax
needed is defined, as well as a new "senantics" attribute called Single
Reservation Flow (SRF). [ STANDARDS TRACK]

3523 Pol k Apr 2003 I nt ernet Emergency
Pr epar edness (| EPREP)
Tel ephony Topol ogy Ter m nol ogy

Thi s docunent defines the topol ogy nam ng conventions that are to be
used in reference to Internet Energency Preparedness (| EPREP) phone
calls. These nam ng conventions should be used to focus the | EPREP

Wor ki ng Group during discussions and when witing requirenments, gap
anal ysis and ot her solutions docunents. This nenp provides information
for the Internet comunity.
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3522 Ludwi g Apr 2003 The Eifel Detection Al gorithm
for TCP

The Eifel detection algorithmallows a TCP sender to detect a posterior
whet her it has entered | oss recovery unnecessarily. It requires that
the TCP Ti nmestanps option defined in RFC 1323 be enabled for a
connection. The Eifel detection algorithmnmkes use of the fact that
the TCP Ti mestanps option elimnates the retransm ssion anbiguity in
TCP. Based on the timestanp of the first acceptable ACK that arrives
during | oss recovery, it decides whether |o0ss recovery was entered
unnecessarily. The Eifel detection algorithmprovides a basis for
future TCP enhancenents. This includes response algorithnms to back out
of loss recovery by restoring a TCP sender’s congestion control state.
This menmo defines an Experimental Protocol for the Internet conmmunity.

3521 Haner Apr 2003 Framewor k for Session Set-up
with Media Authorization

Establi shing nultinedia streans nmust take into account requirenents for
end-to-end QS, authorization of network resource usage and accurate
accounting for resources used. During session set up, policies may be
enforced to ensure that the nedia streans being requested lie within the
bounds of the service profile established for the requesting host.
Simlarly, when a host requests resources to provide a certain QS for a
packet flow, policies may be enforced to ensure that the required
resources lie within the bounds of the resource profile established for
the requesting host.

To prevent fraud and to ensure accurate billing, this docunment describes
various scenari os and nmechani sns that provide the |inkage required to
verify that the resources being used to provide a requested QoS are in-
line with the nmedia streams requested (and authorized) for the session
This menmo provides information for the Internet community.
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3520 Haner Apr 2003 Sessi on Aut horization Policy
El enment

Thi s docunent describes the representation of a session authorization
policy elenent for supporting policy-based per-session authorization and
adm ssion control. The goal of session authorization is to allow the
exchange of information between network elenents in order to authorize
the use of resources for a service and to co-ordinate actions between
the signaling and transport planes. This docunment describes how a
process on a system authorizes the reservation of resources by a host
and then provides that host with a session authorization policy el enent
which can be inserted into a resource reservation protocol (e.g., the
Resource ReSerVation Protocol (RSVP) PATH nessage) to facilitate proper
and secure reservation of those resources within the network. W
descri be the encodi ng of session authorization information as a policy
el ement conforming to the format of a Policy Data object (RFC 2750) and
provide details relating to operations, processing rules and error
scenari os. [ STANDARDS TRACK]

3519 Levkowet z May 2003 Mobile I P Traversal of Network
Address Transl ati on ( NAT)
Devi ces

Mobile IP's datagramtunnelling is inconpatible with Network Address
Translation (NAT). This docunent presents extensions to the Mobile IP
protocol and a tunnelling nethod which pernits nobile nodes using Mbile
P to operate in private address networks which are separated fromthe
public internet by NAT devices. The NAT traversal is based on using the
Mobile | P Home Agent UDP port for encapsul ated data traffic. [ STANDARDS

TRACK]

3518 Hi gashi yama Apr 2003 Poi nt -t o- Poi nt Protocol (PPP)
Bri dgi ng Control Protoco
(BCP)

The Point-to-Point Protocol (PPP) provides a standard nethod for
transporting nmulti-protocol datagrans over point-to-point |inks. PPP
defines an extensible Link Control Protocol (LCP) and proposes a famly
of Network Control Protocols (NCP) for establishing and configuring

di fferent network-|ayer protocols.

Thi s docunent defines the NCP for establishing and configuring Renote
Bridging for PPP |inks.
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Thi s docunment obsol etes RFC 2878, which was based on the | EEE 802. 1D
1993 MAC Bridge. This document extends that specification by inmproving
support for bridge control packets. [STANDARDS TRACK]

3517 Bl ant on Apr 2003 A Conservative Sel ective
Acknowl edgrent ( SACK) - based
Loss Recovery Al gorithm for
TCP

Thi s docunent presents a conservative | oss recovery algorithmfor TCP
that is based on the use of the sel ective acknow edgnent (SACK) TCP
option. The algorithmpresented in this docunment conforns to the spirit
of the current congestion control specification (RFC 2581), but allows
TCP senders to recover nore effectively when nultiple segments are | ost
froma single flight of data. [STANDARDS TRACK]

3516 Ner enber g Apr 2003 | MAP4 Bi nary Content Extension

This menmo defines the Binary extension to the Internet Message Access
Protocol (IMAP4). It provides a mechanismfor |IMAP4 clients and servers
to exchange message body data w thout using a M ME content-transfer-
encodi ng. [ STANDARDS TRACK]

3515 Spar ks Apr 2003 The Session Initiation
Protocol (SIP) Refer Method

This docunent defines the REFER nmethod. This Session Initiation
Protocol (SIP) extension requests that the recipient REFER to a resource
provided in the request. It provides a nmechanismallow ng the party
sending the REFER to be notified of the outcome of the referenced
request. This can be used to enable many applications, including cal
transfer.

In addition to the REFER net hod, this docunent defines the refer event
package and the Refer-To request header. [STANDARDS TRACK]

3514 Bel | ovi n 1 Apr 2003 The Security Flag in the |IPv4
Header

Firewal | s, packet filters, intrusion detection systens, and the |ike
often have difficulty distinguishing between packets that have nalicious
intent and those that are nerely unusual. W define a security flag in
the 1 Pv4 header as a neans of distinguishing the two cases. This nenp
provides information for the Internet comunity.
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3513 Hi nden Apr 2003 I nternet Protocol Version 6
(1 Pv6) Addressing Architecture

Thi s specification defines the addressing architecture of the I P Version
6 (1Pv6) protocol. The docunent includes the |IPv6 addressi ng nodel

text representations of |Pv6 addresses, definition of |IPv6 unicast

addr esses, anycast addresses, and multicast addresses, and an |Pv6
node’ s required addresses. [ STANDARDS TRACK]

3512 MacFaden Apr 2003 Confi guri ng Networks and
Devi ces with Sinple Network
Managenent Protocol (SNWVP)

This docunent is witten for readers interested in the Internet Standard
Management Framework and its protocol, the Sinple Network Management
Protocol (SNWP). In particular, it offers guidance in the effective use
of SNMP for configuration managenment. This information is relevant to
vendors that build network el enments, nanagenent application devel opers,
and those that acquire and deploy this technology in their networks.
This meno provides information for the Internet conmunity.

3511 Hi ckman Apr 2003 Benchnar ki ng Met hodol ogy for
Fi rewal | Perfornmance

Thi s docunent di scusses and defines a nunber of tests that may be used
to describe the performance characteristics of firewalls. |In addition
to defining the tests, this docunent al so describes specific formats for
reporting the results of the tests.

Thi s docunent is a product of the Benchmarki ng Methodol ogy Worki ng Group
(BMWAG) of the Internet Engineering Task Force (IETF). This meno
provides information for the Internet comunity.

3510 Herri ot Apr 2003 Internet Printing
Protocol /1. 1:
| PP URL Scheme

This menmo defines the "ipp" URL (Uniform Resource Locator) scheme. This
nmeno updates | PP/1.1: Encodi ng and Transport (RFC 2910), by expandi ng
and clarifying Section 5, "IPP URL Schene", of RFC 2910. An "ipp" URL
is used to specify the network |ocation of a print service that supports
the I PP Protocol (RFC 2910), or of a network resource (for exanple, a
print job) managed by such a print service. [STANDARDS TRACK]
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3509 Zinin Apr 2003 Al ternative | nplenentations of
OSPF Area Border Routers

Open Shortest Path First (OSPF) is a link-state intra-domain routing
protocol used for routing in IP networks. Though the definition of the
Area Border Router (ABR) in the OSPF specification does not require a
router with multiple attached areas to have a backbone connection, it is
actually necessary to provide successful routing to the inter-area and
external destinations. |If this requirement is not net, all traffic
destined for the areas not connected to such an ABR or out of the OSPF
domain, is dropped. This docunent describes alternative ABR behaviors

i npl enented in Csco and IBMrouters. This neno provides information
for the Internet conmunity.

3508 Levin Apr 2003 H. 323 Uni f orm Resour ce Locat or
(URL) Schene Registration

| TUT Recormmendati on H. 323 version 4 introduced an H. 323-specific

Uni form Resource Locator (URL). This docunent reproduces the H323- URL
definition found in H 323, and is published as an RFC for ease of access
and registration with the Internet Assigned Nunbers Authority (1 ANA)
This menmo provides information for the Internet community.

3507 El son Apr 2003 I nternet Content Adaptation

Prot ocol (I CAP)
| CAP, the Internet Content Adaption Protocol, is a protocol ainmed at
provi di ng sinple object-based content vectoring for HITP services. |CAP
is, in essence, a |ightweight protocol for executing a "renpte procedure
call" on HTTP nessages. It allows ICAP clients to pass HTTP nessages to

| CAP servers for sone sort of transformation or other processing
("adaptation"). The server executes its transformati on service on
nmessages and sends back responses to the client, usually with nodified
nessages. Typically, the adapted nessages are either HTTP requests or
HTTP responses. This nmenp provides information for the Internet
comuni ty.
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3506 Fuj i mura Mar 2003 Requi renents and Design for
Voucher Tradi ng System (VTS)

Crediting loyalty points and collecting digital coupons or gift
certificates are comon functions in purchasing and trading
transactions. These activities can be generalized using the concept of
a "voucher", which is a digital representation of the right to claim
goods or services. This docunent presents a Voucher Tradi ng System
(VTS) that circul ates vouchers securely and its term nology; it lists
design principles and requirements for VIS and the CGeneric Voucher
Language (GVL), with which diverse types of vouchers can be descri bed.
This meno provides information for the Internet comunity.

3505 East | ake Mar 2003 El ectroni ¢ Conmer ce Mbdel i ng
Language (ECM.): Version 2
Requi renent s

Thi s docunent |ists the design principles, scope, and requirenents for
the El ectronic Conmerce Mdeling Language (ECM.) version 2
specification. It includes requirenents as they relate to Extensible
Mar kup Language (XM.) syntax, data nodel, format, and paynent
processing. This neno provides information for the Internet conmunity.

3504 East | ake Mar 2003 I nternet Open Tradi ng Protoco
(1OTP) Version 1, Errata

Since the publication of the RFCs specifying Version 1.0 of the Internet
Qpen Trading Protocol (1OTP), sonme errors have been noted. This

i nformati onal docunent |ists these errors and provides corrections for
them This nmeno provides information for the Internet conmunity.

3503 Mel ni kov Mar 2003 Message Disposition
Notification (MDN) profile for
I nternet Message Access
Prot ocol (I MAP)

The Message Disposition Notification (MDN) facility defined in RFC 2298
provi des a nmeans by which a nessage can request that nessage processing
by the recipient be acknow edged as well as a fornmat to be used for such
acknow edgenents. However, it doesn't describe how multiple Mail User
Agents (MJAs) shoul d handl e the generation of MDNs in an Internet
Message Access Protocol (I MAP4) environnent.
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Thi s docunent describes howto handle MDNs in such an environment and
provi des gui delines for inmplenenters of | MAP4 that want to add NMDN
support to their products. [STANDARDS TRACK]

3502 Crispin Mar 2003 I nternet Message Access
Protocol (I MAP) - MULTI APPEND
Ext ensi on

Thi s docunent describes the multiappendi ng extension to the Internet
Message Access Protocol (IMAP) (RFC 3501). This extension provides
substantial performance i nprovenents for |IMAP clients which upl oad
nmultiple nmessages at a tinme to a mail box on the server.

A server which supports this extension indicates this with a capability
name of "MULTI APPEND'. [ STANDARDS TRACK]

3501 Crispin Mar 2003 | NTERNET MESSAGE ACCESS
PROTOCCOL - VERSI ON 4revil

The I nternet Message Access Protocol, Version 4revl (I MAP4revl) allows a
client to access and mani pul ate electronic mail nessages on a server.

| MAP4revl permts manipul ati on of nail boxes (renote nessage folders) in
a way that is functionally equivalent to |ocal folders. |MAP4revl al so
provides the capability for an offline client to resynchronize with the
server.

| MAP4revl includes operations for creating, deleting, and renam ng

mai | boxes, checking for new nessages, pernmanently renbving nessages,
setting and clearing flags, RFC 2822 and RFC 2045 parsi ng, searching,
and sel ective fetching of nessage attributes, texts, and portions
thereof. Messages in | MAP4revl are accessed by the use of nunbers.
These nunmbers are either nessage sequence numbers or unique identifiers.

| MAP4revl supports a single server. A mechanismfor accessing
configuration information to support multiple | MAP4revl servers is
di scussed in RFC 2244.

| MAP4revl does not specify a neans of posting mail; this function is
handl ed by a mail transfer protocol such as RFC 2821. [ STANDARDS TRACK]
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3500 Never |ssued

RFC 3500 was never issued.

Security Considerations

Security issues are not discussed in this nmeno.
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Ful | Copyright Statenent
Copyright (C The Internet Society (2003). Al Rights Reserved.

Thi s docunent and translations of it may be copied and furnished to
ot hers, and derivative works that conment on or otherwi se explain it
or assist inits inplenentation may be prepared, copied, published
and distributed, in whole or in part, without restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into |anguages ot her than
Engl i sh.

The Iimted perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assigns.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE | NFORVATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE
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