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Abst ract

Thi s docunent describes protocol options for conveying objects that
have been protected using the Cryptographic Message Syntax (CMS) and
Secure/ Mul ti purpose Internet Mail Extensions (S/M M) version 3.1
over an X. 400 nessage transfer system

1. Introduction

The techni ques described in the Cryptographic Message Syntax [ CV5]
speci fication and nessage specifications can reasonably be
transported via a variety of electronic nmail systens. This
specification defines the options and val ues necessary to enabl e

i nteroperabl e transport of S/M ME nessages over an X 400 system

Thi s docunent describes a mechani smfor using CMS objects as the
nmessage content of X 400 nessages in a native X 400 environment.
Thi s nmeans that gateways or other functions that expect to deal wth
| PMS, such as those specified in [MXER] and [ BODYMAP], cannot do
anything with these nessages. Note that cooperating S/M M agents
nmust support common forns of nessage content in order to achieve

i nteroperability.

Definition of gateway services to support relay of CMS object between
X. 400 and SMIP environnents is beyond the scope of this docunent.
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1.1. Term nol ogy

The key words "MJST", "SHALL", "REQUI RED', "SHOULD', "RECOWMENDED',
and "MAY" in this docunent are to be interpreted as described in BCP
14, RFC 2119 [ MUSTSHOULD] .

1.2. Definitions
For the purposes of this docunment, the follow ng definitions apply.
ASN. 1: Abstract Syntax Notation One, as defined in |SQ |EC 8824.

oject ldentifier (OD): A globally unique identifier value
consi sting of a sequence of integer val ues assigned through
distributed registration as specified by |1SQOI|EC 8824.

Transfer Encoding: A reversible transformati on made on data so 8-bit
or binary data nay be sent via a channel that only transmts 7-bit
dat a.

1.3. Conpatibility with Existing S/M M | npl enent ati ons

It is a goal of this docunment to, if possible, maintain backward
conpatibility with existing X 400 inplenmentations that enploy S/M M
v3.1 w appers.

2. S/IM ME Packagi ng
2.1. The X 400 Message Structure

This section reviews the X 400 nessage format. An X 400 nessage has
two parts, the envel ope and the content, as described in X 402
[ X. 400] :

Envel ope -- An informati on object whose conposition varies from one
transmttal step to another and that variously identifies the
nessage’s originator and potential recipients, docunments its
previ ous conveyance and directs its subsequent conveyance by the
Message Transfer System (MIS), and characterizes its content.

Content -- The content is the piece of information that the
originating User Agent wants to be delivered to one or nore
reci pients. The MIS neither exam nes nor nodifies the content,
except for conversion, during its conveyance of the message. MIS
conversion is not applicable to the scenario of this docunent
because such conversion is inconpatible with CM5 protection
mechani sns.
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One piece of informati on borne by the envel ope identifies the type of
the content. The content type is an identifier (an ASN.1 O D or
Integer) that denotes the syntax and semantics of the content
overall. This identifier enables the MIS to determi ne the nessage’s
deliverability to particular users, and enables User Agents and
Message Stores to interpret and process the content.

Sone X. 400 content types further refine the structure of content as a
set of heading el enments and body parts. An exanple of this is the

I nt er personal Messaging System (I PM5). The |IPMS content structure is
able to convey zero or nore arbitrary body parts each identified by
the body part type. The body part type is an ASN.1 O D or |nteger
that denotes the syntax and semantics of the body part in question

2.2. Carrying SSMME as X. 400 Content

VWhen transporting a CV5-protected nessage in X 400, the preferred
approach (except as discussed in section 2.3 below) is to convey the
obj ect as X 400 nessage content. This section describes how S/M M=
CMB objects are conveyed as the content part of X 400 nessages. This
mechani smis suitable for transport of CMs-protected nmessages

regardl ess of the mail content that has been encapsul at ed.

| mpl enent ati ons MUST include the CM5 object in the content field of
the X. 400 nessage.

If the CM5 object is covered by an outer M ME wapper, the content-
type field of the Pl envel ope MIST be set to the foll owi ng CV5-
def i ned val ue:

i d-data OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2) us(840)
rsadsi (113549) pkcs(1l) pkes7(7) 1}

If the CM5 object is not covered by an outer M ME w apper, the
content-type field of the P1 envel ope MJUST be set to the foll ow ng
CMs- def i ned val ue:
id-ct-contentinfo OBJECT IDENTIFIER ::= { iso(1) menber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) smi ne(16)
content-types(1l) 6}
2.2.1. Carrying Plaintext MM objects as X 400 Content

When transporting a plaintext MME object in X 400, the preferred
approach is to convey the object as X 400 nessage content. The
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content-type field of the P1 envel ope MIUST be set to the follow ng
CVB- def i ned val ue:

i d-data OBJECT IDENTIFIER ::= { iso(1l) nenber-body(2) us(840)
rsadsi (113549) pkcs(1) pkes7(7) 1}

2.3. Carrying SSMME as | PM5 Body Parts

Under sone circunstances S/M ME CMB- prot ected nessages can be
conveyed within select body parts of the content. |Inplenentations
general | y SHOULD NOT enbed CMS objects within X 400 body parts, but
shoul d i nstead convey them as content as described in section 2.2.
Nevert hel ess, one notable exception is necessary for the case of

f or war di ng.

In instances when CMVS objects are forwarded as part of a nessage
forwardi ng function, use of a body part is necessary. Wen
forwarding a CMS object in an | PVMS or | PM5-conpati ble body part,

i mpl enent ati ons MJUST use the content-body-part as formally defined by
[ X. 400], as shown bel ow for reference.

cont ent - body-part {ExtendedContent Type: content-type}

EXTENDED- BODY- PART- TYPE :: = {
PARAMETERS { For war dedCont ent Par anet ers | DENTI FI ED BY
{id-ep-content -- concatenated with content-type -- }},
DATA {Content | DENTI FI ED BY
{id-et-content -- concatenated with content-type -- }} }
For war dedCont ent Par aneters ::= SET {
delivery-tine [0] MessageDeliveryTi ne OPTI ONAL

del i very-envel ope [1] O her MessageDel i veryFi el ds OPTI ONAL
nts-identifier [2] MessageDeliveryldentifier OPTIONAL }

id-ep-content ::= {joint-iso-itu-t(2) mhs(6) ipns(l) ep(1l) 17}
id-et-content ::= {joint-iso-itu-t(2) mhs(6) ipns(l) et(4) 17}
The i npl enentati on MUST copy the CMS object to be forwarded into the
Content field of the content-body-part. The direct-reference field
of the body part MUST include the O D forned by the concatenation of
the id-et-content value and the foll owi ng CM5-defined val ue.
id-ct-contentlnfo OBJECT IDENTIFIER ::=
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1)
pkcs-9(9) smine(16) content-types(l) 6}

For exanple, to forward any CVS object the DATA conponent of the body
part would be identified by { 2 6 1 4 17 1 2 840 113549 1 9 16 1 6 }.
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The Forwar dedCont ent Paraneters are optional and MAY be supported at
the discretion of the inplementor. The O D value id-et-content MAY
al so be included in the original-encoded-information-types field of
the X. 400 nmessage envel ope at the discretion of the sending S/M M

agent.

In this instance, the content-type field of the P1 envel ope MJST be
set to the value associate with the forwarding content (e.g., integer
22 for |PMS).

2.4. Transfer Encoding

According to various S/M M specifications for nessage w appi ng, CVS
obj ects MAY optionally be wapped in MM to dynam cally support 7-
bit transport. This outer wapping is not required for X 400
transport, and generally SHOULD NOT be applied in a honogeneous X. 400
environnent. Heterogeneous mail systens or other factors MAY require
the presence of this outer M ME wrapper

2.5. Encoded Information Type Indication

In [MSG, the application/pkcs7-nmne content type and optiona

"sm ne-type" paraneter are used to convey details about the security
applied (signed or envel oped) along with infornation about the
contained content. This nmay aid receiving SIM M inplenentations in
correctly processing the secured content. Additional val ues of
smme-type are defined in [ESS]. In an X 400 transport environment,
M ME typing is not available. Therefore the equivalent semantic is
conveyed using the Encoded Information Types (EITs). The EITs are
conveyed in the original-encoded-information-types field of the X 400
nessage envel ope. This nmenp defines the follow ng sm nme-types.
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I

| sm nme-type

| CVS protection type
I

envel oped- dat a
Envel opedDat a

si gned- dat a
Si gnedDat a

certs-only
Si gnedDat a

|

|

|

|

|

|

|

|

|

|

| signed-receipt
| SignedData

|

| envel oped-x400
| Envel opedDat a
|

|

|

|

|

|

|

si gned- x400
Si gnedDat a

conpr essed- dat a
Conpr essedDat a

ng S'MME (bjects in X 400

EIT Value (A D)
| nner Cont ent

i d-eit-envel opedDat a
Dat a

i d-eit-signedData
Dat a

id-eit-certsOnly
enpty (zero-length content)

i d-eit-signedRecei pt
Recei pt

i d-eit-envel opedx400
X. 400 cont ent

i d-eit-signedx400
X. 400 cont ent

i d-eit-conpressedData
RFC 3274 conpressi on wrapper

July 2004

Sendi ng agents SHOULD i nclude the appropriate SSMM EIT O D val ue.
Recei vi ng agents SHOULD recognize SSMME O D values in the ElTs

field,
procedures.

and process the nmessage appropriately according to |oca

In order that consistency can be obtained in future SMMe EIT

assi gnment s,
assi gning new EI T val ues.

correspond to assigned sminme-type val ues on a one-to-one basis.
SSMME EIT

the follow ng guidelines should be foll owed when

Val ues assigned for SSMME ElTs shoul d

restrictions of section 3.2.2 of [MSG therefore apply.

val ues may coexi st with other

the nmakeup of the protected content.
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2.5.1. Envel oped Data

The envel oped data EIT indicates that the X 400 content field
contains a M Me type that has been protected by the CM5 envel oped-
data content type in accordance with [M5G. The resulting envel oped
data CM5 content is conveyed in accordance with section 2.2. This
ElI T should be indicated by the following QD val ue

id-eit-envel opedData OBJECT |IDENTIFIER :: =
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1)
pkcs-9(9) smine(16) id-eit(10) id-eit-envel opedData(l) }

2.5.2. Signed Data

The signed data EIT indicates that the X 400 content field contains a
M ME type that has been protected by the CVMS signed-data content type
in accordance with [M5G . The resulting signed data CMS content is
conveyed in accordance with section 2.2. This EIT should be

i ndi cated by the followi ng OD val ue

id-eit-signedData OBJECT I DENTIFIER :: =
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1)
pkcs-9(9) smine(1l6) id-eit(10) id-eit-signedData(2) }

2.5.3. Certs Only

The certs-only nmessage is used to transport certificates and/or CRLs,
such as in response to a registration request. This is described in
[ CERT31]. The certs-only nessage consists of a single instance of
CVMB content of type signed-data. The encapContentlnfo eContent field
MUST be absent and signerinfos field MJST be enpty. The resulting
certs-only CMS content is conveyed in accordance with section 2.2.
This EIT should be indicated by the following OD val ue

id-eit-certsOnly OBJECT IDENTIFIER ::=
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1)
pkcs-9(9) smine(16) id-eit(10) id-eit-certsOnly(3) }

2.5.4. Signed Recei pt

The signed receipt EIT indicates that the X 400 content field
contains a Receipt content that has been protected by the CVB

si gned-data content type in accordance with [ESS]. The resulting CVS
si gned-data content is conveyed in accordance with section 2.2. This
ElI T should be indicated by the following O D val ue
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i d-eit-signedRecei pt OBJECT IDENTIFIER ::=
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1)
pkcs-9(9) smine(16) id-eit(10) id-eit-signedReceipt(4) }

2.5.5. Envel oped X 400

The envel oped X. 400 EIT indicates that the X 400 content field
contai ns X 400 content that has been protected by the CM5 envel oped-
data content type in accordance with [ X400WRAP]. The resulting
envel oped X. 400 CMS content is conveyed in accordance with section
2.2. This EIT should be indicated by the follow ng O D val ue:

i d-eit-envel opedX400 OBJECT IDENTIFIER ::=
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1)
pkcs-9(9) smine(16) id-eit(10) id-eit-envel opedX400(5) }

2.5.6. Signed X 400

The signed X. 400 EIT indicates that the X 400 content field contains
X. 400 content that has been protected by the CMS signed-data content
type in accordance with [ X400WRAP]. The resulting signed X 400 CMVB
content is conveyed in accordance with section 2.2. This EIT should
be indicated by the followi ng O D val ue:

id-eit-signedX400 OBJECT IDENTIFIER ::=
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1)
pkcs-9(9) smine(1l6) id-eit(10) id-eit-signedX400(6) }

2.5.7. Conpressed Data

The conpressed data EIT indicates that the X 400 content field
contains a another type that has been conpressed by the conpressed-
data content type in accordance with [COWRESS]. The resulting CVS
content is conveyed in accordance with section 2.2. This EIT should
be indicated by the followi ng O D val ue:

id-eit-conpressedbata OBJECT | DENTIFIER :: =
{ iso(1l) menber-body(2) us(840) rsadsi (113549) pkcs(1)
pkcs-9(9) smine(16) id-eit(10) id-eit-conmpressedData(7) }

2.6. Interaction with X 400 El enents of Service

Care should be taken in the selection of X 400 services to be used in
conjunction with CVMS objects. Services affecting conversion of the
content, expansion of Distribution Lists (DLs), and nessage
redirection can interact badly with services provided by the

"Envel opedDat a" and " Si gnedData" CMS content types.
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2.6.1. MIS Conversion Services

MIS conversion is not applicable to the scenario of this docunent
because such conversion is inconpatible with CM5 protection

mechani sms. X 400 systens that inplement conversion services shoul d
general ly be unable to attenpt conversion of CMS content types
because those types do not conformto X 420 structure rules.
Nevert hel ess, when transporting CV5 objects within an X 400

envi ronnent, the Conversion Prohibition service SHOULD be sel ect ed.

2.6.2. Message Redirection Services

X. 400 nessage redirection services can have an indirect inmpact on the
application of the CVM5 "Envel opedData" content type. Severa
different fornms of redirection are possible in X 400, including:

- Oiginator Requested Alternate Recipient (ORAR)
- Alternate Recipient Assignnent
- Redirection of Incom ng Messages

In addition, any auto-forwarding services that are not security-aware
may share the same problem An auto-forwarding inplementation that
renoves the Envel opedData and reapplies it for the forwarded
recipient is not affected by this problem The normal case is that
the private key is not avail abl e when the human user is not present,
thus decryption is not possible. However, if the private key is
present, forwardi ng can be used instead.

VWen the "Envel opedData” content type is used to protect nessage
contents, an instance of Recipientinfo is needed for each recipient
and alternate recipient in order to ensure the desired access to the
nessage. A Recipientinfo for the originator is a good practice just
in case the MIS returns the whol e nessage.

In the event that ORAR is used, the originator is aware of the
identity of the alternate recipient and SHOULD i ncl ude a
correspondi ng Recipientinfo element. For other forns of redirection
(including non-security-aware auto-forwardi ng) the alternate
reci pi ent nust either have access to the intended recipient’s keys
(not recomended) or must relay the nessage to the intended recipient
by ot her neans.

2.6.3. DL Expansion
X. 400 DLs can have an indirect inpact on the application of the CMV5
"Envel opedDat a" content type. Wen the "Envel opedData" content type

is used to protect message contents, an instance of Recipientinfo is
needed for each recipient in order to ensure the desired access to
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the nessage. Messages to a DL would typically include only a single
Reci pientlnfo associated with the DL. Unlike Ml Lists (MSs)
described in [ESS], however, X. 400 DLs are not generally security-
aware and do not regenerate Recipientinfo elements for the DL
menbers. It is recomended that a security-aware M. conformng to
[ESS] be used in preference to X 400 DLs. When transporting CVB
objects within an X 400 environnent, the DL Expansi on Prohibited
servi ce SHOULD be sel ect ed.

3. Security Considerations

Thi s specification introduces no new security concerns to the CV5 or
S/'M ME nodels. Security issues are identified in section 5 of [M5Q,
section 6 of [ESS] and the Security Considerations section of [CM].
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6. Full Copyright Statenent

Copyright (C The Internet Society (2004). This docunent is subject
to the rights, licenses and restrictions contained in BCP 78, and
except as set forth therein, the authors retain all their rights.

Thi s docunent and the infornmation contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR IS SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED,

| NCLUDI NG BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE

| NFORMATI ON HEREI'N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property

The |1 ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any i ndependent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunments can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt made to obtain a general |icense or perm ssion for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe IETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technol ogy that may be required to inpl enent
this standard. Please address the information to the IETF at ietf-
ipr@etf.org.
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