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Status of this Meno

This meno provides information for the Internet community. It does
not specify an Internet standard of any kind. Distribution of this
meno is unlimted.

Copyri ght Notice
Copyright (C The Internet Society (2005).
| ESG Not e

This RFC is not a candidate for any |evel of Internet Standard. The
| ETF di scl ai ns any know edge of the fitness of this RFC for any
purpose, and in particular notes that the decision to publish is not
based on | ETF review for such things as security, congestion control
or inappropriate interaction with deployed protocols. The RFC Editor
has chosen to publish this docunent at its discretion. Readers of
this document shoul d exercise caution in evaluating its value for

i npl enent ati on and depl oynment. See [ RFC3932] for nore information.

Abst ract

Thi s docunent describes the requirenents for the |logical entity known
as the Session Initiation Protocol (SIP)-H 323 Interworking Function
(SIP-H 323 W) that will allow the interworking between SIP and

H. 323.
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1. Introduction
The SI P-H. 323 Interworking function (I W) converts between SIP
(Session Initiation Protocol) [RFC3261] and the | TU Reconmendati on
H. 323 protocol [H 323]. This docunent describes requirements for
this protocol conversion.

2. Definitions

H. 323 gat ekeeper (GK): An H. 323 gat ekeeper is an optional conponent

in an H 323 network. If it is present, it perforns address
transl ati on, bandwi dth control, adm ssion control, and zone
nmanagenent .

H. 323 network: In this docunent, we refer to the collection of al
H. 323- speaki ng conmponents as the H. 323 network.

SIP network: In this docunent, we refer to the collection of all SIP
servers and user agents as the SIP network.

I nt erwor ki ng Function (IW): This function perforns interworking
between H 323 and SIP. It belongs to both the H 323 and SIP
net wor ks.

SIP server: A SIP server can be a SIP proxy, redirect server, or
regi strar server.

Endpoi nt: An endpoint can call and be called. An endpoint is an
entity fromwhich the nedia such as voice, video, or fax
originates or termnates. An endpoint can be H 323 terninal
H. 323 Gateway, H. 323 MCU [H. 323], or SIP user agent (UA)

[ RFC3261] .

Medi a- Swi tching Fabric (MSF): This is an optional |ogical entity

within the IWF. The MSF swi tches nedia such as voice, video, or
fax fromone network association to anot her
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3.

Functionality within the SIP-H 323 | W

This section summari zes the functional requirenents of the SIP-H 323
i nterworking function (IW).

A SIP-H 323 W nay be integrated into an H. 323 gat ekeeper or SIP
server. Interworking should not require any optional conponents in
either the SIP or H 323 network, such as H 323 gatekeepers. [|W
redundancy in the network is beyond the scope of this docunent.

An | W contains functions fromthe followng list, inter alia:

o Mapping of the call setup and teardown sequences;

0 Registering H 323 and SIP endpoints with SIP registrars and H. 323
gat ekeepers;

0 Resolving H 323 and SI P addresses;
o Mintaining the H 323 and SIP state nachines;
o Negotiating term nal capabilities;
o Opening and cl osi ng nedi a channel s;
o Mappi ng nmedi a-coding algorithms for H 323 and SI P networks;
0 Reserving and releasing call-rel ated resources;
o Processing of md-call signaling nessages;
0o Handling of services and features.
The I WF shoul d not process nedia. W assunme that the sane nedia
transport protocols, such as RTP, are used in both the SIP and H. 323
networks. Thus, nedi a packets are exchanged directly between the
endpoints. If a particular service requires the IW to handl e nedi a,
we assune that the IW sinply forwards nedi a packets without
nodi fi cati on fromone network to the other, using a nedi a-switching
fabric (MSF). The conversion of media fromone encoding or format to
another is out of scope for SIP-H 323 protocol translation

Pre-Call Requirenents
The | W function may use a translation table to resolve the H 323 and
SIP addresses to | P addresses. This translation table can be updated

by using an H. 323 gatekeeper, a SIP proxy server, or a locally-
mai nt ai ned dat abase.
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4.1. Registration with H 323 Gat ekeeper

An | W may provide and update the H. 323 gatekeeper with the addresses
of SIP UAs. A SIP user agent can make itself known to the H. 323
network by registering with an I W serving as a registrar. The IW
creates an H. 323 alias address and registers this alias, together
with its own network address, with the appropriate &K

The gat ekeeper can then use this information to route calls to SIP
UAs via the W, without being aware that the endpoint is not a
"native" H. 323 endpoint.

The I WF can register SIP UAs with one or nore H. 323 gat ekeepers.
4.2. Registration with SIP Server

The I WF can provide information about H 323 endpoints to a SIP
registrar. This allows the SIP proxy using this SIP registrar to
direct calls to the H 323 endpoints via the |W.

The | W can easily obtain information about H 323 endpoints if it
al so serves as a gatekeeper. Oher architectures require further
st udy.

If the H 323 endpoints are known through E. 164 (tel ephone nunber)
addresses, the IW can use |IGREP [TGREP] or SLP [GALOC] to informthe
SIP proxy server of these endpoints.

The IWF only needs to register with multiple SIP registrars if the
H 323 terminal is to appear under nultiple, different addresses-of-
record.

5. General Interworking Requirenents
The I WF shoul d use H. 323 Version 2 or later and SIP according to RFC
3261 [RFC3261]. The protocol translation function nust not require
nodi fications or additions to either H 323 or SIP. However, it my
not be possible to support certain features of each protocol across
the | W

5.1. Basic Call Requirements

5.1.1. GCeneral Requirenents

The | WF shoul d provide default settings for translation paraneters.
The | WF specification nust identify these defaults.
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The I WF nust rel ease any call-related resource at the end of a call
SIP session tinmers [ RFC4028] nmay be used on the SIP side.

5.1.2. Address Resol ution

The | WF shoul d support all the addressing schenmes in H 323, including
the H 323 URI [RFC3508], and the "sip", "sips", and "tel" URl schenes
in SIP. It should support the DNS-based SIP server |ocation

mechani sns described in [ RFC3263] and H. 323 Annex O, which details
how H. 323 uses DNS and, in particular, DNS SRV records.

The I WF should register with the H 323 Gat ekeeper and the SIP
regi strar when avail abl e.

The | W may use any neans to translate between SIP and H. 323
addresses. Exanples include translation tables popul ated by the
gat ekeeper, SIP registrar or other database, LDAP, DNS or TRI P

5.1.3. Call with H 323 Gat ekeeper

When an H. 323 GKis present in the network, the IW should resol ve
addresses with the help of the &K

5.1.4. Call with SIP Registrar

The | W applies normal SIP call routing and does not need to be aware
whet her there is a proxy server.

5.1.5. Capability Negotiation

The I WF shoul d not nake any assunptions about the capabilities of
either the SIP user agent or the H 323 terminal. However, it nmay

i ndi cate a guarant eed-to-be-supported list of codecs of the H. 323
term nal or SIP user agent before exchanging capabilities with H 323
(using H. 245) and SIP (using SDP [ RFC2327]). H. 323 defines mandatory
capabilities, whereas SIP currently does not. For exanple, the G 711
audi o codec is nandatory for higher bandw dth H 323 networKks.

The | W should attenpt to map the capability descriptors of H 323 and
SDP in the best possible fashion. The algorithmfor finding the best
mappi ng between H. 245 capability descriptors and the correspondi ng
SDP is left for further study.

The I WF should be able to map the common audi o, video, and

application format names supported in H 323 to and fromthe
equi val ent RTP/ AVP [ RFC3550] narmes.
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The W may use the SIP OPTIONS nessage to derive SIP UA
capabilities. It may support md-call renegotiation of nedia
capabilities.

5.1.6. Opening of Logical Channels

The I WF shoul d support the seanl ess exchange of nessages for opening,
reopeni ng, changi ng, and closing of nedia channels during a call

The procedures for opening, reopening, closing, and changing the

exi sting nedia sessions during a call are for further study.

The | WF shoul d open nedi a channel s bet ween t he endpoi nts whenever
possible. If this is not possible, then the channel can be opened at
the MSF of the |W.

The | WF shoul d support unidirectional, symetric bi-directional, and
asymmetric bi-directional opening of channels.

The W may respond to the node request and to the request for
reopeni ng and changi ng an existing |ogical channel and may support
the flow control mechanismin H 323.

5. 2. | WF H. 323 Features

The I WF shoul d support Fast Connect; i.e., H 245 tunneling in H 323
Setup nmessages. |If IW and &K are the sane device, pre-granted ARQ
shoul d be supported. |If pre-granted ARQ is supported, the |IW may
performthe address resolution fromH. 323 & using the LRQ LCF
exchange.

5.3. Overl apped Sending
An | W should follow the reconrendations outlined in [ RFC3578] when
recei ving overlapped digits fromthe H 323 side. |If the |IW receives
over| apped dialed digits fromthe SIP network, it may use the Q 931
Set up, Setup Ack, and Information Message in H. 323.

The I W may support the transfer of digits during a call by using the
appropriate Sl P mechani smand User | nputlndication in H 245 (H 323).

5.3.1. DTM Support

An | WF shoul d support the nmappi ng bet ween DTMF and possi bly other
tel ephony tones carried in signaling nessages.
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6.

7.

7.

7.

Transport

The H. 323 and SIP systens do not have to be in close proximty. The
| P networks hosting the H 323 and SIP systenms do not need to assure
quality of service (QS). In particular, the |W should not assume
that signaling nmessages have priority over packets from ot her
applications. H 323 signaling over UDP (H 323 Annex E) is optional

Mappi ng between SIP and H. 323
CGeneral Requirenents

o The call nessage sequence of both protocols must be nmintained.

o The IW rnust not set up or tear down calls on its own.

o Signaling nmessages that do not have a match for the destination
protocol should be termnated on the W, with the | W taking the
appropriate action for them For exanple, SIP allows a SIP UAto
di scard an ACK request silently for a non-existent call |eg.

o If the IW is required to generate a nmessage on its own, |W
shoul d use pre-configured default values for the nessage
par anet ers.

o The information el enents and header fields of the respective
nmessages are to be converted as foll ows:

* The contents of connection-specific information elenments, such
as Call Reference Value for H 323, are converted to sinilar
information required by SIP or SDP, such as the SDP session ID
and the SIP 'Call-1D.

* The | W generates protocol elenments that are not available from
the ot her side.
H. 225.0 and SIP Call Signaling

o The IW nmust conformto the call signaling procedures recomended
for the SIP side regardl ess of the behavior of the H 323 el enents.

o The IW must conformto the call signaling procedures recomended
for the H 323 side regardl ess of the behavior of the SIP el enents.
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o The IW serves as the endpoint for the Q931 Call Signaling
Channel to either an H. 323 endpoint or H 323 Gatekeeper (in case
of &K routed signaling). The IW also acts as a SIP user agent
client and server.

o The IW also establishes a Registration, Adm ssion, Status (RAS)
Channel to the H 323 &K, if avail able.

o The I W should process nmessages for H 323 suppl enentary services
(FACI LITY, NOTIFY, and the | NFORVATI ON nessages) only if the
service itself is supported

7.3. Call Sequence

The call sequence on both sides should be maintained in such a way
that neither the H 323 terminal nor the SIP UA is aware of presence
of the |IW.

7.4. State Machi ne Requirenents

The state machine for IW will follow the foll ow ng genera
gui del i nes:

o Unexpected nessages in a particular state shall be treated as
"error" nessages.

o Al nessages that do not change the state shall be treated as
"non-triggering"” or informational messages.

o Al nessages that expect a change in state shall be treated as
“triggering" nmessages.

For each state, an | W specification must classify all possible
prot ocol nessages into the above three categories. It nust specify
the actions taken on the content of the nmessage and the resulting
state. Below is an exanple of such a table:

State: Idle

Possi bl e Messages Message Cat egory Acti on Next state

Al RAS nsg. Triggering Add Reg.Info. \WaitForSetup
Al'l H 245 msg. Error Send 4xx Idle

SI P OPTI ONS Non Tri ggering Return cap. Idle

SIP INVITE Tri ggering Send SETUP Wi t For Connect
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8.

9.

9.

Security Considerations

Because the | W whose requirenents have been described in this
docunent conbi nes both SIP and H 323 functionality, security
consi derations for both of these protocols apply.

The eventual security solution for interworking nust rely on the
standard mechani sms in RFC3261 [ RFC3261] and H. 323, wi thout extending
themfor the interworking function. Signaling security for H 323 is
described in H 235 [H. 235].

Because all data elenents in SIP or H 323 have to term nate at the
IWF, the resulting security cannot be expected to be end-to-end.

Thus, the W terninates not only the signalling protocols but also
the security in each domain. Therefore, users at the SIP or H 323
endpoi nt have to trust the W, like they would any ot her gateway, to
aut henticate the other side correctly. Simlarly, they have to trust
the gateway to respect the integrity of data elements and to apply
appropriate security nmechani snms on the other side of the |IW.

The I W rmust not indicate the identity of a user on one side wthout
first performng authentication. For exanple, if the SIP user was
not authenticated, it would be inappropriate to use nechani sns on the
H. 323 side, such as H 323 Annex D, to indicate that the user identity
had been aut henti cat ed.

An | W rmust not accept 'sips’ requests unless it can guarantee that
the H 323 side uses equivalent H 235 [H 235] security mechani sms.
Simlarly, the I W rmust not accept H. 235 sessions unless it succeeds
in using SIP-over-TLS (sips) on the SIP side of the |W.

Exanpl es and Scenari os
1. Introduction
We present sone exanples of call scenarios that will show the
signal ing nessages received and transmtted. The follow ng
situations can occur:

o Some signaling nmessages can be transl ated one-to-one.

o In sone cases, paraneters on one side do not match those on the
ot her side.

o Some signaling nmessages do not have an equival ent nessage on the
other side. |In some cases, the W can gather further information
and the signal on the other side. In some cases, only an error
i ndi cation can be provided.
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9.

9.

9.

2.

3.

3.

| WF Configurations

Bel ow are sone common architectures involving an | W:

Basi ¢ Configuration: H 323 EP -- IW -- SIP UA

Calls using H 323 &K H. 323 EP -- H 323 &K -- IW -- SIP UA

Calls using SIP proxies: H 323 EP -- |W -- SIP proxies -- SIP UA
Calls using both H 323 & and SIP proxy: H 323 EP -- H 323 &K -- W

-- SIP proxies -- SIP UA

SIP trunking between H. 323 networks: H. 323 EP -- IW -- SIP network
-- W -- H 323 EP

H. 323 trunki ng between SIP networks: SIP EP -- IW -- H. 323 network
-- W -- SIP UA

Call Fl ows

Sone call flow exanmples for two different configurations and call
scenarios are given bel ow

1. Call fromH 323 Termnal to SIP UA
H. 323 SIP
EP Set up | WF UA
[------mm - - >| | NVI TE |
I R >|
| | 180 RI NG NG |
| Alerting |<------------ |
| <----mmmmm-- | 200 &K |
| Connect | <------------ |
| <------------ | |
| H. 245 | |
| <-----e-m--- >| ACK |
| ERREEEEEEEES >
| RTP |
| < >|

Schul zri nne & Agboh I nf or mati onal [ Page 11]



RFC 4123

9.

3.

10.

Schul zri nne & Agboh

SI P-H. 323 Req.

2. Call fromSIP UA to H 323 Term na
SIP H. 323
UA | WF EP
| | |
| | NVI TE | |
[------------ >| Set up |
| | =---mmm- - - >|

| | Alerting

| 180 RINGA NG | <------------ |
| <------------ | Connect |
| |< ------------
| | H. 245

| 200 OK | <----------- >|
| <----mm------ | |
| ACK | |
| === >| |
| RTP |
| <. .. >|
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