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Status of This Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nenmo is unlimted.

Copyri ght Notice
Copyright (C The Internet Society (2006).

Abst r act
This meno defines a portion of the Managenent |nformati on Base (M B),
the Mobile-1Pv6 MB, for use with network nanagenent protocols in the
Internet conmmunity. In particular, the Mbile-I1Pv6 MB will be used
to nonitor and control the nobile node, home agent, and correspondent
node functions of a Mibile IPv6 (MPv6) entity.
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2.

2.

The | nternet-Standard Managenent Franmewor k

For a detail ed overview of the docunents that describe the current
I nt ernet - St andard Managenent Franework, please refer to section 7 of
RFC 3410 [ RFC3410].

Managed objects are accessed via a virtual information store, terned
t he Management |Infornmation Base or MB. MB objects are generally
accessed through the Sinple Network Managenent Protocol (SNWP)

hjects in the MB are defined using the nechani sns defined in the
Structure of Managenent Information (SM). This nenp specifies a MB
nodul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580

[ RFC2580] .

Overvi ew
1. The Mobile IPv6 Protocol Entities

Mobile IPv6 (M Pv6) [RFC3775] specifies a protocol that allows nodes
to remain reachabl e while noving around in the IPv6 Internet. An
entity that inplenents the MPv6 protocol is a MPv6 entity. There
are three types of entities envisaged by the M Pv6 protocol

nmobi | e node (M\): A node that can change its point of attachnent
fromone link to another, while still being reachable via its home
addr ess.

correspondent node (CN): A peer node with which a nobile node is
conmuni cating. The correspondent node nmay be either nobile or
stationary. (Note that a correspondent node does not necessarily
require M Pv6 support.)

hone agent (HA): A router on a nobile node’s honme |ink wth which
the nobile node has registered its current care-of address. Wile
the nobile node is away from honme, the hone agent intercepts
packets on the honme |link destined to the nobile node's hone
address, encapsul ates them and routes themto the nobile node’s
regi stered care-of address.

Thi s docunent defines a set of managed objects (MX) that can be used
to nmonitor and control MPv6 entities.
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2.2. Term nol ogy

The terminol ogy used in this document is consistent with the
definitions used in Mbile |Pv6 protocol specification [RFC3775].

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14, RFC 2119 [RFC2119].

3. Mbile IPv6 Mnitoring and Control Requirenents

For managing a MPv6 entity it is necessary to nonitor
the follow ng:

0 capabilities of MPv6 entities

otraffic due to MPv6

o binding-related statistics (at hone agent, correspondent
node, and nobil e node)

o binding details (at honme agent and correspondent node)

o history of Binding Updates (at hone agent, correspondent
node, and nobil e node)

The M Pv6 protocol docunent stipulates that several M Pv6-rel ated
par aneters should be manual ly configurable. The M Pv6 M B shoul d
defi ne nanaged objects that can be used to configure the rel ated
paraneters, for exanple:

o the preference value the home agent will use in Router
Adverti senents;
othe lifetine value the home agent will use in Router

Advertisenents;

o whether a home agent will send | CVMP Mbile Prefix
Advertisenments to nobil e nodes;

o whether a home agent will respond to I CVP Mbile Prefix
Solicitation nmessages from nobil e nodes; and

o whether a hone agent will process nulticast group nmenbership
control nessages from nobil e nodes.
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4. M B Design

The basic principle has been to keep the M B as sinple as possible
and at the same tinme to make it effective enough so that the

essential needs of nmonitoring and control are net. It is envisaged
that wherever possible existing MBs will be used (e.g., |PSec MB,

Nei ghbor Di scovery M B, Tunnel MB [RFC4087]) for nonitor and contro

of MPv6 entities.

It is

( MOBI LEI PV6- M B) wi | |

assuned that the Mbile | Pv6 Managenent |nformati on Base
al ways be inplenented in conjunction with the

| Pv6- capabl e version of the IP-MB [RFC4293]. The MOBI LEI PV6-M B
uses the textual conventions defined in the | NET- ADDRESS-M B
[ RFC4001] .

The Mobile-1Pv6 MB is conposed of the follow ng groups of
definitions:

nm p6Core: a generic group containing objects that are
comon to all the Mbile IPv6 entities.

m p6Ha: this group nodels the hone agent service. It is
conposed of objects specific to the services and associ at ed
advertisenent paranmeters offered by the home agent on each
of its links. 1t also contains objects pertaining to the
mai nt enance of the home agent list on each of the Iinks on
whi ch the service is offered.

m p6Mh: this group nodels the nobile node service. It is
conposed of objects specific to the Dynam ¢ Hone Agent
di scovery function and rel ated paraneters. It also contains

objects that record the novenent of the nobile node

m p6Cn: nodel s the correspondent node and is primarily
scoped to its participation in the Return Routability
procedure for achieving Route Optinization triggered by
the mobil e node.

m p6Noti fications: defines the set of notifications that
will be used to asynchronously nonitor the Mbile | Pv6
entities.

The tabl es contained in the above groups are as foll ows:

m p6Bi ndi ngCacheTabl e : nmodel s the binding cache on the hone

agent and correspondent node. It
contains details of the Binding Update
requests that have been received and
accept ed.

m p6Bi ndi ngHi storyTable : tracks the history of the binding

m p6NodeTr af fi cTabl e
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m p6MhHoneAddr essTabl e

nm p6MhBLTabl e

m p6CnCount er Tabl e

m p6HaConf Tabl e

m p6HaCount er Tabl e

m p6HaLi st Tabl e

m p6Ha@ Addr Tabl e
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contains all the hone addresses
pertaining to the nobile node and

the correspondi ng regi stration status.
nodel s the Bi ndi ng Update List on the
nobil e node. It contains information
about the registration requests sent
by the nobil e node and the
correspondi ng results.

contains the nobile node-w se
registration statistics.

contai ns the configurable

adverti senent parameters for all the
i nterfaces on which the hone agent
service is advertised.

contains registration statistics

for all nobile nodes registered

with the hone agent.

contains the list of all routers

that are acting as hone agents on
each of the interfaces on which

the home agent service is offered

by this router.

contai ns the gl obal addresses of

the hone agents.

et al. St andards Track [ Page 5]



RFC 4295 MCBI LEI PV6- M B Apri

5. The Mbile-1Pv6 MB.

MOBI LEI PV6-M B DEFI NI TIONS :: = BEG N
| MPORTS

MODULE- | DENTI TY, m b-2, Unsigned32, Integer32, Counter 32,

Gauge32, Counter 64,

OBJECT- TYPE, NOTI FI CATI ON- TYPE
FROM SNWPv2- SM

TEXTUAL- CONVENTI ON

Trut hVal ue, Dat eAndTi e, Ti neStanp
FROM SNMPv2- TC

MODULE- COVPLI ANCE, OBJECT- GROUP, NOTI FI CATI ON- GROUP
FROM SNMPv2- CONF

| net Addr essType, | net Address
FROM | NET- ADDRESS- M B

i pv6l nterfacel flndex
FROM | P-M B

nm p6M B MODULE- | DENTI TY
LAST- UPDATED "200602010000Z" -- 1st February 2006
ORGANI ZATI ON "I ETF mi p6 Wor ki ng Group”
CONTACT- | NFO
" A enn Mansfiel d Keen
Postal : Cyber Solutions Inc.
6-6-3, M nam Yoshi nar
Aoba- ku, Sendai, Japan 989-3204.
Tel : +81-22-303-4012
Fax: +81-22-303-4015
E-mai|l: glenn@ysol s. com

Keni chi Nagami

Postal : I NTEC Net Core |nc.
1-3-3, Shin-suna
Kot o- ku, Tokyo, 135-0075
Japan

Tel : +81-3-5665-5069
E-mai |l : nagam @netcore.com

Kazuhi de Koi de
Postal : Tohoku University
2-1-1, Katahira
Aoba- ku, Sendai, 980-8577
Japan

Tel : +81-22-217-5454
E-mai |l : koide@hiratori.riec.tohoku.ac.jp
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Sri  GQundavel | i
Postal : Cisco Systens
170 W Tasman Dri ve,
San Jose, CA 95134
USA
Tel : +1-408-527-6109
E-mai |l : sgundave@i sco. com
Support Group E-mail: mp6@etf.org"
DESCRI PTI ON
"The M B nodul e for nonitoring Mbile-IPv6
entities.
Copyright (C) The Internet Society 2006. This

version of this MB nodule is part of RFC 4295;

see the RFC itself for full

REVI SI ON

DESCRI PTION "I niti al

"200602010000Z" --

| egal notices.

1st February 2006

version, published as RFC 4295."

o= { mb-2 133 }

-- The nmmj or groups

m p6Noti fications
m p6Chj ect' s

nm p6Conf or mance
m p6Cor e

m p6Mh

m p6Cn

m p6Ha

-- The sub groups
nm p6Syst em

m p6Bi ndi ngs

m p6St at s

m p6MhSyst em

m p6MhConf

m p6MhRegi strati on

m p6CnSyst em

et al.

St andards Track

OBJECT IDENTIFIER ::={ m p6MB 0 }
OBJECT IDENTIFIER ::= { mp6MB 1}
OBJECT IDENTIFIER ::= { mip6MB 2 }
OBJECT IDENTIFIER ::= { mip6Qojects 1}
OBJECT IDENTIFIER ::= { mip6Objects 2 }
OBJECT IDENTIFIER ::= { m p6Cbjects 3 }
OBJECT IDENTIFIER ::= { m p6Cbjects 4 }
OBJECT IDENTIFIER ::= { m p6Core 1 }
OBJECT IDENTIFIER ::= { m p6Core 2 }
OBJECT IDENTIFIER ::= { m p6Core 3 }
OBJECT IDENTIFIER ::= { mp6W 1}
OBJECT IDENTIFIER ::= { mip6W 2 }
OBJECT IDENTIFIER ::= { m p6M 3 }
OBJECT IDENTIFIER ::= { mp6Cn 1 }
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m p6CnSt at s OBJECT IDENTIFIER ::={ mip6Cn 2 }
nm p6HaAdverti senent OBJECT IDENTIFIER ::={ mip6Ha 1}
m p6HaSt at s OBJECT IDENTIFIER ::= { mp6Ha 2 }
-- Textual Conventions
M p6BURequest Rej ecti onCode :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"The value of the status field in the Binding
Acknowl edgrment message when the Bi ndi ng Update
was rejected.

REFERENCE
"RFC 3775 : Section 6.1.8"

SYNTAX | NTECER {

reasonUnspeci fi ed (1), --(Code 128)
adnPr ohi bi t ed (2), --(Code 129)
i nsuf ficientResource (3), --(Code 130)
honeRegi strati onNot Supported (4), --(Code 131)
not HoneSubnet (5), --(Code 132)
not HoneAgent For Thi sMobi | eNode (6), --(Code 133)
dupl i cat eAddressDet ectionFailed (7), --(Code 134)
sequenceNunber Qut OF W ndow (8), --(Code 135)
expi r edHoneNoncel ndex (9), --(Code 136)
expi r edCar eof Noncel ndex (10), --(Code 137)
expi redNonces (11), --(Code 138)
regi strati onTypeChangeDi sal | oned(12) --(Code 139)
}

Keeni, et al. St andards Track [ Page 8]
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m p6Capabi | i ti es OBJECT- TYPE

SYNTAX BI TS {
nobi | eNode (0),
honeAgent (1),

correspondent Node (2)

}

MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"This object indicates the Mbile IPv6 functions that

are supported by this managed entity. Miltiple

Mobile I Pv6 functions may be supported by a single
entity.

REFERENCE
"RFC 3775 : Section 3.2, 4.1"
o= { mp6System 1 }

m p6St at us OBJECT- TYPE

SYNTAX | NTEGER { enabl ed(1), disabled(2) }
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"This object indicates whether the Mbile |IPv6
function is enabled for the managed entity. If it
i s enabl ed, the agent discovery and registration
functions will be operational

Changi ng the status from enabl ed(1) to disabl ed(2)
will term nate the agent discovery and registration
functions. On the other hand, changing the status
fromdisabled(2) to enabled(1) will start the agent
di scovery and registration functions.

The val ue of this object SHOULD remai n unchanged
across reboots of the managed entity.

;.= { mp6System 2 }

-- m p6Bi ndi ngCache

Keeni, et al. St andards Track [ Page 9]
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m p6Bi ndi ngCacheTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF M p6Bi ndi ngCacheEntry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"This table nodels the Binding Cache on the
nmanaged entity. The cache is maintained by hone
agents and correspondent nodes. It contains
both correspondent registration entries and hone
registration entries.

Entries in this table are not required to survive
a reboot of the nmanaged entity.
REFERENCE
"RFC 3775 : Section 4.5, 9.1, 10.1"
o= { mp6Bindings 1}

m p6Bi ndi ngCacheEnt ry OBJECT- TYPE

SYNTAX M p6Bi ndi ngCacheEnt ry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"This entry represents a conceptual row in the
bi nding cache table. It represents a single Binding
Updat e.

| mpl ementors need to be aware that if the tota
nunber of octets in m p6Bi ndi ngHomeAddr ess
exceeds 113, then O Ds of colum
instances in this row w |l have nore than 128
sub-identifiers and cannot be accessed using
SNWPv1, SNMPv2c, or SNWPv3.
I NDEX { m p6Bi ndi ngHomeAddr essType, m p6Bi ndi ngHoneAddr ess }
;.= { m p6Bi ndi ngCacheTable 1 }

Keeni, et al. St andards Track [ Page 10]
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M p6Bi ndi ngCacheEntry ::=

SEQUENCE

{

nm p6Bi ndi ngHoneAddr essType
m p6Bi ndi ngHoneAddr ess

m p6Bi ndi ngCOAType

m p6Bi ndi ngCOA

m p6Bi ndi ngTi neRegi st ered
m p6Bi ndi ngTi neG ant ed

m p6Bi ndi ngTi meRemai ni ng
m p6Bi ndi ngHoneRegn

m p6Bi ndi ngMaxSeq

m p6Bi ndi ngUsageTS

m p6Bi ndi ngUsageCount

m p6Bi ndi ngAdni nSt at us

}

| net Addr essType,
| net Addr ess,

| net Addr essType,
| net Addr ess,

Dat eAndTi e,
Gauge32,
Gauge32,

Tr ut hVal ue,

Unsi gned32,

Dat eAndTi e,
Gauge32,

| NTEGER

m p6Bi ndi ngHoneAddr essType OBJECT- TYPE

SYNTAX

MAX- ACCESS

STATUS
DESCRI PTI

| net Addr essType
not - accessi bl e
current

ON

April 2006

"The | net AddressType of the m p6Bi ndi ngHoneAddr ess

that foll ows.

;.= { m p6Bi ndi ngCacheEntry 1 }

m p6Bi ndi ngHoneAddr ess OBJECT- TYPE

SYNTAX

MAX- ACCESS

STATUS
DESCRI PTI

| net Addr ess
not - accessi bl e
current

ON

"The hone address of the nobile node corresponding

to the Binding Cache entry.

This field is used as

the key for searching the nobil e node’s current
care-of address in the Binding Cache.

The type of the address represented by this object
is specified by the correspondi ng
m p6Bi ndi ngHoneAddr essType obj ect.

REFERENCE

RFC 3775 :

Section 9.1"

;.= { m p6Bi ndi ngCacheEntry 2 }

et al.

St andards Track
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m p6Bi ndi ngCOAType OBJECT- TYPE
SYNTAX | net Addr essType
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The | net AddressType of the m p6Bi ndi ngCOA t hat
fol |l ows.

::= { m p6Bi ndi ngCacheEntry 3 }

m p6Bi ndi ngCOA  OBJECT- TYPE

SYNTAX | net Addr ess

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The care-of address of the nobile node indicated by
the honme address field (m p6Bi ndi ngHoneAddress) in
this Binding Cache entry.

The type of the address represented by this object
is specified by the correspondi ng nm p6Bi ndi ngCOAType
obj ect.
REFERENCE
"RFC 3775 : Section 9.1"
::= { m p6Bi ndi ngCacheEntry 4 }

m p6Bi ndi ngTi neRegi st ered OBJECT- TYPE
SYNTAX Dat eAndTi me
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The tinestanp when this Binding Cache entry was
creat ed.

;.= { m p6Bi ndi ngCacheEntry 5 }

m p6Bi ndi ngTi neGrant ed OBJECT- TYPE

SYNTAX Gauge32

UNI TS "seconds"

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The lifetime in seconds granted to the nobile node
for this registration.

::= { m p6Bi ndi ngCacheEntry 6 }

Keeni, et al. St andards Track [ Page 12]
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m p6Bi ndi ngTi neRemai ni ng OBJECT- TYPE
SYNTAX Gauge32
UNI TS "seconds"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The lifetime in seconds remaining for this
regi stration.
REFERENCE
"RFC 3775 : Section 9.1"
;.= { m p6Bi ndi ngCacheEntry 7 }

m p6Bi ndi ngHomeRegn OBJECT- TYPE

SYNTAX Trut hVal ue

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"This object indicates whether or not this Binding
Cache entry is a home registration entry (applicable
only on nodes that support home agent
functionality).

REFERENCE
"RFC 3775 : Section 9.1"

::= { m p6Bi ndi ngCacheEntry 8 }

m p6Bi ndi ngMaxSeq OBJECT- TYPE
SYNTAX Unsi gned32 (0..65536)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The maxi mum val ue of the Sequence Number field
received in previous Binding Updates for this home
address (m p6Bi ndi ngHomreAddr ess) .

REFERENCE

"RFC 3775 : Section 9.1, 9.5.1"
::= { m p6Bi ndi ngCacheEntry 9 }

Keeni, et al. St andards Track [ Page 13]
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m p6Bi ndi ngUsageTS OBJECT- TYPE
SYNTAX Dat eAndTi e
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The tinestanp when this entry was |ast | ooked up
REFERENCE
"RFC 3775 : Section 9.1"
;.= { m p6Bi ndi ngCacheEntry 10 }

m p6Bi ndi ngUsageCount OBJECT- TYPE
SYNTAX Gauge32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The nunber of tines this entry was | ooked up
REFERENCE
"RFC 3775 : Section 9.1"
;= { m p6Bi ndi ngCacheEntry 11 }

m p6Bi ndi ngAdm nSt at us OBJECT- TYPE
SYNTAX | NTEGER {
active (1),
i nactive (2)

}
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"This is an admi nistrative object used to control
the status of a binding cache entry. By default

the value will be "active’' (1).

A value of ’'inactive (2) will indicate that the
validity of the entry is suspended. It does not
exist in the binding cache for all practica

pur poses.

The state can be changed from ' 'active to
"inactive by operator intervention
Causing the state to change to 'inactive results
in the entry being deleted fromthe cache.
Attenpts to change the status from'inactive’
to "active’ will be rejected.

REFERENCE
"RFC 3775 : Section 9.1"

::= { m p6Bi ndi ngCacheEntry 12 }

Keeni, et al. St andards Track [ Page 14]
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-- m p6Bi ndi ngHi story
-- Once the lifetime expires an entry will be renoved fromthe
-- Binding Cache.
-- For nonitoring purposes it will be useful to have access to
-- the history of the Binding Cache. BindingHi storyTable serves
-- this purpose. It records the history of the Bindings.
-- The size of the table will be left to inplenentors.

Keeni ,

m p6Bi ndi ngHi st or yTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF M p6Bi ndi ngHi storyEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A table containing a record of the bindings.

::={ mp6Bindings 2 }

m p6Bi ndi ngH storyEntry OBJECT- TYPE
SYNTAX M p6Bi ndi ngHi storyEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The record of a binding.

| mpl enentors need to be aware that if the total
nunber of octets in m p6Bi ndi ngHst HoneAddr ess

exceeds 112, then O Ds of col umm

instances in this roww |l have nore than 128
sub-identifiers and cannot be accessed using

SNWVPv1, SNWPv2c, or SNWVPv3.

I NDEX { mi p6Bi ndi ngHst HoneAddr essType,

m p6Bi ndi ngHst HoneAddr ess
m p6Bi ndi ngHst | ndex}
::={ m p6BindingH storyTable 1 }

et al. St andards Track
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M p6Bi ndi ngHi storyEntry ::=

SEQUENCE {
nm p6Bi ndi ngHst HomeAddr essType | net Addr essType,
m p6Bi ndi ngHst HomeAddr ess | net Addr ess,
m p6Bi ndi ngHst | ndex Unsi gned32,
m p6Bi ndi ngHst COAType | net Addr essType,
m p6Bi ndi ngHst COA | net Addr ess,
m p6Bi ndi ngHst Ti meRegi st ered Dat eAndTi e,
m p6Bi ndi ngHst Ti neExpi r ed Dat eAndTi e,
m p6Bi ndi ngHst HonmeRegn Trut hVal ue
m p6Bi ndi ngHst UsageTS Dat eAndTi e,
m p6Bi ndi ngHst UsageCount Gauge32

}

m p6Bi ndi ngHst HoneAddr essType OBJECT- TYPE

SYNTAX | net Addr essType

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The | net AddressType of the

::={ m p6BindingH storyEntry 1 }

m p6Bi ndi ngHst HoneAddr ess that foll ows.

m p6Bi ndi ngHst HomeAddr ess OBJECT- TYPE

SYNTAX
MAX- ACCESS
STATUS

| net Addr ess
not - accessi bl e
current

DESCRI PTI ON

"Mobil e node’ s hone address.

Apr i

2006

The type of the address represented by this object

is specified by the correspondi ng
m p6Bi ndi ngHst HoneAddr essType obj ect.

;.= { m p6BindingH storyEntry 2 }

nm p6Bi ndi ngHst | ndex OBJECT- TYPE

SYNTAX
MAX- ACCESS
STATUS

Unsi gned32 (1..4294967295)

not - accessi bl e
current

Keeni ,

et al.

DESCRI PTI ON

"The index to uniquely identify this record al ong

with the nobil e node’s HoneAddress type and

HomeAddr ess.
It may wap after
::={ m p6BindingH storyEntry 3 }

St andards Track

It shoul d be nonotonically increasing.
reaching its max value."
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m p6Bi ndi ngHst COAType OBJECT- TYPE
SYNTAX | net Addr essType
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The | net AddressType of the m p6Bi ndi ngHst COA t hat
fol |l ows.

;.= { mp6BindingH storyEntry 4 }

m p6Bi ndi ngHst COA  OBJECT- TYPE

SYNTAX | net Addr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Mobi | e node’ s care-of address. One nobil e node can

have nultiple bindings with different

care-of addresses.

The type of the address represented by this object

is specified by the correspondi ng

nm p6Bi ndi ngHst COAType obj ect.

::={ m p6BindingH storyEntry 5 }

m p6Bi ndi ngHst Ti meRegi st ered OBJECT- TYPE
SYNTAX Dat eAndTi e
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The tinestanp when this Binding Cache entry was
created.

::={ mp6Bindi ngH storyEntry 6 }

m p6Bi ndi ngHst Ti meExpi red OBJECT- TYPE
SYNTAX Dat eAndTi ne
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The tinmestanp when this Binding Cache entry expired.

;.= { m p6BindingH storyEntry 7 }
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m p6Bi ndi ngHst HomeRegn OBJECT- TYPE

SYNTAX Trut hVal ue

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"This object indicates whether or not this Binding
Cache entry is a home registration entry (applicable
only on nodes that support home agent
functionality).

::={ m p6BindingH storyEntry 8 }

m p6Bi ndi ngHst UsageTS OBJECT- TYPE
SYNTAX Dat eAndTi e
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The tinestanp when this entry was |ast | ooked up

;2= { mp6Bindi ngH storyEntry 9 }

m p6Bi ndi ngHst UsageCount OBJECT- TYPE
SYNTAX Gauge32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The nunber of tines this entry was | ooked up

;.= { m p6Bindi ngH storyEntry 10 }
- mp6TrafficCounters

- MPve Traffic will be characterized by

- I Pv6 datagrams which satisfy at |east one of the follow ng
- conditions

- - the datagrans are tunneled to the nobile node by the HA
- - the datagrans are reverse tunneled by the MNto the HA
- - the datagrans have the Routing header type 2 set.

- - the datagranms have the Honme Address option set in the

- Destinati on Option extensi on header

- - the datagrams have the nobility header

m p6Total Traffic OBJECT IDENTIFIER ::= { mp6Stats 1 }
- REFERENCE
- "RFC 3775 : Section 4.1, 6.3, 6.4"
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m p6l nCctets OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The total nunber of octets in the MPv6 datagranms
received by the MPv6 entity. This will include

datagrans with the Mbility Header, the Honme Address
option in the Destination Option extensi on header
(Next Header value = 60), or the type 2 Routing
Header. It will also include the |IPv6 datagrans that
are reverse tunneled to a hone agent froma nobile
node’ s home address.
Di scontinuities in the value of this counter can
occur at re-initialization of the nanagenment system
and at other tinmes as indicated by the val ue of
m p6Count er Di sconti nui tyTi ne.

REFERENCE

"RFC 3775 : Section 6.1, 6.3, 6.4, 10.4.5"
::={ mp6Total Traffic 1 }

m p6HCI nCctets OBJECT- TYPE

SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The total number of octets in the M Pv6 datagrans
received by the MPv6 entity. This will include

datagrans with the Mbility Header, the Hone Address
option in the Destination Qption extensi on header
(Next Header value = 60), or the type 2 Routing
Header. It will also include the |Pv6 datagrans that
are reverse tunneled to a hone agent froma nobile
node’ s hore address.
This object is a 64-bit version of m p6lnCctets.
Di scontinuities in the value of this counter can
occur at re-initialization of the nanagement system
and at other tines as indicated by the val ue of
m p6Count er Di sconti nui tyTi ne.

REFERENCE

"RFC 3775 : Section 6.1, 6.3, 6.4, 10.4.5"
::={ mp6Total Traffic 2 }
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m p6l nPkt s OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The nunber of M Pv6 datagrans received by the M Pv6
entity. This will include datagrans with the

Mobi lity Header, the Honme Address option in the
Destinati on Option extension header (Next Header
value = 60), or the type 2 Routing Header
It will also include the I Pv6 datagrans that are
reverse tunneled to a hone agent froma nobile
node’ s hone address.
Di scontinuities in the value of this counter can
occur at re-initialization of the nanagenment system
and at other tinmes as indicated by the val ue of
m p6Count er Di sconti nui tyTi ne.
REFERENCE
"RFC 3775 : Section 6.1, 6.3, 6.4, 10.4.5"
::={ mp6Total Traffic 3 }

m p6HCI nPkt s OBJECT- TYPE

SYNTAX Count er 64

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The nunber of M Pv6 datagrans received by the M Pv6
entity. This will include datagrams with the

Mobility Header, the Hone Address option in the
Destination Option extension header (Next Header
value = 60), or the type 2 Routing Header. It will
al so include the | Pv6 datagrans that are reverse
tunneled to a hone agent froma nobile node’s home
addr ess.
This object is a 64-bit version of m p6lnPkts.
Di scontinuities in the value of this counter can
occur at re-initialization of the nanagement system
and at other tines as indicated by the val ue of
m p6Count er Di sconti nui tyTi ne.

REFERENCE

"RFC 3775 : Section 6.1, 6.3, 6.4, 10.4.5"
.= { mp6Total Traffic 4 }
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m p6Qut Cctets OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The total nunber of octets in the MPv6 datagranms
sent by the MPv6 entity. This will include

datagrans with the Mbility Header, the Honme Address
option in the Destination Option extensi on header
(Next Header value = 60), or the type 2 Routing
Header. It will also include the |IPv6 datagrans that
are reverse tunneled to a hone agent froma nobile
node’ s home address.
Di scontinuities in the value of this counter can
occur at re-initialization of the nanagenment system
and at other tinmes as indicated by the val ue of
m p6Count er Di sconti nui tyTi ne.

REFERENCE

"RFC 3775 : Section 6.1, 6.3, 6.4, 10.4.5"
::={ mp6Total Traffic 5 }

m p6HCCQut Octets OBJECT- TYPE

SYNTAX Count er 64

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The total number of octets in the M Pv6 datagrans
sent by the MPv6 entity. This will include

datagrans with the Mbility Header, the Hone Address
option in the Destination Qption extensi on header
(Next Header value = 60), or the type 2 Routing
Header. It will also include the |Pv6 datagrans that
are reverse tunneled to a hone agent froma nobile
node’ s hore address.
This object is a 64-bit version of m p6QutCctets.
Di scontinuities in the value of this counter can
occur at re-initialization of the nanagement system
and at other tines as indicated by the val ue of
m p6Count er Di sconti nui tyTi ne.

REFERENCE

"RFC 3775 : Section 6.1, 6.3, 6.4, 10.4.5"
.= { mp6Total Traffic 6 }
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m p6Qut Pkt s OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The nunber of M Pv6 datagrans sent by the M Pv6
entity. This will include the datagrans with

Mobi lity Header, the Honme Address option in the
Destinati on Option extension header (Next Header
value = 60), or the type 2 Routing Header. It will
al so include the | Pv6 datagrans that are reverse
tunneled to a hone agent froma nobile node’'s hone
addr ess.
Di scontinuities in the value of this counter can
occur at re-initialization of the nanagenment system
and at other tinmes as indicated by the val ue of
m p6Count er Di sconti nui tyTi ne.

REFERENCE

"RFC 3775 : Section 6.1, 6.3, 6.4, 10.4.5"
::={ mp6Total Traffic 7 }

m p6HCCut Pkt s OBJECT- TYPE

SYNTAX Count er 64

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The nunber of M Pv6 datagrans sent by the M Pv6
entity. This will include datagrams with the

Mobility Header, the Hone Address option in the
Destination Option extension header (Next Header
value = 60), or the type 2 Routing Header. It will
al so include the | Pv6 datagrans that are reverse
tunneled to a hone agent froma nobile node’s home
addr ess.
This object is a 64-bit version of m p6Qut Pkts.
Di scontinuities in the value of this counter can
occur at re-initialization of the nanagement system
and at other tines as indicated by the val ue of
m p6Count er Di sconti nui tyTi ne.

REFERENCE

"RFC 3775 : Section 6.1, 6.3, 6.4, 10.4.5"
.= { mp6Total Traffic 8 }
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m p6Count er Di sconti nui tyTi me OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue of sysUpTine on the nbst recent occasion
at which any one or nore of this MPv6 entities
gl obal counters, viz., counters with OD prefix
"m p6Total Traffic’ or 'm p6Cnd obal Stats’ or
"m p6Had obal Stats’ suffered a discontinuity.
If no such discontinuities have occurred since the
last re-initialization of the |ocal nanagenent
subsystem then this object will have a zero val ue.

::={ mp6Total Traffic 9 }

-- m p6NodeTraf fi cCounters

nm p6NodeTr af fi cTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF M p6NodeTrafficEntry
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON
"A table containing MPv6 traffic counters per nobile
node.

:={ mp6Stats 2 }

m p6NodeTraffi cEntry OBJECT- TYPE

SYNTAX M p6NodeTraffi cEntry
MAX- ACCESS not-accessi bl e
STATUS current

DESCRI PTI ON

"The MPv6 traffic statistics for a npbil e node.

| mpl enentors need to be aware that if the total
nunber of octets in m p6Bi ndi ngHomreAddr ess
exceeds 113, then O Ds of col um
instances in this rowwll have nore than 128
sub-identifiers and cannot be accessed using
SNVPv1, SNWMPv2c, or SNWPv3.
I NDEX { mi p6Bi ndi ngHonmeAddr essType, m p6Bi ndi ngHoneAddr ess }
::={ nmip6NodeTrafficTable 1 }
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M p6NodeTrafficEntry ::=

SEQUENCE {
m p6Nodel nCct et s Count er 32,
m p6HCNodel nCct et s Count er 64,
m p6Nodel nPkt s Count er 32,
m p6HCNodel nPkt s Count er 64,
nm p6NodeQut Cct et s Count er 32,
m p6HCNodeCQut Cct et s Count er 64,
nm p6NodeQut Pkt s Count er 32,
m p6HCNodeCQut Pkt s Count er 64,
m p6NodeCtr Di sconti nuityTi ne Ti neStanp
}
m p6Nodel nCctets OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The total nunber of octets in the MPv6 datagrans
received fromthe nobile node by the MPv6 entity.
This will include datagrans with the Mbility
Header or the Home Address option in the Destination
Option extensi on header (Next Header value = 60).
It will also include the IPv6 datagrans that are
reverse tunneled to a honme agent fromthe nobile
node’ s home address.
Di scontinuities in the value of this counter can
occur at re-initialization of the management system
and at other tinmes as indicated by the val ue of
m p6NodeCtr Di sconti nui tyTi ne.
REFERENCE

"RFC 3775 : Section 6.1, 6.3, 6.4, 10.4.5"
::= { mp6NodeTrafficEntry 1 }
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m p6HCNodel nCctets OBJECT- TYPE

SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of octets in the MPv6 datagranms
received fromthe nobile node by the MPv6 entity.
This will include datagrans with the Mbility
Header or the Home Address option in the Destination
Option extensi on header (Next Header val ue = 60).
It will also include the I Pv6 datagrans that are
reverse tunneled to a home agent fromthe nobile
node’ s home address.
This object is a 64-bit version of m p6Nodel nCctets.
Di scontinuities in the value of this counter can
occur at re-initialization of the management system
and at other tinmes as indicated by the val ue of
m p6NodeCtr Di sconti nui tyTi ne.
REFERENCE
"RFC 3775 : Section 6.1, 6.3, 6.4, 10.4.5"
::= { mp6NodeTrafficEntry 2 }

m p6Nodel nPkt s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The nunber of M Pv6 datagrans received fromthe
nobil e node by the MPv6 entity. This will include

the datagrans with the Mbility Header or
the Home Address option in the Destination
Option extensi on header (Next Header val ue = 60).
It will also include the I Pv6 datagrans that are
reverse tunneled to a home agent fromthe nobile
node’ s home address.
Di scontinuities in the value of this counter can
occur at re-initialization of the nanagement system
and at other tines as indicated by the val ue of
m p6NodeCtr Di sconti nuityTi ne.

REFERENCE

"RFC 3775 : Section 6.1, 6.3, 6.4, 10.4.5"
.= { mip6NodeTrafficEntry 3 }
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m p6HCNodel nPkt s OBJECT- TYPE

SYNTAX Count er 64

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The nunber of M Pv6 datagrans received fromthe
nobil e node by the MPv6 entity. This will include

datagrans with the Mbility Header or the Hone
Address option in the Destination Option extension
header (Next Header value = 60). It will also
i nclude the I Pv6 datagrams that are reverse tunnel ed
to a home agent fromthe nobile node’s honme address.
This object is a 64-bit version of nip6Nodel nPkts.
Di scontinuities in the value of this counter can
occur at re-initialization of the nanagement system
and at other tinmes as indicated by the val ue of
m p6NodeCtr Di sconti nuityTi ne.

REFERENCE

"RFC 3775 : Section 6.1, 6.3, 6.4, 10.4.5"
::={ mp6NodeTrafficEntry 4 }

m p6NodeCQut Cctets OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total number of octets in the M Pv6 datagrans
sent to the nobile node by the MPv6 entity. This
will include datagranms with the Mbility Header
or the type 2 Routing Header. It will also include
the I Pv6 datagrans that are tunneled by a honme agent
to the nobile node.
Di scontinuities in the value of this counter can
occur at re-initialization of the managenent system
and at other tinmes as indicated by the val ue of
nm p6NodeCtr Di sconti nuityTi ne.

REFERENCE

"RFC 3775 : Section 6.1, 6.3, 6.4, 10.4.5"
::={ mp6NodeTrafficEntry 5 }
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m p6HCNodeQut Cctets OBJECT- TYPE

SYNTAX Count er 64

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The total nunber of octets in the MPv6 datagranms
sent to the nobile node by the MPv6 entity. This
will include datagrams with the Mbility Header
or the type 2 Routing Header. It will also include
the 1 Pv6 datagrans that are tunneled by a home agent
to the nobil e node.
This object is a 64-bit version of m p6NodeCQut Cct et s.
Di scontinuities in the value of this counter can
occur at re-initialization of the nanagement system
and at other tines as indicated by the val ue of
m p6NodeCtr Di sconti nuityTi ne.

REFERENCE

"RFC 3775 : Section 6.1, 6.3, 6.4, 10.4.5"
.= { mip6NodeTrafficEntry 6 }

m p6NodeCQut Pkt s OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The nunber of M Pv6 datagrans sent to the nobile
node by the MPv6 entity. This will include
datagrans with the Mbility Header or the type 2
Routing Header. It will also include the |IPv6

dat agrans that are tunneled by a hone agent to the
nobi | e node.
Di scontinuities in the value of this counter can
occur at re-initialization of the management system
and at other tinmes as indicated by the val ue of
m p6NodeCtr Di sconti nui tyTi ne.

REFERENCE

"RFC 3775 : Section 6.1, 6.3, 6.4, 10.4.5"
::= { mp6NodeTrafficEntry 7 }
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m p6HCNodeQut Pkt s OBJECT- TYPE

SYNTAX Count er 64
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The nunber of M Pv6 datagrans sent to the nobile
node by the MPv6 entity. This will include

datagrans with the Mobility Header or the type 2
Routing Header. It will also include the |Pv6
dat agrans that are tunneled by a hone agent to the
nobi | e node.
This object is a 64-bit version of m p6NodeCQut Cct et s.
Di scontinuities in the value of this counter can
occur at re-initialization of the nanagement system
and at other tines as indicated by the val ue of
m p6NodeCtr Di sconti nuityTi ne.

REFERENCE

"RFC 3775 : Section 6.1, 6.3, 6.4, 10.4.5"
.= { mip6NodeTrafficEntry 8 }

m p6NodeCt r Di sconti nui tyTi me OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue of sysUpTinme on the nost recent occasion
at which any one or nore of the counters in this row
suffered a discontinuity. The relevant counters are
the specific instances of any Counter32 or Counter64
objects in this row
If no such discontinuities have occurred since the
last re-initialization of the |ocal nanagenent
subsystem then this object contains a zero val ue.

;.= { mp6NodeTrafficEntry 9 }
-- m p6MnSystem G oup

m p6MhHoneAddr essTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF M p6MhHoneAddr essEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A table containing registration status for all the
hone addresses pertaining to the nobil e node.

o= { m p6MSystem 1 }
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m p6MhHomeAddr essEntry OBJECT- TYPE
SYNTAX M p6MhHoneAddr essEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The registration status for a hone address.

| npl enentors need to be aware that if the total
nunber of octets in m p6MiHoneAddress
exceeds 113, then O Ds of colunm instances in
this roww Il have nore than 128 sub-identifiers and
cannot be accessed using SNWPvl, SNWPv2c, or SNWPv3.
I NDEX { mi p6MhHoneAddressType, m p6VnhHormeAddress }
::= { m p6MhHonmeAddressTable 1 }

M p6MhHoneAddr essEntry :: =
SEQUENCE {
m p6MhHonmeAddr essType | net Addr essType,
nm p6MhHonmeAddr ess | net Addr ess,
m p6MhHoneAddr essSt at e | NTEGER

}

m p6MhHonmeAddr essType OBJECT- TYPE
SYNTAX | net Addr essType
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The | net AddressType of the m p6MhHoneAddress that
fol |l ows.

;.= { m p6MhHonmeAddressEntry 1 }
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m p6MhHonmeAddr ess OBJECT- TYPE

SYNTAX | net Addr ess
MAX- ACCESS not-accessi bl e
STATUS current
DESCRI PTI ON

"A uni cast routable address assigned to the nobile
node. This is used as the 'pernanent address’ of the
nobil e node in the sense that it remmi ns unchanged
regardl ess of the nobile node's current point of
attachment. |If nobile node doesn’t have a hone
address assigned yet, then this object will take the
default ’unspecified value ::0.

The type of the address represented by this object
is specified by the correspondi ng
m p6MhHoneAddr essType obj ect.
REFERENCE
"RFC 3775 : Section 3.2"
;.= { m p6MhHomeAddressEntry 2 }

m p6MhHoneAddr essSt at e OBJECT- TYPE

SYNTAX | NTEGER {
unknown( 1),
hore( 2),
regi stered(3),
pendi ng(4),
i sol at ed(5)
}
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"This object indicates the state of the nobil e node:
unknown -- The state of the nobile node
cannot be determ ned.
hore -- nobile node is on the hone network.
registered -- nobile node is on a foreign network
and is registered with the hone
agent .
pendi ng -- nobil e node has sent registration
request to the home agent and is
waiting for the reply.
i sol ated -- nobile node is isolated from network,

i.e., it is not inits honme network,
it is not registered, and no
regi stration ack is pending.

;.= { m p6MhHonmeAddr essEntry 3 }
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-- Mobil e Node Discovery and Advertisenent Goup Counters

nm p6MhDi scover yRequest s OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Total nunber of | CVMP Dynami ¢ Home Agent Address
Di scovery Requests sent by the nobil e node.
Di scontinuities in the value of this counter can
occur at re-initialization of the managenment system
and at other tinmes as indicated by the val ue of
nm p6Count er Di sconti nui tyTi ne.

REFERENCE
"RFC 3775 : Section 10.5, 11.4.1"
::={ mp6MConf 1 }

m p6MhDi scover yRepl i es OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Total nunber of | CVMP Dynam ¢ Home Agent Address
Di scovery Replies received by the nobile node.
Di scontinuities in the value of this counter can
occur at re-initialization of the nanagement system
and at other tinmes as indicated by the val ue of
m p6Count er Di sconti nui tyTi ne.

REFERENCE
"RFC 3775 : Section 10.5, 11.4.1"
::= { mp6MConf 2 }
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nm p6MhDi scoveryTi meouts OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Total nunber of | CVMP Dynam ¢ Home Agent Address
Di scovery Requests that tined out.
Di scontinuities in the value of this counter can
occur at re-initialization of the nanagenment system
and at other tinmes as indicated by the val ue of
m p6Count er Di sconti nui tyTi ne.
REFERENCE
"RFC 3775 : Section 10.5, 11.4.1, 12"
::={ mp6MConf 3 }

m p6MhPrefi xSolicitati onsSent OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Total nunber of ICMP Mbile Prefix Solicitations
sent by the nobil e node.
Di scontinuities in the value of this counter can
occur at re-initialization of the management system
and at other tines as indicated by the val ue of
m p6Count er Di sconti nui tyTi ne.
REFERENCE
"RFC 3775 : Section 10.5, 11.4.2"
;.= { mp6MConf 4 }
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m p6MhPr ef i xAdvsRecd OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Total nunber of | CMP Mobile Prefix Advertisements
received by the nobile node. This will include the

| CVP Mobile Prefix Advertisenents that failed the
validity checks.
Di scontinuities in the value of this counter can
occur at re-initialization of the managenment system
and at other tinmes as indicated by the val ue of
nm p6Count er Di sconti nui tyTi ne.
REFERENCE
"RFC 3775 : Section 10.6, 11.4.3"
::={ mp6MConf 5 }

m p6MhPr ef i xAdvsl gnored OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Total nunber of Mobile Prefix Advertisenments
di scarded by the validity check
Di scontinuities in the value of this counter can
occur at re-initialization of the nanagement system
and at other tinmes as indicated by the val ue of
m p6Count er Di sconti nui tyTi ne.
REFERENCE
"RFC 3775 : Section 10.6, 11.4.3"
::={ mp6MConf 6 }
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m p6MMovedToFN OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
“"Nunmber of tinmes the nobile node has detected
noverment to a foreign network from anot her
foreign network or fromthe home network, has
reconstructed its care-of address and has initiated
the care-of address registration process.
Di scontinuities in the value of this counter can
occur at re-initialization of the managenment system
and at other tines as indicated by the val ue of
m p6Count er Di sconti nui tyTi ne.
REFERENCE

"RFC 3775 : Section 11.5.1"

;.= { m p6MConf 7 }

nm p6MhMovedToHN OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
“"Nunmber of times the nobile node has detected
novermrent froma foreign network to its hone
net wor k.
Di scontinuities in the value of this counter can
occur at re-initialization of the managenment system
and at other tinmes as indicated by the val ue of
m p6Count er Di sconti nui tyTi ne.
REFERENCE

"RFC 3775 : Section 11.5.4"

::={ m p6MConf 8 }

-- Mobil e Node Registration G oup

-- Registration table of nobile node
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m p6MhBLTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF M p6MBLENntry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"This table corresponds to the Binding Update List
(BL) that is mmintained by the nobile node. The I|ist
hol ds an itemfor every binding that the nobil e node
has established or is trying to establish. Both
correspondent and hone registrations are included in
this table. Entries fromthe table are deleted as
the lifetime of the binding expires.
REFERENCE
"RFC 3775 : Section 4.5, 11.1"
::= { m p6bMRegistration 1 }

m p6MhBLEntry OBJECT- TYPE

SYNTAX M p6MhBLENt ry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Informati on about a Binding Update sent by the

nobil e node either to its hone agent or to one of
its correspondent nodes.

| npl enentors need to be aware that if the tota
nunber of octets in m p6MiHoneAddress and
m p6MhBLNodeAddr ess exceeds 111, then A Ds of colum
instances in this roww Il have nobre than 128
sub-identifiers and cannot be accessed using
SNWPv1, SNWMPv2c, or SNWPv3.
| NDEX { m p6MhHoneAddr essType,

m p6MhHoneAddr ess,

m p6MhBLNodeAddr essType,

nm p6MhBLNodeAddr ess

}
::={ mp6WBLTable 1 }
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M p6MhBLEntry ::= SEQUENCE {
nm p6MhBLNodeAddr essType | net Addr essType,
m p6MVhBLNodeAddr ess | net Addr ess,
m p6MhBLCQOAType | net Addr essType,
m p6MhBLCQOA | net Addr ess,

m p6MhBLLI f eTi neRequest ed Unsi gned32,
m p6MhBLLi f eTi meGr ant ed Unsi gned32,

nm p6MhBLMaxSeq Unsi gned32,
m p6MhBLTi meSent Dat eAndTi e,
m p6MhBLAccept ed Trut hVal ue,
m p6MhBLAccept edTi ne Dat eAndTi e,

m p6MhBLRet r ansm ssi ons Gauge32,
nm p6MhBLDont SendBUFI ag Trut hVal ue

}

m p6MhBLNodeAddr essType OBJECT- TYPE
SYNTAX | net Addr essType
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The | net AddressType of the ni p6MhBLNodeAddr ess
that foll ows.

;.= { m p6MBLEntry 1 }

nm p6MhBLNodeAddr ess OBJECT- TYPE

SYNTAX | net Addr ess
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON

"The address of the agent as used in the destination

address of the Binding Update. The agent

may be a home agent or a correspondent node.

The type of the address represented by this object
is specified by the correspondi ng
nm p6MhBLNodeAddr essType obj ect .

REFERENCE
"RFC 3775 : Section 11.1"
;.= { m p6MBLEntry 2 }
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m p6VMhBLCOAType OBJECT- TYPE
SYNTAX | net Addr essType
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The | net AddressType of the m p6MhBLCOA that foll ows.

::={ mp6WBLEntry 3}

m p6MhBLCOA OBJECT- TYPE
SYNTAX | net Addr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Care-of address that the nobile node intends to
regi ster in the Binding Update request.

The type of the address represented by this object
is specified by the correspondi ng ni p6MhBLCOAType
obj ect.

REFERENCE
"RFC 3775 : Section 11.1"
;.= { m p6MBLEntry 4 }

m p6MhBLLI f eTi mreRequest ed OBJECT- TYPE
SYNTAX Unsi gned32
UNI TS "seconds"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The lifetime requested by the nobile node (in
seconds) in the Binding Update.
REFERENCE
"RFC 3775 : Section 11.1"
;.= { m p6MBLEntry 5 }
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m p6MhBLLI f eTi mneGrant ed OBJECT- TYPE

SYNTAX Unsi gned32
UNI TS "seconds"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The lifetime granted to the nobile node for this
bi nding. This field will be inaccessible if the

Bi ndi ng Updat e request has not been accepted.

The lifetime remaining (I R) can be cal cul ated using
the current time (cT), m p6MiBLAcceptedTinme (aT) and
m p6MhBLLi f eTi nreGranted (1 G as follows:

IR =1G- (cT - aT).
Wen R is zero, this entry will be deleted fromthe
Bi ndi ng Update List and consequently fromthis

t abl e.

;.= { m p6MBLEntry 6 }

m p6MhBLMaxSeq OBJECT- TYPE
SYNTAX Unsi gned32 (0..65536)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The maxi mum val ue of the Sequence Number field sent
in previous Binding Updates to this destination.
REFERENCE
"RFC 3775 : Section 11.1"
;.= { m p6MBLEntry 7 }

m p6MBLTI neSent OBJECT- TYPE
SYNTAX Dat eAndTi e
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The tine when the last (re-)transm ssion occurred.”
REFERENCE
"RFC 3775 : Section 11.1"
::={ m p6MBLEntry 8 }
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m p6MhBLAccept ed OBJECT- TYPE

SYNTAX Trut hVal ue

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

“"true(l) if the nobile node has received a

bi ndi ng acknow edgnent indicating that service has
been accepted (status code 0 or 1); false(2)
otherwise. false(2) inplies that the registration
is still pending.

;.= { m p6MBLEntry 9 }

nm p6MhBLAccept edTi ne OBJECT- TYPE

SYNTAX Dat eAndTi me

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"The tine at which the nobile node receives a binding

acknow edgnent indicating that Binding Update has
been accepted (status code 0 or 1);
This object will be inaccessible if the Binding
Update request is still pending.

;.= { m p6MBLEntry 10 }

m p6MhBLRet ransm ssi ons OBJECT- TYPE
SYNTAX Gauge32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The nunber of Bi nding Update retransm ssions.
REFERENCE
"RFC 3775 : Section 11.1"
;.= { m p6MBLEntry 11 }
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m p6MhBLDont SendBUFI ag OBJECT- TYPE
SYNTAX Trut hVal ue
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"true(l) indicates that future binding updates
will not be sent to mi p6VnBLNodeAddr ess.
fal se(2) inplies that binding updates will be
sent to m p6MhBLNodeAddr ess.
The nobile node sets this flag in the when it
receives an | CMP Paraneter Problem Code 1
error nessage in response to a return
routability message or Binding Update sent to
nm p6MhBLNodeAddr ess.
REFERENCE
"RFC 3775 : Section 11.1"
;.= { m p6MBLEntry 12 }

-- Mobil e Node Registration G oup Counters

m p6MhRegnCount ers OBJECT I DENTIFIER ::= { m p6MRegistration 2 }
m p6MhMobi | i t yMessagesSent OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The total nunber of nobility nessages, i.e., |Pv6

datagrans with Mbility Header, sent by the nobile
node. There are 3 types of nobility nessages, viz.,
Home Test Init, Care-of Test Init, and Binding
Updates, that are sent by npbil e nodes.
Di scontinuities in the value of this counter can
occur at re-initialization of the managenment system
and at other tines as indicated by the val ue of
m p6Count er Di sconti nui tyTi ne.

REFERENCE

"RFC 3775 : Section 4.2, 6.1"
;.= { mp6WRegnCounters 1 }
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m p6MhMobi | i t yMessagesRecd OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The total nunber of nobility nessages, i.e., |Pv6
datagrans with Mbility Header, received by the
nobi |l e node. There are 5 types of nmobility
nessages, viz., Honme Test, Care-of Test, Binding
Acknowl edgrent, Bi nding Refresh Request, and Bi ndi ng
Error, that are sent to nobil e nodes.
Di scontinuities in the value of this counter can
occur at re-initialization of the management system
and at other tines as indicated by the val ue of
m p6Count er Di sconti nui tyTi ne.
REFERENCE
"RFC 3775 : Section 4.2, 6.1"
.= { mp6MWRegnCounters 2 }

m p6MBUsToHA OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Total nunber of Binding Updates sent to the nobile
node’ s home agent(s).
Di scontinuities in the value of this counter can
occur at re-initialization of the managenment system
and at other tinmes as indicated by the val ue of
m p6Count er Di sconti nui tyTi ne.
REFERENCE
"RFC 3775 : Section 11.7.1"
::={ mp6WhRegnCounters 3 }
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m p6MBUAcksFromHA OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Total nunber of valid binding acknow edgnents
received fromthe nobile node’s honme agent(s).
Di scontinuities in the value of this counter can
occur at re-initialization of the nanagenment system
and at other tinmes as indicated by the val ue of
m p6Count er Di sconti nui tyTi ne.
REFERENCE
"RFC 3775 : Section 11.7.3"
::={ mip6WRegnCounters 4 }

m p6iMhBUsToCN OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Total nunber of Binding Updates sent to
correspondent nodes by the nobile node.
Di scontinuities in the value of this counter can
occur at re-initialization of the management system
and at other tines as indicated by the val ue of
m p6Count er Di sconti nui tyTi ne.
REFERENCE
"RFC 3775 : Section 11.7.2"
::={ mp6WRegnCounters 5 }

m p6MBUAcksFr omCN OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Total nunber of valid Binding Update acks
received fromall the correspondent nodes.
Di scontinuities in the value of this counter can
occur at re-initialization of the managenment system
and at other tinmes as indicated by the val ue of
m p6Count er Di sconti nui tyTi ne.
REFERENCE
"RFC 3775 : Section 11.7.3"
::={ mp6WhRegnCounters 6 }
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m p6MhBi ndi ngEr r or sFronCN OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Total nunber of Binding Error nmessages received
by nobil e node from CN
Di scontinuities in the value of this counter can
occur at re-initialization of the nanagenment system
and at other tinmes as indicated by the val ue of
m p6Count er Di sconti nui tyTi ne.

.= { mp6WRegnCounters 7 }

nm p6Mhl CVPEr r or sRecd OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Total nunber of ICWP Error nessages of type |CW
Par amet er Problem Code 1 or Code 2, received by
the nmobil e node froma correspondent node in
response to a return routability procedure, a
Bi ndi ng Update, or a packet with the Honme Address
option.
Di scontinuities in the value of this counter can
occur at re-initialization of the nanagement system
and at other tinmes as indicated by the val ue of
m p6Count er Di sconti nui tyTi ne.
REFERENCE
"RFC 3775 : Section 11.3.5"
::={ mip6MWRegnCounters 8 }
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m p6MhBRRequest sRecd OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of Binding Refresh requests
recei ved by the nobile node from correspondent
nodes.
Di scontinuities in the value of this counter can
occur at re-initialization of the management system
and at other tinmes as indicated by the val ue of
m p6Count er Di sconti nui tyTi ne.
REFERENCE
"RFC 3775 : Section 11.7.4"
::={ mp6WRegnCounters 9 }

-- Registration Group counters used for Correspondent Node

m p6Cnd obal Stats OBJECT IDENTIFIER ::= { m p6CnStats 1 }
m p6CnHoneTest | ni t sRecd OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Total nunber of Home Test Init messages received.
Di scontinuities in the value of this counter can
occur at re-initialization of the managenment system
and at other tinmes as indicated by the val ue of
m p6Count er Di sconti nui tyTi ne.
REFERENCE
"RFC 3775 : Section 9.4.1"
.= { mp6Cnd obal Stats 1 }
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nm p6CnHonmeTest sSent OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Total nunber of Home Test nessages sent. |[|f a Hone
Test Init nessage is found to be valid, a Hone Test
nessage will be generated and sent. Oherw se the

Hone Test nessage is silently discarded.
Di scontinuities in the value of this counter can
occur at re-initialization of the managenment system
and at other tinmes as indicated by the val ue of
nm p6Count er Di sconti nui tyTi ne.
REFERENCE
"RFC 3775 : Section 9.4.3"
.= { m p6Cnd obal Stats 2 }

m p6CnCar e Test | ni t sRecd OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Total nunber of Care-of Test Init nmessages received.
REFERENCE
"RFC 3775 : Section 9.4.2"
.= { mp6Cnd obal Stats 3 }

m p6CnCar ef Test sSent OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Total nunber of Care-of Test nessages sent. If a
Care-of Test Init message is found to be valid, a
Care-of Test nessage will be generated and sent.
O herwi se the Care-of Test nessage is silently
di scar ded.

Di scontinuities in the value of this counter can
occur at re-initialization of the managenment system
and at other tinmes as indicated by the val ue of
m p6Count er Di sconti nui tyTi ne.
REFERENCE
"RFC 3775 : Section 9.4.4"
.= { m p6Cnd obal Stats 4 }
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nm p6CnBUsRecd OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Total nunber of Binding Updates received by the
correspondent node from nobil e nodes.
Di scontinuities in the value of this counter can
occur at re-initialization of the nanagenment system
and at other tinmes as indicated by the val ue of
m p6Count er Di sconti nui tyTi ne.
REFERENCE
"RFC 3775 : Section 9.5.1"
::={ mp6Cnd obal Stats 5 }

m p6CnBUAcks Sent OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Total nunber of acknow edgments sent by the
correspondent node for the Binding Updates received.
Di scontinuities in the value of this counter can
occur at re-initialization of the management system
and at other tines as indicated by the val ue of
m p6Count er Di sconti nui tyTi ne.
REFERENCE
"RFC 3775 : Section 9.5.4"
.= { mp6Cnd obal Stats 6 }

m p6CnBRs Sent OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Total nunber of Binding Refresh Request nessages
sent by the correspondent node.
Di scontinuities in the value of this counter can
occur at re-initialization of the managenment system
and at other tines as indicated by the val ue of
m p6Count er Di sconti nui tyTi ne.
REFERENCE
"RFC 3775 : Section 9.5.5"
;.= { mp6Cnd obal Stats 7 }
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m p6CnBi ndi ngErrors OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Total nunber of Binding Error messages sent by the
correspondent node to the nobil e node.
Di scontinuities in the value of this counter can
occur at re-initialization of the nanagenment system
and at other tinmes as indicated by the val ue of
m p6Count er Di sconti nui tyTi ne.
REFERENCE
"RFC 3775 : Section 9.3.3"
::={ mp6Cnd obal Stats 8 }

m p6CnBUsAccept ed OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Total nunber of Binding Updates accepted by the
correspondent node. |If a Binding Acknow edgnent

nessage is sent for the Binding Update request,
the Status code field in the nessage will have
a value |l ess than 128.
Di scontinuities in the value of this counter can
occur at re-initialization of the managenment system
and at other tinmes as indicated by the val ue of
m p6Count er Di sconti nui tyTi ne.
REFERENCE
"RFC 3775 : Section 9.5.1, 9.5.4"
.= { mp6Cnd obal Stats 9 }
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m p6CnBUsRej ect ed OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Total nunber of Binding Update requests rejected
by the correspondent node. |[|f a Binding

Acknowl edgrment message has been sent for the Binding
Update request, the Status code field in the
message will have a value greater than or equal to
128. O herw se the Binding Update request wll be
silently discarded.
Di scontinuities in the value of this counter can
occur at re-initialization of the nanagement system
and at other tines as indicated by the val ue of
m p6Count er Di sconti nui tyTi ne.
REFERENCE
"RFC 3775 : Section 9.5.1, 9.5.4"
.= { mp6Cnd obal Stats 10 }

m p6CnReasonUnspeci fi ed OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Total nunber of Binding Update requests rejected by
the correspondent node with status code in the
Bi ndi ng Acknowl edgnent nessage indicating ’'reason
unspeci fied (Code 128).
Di scontinuities in the value of this counter can
occur at re-initialization of the nanagement system
and at other tines as indicated by the val ue of
m p6Count er Di sconti nui tyTi ne.
REFERENCE
"RFC 3775 : Section 6.1.8"
.= { mp6Cnd obal Stats 11 }
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m p6Cnl nsuf fi ci ent Resource OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Total nunber of Binding Update requests rejected by
the correspondent node with status code in the
Bi ndi ng Acknow edgnent nessage indicating
"insufficient resources’ (Code 130).
Di scontinuities in the value of this counter can
occur at re-initialization of the managenment system
and at other tinmes as indicated by the val ue of
nm p6Count er Di sconti nui tyTi ne.
REFERENCE
"RFC 3775 : Section 6.1.8"
.= { m p6Cnd obal Stats 12 }

nm p6CnHonmeRegnNot Support ed OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Total nunber of Binding Update requests rejected by
correspondent node with status code in the Binding
Acknowl edgrment message indicating 'hone registration
not supported’ (Code 131).
Di scontinuities in the value of this counter can
occur at re-initialization of the managenment system
and at other tinmes as indicated by the val ue of
m p6Count er Di sconti nui tyTi ne.

REFERENCE
"RFC 3775 : Section 10.3.1"

.= { m p6Cnd obal Stats 13 }
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m p6CnSeqgNunber Qut OF W ndow OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Total nunber of Binding Updates rejected by
correspondent node with status code in the Binding
Acknowl edgrment nessage indicating 'sequence nunber
out of wi ndow (Code 135).
Di scontinuities in the value of this counter can
occur at re-initialization of the managenment system
and at other tinmes as indicated by the val ue of
nm p6Count er Di sconti nui tyTi ne.
REFERENCE
"RFC 3775 : Section 6.1.8, 9.5.1"
.= { m p6Cnd obal Stats 14 }

nm p6CnExpi r edHoneNoncel ndex OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of Binding Updates rejected by
correspondent node with status code in the Binding
Acknowl edgrment mnessage indicating 'expired hone
nonce i ndex’ (Code 136).
Di scontinuities in the value of this counter can
occur at re-initialization of the managenment system
and at other tinmes as indicated by the val ue of
m p6Count er Di sconti nui tyTi ne.
REFERENCE
"RFC 3775 : Section 6.1.8, 9.5.1"
.= { m p6Cnd obal Stats 15 }
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nm p6CnExpi r edCar eCf Noncel ndex OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of Binding Updates rejected by
correspondent node with status code in the Binding
Acknowl edgnent message indicating 'expired
care-of nonce index’ (Code 137).
Di scontinuities in the value of this counter can
occur at re-initialization of the managenment system
and at other tinmes as indicated by the val ue of
nm p6Count er Di sconti nui tyTi ne.
REFERENCE
"RFC 3775 : Section 6.1.8, 9.5.1"
.= { m p6Cnd obal Stats 16 }

m p6CnExpi r edNonce OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The total nunber of Binding Updates rejected by
correspondent node with status code in the Binding
Acknowl edgnment nessage indicating 'expired nonces’
(Code 138), i.e., the correspondent node no | onger
recogni zes the Home Nonce |Index value and the
Car e-of Nonce | ndex val ue.
Di scontinuities in the value of this counter can
occur at re-initialization of the management system
and at other tines as indicated by the val ue of
m p6Count er Di sconti nui tyTi ne.
REFERENCE
"RFC 3775 : Section 6.1.8, 9.5.1"
.= { mp6Cnd obal Stats 17 }
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m p6CnRegTypeChangeDi sal | owed OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The total nunber of Binding Updates rejected by
correspondent node with status code in the Binding
Acknowl edgrment nessage indicating 'registration
type change disall owed” (Code 139), i.e., a binding
al ready exists for the given home address and the
hone registration flag has a different val ue than
the Home Registration (H) bit in the Binding Update.
Di scontinuities in the value of this counter can
occur at re-initialization of the nanagement system
and at other tines as indicated by the val ue of
m p6Count er Di sconti nui tyTi ne.
REFERENCE
"RFC 3775 : Section 6.1.8, 9.5.1"
.= { mp6Cnd obal Stats 18 }

-- The Correspondent Node statistics by nobile node

nm p6CnCount er Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF M p6CnCounterEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A table containing each nobile ."
o= { mp6CnStats 2 }

Keeni, et al. St andards Track [ Page 52]



RFC 4295 MCBI LEI PV6- M B April 2006

m p6CnCount er Entry OBJECT- TYPE
SYNTAX M p6CnCount er Ent ry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The set of correspondent node counters for a nobile
node.

| npl enentors need to be aware that if the total
nunber of octets in m p6Bi ndi ngHoreAddr ess
exceeds 113, then O Ds of colum instances in
this row will have nore than 128 sub-identifiers and
cannot be accessed using SNWPv1l, SNWPv2c, or SNWPv3.
I NDEX  { nm p6Bi ndi ngHoneAddr essType,
m p6Bi ndi ngHoneAddr ess

}
;.= { mp6CnCounterTable 1 }

M p6CnCounterEntry ::=

SEQUENCE {
m p6CnBURequest sAccept ed Count er 32,
m p6CnBURequest sRej ect ed Count er 32,
m p6CnBCENnt ryCr eati onTi ne Dat eAndTi e,
m p6CnBUAccept edTi ne Dat eAndTi e,
m p6CnBURej ect i onTi ne Dat eAndTi e,
nm p6CnBURej ect i onCode M p6BURequest Rej ect i onCode,
m p6CnCtr Di sconti nui tyTi me Ti meSt anmp

}

m p6CnBURequest sAccept ed OBJECT-TYPE  --(Code 0, 1)

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Total nunber of Binding Update requests fromthe
nobi | e node accepted by the correspondent node.

I f Bi nding Acknowl edgnent nessages are sent, then
the status code in the nmessage will have a val ue

| ess than 128.

Di scontinuities in the value of this counter can
occur at re-initialization of the managenment system
and at other tines as indicated by the val ue of

m p6CnCtr Di sconti nui tyTi ne.

::={ mp6CnCounterEntry 1 }
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m p6CnBURequest sRej ect ed OBJECT- TYPE
-- (Code 128 through Code 159)
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Total nunber of Binding Update requests fromthe
nobi | e node that have been rejected by the
correspondent node. This includes the Binding Update
requests for which a Binding Acknow edgnent nessage
has been sent with status code val ue greater than or
equal to 128 and the Bi nding Acknow edgnent requests
that have been silently discarded.
Di scontinuities in the value of this counter can
occur at re-initialization of the nanagenment system
and at other tinmes as indicated by the val ue of
m p6CnCtr Di sconti nui tyTi me.
::= { mp6CnCounterEntry 2 }
m p6CnBCENnt ryCr eati onTi ne OBJECT- TYPE
SYNTAX Dat eAndTi me
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

Keeni ,

"The tine when the current Binding Cache entry was
created for the nobile node.

::= { mp6CnCounterEntry 3 }

nm p6CnBUAccept edTi ne OBJECT- TYPE

SYNTAX Dat eAndTi e

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The tine at which the | ast Binding Update was
accepted by the correspondent node and the
correspondi ng Bi ndi ng Cache entry was updat ed.

::= { mp6CnCounterEntry 4 }
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m p6CnBURej ect i onTi ne OBJECT- TYPE

SYNTAX Dat eAndTi ne
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The tine at which the | ast Bi nding Update nessage
was rejected by the correspondent node.

If there have been no rejections, then this object
wi Il be inaccessible.

::={ mp6CnCounterEntry 5 }

m p6CnBURej ect i onCode OBJECT- TYPE

SYNTAX M p6BURequest Rej ect i onCode
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"I'f a Binding Acknow edgnment is sent to the nobile
node, this is the status code (> 128) that is
returned in the Binding Acknow edgment.

In case a Binding Acknow edgnment is not sent to
the nmobile node, then this will be the val ue

of the Status code that corresponds to the reason
of the rejection. |f there have been no
rejections, then this object will be inaccessible.

REFERENCE
"RFC 3775 : Section 6.1.8"

;.= { mp6CnCounterEntry 6 }

m p6CnCt r Di sconti nui tyTi me OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue of sysUpTinme on the nbst recent occasion

at which any one or nore of counters in this row,
viz., instances of ’'m p6CnBURequest sAccepted’ and

"'m p6CnBURequest sRej ected’, suffered a discontinuity.
If no such discontinuities have occurred since the
last re-initialization of the |ocal nanagenent
subsystem then this object will have a zero val ue.

::= { mp6CnCounterEntry 7 }

Home agent group
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m p6HaAdvsRecd OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Total nunber of valid Router Advertisenents
received with the Hone Agent (H) bit set, on
all the links on which it is serving as a Hone
Agent .
Di scontinuities in the value of this counter can
occur at re-initialization of the managenment system
and at other tinmes as indicated by the val ue of
nm p6Count er Di sconti nui tyTi ne.
REFERENCE
"RFC 3775 : Section 7"
::= { m p6HaAdvertisenent 1 }

m p6HaAdvsSent OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Total nunber of unsolicited nulticast Router
Advertisenments sent with the Hone Agent (H) bit set,
on all the links on which the router is serving as
a Home Agent.

Di scontinuities in the value of this counter can
occur at re-initialization of the managenment system
and at other tines as indicated by the val ue of
m p6Count er Di sconti nui tyTi ne.
REFERENCE
"RFC 3775 : Section 7"
;.= { m p6HaAdvertisenent 2 }

m p6HaConf Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF M p6HaConfEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"A tabl e containing configurable advertisenent
paranmeters for all interfaces on which the

hone agent service is adverti sed.
It is RECOWENDED that the last witten val ues
of the objects in the conceptual rows of this
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table will remain unchanged across reboots of
the nmanaged entity provided that the interfaces
have not been renunbered after the reboot.

::= { m p6HaAdvertisenent 3 }

m p6HaConf Entry OBJECT- TYPE

SYNTAX M p6HaConf Ent ry
MAX- ACCESS not-accessible
STATUS current

DESCRI PTI ON

"Advertisenment paranmeters for an interface.
The instances of the columar objects in this entry
pertain to the interface that is uniquely identified
by the ipv6lnterfacel flndex of the interface. The
same ipv6elnterfacel flndex object is used to uniquely
identify instances of the columar objects of this
conceptual row.

INDEX { ipv6lnterfacelflndex }

::={ mp6HaConfTable 1 }

M p6HaConf Ent ry 1 = SEQUENCE {
m p6HaAdvPr ef erence I nt eger 32,
m p6HaAdvLifetine I nt eger 32,
m p6HaPr ef i xAdv | NTEGER,
m p6HaPrefi xSolicitation | NTECER,
m p6HaMCast Ct | MsgSupport | NTEGER
}
m p6HaAdvPr ef erence OBJECT- TYPE
SYNTAX I nteger32 (0..65536)
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"The preference value for the honme agent to
be used in the Router Advertisenents. Hi gher
val ue denotes greater preference.

REFERENCE
"RFC 3775 : Section 7.4, 8.4"

;.= { mp6HaConfEntry 1 }
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m p6HaAdvLifetine OBJECT- TYPE
SYNTAX I nteger32 (1..65535)
UNI TS "seconds"
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"The lifetime value for the hone agent to be
used in the Router Advertisenents.
REFERENCE
"RFC 3775 : Section 7.4"
;.= { mp6HaConfEntry 2 }

m p6HaPr ef i xAdv OBJECT- TYPE
SYNTAX | NTEGER { enabl ed(1), disabled(2) }
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"I ndi cat es whet her the hone agent shoul d support
sending of the I CMP Mobile Prefix Advertisenents.
If it is disabled(2), the home agent will not
send | CMP Mobile Prefix Advertisements to the
nobi | e nodes.
The state can be changed from enabled(1l) to
di sabl ed(2) and vice versa by operator
i ntervention.
Causing the state to change from enabled(1l) to
di sabl ed(2) will result in the hone agent
di sabling the Prefix advertisenent function
On the other hand, changing the status from
di sabl ed(2) to enabled(1l) will start the prefix
advertisenment function.
REFERENCE
"RFC 3775 : Section 8.4"
;.= { mp6HaConfEntry 3}
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m p6HaPrefi xSolicitation OBJECT- TYPE

SYNTAX | NTECER { enabl ed(1), disabled(2) }
MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON

"I ndi cat es whet her the hone agent shoul d respond
to ICVP Mobile Prefix Solicitation nmessages it
receives fromthe nobile nodes. By default, the
value will be set to enabled(1l). If it is
di sabl ed(2), the home agent will not respond to
any |CVP Mbile Prefix Solicitation nessages.
The state can be changed from enabled(1l) to
di sabl ed(2), by operator intervention. Causing
the state to change from enabled(1) to
di sabl ed(2) will result in the hone agent not
responding to any | CVMP Mbile Prefix
Solicitation messages it receives fromthe
nmobi | e nodes.

REFERENCE
"RFC 3775 : Section 8.4"
::={ mp6HaConfEntry 4}

m p6HaMCast Ct | MsgSupport OBJECT- TYPE

SYNTAX | NTEGER { enabl ed(1), disabled(2) }
MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON

"I ndi cat es whet her the hone agent shoul d enable
support for the processing of the multicast
group nmenbership control nessages it receives
fromthe nmobile nodes. By default, the value
will be set to enabled(1). If it is
di sabl ed(2), the home agent will not process
any nulticast group control nessages it receives
fromthe nobile nodes.

The state can be changed from enabled(1l) to
di sabl ed(2), by operator intervention. Causing
the state to change from enabled(1) to
di sabl ed(2) will result in the hone agent
di sabling the processing of the nmulticast group
control nessages it received fromthe nobile
nodes.
REFERENCE
"RFC 3775 : Section 10.4.3"
;.= { mp6HaConfEntry 5}
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-- Registration Goup counters HA

m p6Had obal Stats OBJECT IDENTIFIER ::= { nmip6HaStats 1 }
m p6HaHoneTest | ni t sRecd OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"Total nunber of Home Test Init messages received

2006

by

the home agent. This will include Hone Test Init

nessages that failed the validity checks.
Di scontinuities in the value of this counter can

occur at re-initialization of the nanagenment system

and at other tinmes as indicated by the val ue of
m p6Count er Di sconti nui tyTi ne.
REFERENCE
"RFC 3775 : Section 5.2.5"
::={ mip6Had obal Stats 1 }

m p6HaHoneTest sSent OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Total nunber of Home Test nessages sent by the
hone agent.
Di scontinuities in the value of this counter can

occur at re-initialization of the management system

and at other tines as indicated by the val ue of
m p6Count er Di sconti nui tyTi ne.
REFERENCE
"RFC 3775 : Section 5.2.5"
::= { mp6Had obal Stats 2 }
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m p6HaBUsRecd OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Total nunber of Binding Updates received by the
hone agent.
Di scontinuities in the value of this counter can
occur at re-initialization of the nanagenment system
and at other tinmes as indicated by the val ue of
m p6Count er Di sconti nui tyTi ne.
REFERENCE
"RFC 3775 : Section 10.3.1"
::={ mp6Had obal Stats 3 }

m p6HaBUAcks Sent OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Total nunber of Binding Acknow edgnents sent
by the home agent.
Di scontinuities in the value of this counter can
occur at re-initialization of the management system
and at other tines as indicated by the val ue of
m p6Count er Di sconti nui tyTi ne.
REFERENCE
"RFC 3775 : Section 10.3.1"
::= { mp6Had obal Stats 4 }

nm p6HaBRAdvi ceSent OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Total nunber of Binding Acknow edgnents sent
by the home agent with Binding Refresh Advice
nmobi lity option included.
Di scontinuities in the value of this counter can
occur at re-initialization of the managenment system
and at other tines as indicated by the val ue of
m p6Count er Di sconti nui tyTi ne.
REFERENCE
"RFC 3775 : Section 10.3.1"
;.= { mp6Had obal Stats 5 }
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m p6HaBUsAccept ed OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Total nunber of Binding Updates accepted by this HA
Bi ndi ng Acknow edgnent with status code of 0 or 1
Di scontinuities in the value of this counter can
occur at re-initialization of the nanagenment system
and at other tinmes as indicated by the val ue of
m p6Count er Di sconti nui tyTi ne.
REFERENCE
"RFC 3775 : Section 10.3.1"
::={ mp6Had obal Stats 6 }

m p6HaPr ef Di scover Reqd OBJECT- TYPE -- (Code 1)
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The total number of Binding Acknow edgments sent by
the honme agent with status code indicating 'accepted
but prefix discovery necessary’ (Code 1).
Di scontinuities in the value of this counter can
occur at re-initialization of the nanagement system
and at other tines as indicated by the val ue of
m p6Count er Di sconti nui tyTi ne.
REFERENCE
"RFC 3775 : Section 10.3.1"
::={ mp6Had obal Stats 7 }
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nm p6HaReasonUnspeci fi ed OBJECT- TYPE -- (Code 128)
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Total nunber of Binding Update requests rejected by
the honme agent with status code in the Binding
Acknowl edgrment nessage indicating 'reason
unspeci fied (Code 128).
Di scontinuities in the value of this counter can
occur at re-initialization of the managenent system
and at other tinmes as indicated by the val ue of
nm p6Count er Di sconti nui tyTi ne.
REFERENCE
"RFC 3775 : Section 10.3.1"
::={ m p6Had obal Stats 8 }

m p6HaAdnPr ohi bi t ed OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Total nunber of Binding Update requests rejected by
the hone agent with status code in the Binding
Acknowl edgment nessage indicating 'adninistratively
prohi bited (Code 129).

Di scontinuities in the value of this counter can
occur at re-initialization of the managenent system
and at other tinmes as indicated by the val ue of
m p6Count er Di sconti nui tyTi ne.
REFERENCE
"RFC 3775 : Section 10.3.1"
::={ m p6Had obal Stats 9 }
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m p6Hal nsuf fi ci ent Resource OBJECT- TYPE -- (Code 130)
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"Total nunber of Binding Update requests rejected by
the honme agent with status code in the Binding
Acknowl edgment nessage indicating 'insufficient
resources’ (Code 130).

Di scontinuities in the value of this counter can
occur at re-initialization of the managenment system
and at other tinmes as indicated by the val ue of
nm p6Count er Di sconti nui tyTi ne.
REFERENCE
"RFC 3775 : Section 9.5.2"
;.= { mp6Had obal Stats 10 }

m p6HaHomeRegnNot Support ed OBJECT- TYPE -- (Code 131)
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Total nunber of Binding Update requests rejected by
the hone agent with status code in the Binding
Acknowl edgrment nessage indicating 'hone
regi stration not supported (Code 131).
Di scontinuities in the value of this counter can
occur at re-initialization of the managenment system
and at other tinmes as indicated by the val ue of
m p6Count er Di sconti nui tyTi ne.
REFERENCE
"RFC 3775 : Section 10.3.1"
;.= { mp6Had obal Stats 11 }

Keeni, et al. St andards Track [ Page 64]



RFC 4295 MCBI LEI PV6- M B April 2006

nm p6HaNot HomeSubnet OBJECT- TYPE -- (Code 132)
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Total nunber of Binding Update requests rejected by
the honme agent with status code in the Binding
Acknowl edgrnent nessage indicating 'not home subnet’
(Code 132).
Di scontinuities in the value of this counter can
occur at re-initialization of the managenment system
and at other tinmes as indicated by the val ue of
nm p6Count er Di sconti nui tyTi ne.
REFERENCE
"RFC 3775 : Section 10.3.1"
;.= { mp6Had obal Stats 12 }

nm p6HaNot HomeAgent For Thi sMN OBJECT- TYPE -- (Code 133)
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Total nunber of Binding Update requests rejected by
the hone agent with status code in the Binding
Acknowl edgrment nessage indicating 'not home agent
for this nobile node’ (Code 133).
Di scontinuities in the value of this counter can
occur at re-initialization of the managenment system
and at other tinmes as indicated by the val ue of
m p6Count er Di sconti nui tyTi ne.
REFERENCE
"RFC 3775 : Section 10.3.2"
;.= { mp6Had obal Stats 13 }
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m p6HaDupAddr Det ect i onFai | ed OBJECT- TYPE -- (Code 134)
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Total nunber of Binding Update requests rejected by
the honme agent with status code in the Binding
Acknowl edgnent message indicating 'Duplicate
Address Detection failed (Code 134).
Di scontinuities in the value of this counter can
occur at re-initialization of the managenent system
and at other tinmes as indicated by the val ue of
nm p6Count er Di sconti nui tyTi ne.
REFERENCE
"RFC 3775 : Section 10.3.1"
;.= { mp6Had obal Stats 14 }

m p6HaSeqgNunber Qut OF W ndow OBJECT- TYPE -- (Code 135)

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Total nunber of Binding Update requests rejected by
the hone agent with status code in the Binding
Acknowl edgrment nessage indicating 'sequence nunber
out of wi ndow (Code 135).
Di scontinuities in the value of this counter can
occur at re-initialization of the managenent system
and at other tinmes as indicated by the val ue of
m p6Count er Di sconti nui tyTi ne.

REFERENCE
"RFC 3775 : Section 9.5.1"
;.= { mp6Had obal Stats 15 }
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m p6HaExpi r edHoneNoncel ndex OBJECT- TYPE -- (Code 136)
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Total nunber of Binding Update requests rejected by
the honme agent with status code in the Binding
Acknowl edgrment message indicating 'expired hone
nonce i ndex’ (Code 136).
Di scontinuities in the value of this counter can
occur at re-initialization of the managenment system
and at other tinmes as indicated by the val ue of
nm p6Count er Di sconti nui tyTi ne.
REFERENCE
"RFC 3775 : Section 9.5.1"
;.= { mp6Had obal Stats 16 }

m p6HaRegTypeChangeDi sal | owed OBJECT- TYPE -- (Code 139)
SYNTAX Count er 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"Total nunber of Binding Update requests rejected by
the hone agent with status code in the Binding
Acknowl edgrment nessage indicating 'registration
type change disall owed” (Code 139), i.e., a binding
al ready exists for the given home address and the
hone registration flag has a different val ue than
the Home Registration (H) bit in the Binding Update.
Di scontinuities in the value of this counter can
occur at re-initialization of the nanagement system
and at other tines as indicated by the val ue of
m p6Count er Di sconti nui tyTi ne.
REFERENCE
"RFC 3775 : Section 9.5.1"
::={ mp6Had obal Stats 17 }

-- Home agent registration Counters per node
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m p6HaCount er Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF M p6HaCounterEntry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"A table containing registration statistics for all
nobi | e nodes registered with the hone agent.

::={ nmp6HaStats 2 }

m p6HaCount er Entry OBJECT- TYPE
SYNTAX M p6HaCount er Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Home agent registration statistics for a nobile
node.

| mpl enentors need to be aware that if the total
nunber of octets in m p6Bi ndi ngHomreAddr ess
exceeds 113, then O Ds of colum instances in
this roww |l have nore than 128 sub-identifiers and
cannot be accessed using SNWPv1l, SNWPv2c, or SNWPv3.
I NDEX { m p6Bi ndi ngHoneAddr essType,
m p6Bi ndi ngHoneAddr ess

}
::= { mp6HaCounterTable 1 }

M p6HaCount er Entry 1 = SEQUENCE {
m p6HaBURequest sAccept ed Count er 32,
m p6HaBURequest sDeni ed Count er 32,
m p6HaBCEnt r yCr eati onTi ne Dat eAndTi e,
m p6HaBUAccept edTi ne Dat eAndTi e,
m p6HaBURej ect i onTi me Dat eAndTi e,
m p6HaRecent BURej ect i onCode M p6BURequest Rej ect i onCode,
m p6HaCt r Di sconti nui tyTi nme Ti meSt anp
}
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nm p6HaBURequest sAccept ed OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Total nunber of service requests for the nobile node
accepted by the honme agent.
Di scontinuities in the value of this counter can
occur at re-initialization of the nanagement system
and at other tinmes as indicated by the val ue of
m p6HaCt r Di sconti nui tyTi me.

::= { mp6HaCounterEntry 1 }

m p6HaBURequest sDeni ed OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"Total nunber of service requests for the nobile node
rejected by the hone agent.
Di scontinuities in the value of this counter can
occur at re-initialization of the managenent system
and at other tinmes as indicated by the val ue of
m p6HaCt r Di sconti nui tyTi nme.

::= { mp6HaCounterEntry 2 }

m p6HaBCEnt r yCr eati onTi e OBJECT- TYPE
SYNTAX Dat eAndTi me
UNI'TS "seconds"
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The tinme when the current Binding Cache entry was
created for the nobil e node.

::={ mp6HaCounterEntry 3 }

m p6HaBUAccept edTi ne  OBJECT- TYPE
SYNTAX Dat eAndTi ne
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The tine at which the | ast Binding Update was
accepted by the home agent for this nobile node.

;.= { mp6HaCounterEntry 4 }
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m p6HaBURej ecti onTi ne OBJECT- TYPE

SYNTAX Dat eAndTi ne
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The tine at which the | ast Binding Update was
rejected by the hone agent for this nobile node.
If there have been no rejections, then this object
wi Il be inaccessible.

::= { mp6HaCounterEntry 5 }

m p6HaRecent BURej ecti onCode OBJECT- TYPE

SYNTAX M p6BURequest Rej ect i onCode
MAX- ACCESS read-only

STATUS current

DESCRI PTI ON

"I'f a Binding Acknow edgnment is sent to the nobile
node, this is the status code (> 128) that is
returned in the Binding Acknow edgment.

In case a Binding Acknow edgrment is not sent to the
nobil e node, then this will be the value of the
status code that corresponds to the reason of the
rej ection.

If there have been no rejections, then this object
wi Il be inaccessible.

::= { mp6HaCounterEntry 6 }

m p6HaCt r Di sconti nui tyTi me OBJECT- TYPE

SYNTAX Ti meSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue of sysUpTime on the npst recent occasion

at which any one or nore of counters in this row,
viz., instances of 'm p6HaBURequest sAccepted’ and

"' m p6HaBURequest sRej ected’, suffered a discontinuity.
If no such discontinuities have occurred since the
last re-initialization of the |ocal nanagenent
subsystem then this object will have a zero val ue.

::= { mp6HaCounterEntry 7 }

-- Home Agent List Table
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m p6HaLi st Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF M p6HalLi stEntry
MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON

"This table npdels the Hone Agents List that contains
the list of all routers that are acting as hone
agents on each of the interfaces on which the hone
agent service is offered by this router.

REFERENCE
"RFC 3775 : Section 10.1"
.= { mp6HaAdvertisenent 4 }

mi p6Hali stEntry OBJECT- TYPE

SYNTAX M p6HaLi st Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

“Informati on about a router that is offering hone
agent servi ce.

The instances of the columar objects in this entry
pertain to an interface for a particul ar val ue of
m p6HaLi nkLocal Addr essType and

m p6HaLi nkLocal Address. The interface is uniquely
identified by its ipv6lnterfacel flndex. The sane
i pv6l nterfacel flndex object is used in conjunction
with the m p6HalLi nkLocal AddressType and

m p6HaLi nkLocal Address to uniquely identify

i nstances of the colummar objects of this row

| npl enentors need to be aware that if the tota

nunber of octets in m p6HaLi nkLocal Address

exceeds 112, then O Ds of colunm instances in

this roww Il have nore than 128 sub-identifiers and

cannot be accessed using SNWPvl, SNWPv2c, or SNWPv3.
INDEX { ipv6lnterfacelflndex, n p6HaLi nkLocal AddressType,

m p6HalLi nkLocal Addr ess }

::={ mp6HaListTable 1 }

M p6HaLi st Entry 1 = SEQUENCE {
m p6HaLi nkLocal Addr essType | net Addr essType,
m p6HaLi nkLocal Addr ess | net Addr ess,
nm p6HaPr ef er ence I nt eger 32,
m p6HaRecvLi f eTi ne Gauge32,
m p6HaRecvTi meSt anp Dat eAndTi me
}
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m p6HaLi nkLocal Addr essType OBJECT- TYPE

SYNTAX | net Addr essType

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The address type for the |link-1ocal address
of the hone agent that foll ows.

REFERENCE
"RFC 3775 : Section 10.1"

::={ mp6HaListEntry 1 }

m p6HaLi nkLocal Address OBJECT- TYPE

SYNTAX | net Addr ess
MAX- ACCESS not-accessi bl e
STATUS current
DESCRI PTI ON
"The link | ocal address of the hone agent.

2006

The type of the address represented by this object

is specified by the correspondi ng
m p6HaLi nkLocal Addr essType obj ect.
REFERENCE
"RFC 3775 : Section 10.1"
::={ mp6HaListEntry 2 }

nm p6HaPr ef er ence OBJECT- TYPE

SYNTAX I nt eger 32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The preference value of this home agent.
Hi gher values indicate a nore preferable home
agent. The preference value is obtained from
the preference field of the received Router
Adverti senent.
REFERENCE
"RFC 3775 : Section 10.1"
::={ mp6HaLi stEntry 3 }
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m p6HaRecvLi f eTi ne OBJECT- TYPE
SYNTAX Gauge32
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The lifetime for this hone agent.
REFERENCE
"RFC 3775 : Section 10.1"
::={ mp6HaLi stEntry 4 }

m p6HaRecvTi meStanp OBJECT- TYPE
SYNTAX Dat eAndTi me
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The tinme when the home agent advertisement was
received.

::={ mp6HaListEntry 5 }

-- The list of global addresses of a home agent in the
-- home agent |i st

m p6Had Addr Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF M p6HaG Addr Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"This table contains the gl obal addresses of the hone
agents in the Home Agents List.

REFERENCE

"RFC 3775 : Section 10.1"
.= { mp6HaAdvertisenent 5 }
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m p6Had AddrEntry OBJECT- TYPE

SYNTAX

M p6Had Addr Entry

MAX- ACCESS not-accessi bl e

STATUS

current

DESCRI PTI ON

I NDEX

A gl obal address for a hone agent in the Home Agents
Li st.

The instances of the columar objects in this entry
pertain to an interface for a particul ar val ue of

m p6HaLi nkLocal Addr essType, m p6HaLi nkLocal Addr ess
and m p6HaGaAddr SegNo.

The m p6HaGaAddr SeqNo obj ect is used to distinguish
between nmultiple instances of the hone agent gl oba
addresses on the sane interface for the sane set of
m p6HalLi nkLocal Addr essType, m p6HaLi nkLocal Address,
val ues.

There is no upper-bound on the maxi mum nunber of

gl obal addresses on an interface but, for practica
pur poses, the upper-bound of the value

m p6HaGaAddr SeqNo is set to 1024.

The interface is uniquely identified by its

i pv6l nterfacel flndex. The same ipv6lnterfacelflndex
object is used in conjunction with the

m p6HaLi nkLocal Addr essType, m p6HaLi nkLocal Address,
and m p6HaGaAddr SeqNo to uni quely identify instances
of the columar objects of this row.

| mpl ementors need to be aware that if the tota
nunber of octets in m p6HaLi nkLocal Address

exceeds 111, then O Ds of colum instances in

this row will have nore than 128 sub-identifiers and
cannot be accessed using SNWPv1l, SNWPv2c, or SNWPv3.

{ ipv6lnterfacel fl ndex, m p6HaLi nkLocal Addr essType,
m p6HaLi nkLocal Addr ess, m p6HaGaAddr SeqNo }

;.= { m p6Had Addr Table 1 }

M p6Had Addr Entry 1 = SEQUENCE {
m p6HaGaAddr SegNo I nt eger 32,
m p6HaGad obal Addr essType | net Addr essType,
m p6HaGad obal Addr ess I net Addr ess

}

Keeni, et al.
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m p6HaGaAddr SeqNo OBJECT- TYPE

SYNTAX I nteger32 (1..1024)
MAX- ACCESS not-accessi bl e
STATUS current

DESCRI PTI ON

"The index that along with ipv6lnterfacel flndex,
m p6HaLi nkLocal Addr essType, and
m p6HaLi nkLocal Address uni quely identifies this row.

REFERENCE
"RFC 3775 : Section 10.1"
;.= { mp6Had AddrEntry 1 }

m p6HaGad obal AddressType OBJECT- TYPE
SYNTAX | net Addr essType
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The address type for the gl obal address of the
hone agent that foll ows.

::={ mp6Had AddrEntry 2 }

m p6HaGad obal Address OBJECT- TYPE
SYNTAX | net Addr ess
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"A gl obal address of the honme agent.

The type of the address represented by this object
is specified by the correspondi ng
m p6HaGad obal Addr essType obj ect .

::={ mp6Had AddrEntry 3 }

-- Notifications
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m p6MhRegi st er ed NOTI FI CATI ON- TYPE
OBJECTS {
m p6Bi ndi ngTi meRegi st er ed,
m p6Bi ndi ngCOAType,
m p6Bi ndi ngCOA

}
STATUS current
DESCRI PTI ON
"This notification is sent by a home agent when
a nobile node registers with the home agent
for the first tine.

Notifications will not be sent for subsequent
updat es and/ or refreshes.
The MO instances in the notifications will be

identified by the m p6Bi ndi ngHoneAddr essType
and m p6Bi ndi ngHoneAddress for the nobil e node
in the m p6Bi ndi ngCacheTabl e.
REFERENCE
"RFC 3775 : Section 10.3.1"
::={ mp6Notifications 1 }

m p6MhDeRegi st er ed NOTI FI CATI ON- TYPE
OBJECTS {
m p6Bi ndi ngTi neRegi st ered,
m p6Bi ndi ngCOAType,
m p6Bi ndi ngCOA

}
STATUS current
DESCRI PTI ON
"This notification is sent by a hone agent every
time a nobile node de-registers with the hone
agent by sending a Binding Update that requests
the hone agent to delete a binding.
The MO instances in the notifications will be
identified by the m p6Bi ndi ngHoneAddr essType
and m p6Bi ndi ngHoneAddress for the nobil e node
in the m p6Bi ndi ngCacheTabl e.
REFERENCE
"RFC 3775 : Section 10.3.2"
;.= { mp6Notifications 2 }

2006
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m p6MhCOAChanged NOTI FI CATI ON- TYPE
OBJECTS {
m p6Bi ndi ngTi meRegi st er ed,
m p6Bi ndi ngCOAType,
m p6Bi ndi ngCOA

}
STATUS current
DESCRI PTI ON
"This notification is sent by a home agent every
time a nobile node sends a Binding Update with
a new care-of address (for an existing Binding
Cache entry).

Notifications will not be sent for subsequent
updat es and/or refreshes for the sanme Care- of
addr ess.

The registration of a new care-of address my
i ndicate that the nobile node has noved or that
the primary care-of address of the npbile node
has becone deprecat ed.
The MO instances in the notifications will be
identified by the m p6Bi ndi ngHoneAddr essType
and m p6Bi ndi ngHoneAddr ess for the nobil e node
in the m p6Bi ndi ngCacheTabl e.
REFERENCE
"RFC 3775 : Section 11.5.2, 11.7.1"
::={ mp6Notifications 3}

m p6MhBi ndi ngExpi r edAt HA NOTI FI CATI ON- TYPE
OBJECTS {
m p6Bi ndi ngTi neRegi st ered,
m p6Bi ndi ngCOAType,
m p6Bi ndi ngCOA

}
STATUS current
DESCRI PTI ON
"This notification is sent by a honme agent when a
bi nding for the nobile node at the home agent
expired (no tinmely Binding Updates were received).
The MO instances in the notifications will be
identified by the m p6Bi ndi ngHoneAddr essType
and m p6Bi ndi ngHoneAddress for the nohbil e node
in the m p6Bi ndi ngCacheTabl e.
REFERENCE
"RFC 3775 : Section 10.3.2"
2= { mp6Notifications 4 }
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m p6MhBi ndi ngExpi r edAt CN NOTI FI CATI ON- TYPE
OBJECTS {
m p6Bi ndi ngTi meRegi st er ed,
m p6Bi ndi ngCOAType,
m p6Bi ndi ngCOA

}

STATUS current

DESCRI PTI ON
"This notification is sent by a correspondent node
when a binding for the nobile node at the
correspondent node expired (no tinely Binding
Updates were received).
The MO instances in the notifications will be
identified by the m p6Bi ndi ngHoneAddr essType
and mi p6Bi ndi ngHonmeAddr ess for the nobile node
in the m p6Bi ndi ngCacheTabl e.

;.= { mp6Notifications 5 }
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-- Conformance information
m p6G oups OBJECT | DENTI FI ER ::
m p6Conpl i ances OBJECT | DENTI FI ER ::

{ m p6Conformance 1 }
{ m p6Conformance 2 }

-- Units of confornmance
m p6Syst enGr oup OBJECT- GROUP
OBJECTS {
m p6Capabilities,
nm p6St at us

STATUS current
DESCRI PTI ON
" A collection of objects for basic MPv6
noni toring."
c:={ mp6Goups 1}

m p6Bi ndi ngCacheG oup OBJECT- GROUP
OBJECTS {
m p6Bi ndi ngCOAType,
m p6Bi ndi ngCOA,
m p6Bi ndi ngTi meRegi st er ed,
m p6Bi ndi ngTi neG ant ed,
m p6Bi ndi ngTi mreRemai ni ng,
m p6Bi ndi ngMaxSeq,
m p6Bi ndi ngHoneRegn,
m p6Bi ndi ngUsageTs,
m p6Bi ndi ngUsageCount ,
m p6Bi ndi ngAdni nSt at us

STATUS current
DESCRI PTI ON
" A collection of objects for nonitoring the
Bi ndi ng Cache.

c:={ mp6Goups 2}
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m p6Bi ndi ngHst Gr oup OBJECT- GROUP
OBJECTS {

m p6Bi ndi ngHst COAType,
m p6Bi ndi ngHst COA,
m p6Bi ndi ngHst Ti meRegi st ered,
m p6Bi ndi ngHst Ti meExpi red,
m p6Bi ndi ngHst HomeRegn,
nm p6Bi ndi ngHst UsageTs,
m p6Bi ndi ngHst UsageCount

STATUS current
DESCRI PTI ON
" A collection of objects for nonitoring the
Bi nding Hi story. This can be used to nonitor
the nmovenent of the nobile node.

2= { mp6Goups 3}

m p6Total Traf fi cG oup OBJECT- GROUP
OBJECTS {
m p6l nCct et s,
m p6HCI nCct et s,
m p6l nPkt s,
m p6HCI nPkt s,
m p6Qut Cctet s,
nm p6HCQuUt Cct et s,
m p6Qut Pkt s,
m p6HCQut Pkt s,
m p6Count er Di sconti nui tyTi ne

STATUS current
DESCRI PTI ON
" A collection of objects for nonitoring the
total MPv6 traffic.

.= { mp6Goups 4}

2006

et al. St andards Track [ Page 80]



RFC 4295 MCBI LEI PV6- M B Apri |

m p6NodeTr af fi cG oup OBJECT- GROUP
OBJECTS {
m p6Nodel nCct et s,
m p6HCNodel nCct et s,
m p6Nodel nPkt s,
m p6HCNodel nPkt s,
m p6NodeCQut Cct et s,
m p6HCNodeCQut Cct et s,
nm p6NodeQut Pkt s,
m p6HCNodeCQut Pkt s,
m p6NodeCtr Di sconti nuityTi ne

STATUS current
DESCRI PTI ON
" A collection of objects for nonitoring the
M Pv6 traffic due to a nobile node.

.= { mp6Goups 5}

m p6MhSyst en oup OBJECT- GROUP
OBJECTS {
m p6MhHoneAddr essSt at e

STATUS current
DESCRI PTI ON
" A collection of objects for basic nonitoring
of the nobile node.

c:={ mp6Goups 6 }

m p6MhConf Gr oup OBJECT- GROUP
OBJECTS {

nm p6MhDi scover yRequest s,
m p6MhDi scover yRepl i es,
m p6MhDi scover yTi meout s,
m p6MhPrefi xSolicitationsSent,
m p6MhPr ef i xAdvsRecd,
m p6MhPr ef i xAdvsl gnor ed,
nm p6MhMovedToFN,
m p6MhMovedToHN

STATUS current
DESCRI PTI ON
" A collection of objects for nonitoring
the advertisenent-related info on the
nobi | e node.

o= { mp6Goups 7}

2006
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m p6MhRegi strati onG oup OBJECT- GROUP

OBJECTS {

m p6hBLCOAType,

m p6MBLCOA,

m p6MhBLLi f eTi meRequest ed,
m p6MhBLLi f eTi meGr ant ed,

m p6MhBLMaxSeq,

m p6MhBLTi neSent ,

m p6MhBLAccept ed,

m p6MhBLAccept edTi ne,

m p6MhBLRet r ansmi ssi ons,
m p6MhBLDont SendBUFI ag,

Bi ndi ng Updat e Li st

m p6MhMobi | i t yMessagesSent ,
m p6MhMobi | i t yMessagesRecd,
m p6MhBUs ToHA,

m p6MhBUAcksFr onHA,

nm p6MhBUsToCN,

nm p6MhBUAcksFr ontCN,

m p6MhBi ndi ngEr r or sFr omCN,
m p6Mhl CVPEr r or sRecd,

m p6MhBRRequest sRecd

STATUS current
DESCRI PTI ON

A collection of objects for

noni t ori ng

April 2006

the registration statistics for the nobile node.

.= { mp6Goups 8}

et al.
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nm p6CnSt at sGroup OBJECT- GROUP
OBJECTS {

nm p6CnBURequest sAccept ed,
m p6CnBURequest sRej ect ed,
m p6CnBCENnt r yCr eat i onTi ne,
m p6CnBUAccept edTi ne,
m p6CnBURej ect i onTi ne,
nm p6CnBURej ect i onCode,
m p6CnCtr Di sconti nui tyTi ne

STATUS current
DESCRI PTI ON
" A collection of objects for nonitoring
the control nessages and correspondi ng
statistics for each nobile node
conmuni cating with the correspondent
node.

= { mp6Goups 9}

nm p6HaSyst enx oup OBJECT- GROUP
OBJECTS {
m p6HaAdvsRecd,
m p6HaAdvsSent ,
m p6HaAdvPr ef er ence,
m p6HaAdvLi feti ne,
nm p6HaPr ef i xAdv,
m p6HaPr ef i xSol i citati on,
m p6HaMCast Ct | MsgSupport

STATUS current
DESCRI PTI ON
" A collection of objects for nonitoring
the advertisenent-rel ated parameters and
statistics for the home agent.

::={ mp6Goups 10 }

et al. St andards Track

April 2006

[ Page 83]



RFC 4295 MCBI LEI PV6- M B

m p6HaLi st Gr oup OBJECT- GROUP
OBJECTS {
nm p6HaPr ef er ence,
m p6HaRecvlLi f eTi e,
m p6HaRecvTi meSt anp,
m p6HaGad obal Addr essType,
m p6HaGad obal Addr ess

STATUS current
DESCRI PTI ON
" A collection of objects for nonitoring
the Home Agent List on the hone agent.

o= { mp6Goups 11 }

m p6HaSt at sG oup OBJECT- GROUP
OBJECTS {

m p6HaBURequest sAccept ed,
nm p6HaBURequest sDeni ed,
m p6HaBCEnt r yCr eat i onTi ne,
m p6HaBUAccept edTi e,
m p6HaBURej ect i onTi e,
m p6HaRecent BURej ect i onCode,
m p6HaCt r Di sconti nui tyTi nme

STATUS current
DESCRI PTI ON
" A collection of objects for nonitoring

registration-related statistics on the hone

o= { mp6Goups 12 }

Keeni, et al. St andards Track
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m p6Cnd obal St at sG oup OBJECT- GROUP

OBJECTS {

m p6CnHoneTest | nit sRecd,

m p6CnHoneTest sSent

m p6CnCar e Test | ni t sRecd,

m p6CnCar er Test sSent ,

nm p6CnBUsRecd,

m p6CnBUAcksSent ,

m p6CnBRs Sent ,

m p6CnBi ndi ngErrors,

m p6CnBUsAccept ed,

m p6CnBUsRej ect ed,

m p6CnReasonUnspeci fi ed,

m p6Cnl nsuf fi ci ent Resource,

nm p6CnHonmeRegnNot Support ed,

m p6CnSeqgNumnber Cut O W ndow,

m p6CnExpi r edHoneNoncel ndex,
m p6CnExpi r edCar e Noncel ndex,
m p6CnExpi r edNonce,

m p6CnRegTypeChangeDi sal | owed

STATUS current
DESCRI PTI ON
" A collection of objects for nonitoring

advertisenent and registration statistics on
a correspondent node.

::={ mp6Goups 13 }

et al.
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m p6Had obal St at sG oup OBJECT- GROUP
OBJECTS {

m p6HaHoneTest | ni t sRecd,
m p6HaHonmeTest sSent ,
m p6HaBUsRecd,
m p6HaBUAcksSent ,
m p6HaBRAdvi ceSent ,
m p6HaBUs Accept ed,
nm p6HaPr ef Di scover Reqd,
m p6HaReasonUnspeci fi ed,
m p6HaAdnPr ohi bi t ed,
m p6Hal nsuf fi ci ent Resource,
nm p6HaHomeRegnNot Support ed,
nm p6HaNot HomeSubnet ,
nm p6HaNot HormeAgent For Thi sIVN,
m p6HaDupAddr Det ect i onFai | ed,
m p6HaSeqgNumnber Qut O W ndow,
m p6HaExpi r edHoneNoncel ndex,
m p6HaRegTypeChangeDi sal | owed

STATUS current
DESCRI PTI ON
" A collection of objects for nonitoring
advertisenent and registration statistics on
a hone agent.

c:={ mp6Goups 14 }

m p6Bi ndi ngCacheCt | Group OBJECT- GROUP
OBJECTS {
m p6Bi ndi ngAdni nSt at us

STATUS current
DESCRI PTI ON
"A collection of objects for controlling the
Bi ndi ng Cache.

::={ mp6Goups 15 }

et al. St andards Track [ Page
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m p6Noti ficati onG oup NOTI FI CATI ON- GROUP
NOTI FI CATI ONS {
nm p6MhRegi st er ed,
m p6MhDeRegi st er ed,
m p6MhCOAChanged,
m p6MhBi ndi ngExpi r edAt HA,
m p6MhBi ndi ngExpi r edAt CN

STATUS current

DESCRI PTI ON
"A collection of notifications froma honme agent
or correspondent node to the Manager about the
status of a nobile node.

::={ mp6Goups 16 }

-- Conpliance statenents
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nm p6Cor eConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON

"The conpliance statement for SNMP entities
that inplenment the MOBILEI PV6- M B.

MODULE -- this nodul e

MANDATORY- GROUPS { mi p6Syst entsroup }

::={ mp6Conpliances 1}

m p6Conpl i ance2 MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON

"The conpliance statement for SNWP entities
that inplement the MOBILElI PV6-M B and support
noni toring of the Binding Cache and the Tot al
Traffic.

2006

There are a nunber of | NDEX objects that cannot be
represented in the formof OBJECT clauses in SMv2,

but for which there are conpliance requirenents,

expressed in OBJECT clause formin this description:

-- OBJECT m p6Bi ndi ngHoneAddr essType
- - SYNTAX | net Addr essType { ipv6(2) }
-- DESCRI PTI ON

-- This M B nodul e requires support for gl obal
-- i pv6 addresses for the m p6Bi ndi ngHoneAddr ess

-- obj ect.
-- OBJECT m p6Bi ndi ngHomeAddr ess
- - SYNTAX | net Address (SI ZE(16))
- - DESCRI PTI ON

-- This M B nodul e requires support for gl obal
-- i pv6 addresses for the m p6Bi ndi ngHoneAddr ess

-- obj ect .

MODULE -- this nodul e

et al.

MANDATORY- GROUPS { mi p6Syst ents oup,
m p6Bi ndi ngCacheG oup,
m p6Tot al Traf fi cG oup

}
{ m p6Conpliances 2 }

St andards Track [ Page 88]



RFC 4295

Keeni ,

MCBI LEI PV6- M B April 2006

m p6Conpl i ance3 MODULE- COVPLI ANCE

current

DESCRI PTI ON

"The conpliance statement for SNMP entities

that inplenment the MOBILElI PV6-M B and

support monitoring of the Binding Cache,

the Binding History, the total traffic, and

the nobile node-wide traffic.

There are a nunber of | NDEX objects that cannot be
represented in the formof OBJECT clauses in SMv2,
but for which there are conpliance requirenents,
expressed in OBJECT clause formin this description:

STATUS

MCDULE

OBJECT m p6Bi ndi ngHoneAddr essType

SYNTAX | net Addr essType { ipv6(2) }

DESCRI PTI ON
This M B nodul e requires support for gl obal
i pv6 addresses for the m p6Bi ndi ngHoneAddr ess
obj ect.

OBJECT m p6Bi ndi ngHomeAddr ess

SYNTAX | net Address (Sl ZE(16))

DESCRI PTI ON
This M B nodul e requires support for gl obal
i pv6 addresses for the m p6Bi ndi ngHoneAddr ess
obj ect.

OBJECT nm p6Bi ndi ngHst HomeAddr essType
SYNTAX | net Addr essType { ipv6(2) }
DESCRI PTI ON
This M B nobdul e requires support for gl obal
i pv6 addresses for the
m p6Bi ndi ngHst HomeAddr ess obj ect .

OBJECT m p6Bi ndi ngHst HomeAddr ess

SYNTAX I net Addr ess (Sl ZE(16))

DESCRI PTI ON
This M B nobdul e requires support for gl obal
i pv6 addresses for the
m p6Bi ndi ngHst HoneAddr ess obj ect .

this nodul e

MANDATORY- GROUPS { mi p6Syst entar oup,

et al.

nm p6Bi ndi ngCacheG oup,
m p6Bi ndi ngHst Gr oup,
m p6Tot al Traf fi cG oup,
m p6NodeTr af fi cG oup
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;.= { mp6Conpliances 3}

m p6Cor eReadOnl yConpl i ance MODULE- COVPLI ANCE

STATUS current
DESCRI PTI ON
"The conpliance statenment for SNWP entities
that inplenment the MOBILElI PV6-M B wi t hout support
for read-wite (i.e., in read-only node).
MODULE -- this nodul e
MANDATORY- GROUPS { mi p6Syst entar oup }
OBJECT m p6St at us
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”

::={ mp6Conpliances 4 }

m p6ReadOnl yConpl i ance2 MODULE- COVPLI ANCE

current

DESCRI PTI ON

"The conpliance statenment for SNVWP entities

that inplenment the MOBILEI PV6-M B wi t hout support

STATUS

et al.

for

read-write (i.e., in read-only node) and

support monitoring of the Binding Cache and Tota
Traffic.

There are a nunber of | NDEX objects that cannot be
represented in the formof OBJECT clauses in SMv2,
but for which there are conpliance requirenents,
expressed in OBJECT clause formin this description

OBJECT nm p6Bi ndi ngHoneAddr essType
SYNTAX | net Addr essType { ipv6(2) }
DESCRI PTI ON
This M B nodul e requires support for globa
i pv6 addresses for the m p6Bi ndi ngHoneAddr ess
obj ect.

OBJECT m p6Bi ndi ngHoneAddr ess

SYNTAX I net Addr ess (Sl ZE(16))

DESCRI PTI ON
This M B nodul e requires support for globa
i pv6 addresses for the m p6Bi ndi ngHoneAddr ess
obj ect .

this nodul e
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M N- ACCESS
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OBJECT
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M N- ACCESS
DESCRI PTI ON

"Wi
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MANDATORY- GROUPS { mi p6Syst entar oup,

nm p6Bi ndi ngCacheG oup,
m p6Tot al Traffi cG oup

m p6St at us
read-only

te access is not required."”

m p6Bi ndi ngAdni nSt at us
read-only

te access is not required."

::={ mp6Conpliances 5 }

m p6ReadOnl yConpl i ance3 MODULE- COVPLI ANCE

STATUS

cur

rent

DESCRI PTI ON
"The conpliance statement for SNWP entities
that inplenment the MOBILElI PV6-M B wi t hout support

et al.

for

read-write (i.e., in read-only node) and support

noni toring of the Binding Cache, the Binding H story,
the total traffic, and the nobile node-wi de traffic.
There are a nunber of | NDEX objects that cannot be
represented in the formof OBJECT clauses in SMv2,

but

for which there are conpliance requirenents,

expressed in OBJECT clause formin this description:

OBJECT m p6Bi ndi ngHoneAddr essType

SYNTAX I net Addr essType { ipv6(2) }

DESCRI PTI ON
This M B nobdul e requires support for gl obal
i pv6 addresses for the m p6Bi ndi ngHoneAddr ess
obj ect.

OBJECT m p6Bi ndi ngHoneAddr ess

SYNTAX | net Address (Sl ZE(16))

DESCRI PTI ON
This M B nodul e requires support for gl obal
i pv6 addresses for the m p6Bi ndi ngHoneAddr ess
obj ect.

OBJECT m p6Bi ndi ngHst HomeAddr essType
SYNTAX | net AddressType { ipv6(2) }
DESCRI PTI ON
This M B nodul e requires support for gl obal
i pv6 addresses for the
m p6Bi ndi ngHst HomeAddr ess obj ect .
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OBJECT m p6Bi ndi ngHst HomeAddr ess

SYNTAX | net Address (S| ZE(16))

DESCRI PTI ON
This M B nodul e requires support for gl obal
i pv6 addresses for the
m p6Bi ndi ngHst HomeAddr ess obj ect .

this nodul e

MANDATORY- GROUPS { mi p6Syst ents oup,

OBJECT

M N- ACCESS

m p6Bi ndi ngCacheG oup,
m p6Bi ndi ngHst Gr oup,
m p6Total Traf fi cG oup,
nm p6NodeTr af fi cG oup
}
m p6St at us
read-only

DESCRI PTI ON
"Wite access is not required."

OBJECT

M N- ACCESS

m p6Bi ndi ngAdmni nSt at us
read-only

DESCRI PTI ON
"Wite access is not required."
;.= { mp6Conpliances 6 }

m p6MhCor eConpl i ance MODULE- COVPLI ANCE
current
DESCRI PTI ON
"The conpliance statenment for SNVWP entities

that inplenment the MOBILElI PV6-M B and

support nonitoring of the basic nobile node
functionality.

There are a nunber of | NDEX objects that cannot be
represented in the formof OBJECT clauses in SMv2,
but for which there are conpliance requirenents,
expressed in OBJECT clause formin this description:

STATUS

et al.

OBJECT m p6MhHoneAddr essType

SYNTAX | net Addr essType { ipv6(2) }

DESCRI PTI ON
This M B nodul e requires support for gl obal
i pv6 addresses for the m p6MHoneAddress
obj ect.

OBJECT m p6MhHoneAddr ess
SYNTAX | net Addr ess (Sl ZE(16))
DESCRI PTI ON
This M B nobdul e requires support for gl obal
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MODUL E
MANDATORY- GROUPS { i p6MhSyst eny oup

MCBI LEI PV6- M B Apri

-- i pv6 addresses for the m p6MHoneAddress
-- obj ect.

-- this nodul e

}
::={ mp6Conpliances 7 }

m p6MhConpl i ance2 MODULE- COVPLI ANCE

2006

STATUS current
DESCRI PTI ON

"The conpliance statenment for SNWP entities

that inplenment the MOBILElI PV6-M B and

support monitoring of the nobile node
functionality specifically the Di scovery- and

Regi stration-rel ated statistics,

There are a nunber of | NDEX objects that cannot be
represented in the formof OBJECT clauses in SMv2,
but for which there are conpliance requirenents,
expressed in OBJECT clause formin this description
-- OBJECT m p6MhHoneAddr essType

- - SYNTAX I net Addr essType { ipv6(2) }

-- DESCRI PTI ON

-- This M B nodul e requires support for globa
-- i pv6 addresses for the m p6MHoneAddress

-- obj ect.

-- OBJECT m p6MhHonmeAddr ess

- - SYNTAX | net Address (Sl ZE(16))

-- DESCRI PTI ON

-- This M B nodul e requires support for gl oba
-- i pv6 addresses for the m p6MiHomeAddr ess

-- obj ect.

-- OBJECT m p6MhBLNodeAddr essType

- - SYNTAX | net Addr essType { ipv6(2) }

-- DESCRI PTI ON

-- This M B nodul e requires support for gl oba
-- i pv6 addresses for the m p6MiBLNodeAddress
-- obj ect .

-- OBJECT nm p6MhBLNodeAddr ess

- - SYNTAX | net Address (S| ZE(16))

-- DESCRI PTI ON

-- This M B nodul e requires support for globa
-- i pv6 addresses for the m p6MiBLNodeAddress
-- obj ect.
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MODULE -- this nodul e

MANDATORY- GROUPS { m p6MhSyst enG oup,
m p6MhConf G oup,
m p6MhRegi strati onG oup,
m p6Total Traf fi cG oup

}
::= { mp6Conpliances 8 }

m p6CnCor eConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON

"The conpliance statenment for SNVP entities
that inplenment the MOBILElI PV6-M B and
support monitoring of the basic correspondent node
functionality.

MODULE -- this nodul e

MANDATORY- GROUPS { mni p6Cnd obal St at sG oup,
m p6Tot al Traffi cG oup

}
::={ m p6Conpliances 9 }

m p6CnConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON

et al.

"The conpliance statement for SNMP entities

that inplenment the MOBILElI PV6-M B and

support monitoring of the basic correspondent node
functionality.

There are a nunber of | NDEX objects that cannot be
represented in the formof OBJECT clauses in SMv2,
but for which there are conpliance requirenents,
expressed in OBJECT clause formin this description:

-- OBJECT m p6Bi ndi ngHoneAddr essType
- - SYNTAX | net Addr essType { ipv6(2) }
- - DESCRI PTI ON

-- This M B nodul e requires support for gl obal
-- i pv6 addresses for the m p6Bi ndi ngHoneAddr ess

-- obj ect .
-- OBJECT m p6Bi ndi ngHoneAddr ess
- - SYNTAX | net Address (S| ZE(16))
-- DESCRI PTI ON

-- This M B nodul e requires support for gl obal
-- i pv6 addresses for the m p6Bi ndi ngHoneAddr ess
-- obj ect.
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MODULE -- this nodul e

MANDATORY- GROUPS { mi p6Cnd obal St at sG oup,
m p6CnSt at sG oup,
m p6Tot al Traf fi cG oup

}

;.= { mp6Conpliances 10 }

m p6HaCor eConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON

"The conpliance statenment for SNVP entities
that inplenment the MOBILElI PV6-M B and
support monitoring of the basic home agent
functionality.

MODULE -- this nodul e

MANDATORY- GROUPS { i p6HaSyst eny oup
}

::={ mp6Conpliances 11 }

m p6HaConpl i ance2 MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON

et al.

"The conpliance statement for SNWP entities

that inplenment the MOBILElI PV6-M B and

support monitoring of the home agent

functionality specifically the Home Agent Li st

and the hone-agent-registration-related statistics,
There are a nunber of | NDEX objects that cannot be
represented in the formof OBJECT clauses in SMv2,
but for which there are conpliance requirenents,
expressed in OBJECT clause formin this description:

-- OBJECT m p6Bi ndi ngHoneAddr essType
- - SYNTAX I net Addr essType { ipv6(2) }
-- DESCRI PTI ON

-- This M B nobdul e requires support for gl obal
-- i pv6 addresses for the m p6Bi ndi ngHoneAddr ess

-- obj ect.
-- OBJECT m p6Bi ndi ngHoneAddr ess
- - SYNTAX | net Address (Sl ZE(16))
-- DESCRI PTI ON

-- This M B nodul e requires support for gl obal
-- i pv6 addresses for the m p6Bi ndi ngHoneAddr ess
-- obj ect.

-- OBJECT m p6HaLi nkLocal Addr essType
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- - SYNTAX | net Addr essType { ipv6z(4) }

-- DESCRI PTI ON

-- This M B nodul e requires support for |ocal

-- i pv6 addresses for the m p6HaLi nkLocal Addr ess

-- obj ect .
-- OBJECT m p6HaLi nkLocal Addr ess
- - SYNTAX | net Addr ess (Sl ZE(20))
-- DESCRI PTI ON

-- This M B nodul e requires support for |ocal
-- i pv6 addresses for the m p6HaLi nkLocal Addr ess
-- obj ect.

MODULE -- this nodul e

MANDATORY- GROUPS { m p6HaSyst enG oup,
m p6HaLi st G oup,
m p6HaSt at sGr oup,
nm p6Had obal St at sG oup,
m p6Total Traf fi cG oup

}
::={ mp6Conpliances 12 }

m p6HaConpl i ance3 MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON

et al.

"The conpliance statement for SNWP entities
that inplement the MOBILElI PV6-M B and
support monitoring and control of the hone agent
functionality specifically the Honme Agent Li st
and the hone-agent-regi stration-rel ated statistics,

There are a nunber of | NDEX objects that cannot be
represented in the formof OBJECT clauses in SMv2,
but for which there are conpliance requirenents,
expressed in OBJECT clause formin this description:

-- OBJECT m p6Bi ndi ngHoneAddr essType
- - SYNTAX | net Addr essType { ipv6(2) }
-- DESCRI PTI ON

-- This M B nodul e requires support for gl obal
-- i pv6 addresses for the m p6Bi ndi ngHoneAddr ess

-- obj ect.
-- OBJECT m p6Bi ndi ngHoneAddr ess
- - SYNTAX | net Addr ess (Sl ZE(16))
-- DESCRI PTI ON

-- This M B nodul e requires support for gl obal
-- i pv6 addresses for the m p6Bi ndi ngHoneAddr ess
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-- obj ect.

-- OBJECT m p6HalLi nkLocal Addr essType
- - SYNTAX | net Addr essType { ipv6z(4) }
-- DESCRI PTI ON

-- This M B nodul e requires support for |ocal
-- i pv6 addresses for the m p6HaLi nkLocal Addr ess

-- obj ect.
-- OBJECT m p6HalLi nkLocal Addr ess
- - SYNTAX | net Addr ess (Sl ZE(20))
-- DESCRI PTI ON

-- This M B nodul e requires support for |ocal
-- i pv6 addresses for the m p6HaLi nkLocal Address
-- obj ect.

MODULE -- this nodule
MANDATORY- GROUPS { mi p6HaSyst enGr oup,
m p6HaLi st Gr oup,
nm p6HaSt at sG oup,
m p6Had obal St at sG oup,
m p6Bi ndi ngCacheCt | Gr oup,
m p6Total Traffi cG oup

}
::={ mp6Conpliances 13 }
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STATUS current
DESCRI PTI ON

"The conpliance statement for SNMP entities

April 2006

that inplenment the MOBILElI PV6-M B wi t hout support
for read-wite (i.e., in read-only node) and

support monitoring of the basic honme agent

functionality.

MODULE -- this nodul e
MANDATORY- GROUPS { mi p6HaSyst emGr oup

OBJECT m p6HaAdvPr ef erence
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.
OBJECT m p6HaAdvLifetine
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.
OBJECT m p6HaPr ef i xAdv
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.
OBJECT m p6HaPr efi xSolicitation
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.
OBJECT m p6HaMCast Ct | MsgSupport
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.

::={ mp6Conpliances 14 }
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m p6HaReadOnl yConpl i ance2 MODULE- COVPLI ANCE

006

n:

SS

SS

SS

SS

STATUS current
DESCRI PTI ON
"The conpliance statement for SNMP entities
that inplenment the MOBILElI PV6-M B wi t hout support
for read-wite (i.e., in read-only node) and
support monitoring of the home agent
functionality specifically the Hone Agent List
and the hone-agent-registration-rel ated statistics.
There are a nunber of | NDEX objects that cannot be
represented in the formof OBJECT clauses in SMv2
but for which there are conpliance requirenents,
expressed in OBJECT clause formin this descriptio
-- OBJECT nm p6Bi ndi ngHoneAddr essType
- - SYNTAX | net Addr essType { ipv6(2) }
-- DESCRI PTI ON
-- This M B nodul e requires support for globa
-- i pv6 addresses for the m p6Bi ndi ngHoneAddr e
-- obj ect.
-- OBJECT m p6Bi ndi ngHoneAddr ess
- - SYNTAX I net Addr ess (Sl ZE(16))
-- DESCRI PTI ON
-- This M B nodul e requires support for globa
-- i pv6 addresses for the m p6Bi ndi ngHoneAddr e
-- obj ect.
-- OBJECT m p6HaLi nkLocal Addr essType
- - SYNTAX | net Addr essType { ipv6z(4) }
-- DESCRI PTI ON
-- This M B nodul e requires support for |oca
-- i pv6 addresses for the m p6HalLi nkLocal Addre
-- obj ect.
-- OBJECT m p6HaLi nkLocal Addr ess
- - SYNTAX | net Address (Sl ZE(20))
-- DESCRI PTI ON
-- This M B nodul e requires support for |oca
-- i pv6 addresses for the m p6HaLi nkLocal Addre
-- obj ect .
MODULE -- this nodul e

MANDATORY- GROUPS { mi p6HaSyst enG oup,

Keeni, et al.

m p6Hali st G- oup,
m p6HaSt at sG oup,
m p6Had obal St at sGr oup,
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m p6Total Traf fi cG oup

}

OBJECT m p6HaAdvPr ef er ence
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.

OBJECT m p6HaAdvLifetine
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.

OBJECT m p6HaPr ef i xAdv
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.

OBJECT m p6HaPrefi xSolicitation
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.

OBJECT m p6HaMCast Ct | MsgSupport
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.

::={ m p6Conpliances 15 }

et al. St andards Track
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nm p6HaReadOnl yConpl i ance3 MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statement for SNMP entities

that inplenment the MOBILElI PV6-M B wi t hout support
for read-wite (i.e., in read-only node) and
support nmonitoring and control of the hone agent
functionality specifically the Hone Agent List
and the hone-agent-registration-related statistics,

There are a nunber of | NDEX objects that cannot be
represented in the formof OBJECT clauses in SMv2,
but for which there are conpliance requirenents,
expressed in OBJECT clause formin this description:

-- OBJECT nm p6Bi ndi ngHoneAddr essType
- - SYNTAX | net Addr essType { ipv6(2) }
-- DESCRI PTI ON

-- This M B nobdul e requires support for gl obal
-- i pv6 addresses for the m p6Bi ndi ngHoneAddr ess

-- obj ect.
-- OBJECT m p6Bi ndi ngHoneAddr ess
- - SYNTAX I net Addr ess (Sl ZE(16))
-- DESCRI PTI ON

-- This M B nbdul e requires support for gl obal
-- i pv6 addresses for the m p6Bi ndi ngHoneAddr ess

-- obj ect.

-- OBJECT m p6HaLi nkLocal Addr essType
- - SYNTAX | net Addr essType { ipv6z(4) }
-- DESCRI PTI ON

-- This M B nodul e requires support for |ocal
-- i pv6 addresses for the m p6HaLi nkLocal Address

-- obj ect.
-- OBJECT m p6HaLi nkLocal Addr ess
- - SYNTAX | net Address (Sl ZE(20))
- - DESCRI PTI ON

-- This M B nodul e requires support for |ocal
-- i pv6 addresses for the m p6HaLi nkLocal Addr ess
-- obj ect .

MODULE -- this nodul e
MANDATORY- GROUPS { mi p6HaSyst enG oup,
m p6Hali st G- oup,
m p6HaSt at sG oup,
m p6Had obal St at sGr oup,
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m p6Bi ndi ngCacheCt | Gr oup,
m p6Total Traf fi cG oup

}

OBJECT m p6HaAdvPr ef er ence
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.

OBJECT m p6HaAdvLifetinme
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.

OBJECT m p6HaPr ef i xAdv
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.

OBJECT m p6HaPrefi xSolicitation
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.

OBJECT m p6HaMCast Ct | MsgSupport
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.

OBJECT m p6Bi ndi ngAdm nSt at us
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.

::={ m p6Conpliances 16 }

STATUS current
DESCRI PTI ON

"The conpliance statement for SNMP entities
that inplenment the MOBILElI PV6-M B and
support Notification fromhonme agent or
correspondent node to managenent stations

about the npbil e node status.

April

2006

There are a nunber of | NDEX objects that cannot be
represented in the formof OBJECT clauses in SMv2,
but for which there are conpliance requirenents,
expressed in OBJECT clause formin this description:

St andards Track
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-- OBJECT m p6Bi ndi ngHoneAddr essType
- - SYNTAX | net Addr essType { ipv6(2) }
-- DESCRI PTI ON

-- This M B nodul e requires support for gl obal
-- i pv6 addresses for the m p6Bi ndi ngHoneAddr ess

-- obj ect.
-- OBJECT m p6Bi ndi ngHoneAddr ess
- - SYNTAX | net Addr ess (SI ZE(16))
-- DESCRI PTI ON

-- This M B nodul e requires support for gl obal
-- i pv6 addresses for the m p6Bi ndi ngHoneAddr ess
-- obj ect.

MODULE -- this nodul e
MANDATORY- GROUPS { mi p6Notificati onG oup

}
;.= { m p6Conpliances 17 }

END
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6. Security Considerations

There are a nunber of nanagement objects defined in this MB nodul e
with a MAX- ACCESS cl ause of read-wite. Such objects may be

consi dered sensitive or vulnerable in some network environments. The
support for SET operations in a non-secure environment w thout proper
protection can have a negative effect on network operations. These
are the tables and objects and the correspondi ng
sensitivity/vulnerability:

m p6Status: The value of this object is used to enable or
di sable the MPv6 functionality on a MPv6 entity.
Access to this MO may be abused to disrupt the
M Pv6 conmmuni cati on

m p6HaAdvPr ef erence: Access to this object may be abused to
force MNs into selecting the wong HA

m p6HaAdvLi fetine: Access to this object my be abused to set
the advertised lifetine to incorrect values. That
wi || have an adverse inpact on the M Pv6
comuni cati on.

m p6Bi ndi ngAdni nSt at us: The value of this object is used to
control the status of a Binding Cache entry.
Access to this object may be abused to deny Mbile
| Pv6 connectivity to a legitinate user or to
grant Mobile I Pv6 connectivity to an illegal user

m p6HaPr ef i xAdv: The val ue of this object indicates whether
the honme agent will send | CMP Mobile Prefix
Advertisements to the nobil e node.
Access to this object may be abused to send
unwant ed/ wong prefix information or to deny the
nobi |l e node fromreceiving i nformati on about the
changes in the home prefixes.
This may result in disruption of the Mbile | Pv6
connectivity.

m p6HaPrefi xSolicitation: The value of this object indicates
whet her the home agent should respond to | CWP
Mobile Prefix Solicitation nessages froma nobile
node. Access to this object nay be abused to deny
the nobil e node information about its hone prefix.
This may result in disruption of the Mbile |IPv6
connectivity.

m p6HaMCast Ct | MsgSupport: The val ue of this object decides
whet her the home agent shoul d process the
mul ticast group nmenbership control nessages it
recei ves from nobil e nodes. Access to this object
may be used to subvert admi nistrate policy on
mul ticasting or to disrupt the nulticast
comuni cation with the nobile node.
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Sone of the readable objects in this MB nbdule (i.e., objects with a
MAX- ACCESS ot her than not-accessible) may be considered sensitive or
vul nerabl e in sone network environnents. It is thus inmportant to
control even GET and/or NOTIFY access to these objects and possibly
to even encrypt the values of these objects when sending them over
the network via SNMP. These are the tables and objects and their
sensitivity/vulnerability:

The address-rel ated objects in this MB nay be considered to be
particularly sensitive and/or private. The care-of-address-rel ated
objects reveal the location and novenent of the nobile node. This
infornmati on may be considered to be private and sensitive and nust
be careful |l y handl ed.

m p6Bi ndi ngHst COAType

m p6Bi ndi ngHst COA

m p6MhBLCQOAType

m p6NVhBLCOA

The nobil e node’ s home-address- and hone-agent-related infornmation
may be considered to be sensitive too as these may provide clues to
a malicious party on ways to disrupt the nobile nodes conmmuni cation
channel s.

m p6Bi ndi ngHst HoneAddr essType,

m p6Bi ndi ngHst HomeAddr ess,

nm p6MhHoneAddr essType,

nm p6MhHonmeAddr ess

The correspondent node’s address-related Ms will reveal the nodes
wi th whom the nobile node is corresponding. This information may be
consi dered private and sensitive.

m p6MhBLNodeAddr essType,

nm p6MhBLNodeAddr ess

SNWP versions prior to SNVMPv3 did not include adequate security.

Even if the network itself is secure (for exanple by using |IPSec),
even then, there is no control as to who on the secure network is
allowed to access and GET/ SET (read/change/create/del ete) the objects
in this MB nodul e.

It is RECOWENDED that inplenmentors consider the security features as
provi ded by the SNWPv3 franework (see [ RFC3410], section 8),

i ncluding full support for the SNWMPv3 cryptographic nechani sns (for
aut henti cation and privacy).

Further, deploynent of SNMP versions prior to SNMPv3 is NOT

RECOMVENDED. Instead, it is RECOWENDED to deploy SNMPv3 and to
enabl e cryptographic security. It is then a customer/operator
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responsibility to ensure that the SNVP entity giving access to an
instance of this MB nodule is properly configured to give access to
the objects only to those principals (users) that have legitimate
rights to i ndeed GET or SET (change/create/del ete) them

7. 1 ANA Consi derations

| ANA has assigned a base arc in the '"mb-2" (standards track) O D
tree for the 'm p6M B MODULE-|1DENTITY defined in the Mobile-1Pv6
M B. The m b-2 nunber is 133 for ni p6M B.
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The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
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made any independent effort to identify any such rights. Information
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assurances of licenses to be nmade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
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specification can be obtained fromthe |ETF on-line | PR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Pl ease address the infornation to the |IETF at
ietf-ipr@etf.org.
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