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Abst r act

Thi s docunent describes nodifications to the Session Initiation
Protocol (SIP) to address problenms that have been identified with the
SIP non-INVITE transaction. These nodifications reduce the
probability of nessages |osing the race condition inherent in the
non- | NVI TE transacti on and reduce usel ess network traffic. They also
i mprove the robustness of SIP networks when el enents stop responding.
These changes update behavi or defined in RFC 3261
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2.

I nt roduction
There are a nunber of unpleasant edge conditions created by the SIP
non- |1 NVI TE transaction (NIT) nmodel’s fixed duration. The negative
aspects of some of these are exacerbated by the effect that
provi si onal responses have on the non-INVITE transaction state
machi nes. These problens are docunented in [3]. |In summary:

A non-1NVITE transaction nust conplete imediately or risk |osing
a race

Losing the race will cause the requester to stop sending traffic
to the responder (the responder will be tenporarily blacklisted)

Provi si onal responses can delay recovery fromlost final responses
The 408 response is useless for the non-INVITE transaction

As non-1 NVITE transactions through N proxies tine-out, there can
be an QO N*2) storm of the usel ess 408 responses

Thi s docunent specifies updates to RFC 3261 [1] to inmprove the
behavi or of SIP el ements when these edge conditions arise.

| mprovi ng the Situati on When Responses Are Only Del ayed
There are two goals to achieve when we constrain the problemto those
cases where all elements are ultinmately responsive and networ ks

ultimately deliver messages:

0 Reduce the probability of losing the race, preferably to the point
that it is negligible

0 Reduce or elimnate usel ess nmessagi ng
Action 1: Make the best use of provisional responses
o Disallow non-100 provisionals to non-1NVITE requests

o Disallow 100 Trying to non-INVI TE requests before Timer E reaches
T2 (for UDP hops)

o Allow 100 Trying after Tiner E reaches T2 (for UDP hops)

o Allow 100 Trying for hops over reliable transports
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Since non-1NVITE transactions nust conplete rapidly ([3]), any

i nformati on beyond "I’ m here" (which can be provided by a 100 Trying)
can be just as usefully delayed to the final response. Sending non-
100 provisional s wastes bandwi dt h.

As shown in [3], sending any provisional response inside a NIT before
Ti mer E reaches T2 damages recovery fromfailure of an unreliable
transport.

Wthout a provisional, a late final response is the same as no

response at all and will likely result in blacklisting the |ate-
responding elenent ([3]). |If an elenent is delaying its fina
response at all, sending a 100 Trying after Tinmer E reaches T2

prevents this blacklisting without damaging recovery fromunreliable
transport failure.

Bl acklisting on a | ate response occurs even over reliable transports.
Thus, if an el enment processing a request received over a reliable

transport is delaying its final response at all, sending a 100 Trying
wel | in advance of the tinmeout will prevent blacklisting. Sending a
100 Trying inmediately will not harmthe transaction as it would over

UDP, but a policy of always sending such a nmessage results in
unnecessary traffic. A policy of sending a 100 Trying after the
period of time in which Tiner E reaches T2 had this been a UDP hop is
one reasonabl e conprom se.

2.2. Action 2: Rempbve the useless | ate-response storm
o Disallow 408 to non-1NVITE requests
0o Absorb stray non-1NVI TE responses at proxies

A 408 to non-INVITE will always arrive too late to be useful ([3]),
The client already has full know edge of the timeout. The only
information this message woul d convey is whether or not the server
beli eved the transaction tined out. However, with the current design
of the NIT, a client cannot do anything with this know edge. Thus,
the 408 is sinply wasting network resources and contributes to the
response bonbardnent illustrated in [3].

Late non-1NVITE responses by definition arrive after the client
transaction’s Timer F has fired and the client transaction has
entered the Ternmi nated state. Thus, these responses cannot be

di stingui shed fromstrays. Changing the protocol behavior to

prohi bit forwardi ng non-1NVITE stray responses stops the | ate-
response storm It also inproves the proxy' s defenses agai nst
mal i ci ous users counting on the RFC 3261 requirement to forward such
strays.
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3.

4.

4.

| mproving the Situation Wen an Elenment |Is Not Going to Respond

Wien we expand the scope of the problemto also deal with el enment or
network failure, we have nore goals to achi eve

o ldentifying when an elenent is non-responsive

o Mnimzing or elimnating falsely identifying responsive el enents
as non-responsi ve

o Avoiding non-responsive elenents with future requests
Action 1 helps with the first two goals, dramatically inproving an

element’s ability to distinguish between failure and del ayed response
fromthe next downstream el ement. Sone response, either provisiona

or final, will alnost certainly be received before the transaction
times out. So, an element can nore safely assune that no response at
all indicates that the peer is not available and foll ow the existing

requirenents in [1] and [2] for that case

Achi eving the third goal requires nore aggressive changes to the
protocol. As noted in [3], future non-INVITE transactions are likely
to fail again unless the inplementation takes steps beyond what is
defined in [1] and [2] to renenber non-responsive destinations

bet ween transactions. Standardizing these extra steps is left to
future work.

Normat i ve Updates to RFC 3261
1. Action 1

An SIP el ement MUST NOT send any provisional response with a Status-
Code other than 100 to a non-1NVI TE request.

An SIP el ement MUST NOT respond to a non-1NVITE request with a

St at us- Code of 100 over any unreliable transport, such as UDP, before
the anobunt of tinme it takes a client transaction’s Tiner E to be
reset to T2.

An SIP el ement MAY respond to a non-1NVITE request with a Status-Code
of 100 over a reliable transport at any time.

Wthout regard to transport, an SIP el enent MJST respond to a non-
I NVI TE request with a Status-Code of 100 if it has not otherwi se
responded after the anpunt of time it takes a client transaction's
Timer Eto be reset to T2.
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4.2. Action 2

A transaction-stateful SIP element MIUST NOT send a response with

St at us- Code of 408 to a non-I1NVITE request. As a consequence, an
el ement that cannot respond before the transaction expires wll not
send a final response at all

A transaction-stateful SIP proxy MJST NOT send any response to a
non- 1 NVI TE request unless it has a natching server transaction that
is not inthe Termnated state. As a consequence, this proxy wll
not forward any "late" non-1NVI TE responses.

5. Security Considerations

Thi s docunent nakes a nunber of small changes to the core SIP
specification [1] to inprove the robustness of SIP non-I1NVITE
transactions. Many of these actions also prevent flooding and
deni al - of -servi ce attacks.

One change prohibits proxies and user agents from sendi ng 408
responses to non-I1NVITE transactions. Wthout this change, proxies
automatically generate a storm of usel ess responses as described in
[3]. An attacker could capitalize on this by enticing user agents to
send non-1 NVI TE requests to a black hole (through social engineering
or DNS poi soning) or by selectively dropping responses.

Anot her change prohibits proxies fromforwarding | ate responses.
Wthout this change, an attacker could easily forge nessages that
appear to be late responses. Al proxies compliant with RFC 3261 are
required to forward these responses, wasting bandw dth and CPU and
potentially overwhel ming target user agents (especially those with

| ow speed connecti ons).

The renmai nder of these changes do not affect the security of the SIP
pr ot ocol

6. Contributors

Rohan Mahy provi ded the Security Considerations section.
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Ful | Copyright Statenent
Copyright (C The Internet Society (2006).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S' basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED,

| NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE

I NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or mght not be available; nor does it represent that it has
made any independent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe |ETF on-line | PR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Pl ease address the infornation to the |IETF at
ietf-ipr@etf.org.
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