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Abst ract

The Cal endar Access Protocol (CAP) described in this nenmo pernits a
Cal endar User (CU) to utilize a Cal endar User Agent (CUA) to access
an i CAL-based Cal endar Store (CS). At the time of this witing

three vendors are inplenmenting CAP, but it has already been

determ ned that some changes are needed. |n order to get

i mpl ement ati on experience, the participants felt that a CAP
specification is needed to preserve many years of work. Many
properties in CAP which have had many years of debate, can be used by
ot her i Cal endar protocols.
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1. Introduction

Thi s docunent specifies the Cal endar Access Protocol (CAP). CAP
permts a Cal endar User (CU) to utilize a Cal endar User Agent (CUA)
to access an i CAL-based Cal endar Store (CS) and manage cal endar

information. |In particular, the docunent specifies howto query,
create, nodify, and delete iCal endar conponents (e.g., events, to-
dos, or daily journal entries). It further specifies howto search

for available busy tine information. Synchronization with CUAs is
not covered, but it is believed to be possible using CAP

At the time of this witing, three vendors are inplenenting CAP. It
has al ready been determ ned that some changes are needed. In order
to get inplenmentation experience, the participants felt that a CAP
specification is needed to preserve many years of work. Many
properties in CAP can be used by other iCal endar protocols and have
had many years of debate

CAP is specified as a BEEP (Bl ock Extensi bl e Exchange Protocol)
"profile" [BEEP] [BEEPGUI DE]. Many aspects of the protocol (e.g.
aut hentication and privacy) are provided within BEEP. The protoco
data units of CAP | everage the standard i Cal endar format i CAL [i CAL]
to convey cal endar-rel ated i nformation

CAP can al so be used to store and fetch i Cal endar Transport-

| ndependent Interoperability Protocol (iTIP) objects [iTIP]. iTIP
objects used are exactly as defined in [iTIP]. Wen iCal endar
objects are transferred between the CUA and a CS, some additiona
properties and parameters nmay be added; the CUA is responsible for
correctly generating i Cal endar objects to non-CAP processes.

The definition of new conponents, properties, paraneters, and val ue
types are broken into two parts. The first part summarizes and
defines the new objects. The second part provides detail and ABNF
for those objects. The ABNF rules for CAP, as for other iCal endar
specifications, are order-independent. That is, properties in a
conponent may occur in any order, and paraneters in any property may
occur in any order.

1.1. Formatting Conventions
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
" SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY' and "OPTIONAL" in this
document are to be interpreted as described in [ RFC2119].
Cal endari ng and scheduling roles are referred to in quoted-strings of

text with the first character of each word in upper case. For
exanpl e, "Organizer" refers to a role of a "Cal endar User" (CU)
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within the protocol defined by [iTIP]. Calendar conponents defined
by [IiCAL] are referred to with capitalized, quoted-strings of text.
Al'l i Cal endar conponents should start with the letter "V'. For
exanpl e, "VEVENT" refers to the event cal endar conponent, "VTODO'
refers to the to-do conponent, and "VJOURNAL" refers to the daily

j ournal conponent.

Schedul i ng methods defined by [i TIP] are referred to with
capitalized, quoted-strings of text. For exanple, "REPLY" refers to
the method for replying to a "REQUEST".

CAP commands are referred to by upper-case, quoted-strings of text,
foll owed by the word "conmand". For exanple, '"CREATE' conmand’
refers to the command for creating a cal endar entry, '"SEARCH'
comand’ refers to the command for readi ng cal endar conponents. CAP
conmands are naned using the "CVMD' property.

Properties defined by this neno are referred to with capitalized,
quot ed-strings of text, followed by the word "property". For
exanpl e, '"ATTENDEE"' property’ refers to the iCal endar property used
to convey the cal endar address that has been invited to a "VEVENT" or
"VTODO' conponent.

Property paraneters defined by this neno are referred to with
capitalized, quoted-strings of text, followed by the word
"parameter". For exanple, "PARTSTAT" paraneter refers to the

i Cal endar property paraneter used to specify the participation status
of an attendee. Enunerated values defined by this neno are referred
to with capitalized text, either alone or foll owed by the word

"val ue".

hj ect states defined by this neno are referred to with capitalized,
quot ed-strings of text, followed by the word "state". For exanple,
""BOOKED' state’ refers to an object in the booked state.

Wthin a query, the different parts are referred to as a "cl ause" and
its value as "clause value" and the clause nanme will be in uppercase
encl osed in quotes, for exanple, 'The "SELECT" claus’ or 'if the
"SELECT" clause value contains ...".

In tables, the quoted-string text is specified without quotes in
order to mnimze the table |ength.

1.2. Related Docunents
I mpl ementers will need to be familiar with several other menps that,

along with this one, describe the Internet cal endaring and schedul i ng
standards. These docunents are as foll ows.
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[i CAL] (RFC2445) specifies the objects, data types, properties and
property paraneters used in the protocols, along with the
met hods for representing and encodi ng t hem

[i TIP] (RFC2446) specifies an interoperability protocol for
schedul i ng between different installations.

[IMP] (RFC2447) specifies the Internet email binding for [iTIP].

[GUIDE] (RFC3283) is a guide to inplementers and describes the
el ements of a cal endaring system how they interact with each
ot her, how they interact with end users, and how t he standards
and protocols are used.

This meno does not attenpt to repeat the specification of concepts
and definitions fromthese earlier nmenos. \Were possible, references
are made to the nmenmo that provides the specification of these
concepts and definitions.

1.3 Definitions

UNPROCESSED, BOOKED, DELETED - A conceptual state of an object in

Royer,

the cal endar store. There are three conceptual states:
"UNPROCESSED' state, "BOOKED' state, and marked for del etion
which is the "DELETED' state. How the inplenentation stores the
state of any object is not a protocol issue and is not discussed.
An obj ect can be said to be booked, unprocessed, or marked for
del eti on.

1. An "UNPROCESSED' state scheduling object has been stored in
the cal endar store but has not been acted on by a CU or CUA
Al'l scheduled entries are [i TIP] objects. No [iTIP] objects
in the store are in the "BOOKED' state. To retrieve any
[ITIP] object, sinmply do a query asking for any objects that
are stored in the "UNPROCESSED' st ate.

2. A "BOXXED' state entry is stored with the "CREATE' conmmand
It is an object that has been acted on by a CU or CUA and
there has been a decision to store an object. To retrieve any
booked object, sinply do a query asking for any objects that
were stored in the "BOOKED' state.

3. A "DELETED' state entry is created by sending a "DELETE"
conmand with the "OPTION' paraneter value set to "MARK'. To
retrieve any del eted object, sinply do a query asking for any
objects that were stored in the "DELETED' state. By default
objects marked for delete are not returned. The CUA nust
specifically ask for marked-for-del etion objects. You cannot
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ask for conmponents in the "DELETED' state and in other states
in the same "VQUERY" conponent, as there would be no way to
di stingui sh between themin the reply.

Calendar - A collection of logically related objects or entities
each of which may be associated with a cal endar date and possibly
time of day. These entities can include cal endar properties or
conponents. In addition, a calendar mght be related to other
cal endars with the "RELATED- TO' property. A calendar is
identified by its unique calendar identifier. The [iCAL] defines
the initial cal endar properties, cal endar conponents and
properties that make up the contents of a cal endar

Ca

endar Access Protocol (CAP) - The Internet protocol that permts
a CUA to access and nani pul ate cal endars residing on a Cal endar
Store. (This nmeno.)

Ca

endar Access Rights (VCAR) - The nmechani sm for specifying the CAP
operations ("PERM SSION') that a particul ar cal endar user ("UPN',
defined below) is granted or denied permission to performon a

gi ven cal endar object ("SCOPE'). The cal endar access rights are
specified with a "VCAR' conmponent. (Section 9.3)

Ca

endar Address - Also see Calendar URL, which is the sane as a CAP
address. The cal endar address can al so be the value to the
"ATTENDEE' and "ORGANI ZER' properties, as defined in [iCAL].
Calendar URL - A calendar URL is a URL, defined in this nmeno,

that specifies the address of a CS or Cal endar

Conponent - Any object that conforns to the iCal endar object format
and that is either defined in an Internet Draft, registered with
| ANA, or is an experinental object that is prefixed with "x-".
Sone types of components include cal endars, events, to-dos,
journals, alarnms, and time zones. A conponent consists of
properties and possibly other contai ned conponents. For exanpl e,
an event may contain an al arm conponent.

Container - This is a generic nane for VCALSTORE or VAGENDA.

Properties - An attribute of a particular conmponent. Sone
properties are applicable to different types of components. For
exanpl e, the "DTSTART" property is applicable to the "VEVENT",
"VTODO', and "VJOURNAL" conponents. O her conmponents are
applicable only to an individual type of cal endar conmponent. For
exanpl e, the "TZURL" property may only be applicable to the
"VTI MEZONE" conponents.
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Cal endar Identifier (CALID) - A globally unique identifier
associated with a calendar. Calendars reside within a CS. See
Qualified Calendar ldentifier and Rel ative Cal endar ldentifier.
Al CALIDs start with "cap:".

Cal endar Policy - A CAP operational restriction on the access or
mani pul ation of a calendar. These may be outside the scope of the
CAP protocol. An exanple of an inplenentation or site policy is,

"events MJST be scheduled in unit intervals of one hour".

Ca

endar Property - An attribute of a cal endar ("VAGENDA"). The
attribute applies to the calendar, as a whole. For exanple, the
"CALSCALE" property specifies the cal endar scale (e.g., the
"GREGORI AN' value) for the all entries within the cal endar

Ca

endar Store (CS) - The data and service nodel definitions for a
Cal endar Store as defined in this menmo. This nenp does not
specify how the CS is inplenented.

Cal endar Server - An inplenentation of a Calendar Store (CS) that
manages one or nore cal endars.

Cal endar Store ldentifier (CSID) - The globally unique identifier
for an individual CS. A CSID consists of the host and port
portions of a "Common Internet Scheme Syntax" part of a URL, as
defined by [URL]. The CSID excludes any reference to a specific
cal endar. (Section 8.9)

Cal endar Store Conponents - Conponents maintained in a CS specify a
groupi ng of cal endar store-wide infornmation.

Cal endar Store Properties - Properties maintained in a Cal endar
Store represent store-wide information.

Cal endar User (CU) - An entity (often biological) that uses a
cal endari ng system

Cal endar User Agent (CUA) - The client application that a CU
utilizes to access and nmni pul ate a cal endar

CAP Session - An open conmuni cati on channel between a CUA and a CS
If the CAP session is authenticated, the CUis "authenticated" and
it is an "authenticated CAP session".

Cont ai ned Conponent / Contained Properties - A conponent or property

that is contained inside of another component. For exanple, a
"VALARM' conponent may be contained inside a "VEVENT" conponent,
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De

and a "TRI GGER' property could be a contained property of a
"VALARM' conponent.

egate - A CU (sonetinmes called the del egatee) who has been
assigned participation in a schedul ed conmponent (e.g., VEVENT) by
one of the attendees in the schedul ed conmponent (sonetines called
the delegator). An exanple of a delegate is a team nenber told to
go to a particular neeting in place of another invitee who is
unable to attend.

Designate - A CU who is authorized to act on behalf of another CU

An exanpl e of a designate is an assistant.

Experimental - The CUA and CS nay inpl enment experinmental extensions

j

to the protocol. They mght al so have experinental conponents,
properties, and paraneters. These extensions MJST start with "
(or "X-") and should include a vendor prefix (such as "x-
nyvendor-"). There is no guarantee that these experinenta
extensions will interoperate with other inplenmentations. There is
no guarantee that they will not interact in unpredictable ways
with other vendor experinental extensions. There is no guarantee
that the sane specific experinental extension is not used by

mul tiple vendors in inconpatible ways. |nplenmentations should
limt sending those extensions to other inplenentations.

X-

ect - A generic nanme for any conponent, property, paraneter, or
val ue type to be used in iCal endar

Over | apped Booking - A policy that indicates whether or not

conponents with a "TRANSP" property not set to " TRANSPARENT-
NOCONFLI CT" or " OPAQUE- NOCONFLI CT" val ue can overl ap one anot her
When the policy is applied to a calendar it indicates whether or
not the tine span of any conmponent (VEVENT, VTIODO, ...) in the

cal endar can overlap the time span of any other conmponent in the
same cal endar. \When applied to an individual object, it indicates
whet her or not any other conponent’s tine span can overlap that

i ndi vidual conponent. |If the CS does not allow overl apped
booking, then the CSis unwilling to allow any overl apped booki ngs
within any calendar or entry in the CS

Omer - One or nore CUs or UGs that are listed in the "OMER'

property in a calendar. There can be nore than one owner.

Qualified Cal endar Identifier (Qualified CALID) - A CALID in which

both the scheme and CSID of the CAP URl are present.

Realm- A collection of cal endar user accounts, identified by a

Royer,

string. The nanme of the Realmis only used in UPNs. In order to
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avoi d nanespace conflict, the Real m SHOULD be postfixed with an
appropriate DNS domain nane (e.g., the foobar Real mcoul d be
cal | ed foobar. exanple.con.

Rel ative Cal endar Identifier (Relative CALID) - An identifier for an
i ndi vidual calendar in a calendar store. It MJST be unique within
a cal endar store. A Relative CALID consists of the "URL path" of
the "Common | nternet Schenme Syntax" portion of a URL, as defined
by [URI] and [ URLGUI DE].

Session ldentity - A UPN associated with a CAP session. A session
gains an identity after successful authentication. The identity
is used in conmbination with VCAR to determ ne access to data in
the CsS.

User Group (UG - A collection of Cal endar Users and/or User G oups.
These groups are expanded by the CS and may reside either locally
or in an external database or directory. The group nenbership may
be fixed or dynam c over tine.

Usernane - A nane that denotes a Calendar User within a Realm This
is part of a UPN

User Principal Name (UPN) - A unique identifier that denotes a CU or
a group of CUs. (Section 6.1.2)

2. Additions to i Cal endar

Several new conponents, properties, paraneters, and val ue types are
added in CAP. This section summarizes those new obj ects.

This menp extends the properties that can go into ’'cal props’ as
defined in [i CAL] section 4.6 page 51, to allow [i TIP] objects
transmtted between a CAP aware CUA and the CS to contain the
"TARGET" and "CMD' properties. This nmenp al so adds to the [i CAL]
ABNF to allow | ANA and experinental extensions. This neno does not
address how a CUA transmts [iTIP] or [iMP] objects to non-CAP
prograns. \What follows is ABNF, as described in [ ABNF].

cal props= 2*(

; 'prodid and 'version are both REQU RED,
; but MJUST NOT occur npre than once.

prodi, d /version /

; These are optional, but MJUST NOT occur
; nore than once.
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cal scal e /

nmet hod /

cnd /

; Target is optional, and may occur nore
; than once.

target / other-props )

ot her-props = *(x-prop) *(iana-prop) *(other-props)

i ana- prop = : Any property registered by IANA directly or
; included in an RFC that may be applied to
; the conponent and within the rules published.
X- prop = : As defined in [iCAL].
met hodp = . As defined in [iCAL].
prodi d = . As defined in [iCAL].
cal scal e = : As defined in [iCAL].

Anot her change is that the 'conponent’ part of the 'ical body’ ABNF as
described in [i CAL] section 4.6 is optional when sending a comrand,
as shown in the foll ow ng updated ABNF

i cal body = cal props conponent

I f the "VCALENDAR' conponent contains the "CWVD'
property then the 'conponent’ is optional

} cal props ; Which MUST include a "CVD' property

conponent = ; As defined in [iCAL].

In addition, a problemexists with the control of "VALARM conponents
and their "TRI GGER' properties. A CUnmy wish to set its own alarms
(l ocal alarms) on conponents. These local alarnms are not to be
forwarded to other CUs, CUAs, or CSs. Simlarly, the "SEQUENCE"
property and the "ENABLE" paraneter in |ocal alarns are not to be
forwarded to other CUs, CUAs, or CSs. Therefore, for the protoco
between a CUA and a CS, the follow ng changes from [i CAL] section
4.6.6 page 67 apply to the CAP protocol

al arnc = "BEGA N ":" "VALARM' CRLF
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al arm seq

ot her - props

(audi oprop / dispprop / enmilprop / procprop)
"END' ":" "VALARM' CRLF

As defined in [iCAL]

As defined in [i CAL]

As defined in [iCAL]

As defined in [iCAL]

= "SEQUENCE" al arnseqparans ":" posint0 CRLF

| ocal - parani ot her-parans

; Where DIAT is defined in [iCAL]

*DIGT
posintfirst 1*DIA T

; A nunber starting with 1 through 9.

%31- 39
:'*(";" xparam *(";" iana-paramns)
*(";" other-parans)

: Any paraneter registered by IANA directly or
; included in an RFC that may be applied to
; the property and within the rules published.

As defined in [iCAL].

The CUA adds a "SEQUENCE" property to each "VALARM conponent as it
books the component. This property, along with the "LOCAL" and

" ENABLE"

paraneters, allows the CUA to uniquely identify any VALARM

in any conmponent. The CUA shoul d renove those before forwarding to
non- CAP- awar e CUAs.

In

addi ti on,

if

a CUA wished to ignore a "TRIGGER' property in a

"VALARM' conponent that was supplied to it by the "Organizer", the
CUA needs a compn way to tag that trigger as disabled. So the
following is a nodification to [i CAL] section 4.8.6.3 page 127:

Royer,

trigger

et al.

"TRIGGER' 1*(";" enable-paran) (trigrel / trigabs)
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trigre

. As defined in [iCAL].
trigabs . As defined in [iCAL].
See Section 7.2 and Section 7.5.
2.1. New Val ue Types (Sumary)

UPN: The UPN value type is a text value type restricted to only UPN
val ues (see Section 6.1.2).

UPN- FI LTER: Li ke the UPN val ue type, but also includes filter rules
that allow w | dcards (see Section 6.1.3).

CALQUERY: The "CAL- QUERY" value type is a query syntax that is used
by the CUA to specify the rules that apply to a CAP comuand (see
Section 6.1.1).

2.1.1. New Paraneters (sunmary)

ACTION - The "ACTION' paraneter informs the endpoint if it should
abort or ask to continue on tinmeout. (Section 7.1)

ENABLE - The "ENABLE" paraneter in CAP is used to tag a property in
a component as di sabl ed or enabled. (Section 7.2)

ID- The "ID'" paraneter specifies a unique identifier to be used for
any out st andi ng conmands.

LATENCY - The "LATENCY" paraneter supplies the tinmeout val ue for
comand conpl etion to the other endpoint. (Section 7.4)

LOCAL - The "LOCAL" paraneter in CAP is used to tag a property in a
conponent to signify that the conmponent is |local or to be
distributed. (Section 7.5)

LOCALI ZE - The "LOCALI ZE" paraneter specifies the locale to be used
in error and warni ng nessages.

OPTIONS - The "OPTI ONS" parameter passes optional information for
the command bei ng sent.

2.1.2. New or Updated Properties (sumary)
ALLOWN CONFLI CT - Some entries in a calendar nmight not be valid if

other entries were allowed to overlap the sane tine span
(Section 8.1)

Royer, et al. Experi ment al [ Page 14]



RFC 4324 Cal endar Access Protocol Decenmber 2005

ATT- COUNTER - When storing a "METHOD' property with the "COUNTER'
net hod, there needs to be a way to renmenber the "ATTENDEE" val ue
that sent the COUNTER. (Section 8.2)

CAP- VERSI ON - The version of CAP that the inplenentation supports.
(Section 8.5)

CAR-LEVEL - The level of cal endar access supported. (Section 8.7)
COVWPONENTS - The list of conponents supported. (Section 8.8)

CSID - The Calendar Store IDentifier (CSID) uniquely identifies a
CAP server. (Section 8.9)

CALID - Each calendar within a CS needs to be uniquely identifiable.
The "CALID' property identifies a unique calendar within a CS. It
can be a full CALID or a relative CALID. (Section 8.3)

CALMASTER - The "CALMASTER' property specifies the contact
information for the CS. (Section 8.4)

CARID - Access rights can be saved and fetched by unique ID - the
"CARI D' property. (Section 8.6)

CVMD - The CAP commands, as well as replies are transmitted using the
"CVD' property. (Section 10.1)

DECREED - Sone access rights are not changeable by the CUA. \en
that is the case, the "DECREED' property value in the "VCAR'
conponent will be "TRUE'. (Section 8.10)

DEFAULT- CHARSET - The list of charsets supported by the CS. The
first entry is the default for the CS. (Section 8.11)

DEFAULT- LOCALE - The list of |ocales supported by the CS. The first
entry inthe list is the default locale. (Section 8.12)

DEFAULT-TZID - This is the list of known tinezones supported. The
first entry is the default. (Section 8.13)

DEFAULT-VCARS - A list of the "CARID' properties that will be used
to create new cal endars. (Section 8.14)

DENY - The UPNs listed in the "DENY" property of a "VCAR' conponent

wi Il be denied access, as described in the "VRI GHT" conponent.
(Section 8.15)
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EXPAND - This property tells the CSif the query reply should expand
conponents into multiple instances. The default is "FALSE"' and is
i gnored for CSs that cannot expand recurrence rules. (Section
8. 16)

GRANT - The UPNs listed in the "GRANT" property of a "VCAR'
conponent will be all owed access as described in the "VRI GHT"
conponent. (Section 8.17)

| TIP-VERSION - The version of [iTIP] supported. (Section 8.18)

MAXDATE - The nmaxi mum date supported by the CS. (Section 8.20)

MAX- COMP- SI ZE - The | argest conponent size allowed in the
i mpl enentation including attachnents in octets. (Section 8.19)

M NDATE - The m ni mum date supported by the CS. (Section 8.21)

MULTI PART - Passed in the capability nmessages to indicate which MM
mul tipart types the sender supports. (Section 8.22)

NAME - The "NAME' property is used to add | ocal e-specific
descriptions into conponents. (Section 8.23)

OMER - Each cal endar has at | east one "OMER' property. (xref
target="OMNER'/>) Related to the "CAL-OMERS()" query cl ause.
(Section 6.1.1.1)

PERM SSION - This property specifies the perm ssion being granted or
deni ed. Exanples are the "SEARCH' and "MODI FY" val ues. (Section
8. 25)

QUERY - Used to hold the CAL- QUERY (Section 8.26) for the conponent.

QUERYID - A unique id for a stored query. (Section 8.27)

QUERY- LEVEL - The level of the query |anguage supported. (Section
8. 28)

RECUR- ACCEPTED - If the inplenmentation support recurrence rul es.
(Section 8.29)

RECUR- EXPAND - |f the inplenentation support expandi ng recurrence
rules. (Section 8.31)

RECUR-LIMT - Any maxinmumlimt on the nunber of instances the
i mpl enentation will expand recurring objects. (Section 8.30)
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REQUEST- STATUS - The [i CAL] "REQUEST- STATUS" property is extended to
i ncl ude new error nunbers.

RESTRICTION - In the final check when granting cal endar access
requests, the CS test the results of a command for the val ue of
the "RESTRI CTI ON' property in the correspondi ng "VRI GHT"
conponent, to determine if the access neets that restriction
(Section 8.32)

SCOPE - The "SCOPE" property is used in "VRI GHT"s conmponent to
sel ect the subset of data that may be acted upon when checki ng
access rights. (Section 8.33)

SEQUENCE - When the "SEQUENCE" property is used in a "VALARM
conponent, it uniquely identifies the instances of the "VALARM
wi thin that conponent.

STORES- EXPANDED - Specifies if the inplenentation stores recurring
obj ects expanded or not. (Section 8.34)

TARGET - The new "VCALENDAR' conponent property "TARGET" (Section
8.35) is used to specify which cal endar(s) will be the subject of
t he CAP command.

TRANSP - This is a nodification of the [i CAL] "TRANSP" property and
it allows nore values. The new values are related to conflict
control. (Section 8.36)

2.1.3. New Conponents (summary)

VAGENDA - CAP allows the fetching and storing of the entire contents
of a calendar. The "VCALENDAR' conponent is not sufficient to
encapsul ate all of the needed data that describes a cal endar. The
"VAGENDA" conponent is the encapsul ating object for an entire
cal endar. (Section 9.1)

VCALSTORE - Each CS contains one or nore cal endars (VAGENDAs), the
"VCALSTORE" conponent is the encapsul ating object that can hold
all of the "VAGENDA' conponents along with any conponents and
properties that are unique to the store level. (Section 9.2)

VCAR - Cal endar Access Rights are specified and encapsul ated in the
new i Cal endar "VCAR' conponent. The "VCAR' conmponent hol ds sone
new properties and at |east one "VRI GHT" component. (Section 9.3)

VRI GHT - This component encapsul ates a set of instructions to the
CS to define the rights or restrictions needed. (Section 9.4)
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2.

2.

VREPLY - This conponent encapsul ates a set of data that can consi st
of an arbitrary nunber of properties and conponents. Its contents
are dependent on the conmand that was issued. (Section 9.5)

VQUERY - The search operation makes use of a new conmponent, called
"VQUERY" and a new val ue type "CAL- QUERY" (Section 6.1.1). The
"VQUERY" component is used to fetch objects fromthe CS. (Section
9. 6)

Rel ati onship of RFC-2446 (ITIP) to CAP

[i TIP] describes scheduling nethods that result in indirect

mani pul ati on of conponents. |In CAP, the "CREATE"' conmand is used to
deposit entities into the store. Qher CAP conmmands, such as
"DELETE", "MODIFY", and "MOVE"' conmand val ues, provide direct

mani pul ati on of conponents. |In the CAP cal endar store nodel,

schedul i ng nessages are conceptual |y kept separate from ot her
conponents by their state.

Al'l scheduling operations are as defined in [iTIP]. This meno makes
no changes to any of the methods or procedures described in [iTIP].

In this neno, referring to the presence of the "METHOD' property in
an object is the same as saying an [i TIP] object.

A CUA may create a "BOOKED' state object by depositing an i Cal endar
object into the store. This is done by depositing an object that
does not have a "METHOD' property. The CS then knows to set the
state of the object to the "BOOKED' state. |f the object has a
"METHOD' property, then the object is stored in the "UNPROCESSED
state.

I f existing "UNPROCESSED' state objects exist in the CS for the same
UD(UDis defined in [iCAL]), then a CUA may wi sh to consolidate
the objects into one "BOOKED' state object. The CUA would fetch the
"UNPROCESSED' state objects for that U D and process themin the CUA
as described in [iTIP]. Then, if the CUA wished to book the U D, the
CUA woul d issue a "CREATE" command to create the new "BOOKED' state
object in the CS, followed by a "DELETE" command to renbve any
related old [i TIP] objects fromthe CS. It night also involve the
CUA sending sone [i MP] objects or contacting other CSs and

perform ng CAP operations on those CSs.

The CUA coul d al so decide not to book the object. 1In this case, the
"UNPROCESSED' state objects could be removed fromthe CS, or the CUA
could set those objects to the marked-for-delete state. The CUA
could also ignore objects for |ater processing.
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The marked-for-delete state is used to keep the object around so that
the CUA can process duplicate requests automatically. |If a duplicate
[i TIP] object is deposited into the CS and there exists identica

mar ked- f or-del ete obj ects, then a CUA acting on behalf of the "OMER
can silently drop those duplicate entries.

Anot her purpose for the narked-for-delete state is so that, when a CU
deci des they do not wi sh to have the object show in their cal endar
the CUA can book the object by changing the "PARTSTAT" paraneter to
"DECLI NED" in the "ATTENDEE" property that corresponds to their UPN
Then the CUA can perform[i TIP] processing such as sendi ng back a
decline, and then mark that object as narked-fo-delete. The CUA

m ght be configurable to automatically drop any updates for that

obj ect, knowi ng the CU has al ready decli ned.

VWhen synchronizing with nultiple CUAs, the marked-for-delete state
could be used to informthe synchronization process that an object is
to be deleted. How synchronization is done is not specified in this
meno.

Several "UNPROCESSED' state entries can be in the CS for the sane

U D. However, once consolidated, only one object exists in the CS
and that is the booked object. The other objects MJST be renoved or
have their state changed to "DELETED"'.

There MUST NOT be nore than one "BOOKED' state object in a cal endar
for the same "U D'. The "ADD' method value may create nultiple
objects in the "BOOKED' state for the same U D; however, for the
purpose of this meno, they are the same object and sinply have
nmul ti pl e "VCALENDAR' conponents.

For exanple, if you were on vacation, you could have received a
"REQUEST" nethod to attend a neeting and several updates to that
nmeeting. Your CUA would have to issue "SEARCH' commands to find them
in the CS using CAP, process them and determ ne the final state of
the object froma possible conbination of user input and progranmred
logic. Then the CUA would instruct the CS to create a new booked
object fromthe consolidated results. Finally, the CUA could do a
"DELETE" command to renove the related "UNPROCESSED' state objects.
See [iTIP] for details on resolving nmultiple [iTIP] scheduling
entries.
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3. CAP Design
3.1. System Mode

The system nodel describes the high | evel conmponents of a cal endar
system and how they interact with each other.

CAP is used by a CUA to send commands to, and receive responses from
a CS.

The CUA prepares a [ M ME] encapsul at ed nessage, sends it to the CS
and receives a [ M ME] encapsul ated response. The cal endaring-rel ated
information within these nessages are represented by i Cal endar
objects. In addition, the "GET- CAPABI LI TY" conmand can be sent from
the CS to the CUA

There are two distinct protocols in operation to acconplish this
exchange. [BEEP] is the transport protocol used to nove these
encapsul ati ons between a CUA and a CS. CAP' s [BEEP] profile defines
the application protocol that specifies the content and semantics of
the nmessages sent between the CUA and the CS

3.2. Calendar Store nject Mde

[i CAL] describes conmponents such as events, todos, alarns, and
timezones. CAP requires additional object infrastructure, in
particul ar, detailed definitions of the containers for events and
todos (cal endars), access control objects, and a query | anguage.

The conceptual nodel for a calendar store is shown below. The
cal endar store (VCALSTORE - Section 9.2) contains "VCAR's, "VQUERY"s,
"VTI MEZONE"s, "VAGENDA"s and cal endar store properties.

Cal endars (VAGENDAs) contain "VEVENT"'s, "VTODO's, "VJOURNAL"S,
"VCAR's, "VTI MEZONE's, "VFREEBUSY", "VQUERY"s, and cal endar
properties.

The conponent "VCALSTORE' is used to denote the root of the cal endar
store and contains all of the cal endars.
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Cal endar Store

+- - VFREEBUSYs

VCALSTORE

|

+-- properties

+-- VCARs

+- - VQUERYs

+-- VT MEZONES

+- - VAGENDA

| |

| +--properties
| +- - VEVENTSs

| | |

| | +- - VALARVB
| +- - VTODOs

| | |

| | +- - VALARNVB
| +- - VJOURNALSs
| +- - VCARs

| +- - VTI MEZONES
| +- - VQUERYs

|

|

|

+- - VAGENDA

Cal endars within a Calendar Store are identified by their unique
Rel ati ve CALID.

3.3. Protocol Mde
CAP uses [BEEP] as the transport and authentication protocol

The initial charset MJST be UTF-8 for a session in an unknown | ocal e.
If the CS supplied the [BEEP] 'localize attribute in the [BEEP]
"greeting’, then the CUA may tell the CS to switch |locales for the
session by issuing the "SET-LOCALE" CAP command and suppl yi ng one of
the | ocal es supplied by the [BEEP] 'localize attribute. If a locale
is supplied, the first locale in the [BEEP] 'localize attribute is
the default locale of the CS. The locale is switched only after a
successful reply.
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The " DEFAULT- CHARSET" property of the CS contains the list of
charsets supported by the CS with the first value being the default
for new calendars. |f the CUA wishes to switch to one of those
charsets for the session, the CUA issues the "SET-LOCALE" command.
The CUA woul d have to first performa "CGET- CAPABI LI TY" command on the
CSto get the list of charsets supported by the CS. The charset is
switched only after a successful reply.

The CUA may switch | ocal es and charsets as needed. There is no
requi renment that a CS support multiple | ocales or charsets.

3.3.1. Use of BEEP, M ME, and i Cal endar

CAP uses the [BEEP] application protocol over TCP. Refer to [ BEEP]
and [ BEEPTCP] for nore information. The default port on which the CS
listens for connections is user port 1026.

The [BEEP] data exchanged in CAP is a iCal endar M ME content that
fully conforns to [i CAL] i Cal endar format.

This exanple tells the CS to generate and return 10 U Ds to be used
by the CUA. Note that throughout this neno, 'C’' refers to what the
CUA sends, 'S:’ refers to what the CS sends, 'I:’ refers to what the
initiator sends, and 'L:’ refers to what the |istener sends. Here

initiator and listener are used as defined in [ BEEP].

M5G 1 2 . 432 62
Cont ent - Type: text/cal endar

BEG N: VCALENDAR

VERSI ON: 2. 0

PRODI D: -/ / someone’ s prodi d

CNMVD; | D=uni que- per - cua- 123; OPTI ONS=10: GENERATE- Ul D
END: VCALENDAR

NOTE: The followi ng exanples will not include the [BEEP] header and
footer information. Only the i Cal endar objects that are sent between
the CUA and CS will be shown because the [BEEP] payl oad boundari es
are independent of CAP.

The commands |isted bel ow are used to mani pul ate or access the data
on the cal endar store:

ABORT - Sent to halt the processing of sone of the commands.
(Section 10. 2)

CONTINUE - Sent to continue processing a command that has reached
its specified tinmeout tinme. (Section 10.3)
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CREATE - Create a new object on the CS. Initiated only by the CUA
(Section 10. 4)

SET- LOCALE - Tell the CS to use any named | ocal e and char set
supplied. Initiated by the CUA only. (Section 10.13)

DELETE - Delete objects fromthe CS. Initiated only by the CUA
Can also be used to mark an object for deletion. (Section 10.5)

GENERATE-UI D - GCenerate one or nore unique ids. Initiated only by
the CUA. (Section 10.6)

GET- CAPABI LI TY - Query the capabilities of the other end point of the
session. (Section 10.7)

IDENTIFY - Set a new identity for the session. Initiated only by
the CUA. (Section 10.8)

MODI FY - Modify conponents. [Initiated by the CUA only. (Section
10.9)

MOVE - Move conponents to another container. Initiated only by the
CUA. (Section 10.10)

REPLY - When replying to a comand, the "CVMD' value will be set to
"REPLY" so that it will not be confused with a new comuand.
(Section 10.11)

SEARCH - Search for conmponents. Initiated only by the CUA
(Section 10.12)

TIMEQUT - Sent when a specified amount of tine has | apsed and a
command has not finished. (Section 10.14)

4. Security Model
BEEP transport perforns all session authentication
4.1. Cal endar User and UPNs

A CUis an entity that can be authenticated. It is represented in
CAP as a UPN, which is a key part of access rights. The UPN
representation is independent of the authentication nechani smused
during a particular CUANCS interaction. This is because UPNs are
used within VCARs. [|If the UPN were dependent on the authentication
mechani sm a VCAR could not be consistently evaluated. A CU may use
one nechani smwhil e using one CUA, but the same CU nay use a
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di fferent authenticati on nechani smwhen using a different CUA, or
whil e connecting froma different |ocation.

The user may al so have multiple UPNs for various purposes.

Note that the immutability of the user’s UPN may be achi eved by using
SASL’'s authorization identity feature. The transnitted authorization
identity may be different than the identity in the client’s

aut hentication credentials [SASL, section 3]. This also pernmits a CU
to authenticate using their own credentials, yet request the access
privileges of the identity for which they are proxying SASL. Al so,
the formof authentication identity supplied by a service like TLS
may not correspond to the UPNs used to express a server’'s access
rights, requiring a server-specific mapping to be done. The nethod
by which a server determines a UPN, based on the authentication
credentials supplied by a client, is inplementation-specific. See

[ BEEP] for authentication details; [BEEP] relies on SASL

4.1.1. UPNs and Certificates

When using X 509 certificates for purposes of CAP authentication, the
UPN shoul d appear in the certificate. Unfortunately, there is no
single correct guideline for which field should contain the UPN

Quoted from RFC- 2459, section 4.1.2.6 (Subject):

I f subject naming information is present only in the

subj ect Al t- Name extension (e.g., a key bound only to an emai
address or URI), then the subject nanme MJST be an enpty
sequence and the subject Alt Name extension MJST be critical

I mpl ement ati ons of this specification MAY use these conparison
rules to process unfanmiliar attribute types (i.e., for nane
chaining). This allows inplementations to process certificates
with unfamliar attributes in the subject nane.

In addition, |egacy inplenentations exist where an RFC 2822
name [ RFC2822] is enbedded in the subject distinguished name as
an Email Address attribute. The attribute value for
Ermai | Address is of type IASString to permt inclusion of the
character '@, which is not part of the PrintableString
character set. Enmil Address attribute values are not case
sensitive (e.g., "fanfeedback@ edsox. exanple.con is the sane
as " FANFEEDBACK@REDSOX. EXAMPLE. COM') .

Conform ng inplementations generating new certificates with

el ectronic mail addresses MJST use the rfc822Nane in the
subject alternative nane field (see sec. 4.2.1.7 of [X509CRL])
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to describe such identities. Simultaneous inclusion of the
Enmeai | Address attribute in the subject distinguished nane to
support legacy inplementations is deprecated but permitted.

Since no single nmethod of including the UPNin the certificate wll
work in all cases, CAP inplenmentations MJUST support the ability to
configure what the mapping will be by the CS adm nistrator.

| mpl ement ati ons MAY support multiple nmapping definitions, for

exanpl e, the UPN nay be found in either the subject alternative nane
field, or the UPN may be enbedded in the subject distinguished nane
as an Emmil Address attri bute.

Note: If a CS or CUA is validating data received via [iMP], if the
"ORGANI ZER' or "ATTENDEE"' properties said, for exanple,

" ATTENDEE; CN=Joe Random User: MAI LTQ j user @xanpl e. cont', then the
emai | address shoul d be checked against the UPN. This is so the
"ATTENDEE" property cannot be changed to sonething m sleading |ike
" ATTENDEE; CN=Joe Ri ctus User: MAILTO jrictus@xanpl e.conf and have it
pass validation. Note that it is the enail addresses that

nm sconpare, the CN misconpare is irrelevant.

4.1.2. Anonynous Users and Aut hentication

Anonynous access is often desirable. For exanple, an organization
may publish cal endar infornation that does not require any access

control for viewing or login. Conversely, a user nmay wi sh to view
unrestricted cal endar information without revealing their identity.

4.1.3. User G oups

A User Group is used to represent a collection of CUs or other UGs
that can be referenced in VCARs. A UGis represented in CAP as a
UPN. The CUA cannot distinguish between a UPN that represents a CU
or a UG

UGs are expanded as necessary by the CS. The CS MAY expand a UG
(including nested UG) to obtain a list of unique CUs. Duplicate
UPNs are filtered during expansion.

How t he UG expansion is maintai ned across conmands is

i mpl enent ati on-specific. A UG may reference a static list of
nmenbers, or it may represent a dynamc list. Operations SHOULD
recogni ze changes to UG nenbershi p.

CAP does not define conmands or methods for managi ng UGs.
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4.2. Access Rights

Access rights are used to grant or deny access to cal endars,
conponents, properties, and parameters in a CSto a CU  CAP defines
a new component type called a Cal endar Access Right (VCAR).
Specifically, a "VCAR' conponent grants, or denies, UPNs the right to
search and wite conponents, properties, and paraneters on cal endars
within a CS

The "VCAR' component nodel does not put any restriction on the
sequence in which the object and access rights are created. That is,
an object associated with a particular "VCAR' conponent m ght be
created before or after the actual "VCAR' conmponent is defined. 1In
addition, the "VCAR' and "VEVENT" components mi ght be created in the
same i Cal endar object and passed together in a single object.

Al'l rights MJST be denied unless specifically granted.

If two rights specified in "VCAR' conponents are in conflict, the
right that deni es access al ways takes precedence over the right that
grants access. Any attenpt to create a "VCAR' conponent that
conflicts with a "VCAR' conmponents with a "DECREED' property set to
the "TRUE" val ue must fail

4.2.1. Access Control and NOCONFLI CT

The "TRANSP" property can take on val ues -- "TRANSPARENT- NOCONFLI CT"
and " OPAQUE- NOCONFLI CT" -- that prohibit other conponents from
overlapping it. This setting overrides access. The "ALLOW CONFLI CT"
CS, Cal endar or conponent setting nmay al so prevent overlap, returning
an error code "6.3".

4.2.2. Predefined VCARs
The predefined cal endar access CARI Ds that MJST be inplenented are:

CARI D: READBUSYTI MEI NFO - Specifies the "GRANT" and "DENY" rul es
that allow UPNs to search "VFREEBUSY" conponents. An exanple
definition for this VCAR is:

BEG N: VCAR

CARI D: READBUSYTI MEI NFO

BEG N: VRI GHT

GRANT: *

PERM SSI ON: SEARCH

SCOPE: SELECT * FROM VFREEBUSY WHERE STATE() = ' BOOKED
END: VRI GHT

END: VCAR
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CARI D: REQUESTONLY - Specifies the "GRANT" and "DENY" rules to
UPNs ot her than the owner of the cal endar and specifies the
ability to wite new objects with the "METHOD' property set to
the "REQUEST" value. This CARID allows the owner to specify
which UPNs are allowed to make schedul i ng requests. An exanple
definition for this VCAR is:

BEG N: VCAR

CARI D: REQUESTONLY

BEG N: VRI GHT

GRANT: NON CAL- OARNERS( )

PERM SSI ON: CREATE

RESTRI CTl ON: SELECT VEVENT FROM VAGENDA
WHERE METHOD = ' REQUEST’

RESTRI CTI ON: SELECT VTODO FROM VAGEND
WHERE METHOD = ' REQUEST’

RESTRI CTl ON: SELECT VJOURNAL FROM VAGEND
WHERE METHOD = ' REQUEST’

END: VRI GHT

END: VCAR

CARI D: UPDATEPARTSTATUS - Grants authenticated users the right to
nodi fy the instances of the "ATTENDEE" property set to one of
their cal endar addresses in any conponents for any booked
conponent containing an "ATTENDEE" property. This allows (or
denies) a CUthe ability to update their own participation
status in a cal endar where they m ght not otherw se have
"MODI FY" command access. They are not allowed to change the
"ATTENDEE" property value. An exanmple definition for this VCAR
(only affecting the "VEVENT" conponents) is:

BEG N: VCAR

CARI D: UPDATEPARTSTATUS
BEG N: VRI GHT

GRANT: *

PERM SSI ON: MODI FY

SCOPE: SELECT ATTENDEE FROM VEVENT
WHERE ATTENDEE = SELF()

AND ORGANI ZER = CURRENT- TARGET()
AND STATE() = ' BOOKED
RESTRI CTI ON: SELECT * FROM VEVENT
VWHERE ATTENDEE = SELF()
END: VRI GHT

END: VCAR

CARI D: DEFAULTOMNER - Grants to any owner the permnission they have
for the target. An exanple definition for this VCAR is:
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BEG N: VCAR

CARI D: DEFAULTOMER

BEG N: VRI GHT

GRANT: CAL- OANERS()

PERM SSI ON: *

SCOPE: SELECT * FROM VAGENDA
END: VRI GHT

END: VCAR

4.2.3. Decreed VCARs

A CS MAY choose to inplenent and al |l ow persistent inmutable VCARs
that may be configured by the CS admnistrator. A reply fromthe CS
may dynamically create "VCAR' conponents that are decreed dependi ng
on the inplenentation. To the CUA, any "VCAR' conponent with the
"DECREED' property set to "TRUE" cannot be changed by the currently
aut henti cated UPN, and, depending on the inplenentation and ot her
"VCAR' conponents, mght not be able to be changed by any UPN using
CAP (never when the CUA gets a "DECREED: TRUE" VCAR)

When a user attenpts to nodify or override a decreed "VCAR' conponent
rules, an error will be returned indicating that the user has
insufficient authorization to performthe operation. The reply to
the CUA MUST be the same as if a non-decreed VCAR caused the failure.

The CAP protocol does not define the semantics used to initially
create a decreed VCAR This adm nistrative task is outside the scope
of the CAP protocol

For exanple, an inplenentation or a CS admi nistrator may wish to
define a VCAR that will always allow the cal endar owners to have ful
access to their own cal endars.

Decreed "VCAR' components MJST be readabl e by the cal endar owner in
standard "VCAR' conponent format.

4.3. CAP Session ldentity

A [BEEP] session has an associated set of authentication credentials,
fromwhich is derived a UPN. This UPNis the identity of the CAP
session, and is used to determ ne access rights for the session

The CUA may change the identity of a CAP session by calling the

"I DENTI FY" command. The CS only permits the operation if the
session’s authentication credentials are good for the requested
identity. The nethod of checking this pernmission is inplementation-
dependent, but it may be thought of as a mapping from authentication
credentials to UPNs. The "IDENTIFY" conmmand allows a single set of
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aut hentication credentials to choose frommultiple identities, and
allows nmultiple sets of authentication credentials to assume the sane
identity.

For anonynous access, the identity of the sessionis "@. A UPNwth
a null Username and null Realmis anonynmous. A UPN with a nul
Usernane but non-null Realm (e.g.," @xanple.com') nmay be used to nean
any identity fromthat Realm This is useful to grant access rights
to all users in a given Realm A UPN with a non-null Usernane and
null Realm (e.g., "bob@) could be a security risk and MJST NOT be
used.

Because the UPN includes Realminformation, it nay be used to govern
cal endar store access rights across Real ms. However, governing
access rights across Realns is only useful if login access is

avail able. This could be done through a trusted server relationship
or a tenporary account. Note that trusted server relationships are
out si de the scope of CAP

The "I DENTI FY" command al so provides for a weak group inplenmentation
By allowing nultiple sets of authentication credentials belonging to
different users to identify as the same UPN, that UPN essentially
identifies a group of people, and may be used for group cal endar
ownership, or the granting of access rights to a group

5. CAP URL and Cal endar Address

The CAP URL schene is used to designate both cal endar stores and
cal endars accessi bl e using the CAP protocol

The CAP URL schene conforns to the generic URL syntax defined in RFC
2396 and follows the Guidelines for URL Schenes set forth in RFC
2718.

A CAP URL begins with the protocol prefix "cap" and is defined by the
foll owi ng gramar.

capur | = "cap://" csidpart [ "/" relcalid ]
csidpart = hostpbrt ; As defined in Section 3.2.2 of RFC 2396
relcalid = *uric ; As defined in Section 2 of RFC 2396

A'relcalid is an identifier that uniquely identifies a cal endar on
a particular calendar store. There is no inplied structure in a

Rel ative CALID (relcalid). It may refer to the cal endar of a user or
of a resource such as a conference room It MJST be unique wthin

t he cal endar store.
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Here are some exanpl es:
cap://cal . exanpl e. com
cap:// cal . exanmpl e. conf Conpany/ Hol i days
cap://cal . exanmpl e. conf abcd1234Usr

A’'relcalid is permtted and is resolved according to the rules
defined in Section 5 of RFC 2396.

Exampl es of valid relative CAP URLs:

opgauexzz123String
User Nane/ Per sona

Cal endar addresses can be described as qualified or relative CAP
URLS.

For a user currently authenticated to the CS on cal.exanpl e.com
these two exanpl e cal endar addresses refer to the sanme cal endar

cap:// cal . exanpl e. conf abcd1234USR
abcd1234USR

6. New Val ue Types

The foll owi ng sections contains new conponents, properties,
paraneters, and val ue definitions.

The purpose of these is to extend the i Cal endar objects in a
conpati ble way so that existing i Cal endar "VERSI ON' property "2.0"
val ue parsers can still parse the objects w thout nodification
6.1. Property Value Data Types
6.1.1. CAL-QUERY Val ue Type
Subj ect: Registration of text/calendar MM val ue type CAL- QJERY
Val ue Nane: CAL- QUERY
Val ue Type Purpose: This value type is used to identify val ues and
contains query statenents targeted at |ocating those values. This
is based on [SQ.92] and [SQ.COM .
1. For the purpose of a query, all conponents should be handl ed

as tables, and the properties of those conponents shoul d be
handl ed as col ums.
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2. Al VAGENDAs and CSs | ook |like tables for the purpose of a
QUERY, and all of their properties ook |ike colums in those
t abl es.

3. You MJST NOT do any cross-conmponent-type joins. That means
you can ONLY have one conponent OR one "VAGENDA" conponent OR
one "VCALSTORE" conponent in the "FROM' cl ause.

4. Everything in the "SELECT" clause and "WHERE' cl auses MUST be
fromthe sane conponent type or "VAGENDA" component OR
"VCALSTORE" conponent in the "FROM' cl ause

5. Wen nmultiple "QUERY" properties are supplied in a single
"VQUERY" conponent, the results returned are the sane as the
results returned for multiple "VQUERY" conmponents that each
have a single "QUERY" property.

6. The '.’ is used to separate the table name (conponent) and
col um nane (property or conponent) when selecting a property
that is contained inside a conponent that is targeted in the
TARGET property.

7. A contained component without a ’'.’ is not the sane as
"conponent-nane.*". |f given as "conponent-nane" (no dot),
the encapsul ati ng BEG N END statenment will be supplied for
"conmponent - nane".

In the follow ng exanple, .’ is used to separate the "TRI GGER'
property fromits contained conponent (VALARM, which is contained in
any "VEVENT" conponent in the selected "TARGET" property value (a
relcalid). Al "TRIGGER' properties in any "VEVENT" conponent in
relcalid would be returned.

TARGET: relcalid
QUERY: SELECT VALARM TRI GGER FROM VEVENT
SELECT VALARM FROM VEVENT WHERE U D = "123"

This returns one BEG N END "VALARM conponent for each "VALARM

conponent in the matching "VEVENT" conponent. As there is no .
(dot) in the VALARM after the SELECT above, it returns:
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BEG N: VALARM

TRI GGER, RELATED=END: PT5M
REPEAT: 4

END: VALARM

BEG N: VALARM

TRI GGER;, RELATED=START: PT5M
DURATI ON: PT10M

END: VALARM

If the SELECT paraneter is provided as "conponent-nane.*", then only
the properties and any contai ned conmponents will be returned. The
exanpl e:

SELECT VALARM * FROM VEVENT WHERE U D = "123"

will return all of the properties in each "VALARM conponent in the
mat chi ng " VEVENT" conponent:

TRI GGER;, RELATED=END: PT5M
REPEAT: 4

TRI GGER. RELATED=START: PT5M
DURATI ON: PT10M

In the follow ng SELECT cl auses:
(a) SELECT <a-property-nane> FROMV VEVENT
(b) SELECT VALARM FROM VEVENT
(c) SELECT VALARM * FROM VEVENT
(d) SELECT * FROM VEVENT
(e) SELECT * FROM VEVENT WHERE
VALARM TRI GGER < ' 20020201T000000Z
AND VALARM TRI GGER > ' 20020101T000000Z’

Clause (a) elects all instances of <a-property-nanme> fromall "VEVENT"
conponent s.

Royer, et al. Experi ment al [ Page 32]



RFC 4324 Cal endar Access Protocol Decenmber 2005

Clauses (b) and (c) select all "VALARM' conponents fromall "VEVENT"
conponents. (b) would return themin BEG N END VALARM tags. (c) would
return all of the properties w thout BEG N END VALARM t ags.

Clause (d) selects every property and every conponent that is in any
"VEVENT" conponent, with each "VEVENT" conponent wrapped in a
BEG N END VEVENT t ags.

Clause (e) selects all properties and all contai ned conponents in all
"VEVENT" conponents that have a "VALARM conponent with a "TRI GGER'
property val ue between the provided dates and times, with each
"VEVENT" conponent w apped in BEG N END VEVENT t ags.

Here are two invalid SELECT cl auses:
(f) SELECT VEVENT. VALARM TRI GGER FROM VEVENT

(g) SELECT DTSTART, U D FROM VEVENT
VWHERE VTCODO. SUMVERY = "Fi x typo in CAP"

Clause (f) is invalid because it contains two characters.

Clause (g) Is invalid because it m xes VEVENT
and VTODO properties in the sane VQUERY.

Formal Definition: The value type is defined by the follow ng

not ati on:
cal -query = "SELECT" SP  cap-val SP
" FROM' SP conp- nane SP
" WHERE" SP cap- expr
/[ "SELECT" SP cap-cols SP
" FROM' SP conp- nane
cap-val = ’cap—col s |/ param
/ ( cap-val "," cap-val )
; NOTE: there is NO space around the "," on
; the next line
cap-col s = cap-col / ( cap-cols "," cap-col)
[
[ "*.*" : only valid when the target is a "VAGENDA"

A 'cap-col’ is:

Any property name (' cap-prop’) found in the
conponent naned in the ’'conp-nane’ used in the
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cap-factor
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"FROM' cl ause.
SELECT ORGANI ZER FROM VEVENT . ..
R

A conponent name (’conp-nane’) of an existing
conponent contai ned inside of the 'conp-nane’
used in the "FROM' cl ause

SELECT VALARM FROM VEVENT ..
oR

A component name (’ conp-nane’) of an existing
conponent contai ned inside of the 'conp-name’ used
in the "FROM' cl ause foll owed by a property

nane (' cap-prop’) to be selected fromthat
conponent .
(conp- nane

cap- pr op)
SELECT VALARM TRI GGER FROM VEVENT . ..

conp- nane
conp-name "." cap-prop

cap- prop

"VEVENT" [/ "VTODO' /[ "VJOURNAL" / "VFREEBUSY"
"VALARM' [/ "DAYLIGHT" / "STANDARD' / " VAGENDA"

" VCAR' /[ "VCALSTORE" / "VQUERY" [ "VTI MEZONE"
"VRI GHT" [/ x-conp / iana-conp

; A property that may be in the ’cap-conp’ naned

; in the "SELECT" cl ause.

"(" cap-expr ")"

cap-term

cap- expr SP cap-1logical SP cap-expr
cap-factor

"AND" / "OR'

cap-col val SP cap-oper SP col -val ue
cap-colval SP "LIKE" SP col -val ue
cap-col val SP "NOT LIKE" SP col -val ue
cap-colval SP "I'S NULL"

cap-colval SP "I'S NOT NULL"
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i ana-state

X-state

cap- col val

par am

cap- par am

col -val ue

cal - addr ess

col-literal
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/ col-value SP "I N' cap-col val
/ col -value SP "NOT IN' cap-col val
n STATE() n n :Il ( n Bw(EDI

/

/
/
/
/

literal -data
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" UNPROCESSED"
" DELETED"

i ana-state
X-state )

~ Y~~~

Any state registered by 1 ANA directly or
included in an RFC that may be applied to
the conponent and within the rul es published.

Any experinmental state that starts with
"ot or "Xt

cap-col / param

"'PARAI\/(" cap-col "," cap-param")"

2005

Any paranmeter that may be contained in the cap-col

in the supplied PARAM) function

col-literal

"SELF()"

" CAL- O\NERS() "

"CAL- OONERS(" cal -address ")"
" CURRENT- TARGET() "

A CALID as define by CAP

literal -data

; Any data that natches the value type of the

colum that is being conpared. That is, you

cannot conpare PRIORITY to "sone string"” because

PRI ORI TY has a value type of integer. |If it is

not preceded by the LIKE el enent, any '% and

characters in the literal data are not treated as

wi | dcard characters and do not have to be

backsl ash- escaped.

oR

If the literal-data is preceded by the LIKE

elenent it may also contain the "% and '’

wi | dcard characters. And, if the literal data

that is comparing contains any "% or ' _’

characters, they MJUST be backsl ash-escaped as
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described in the notes below, in order for them
not to be treated as w ldcard characters.

; And, if the literal data contains any characters
; that would have to be backsl ash-escaped if

; a property or paraneter value, then they nust

; be backsl ash-escaped in the literal-data.

; Al'so, the quote character (') must be backsl ash
; escaped. Exanple:

WHERE SUBJECT = 'It\'s tine to ski

cap- oper = "=

[

/ n <Il

[ ">

[ ="

[ >="
SP = ; A single white space ASCI| character

; (value in HEX %20).

X-conp = : As defined in [iCAL] section 4.6.
i ana- conp = ; As defined in [i CAL] section 4.6.

6.1.1.1. [NOT] CAL- OANERS()

This function returns the list of "OAMNER' properties for the named
cal endar when used in the "SELECT" cl ause.

If called as 'CAL-OMNERS()’', it is equivalent to the comma-separated
list of all of the owners of the cal endar that match the provided
"TARGET" property value. |If the target is a "VCALSTORE", it returns
the "CALMASTER" property.

If called as ' CAL- O\NERS(cal -address)’, then it is the equivalent to
the comma-separated |list of owners for the naned calendar id. |If
"cal -address’ is a CS, it returns the "CALMASTER' property.

If used in the "WHERE" clause, it returns true if the currently
aut henticated UPN is an owner of the currently sel ected object
mat ched in the provided "TARGET" property. Used in a CAL- QJERY
"WHERE" cl ause and in the UPN FILTER
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6.1.1.2. CURRENT- TARCGET()

This is equivalent to the value of the "TARGET" property in the
current command. It is used in a CAL- QUERY "WHERE" cl ause.

6.1.1.3. PARAM)

This is used in a CAL-QUERY. It returns or tests for the val ue of
t he named parameter fromthe named property.

6.1.1.3.1. PARAM) in SELECT

When used in a "SELECT" clause, it returns the entire property and
all of that property’'s paraneters; the result is not limted to the

supplied parameter. |f the property does not contain the named
parameter, then the property is not returned. However, it could be
returned as a result of another "SELECT" clause value. If multiple
properties of the supplied name have the naned paraneter, al
properties with that naned paraneter are returned. |If nultiple

PARAM) clauses in a single "SELECT" CLAUSE match the sane property,
then the single matching property is returned only once.

Al so, note that nmany parameters have default values defined in [i CAL]
that nust be treated as existing with their default value in the
properties, as defined in [i CAL], even when not explicitly present.
For exanple, if a query were performed wi th PARAM ATTENDEE, ROLE) then
ALL "ATTENDEE" properties would natch because, even when they do not
explicitly contain the "ROLE" parameter, it has a default val ue and
therefore must match.

Therefore, when PARAM) is used in a "SELECT" clause, it is nore
accurate to say that it means return the property, if it contains the
naned paraneter explicitly in the property or sinply because the
paranmeter has a default for that property.

6.1.1.3.2. PARAM) in WHERE

When PARAM) is used in the "WHERE" clause, a match is true when the
par armet er val ue matches the conpare clause (according to the supplied
WHERE values). If multiple named properties contain the named
paranmeter, then each paranmeter value is conpared in turn to the
condition; if any match, the results would be true for that condition
the sane as if only one had existed. Each matching property or
conponent is returned only once.

Because a paraneter may be multi-valued, the conparison mght need to
be done with an "IN or "NOT IN' comparator.
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G ven the foll owi ng query:
ATTENDEE; PARTSTAT=ACCEPTED: cap: // host . conl j oe

SELECT VEVENT FROM VAGENDA
VWHERE PARAM ATTENDEE, PARTSTAT) = ' ACCEPTED

Thus, all "VEVENT" conponents that contain one or nore "ATTENDEE"
properties that have a "PARTSTAT" paranmeter with a "ACCEPTED' val ue
woul d be returned. Also, each uniquely matching VEVENT woul d be
returned only once, no matter how many "ATTENDEE' properties had
mat ching roles, in each unique "VEVENT" conponent.

Al so note that many paraneters have default values defined in [iCAL].
Therefore, if the follow ng query were perforned on the "ATTENDEE"
property in the above exanpl e:

SELECT VEVENT FROM VAGENDA
VWHERE PARAM ATTENDEE, ROLE) = ' REQ PARTI ClI PANT’

It would return the "ATTENDEE" property shown above because the
default value for the "ROLE' paraneter is "REQ PARTI Cl PANT".

6.1.1.4. SELF()

Used in a CAL- QUERY "WHERE' cl ause. Returns the UPN of the currently
aut henticated UPN or their current UPN as a result of an | DENTIFY
conmand.

6.1.1.5. STATE()

Returns one of three val ues, "BOOKED', "UNPROCESSED', or "DELETED"
dependi ng on the state of the object. "DELETED' is a conponent in
the marked-for-delete state. Conponents that have been renoved from
the store are never returned.

If not specified in a query then both "BOOKED' and "UNPROCESSED' data
is returned. Each unique "METHOD' property nust be in a separate
M ME obj ect, per the [i CAL] section 3.2 restriction

6.1.1.6. Use of Single Quote

Al literal values are surrounded by single quotes ('), not double
guotes ("), and not without any quotes. |If the value contains quotes
or any other ESCAPED- CHAR, they MJST be backsl ash-escaped as
described in section 4.3.11 "Text" of [iCAL]. Any "LIKE" cl ause

wi | dcard characters that are part of any literal data that is
preceded by a "LIKE" clause or "NOT LIKE" clause and is not intended
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to nean wildcard search MJUST be escaped as described in note (7)
bel ow.

6.1.1.7. Conparing DATE and DATE-TI ME Val ues

When conparing "DATE-TI ME' val ues to "DATE" val ues and when conpari ng
"DATE" values to "DATE-TIME" values, the result will be true if the
"DATE" value is on the sanme day as the "DATE-TIME' value. They are
conpared in UTC no matter what tinme zone the data may have been
stored in.

Local time event, as described in section 4.2.19 of [iCAL], nust be
considered to be in the CUA default tinezone that was supplied by the
CUA in the "CAPABI LI TY" exchange.

VALUE- 1 VALUE- 2 Conpare Results
20020304 20020304T123456 TRUE

(in UTC 3) (in UTC 3)

20020304 20020304T003456 FALSE

(in UTQ (in UTC 4)

20020304T003456Z  20020205T003456  FALSE
(in UTC 0) (in UTC 7)

When "DATE" val ues and "DATE-TI ME' values are conpared with the
"LI KE" clause, the comparison will be done as if the value is a
[i CAL] DATE or DATE-TIME string val ue.

LI KE ' 2002% will match anything in the year 2002.

LI KE ' 200201% will match anything in January 2002.

LI KE ' 99000000 wi |l match anything at m dnight.

LI KE ’ 01 T% will match anything for any year or
time that is in January.
(Four "', '01", two ' ' "T%).

Using a "LIKE" clause val ue of "%%0% , would return any val ue that
contai ned two consecutive zeros.

Al'l conparisons will be done in UTC

Royer, et al. Experi ment al [ Page 39]



RFC 4324 Cal endar Access Protocol Decenmber 2005

6.1.1.8. DTEND and DURATI ON

The "DTEND' property value is not included in the tinme occupied by
the conponent. That is, a "DTEND' property val ue of 20030614T12000
includes all of the time up to, but not including, noon on that day.

The "DURATI ON' property value end tine is also not inclusive. So an
object with a "DTSTART" property value of 20030514T110000 and a
"DURATI ON' property value of "1H' does not include noon on that day.

VWhen a "QUERY" property value contains a "DIEND' val ue, then the CS
MUST al so eval uate any existing "DURATI ON' property val ue and
deternmine if it has an effective end tinme that natches the "QUERY"
property supplied "DTEND' val ue or any range of val ues supplied by
the "QUERY" property.

VWhen a "QUERY" property contains a "DURATI ON' val ue, then the CS MJUST
al so evaluate any existing "DTEND' property val ues and determine if
they have an effective duration that natches the value, or any range
of val ues, supplied by the "QUERY" property.

6.1.1.9. [NOT] LIKE

The pattern matching characters are the "% that matches zero or nore
characters, and ' ' that nmatches exactly one character (where
character does not al ways nean octet).

"LI KE" clause pattern matches al ways cover the entire string. To
match a pattern anywhere within a string, the pattern nust start and
end with a percent sign.

To match a "% or ' ' in the data and not have it interpreted as a
wi | dcard character, they MJST be backsl ash-escaped. Thus, to search
for a’% or ' ' in the string:

LI KE ’ % 984 Mat ches any string with a "% init.
LIKE "% 9% Mat ches any string with a’ ' init.

Strings conpared using the "LIKE" clause MJST be perforned using case
i nsensitive conparisoi son assunmes 'a’ = "A').

If the "LIKE" clause is preceded by 'NOI' then there is a nmatch when
the string conpare fails.

Sone property values (such as the 'recur’ value type), contain conmas
and are not nulti-valued. The CS nmust understand the objects being
conpared and understand how to deternm ne how any nul ti-val ued or

nmul ti-instances properties or paraneter val ues are separated, quoted,
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and backsl ash-escaped. THE CS nust performthe conparisons as if
each val ue existed by itself and was not quoted or backsl ash-escaped,
when conparing using the LIKE el enent.

See rel ated exanples in Section 6.1.1.11
6.1.1.10. Enpty vs. NULL

When used in a CAL- QUERY val ue, "NULL" neans that the property or
parameter is not present in the object. Paramaters that are not
provi ded and have a default value in the property are considered to
exist with their default value and will not be "NULL".

If the property exists but has no value, then "NULL" MJUST NOT
mat ch.

If the paraneter exists but has no value, then "NULL" MJST NOT
mat ch.

If the paraneter not present and has a default value, then "NULL"
MUST NOT nat ch.

If the property (or paraneter) exists but has no value, then it
mat ches the enpty string '’ (quote quote).

6.1.1.11. [NOT] IN

This is simlar to the "LIKE' clause, except it does val ue matching
and not string conparison matches.

Sone i Cal endar objects can be nmulti-instance and multi-valued. The
"IN'" clause will return a match if the literal value supplied as part
of the "IN' clause is contained in the value of any instance of the
naned property or paraneter, or is in any of the nultiple values in
the nanmed property or paraneter. Unlike the "LIKE" clause, the "%
and ' ' matching characters are not used with the "IN' clause and
have no speci al neaning.

BEG N: A- COMPONENT

(a) property:val uel, val ue2 One property, two val ues.
(b) property: "val uel, val ue2" One property, one val ue.
(c) property: paraneter=1, 2: x One paraneter, two val ues.
(d) property: paraneter="1,2",3:y One paraneter, one val ue.
(e) property: paraneter=",":z One paraneter, one val ue.
(f) property:x,y,z One property, three val ues

END: A- COVPONENT
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In this exanple:

"valuel’ I N property woul d match (a) only.
"val uel, value2’ IN property woul d match (b) only.
"value% I N property woul d NOT mat ch any.

"," IN property woul d NOT match any.
"% 9% | N property woul d NOT match any.

"X" I N property woul d match (f) and (c).
"2" I N paraneter woul d match (c) only.
"1,2" I N paraneter woul d match (d) only.
", I N parameter woul d match (e) only.
"% 9% | N paraneter woul d NOT match any.
property LIKE 'val uel% woul d match (a) and (b).
property LIKE 'val ue% woul d match (a) and (b).
property LIKE 'x’ woul d match (f) and (c).
paraneter LIKE ' 1% woul d match (c) and (d).
paranmeter LIKE ' 9%2% woul d match (c) and (d).
paranmeter LIKE ',’ woul d match (e) only.

Sone property values (such as the "RECUR' val ue type), contain conmas
and are not nulti-valued. The CS nmust understand the objects being
conpared and understand how to deternm ne how any nul ti-val ued or

nmul ti-instance properties or paraneter values are separated, quoted,
and backsl ash-escaped and performthe conparisons as if each val ue
existed by itself and not quoted or backsl ash-escaped when conpari ng
using the IN el ement.

If the "IN' clause is preceded by 'NOTI', then there is a match when
the val ue does not exist in the property or paraneter val ue.

6.1.1.12. DATE-TIME and TIME Values in a WHERE O ause
Al "DATE-TIME" and "TIME" literal values supplied in a "WHERE"
cl ause MUST be termnated with 'Z'. That neans that the CUA MJST
supply the values in UTC.
Val i d:

WHERE al arm TRI GGER < ' 20020201T000000Z’
AND al arm TRI GGER > ' 20020101T000000Z’

Not valid; it is a syntax error and the CS MJST reject the QUERY

VWHERE al arm TRI GGER < ' 20020201T000000
AND al arm TRI GGER > ' 20020101T000000’
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6.1.1.13. Miltiple Contained Components

If a query references a conponent and a conponent or property
contai ned in the component, any clauses referring to the contained
conponent or property nust be evaluated on all of the contained
conponents or properties. |If any of the contained conmponents or
properties match the query, and the conditions on the containing
conponent are also true, the conponent matches the query.

For exanple, in the query below, if a BOOKED VEVENT contains multiple
VALARME, and the VALARM TRI GGER cl ause is true for any of the VALARMVS
in the VEVENT, then the U D, SUMVARY, and DESCRI PTI ON of this VEVENT
woul d be included in the QUERY results.

BEG N: VQUERY
EXPAND: TRUE

QUERY: SELECT Ul D, SUMVARY, DESCRI PTI ON FROM VEVENT
WHERE VALARM TRI GGER >= ' 20000101T030405Z’

AND VALARM TRI GGER <= ’ 20001231T235959Z'

AND STATE() = ' BOOKED

END: VQUERY

6.1.1.14. Exanple, Query by U D

6.

The foll owi ng exanple would match the entire content of a "VEVENT" or
"VTODO' conponent with the "U D' property equal to "uidl23" , and it
woul d not expand any nultiple instances of the component. |f the CUA
does not know if "uidl23" was a "VEVENT", "VTODO', "VJOURNAL", or
any ot her conponent, then all conmponents that the CUA supports MJST
be supplied in a QUERY property. This exanple assunmes the CUA is
only interested in "VIODO' and "VEVENT" conponents.

If the results were enpty it could al so nean that "uid123" was a
property in a component other than a VTODO or VEVENT.

BEGQ N: VQUERY

QUERY: SELECT * FROM VTODO WHERE UI D = 'ui d123
QUERY: SELECT * FROM VEVENT WHERE U D = 'ui d123’
END: VQUERY

1.1.15. CQuery by Date-Ti me Range

This query selects the entire content of every booked "VEVENT"
conponent that has an instance greater than or equal to July 1,
2000 00: 00: 00 UTC and less than or equal to July 30, 2000 23:59:59
UTC. This includes single instance "VEVENT" conponents that do
not explicitly contain any recurrence properties or "RECURRENCE-

I D' properties. This works only for CSs that have the "RECUR-
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EXPAND' property value set to "TRUE' in the "GET- CAPABI LI TY"
exchange.

BEG N: VQUERY

EXPAND: TRUE

QUERY: SELECT * FROM VEVENT

VWHERE RECURRENCE- | D >= '’ 20000701T000000Z’
AND RECURRENCE- | D <= ’ 20000730T2359597
AND STATE() = ' BOOKED

END: VQUERY

6.1.1.16. Query for Al Unprocessed Entries

The foll owi ng exanpl e selects the entire contents of all non-booked
"VTODO' and "VEVENT" conponents in the "UNPROCESSED' state. The

default for the "EXPAND' property is "FALSE', so the recurrence rules
wi Il not be expanded.

BEGQ N: VQUERY

QUERYI D: Fet ch VEVENT and VTODO i TI P conponent s

QUERY: SELECT * FROM VEVENT WHERE STATE() = ' UNPROCESSED
QUERY: SELECT * FROM VTODO WHERE STATE() = ' UNPROCESSED
END: VQUERY

The foll owi ng exanple fetches all "VEVENT' and "VTODO' components in
the "BOOKED' state.

BEG N: VQUERY

QUERYI D: Fetch Al Booked VEVENT and VTODO components
QUERY: SELECT * FROM VEVENT WHERE STATE() = ' BOOKED
QUERY: SELECT * FROM VTODO WHERE STATE() = ' BOOKED
END: VQUERY

The followi ng fetches the "U D' property for all "VEVENT" and "VTODO'
conponents that have been marked for del ete.

BEG N: VQUERY

QUERYI D: Fetch Ul Ds of nmarked-for-del ete VEVENTs and VTODGs
QUERY: SELECT U D FROM VEVENT WHERE STATE() = ' DELETED
QUERY: SELECT Ul D FROM VTODO WHERE STATE() = ' DELETED

END: VQUERY

6.1.1.17. Query with Subset of Properties by Date/Tine
In this exanple, only the naned properties will be selected, and all

booked and non-booked components have a "DISTART" val ue from February
1st to February 10th 2000 (in UTC) will also be sel ected.
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BEG N: VQUERY

QUERY: SELECT Ul D, DTSTART, DESCRI PTI ON, SUMMARY FROM VEVENT
WHERE DTSTART >= ' 20000201T000000Z’

AND DTSTART <= ’'20000210T2359597’

END: VQUERY

6.1.1.18. Query with Components and Alarns in A Range

This exanple fetches all booked "VEVENT" components with an alarm
that triggers within the specified tine range. 1In this case only the
"U D', "SUMWARY", and "DESCRI PTI ON' properties will be selected for
al | booked "VEVENTS' conponents that have an al arm between the two
date-ti nes supplied.

BEG N: VQUERY
EXPAND: TRUE

QUERY: SELECT Ul D, SUMVARY, DESCRI PTI ON FROM VEVENT
WHERE VALARM TRI GGER >= ' 20000101T030405Z’

AND VALARM TRI GGER <= ’ 20001231T235959Z'

AND STATE() = ' BOOKED

END: VQUERY

6.1.2. UPN Val ue Type
Val ue Nanme: UPN

Purpose: This value type is used to identify values that contain user
principal name of a CU or a group of CUs.

Formal Definition: The value type is defined by the follow ng

not ati on:
upn ,:'W@
/ [ dot-atomtext ] "@ dot-atomtext
; dot-atomtext is defined in RFC 2822 [ RFC2822]
dot-aton}téxt = ; As defined in [iCAL].

Description: This data type is an identifier that denotes a CU or a
group of CU. A UPN is an RFC 2822-conpliant enail address
[ RFC2822], with exceptions listed below, and in nost cases it is
deliverable to the CU In sone cases it is identical to the CUs
wel | known erail address. A CU s UPN MJST never be an e-nai
address that is deliverable to a different person. And there is
no requirenent that a person’s UPN MJUST be their e-mail address.
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A UPN is formatted as a user nane followed by "@, followed by a
Realmin the formof a valid and uni que DNS dormai n name. The user
name MJST be unique within the Realm In its sinplest formit

| ooks |ike "user @xanpl e.cont.

In certain cases a UPN will not be RFC 2822-conpliant. Wen
anonynous aut hentication is used, or anonynpus authorization is
bei ng defined, the special UPN"@ will be used. When

aut henti cati on MJUST be used, but unique identity MJST be obscured,
a UPN of the form @NS-donai n-name may be used. For exanpl e,

" @xampl e. cont'.

Exanpl e:

6. 1. 3.

Val

The following is a UPN for a CU.
j doe@xanpl e. com

The following is an exanple of a UPN that could be for a group of
CU

st af f @xanpl e. com
The following is a UPN for an anonynous CU that belongs to a
specific realm Wen used as a UPN-FILTER, it applies to all UPNs
in a specific realm

@xanpl e. com
The following is a UPN for an anonynous CU:

@

UPN- FI LTER Val ue

ue Nanme: UPN-FILTER

Purpose: This value type is used to identify values that contain a

user principal name filter.

Formal Definition: The value type is defined by the follow ng

Royer,

not ati on:
NOTE: " CAL- OMNERS( cal - address) "
; and "NOT CAL- OMNERS( cal - address) "
; are both NOT al | owed bel ow.
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upn-filter = "CAL- ONNERS() " /
"NOT CAL- ONNERS() " /
"egn /

[ "*" / dot-atomtext ] "@ ( "*" / dot-atomtext )

; dot-atomtext is defined in RFC 2822

Description: The value is used to nmatch user principal nanes (UPNs).
For "CAL-OANERS()" and "NOT CAL- OANERS()", see Section 8.24.

* Mat ches all UPNs.

@ Mat ches the UPN of anonynpus CUs
bel onging to the null realm

@ Mat ches the UPN of anonymous CUs
bel ongi ng to any non-null realm

@ealm Mat ches the UPN of anonynpus CUs
bel onging to the specified realm

*@ Mat ches the UPN of non-anonynous CUs
bel ongi ng to any non-null realm

*@ealm Mat ches the UPN of non-anonynous CUs
bel onging to the specified realm

user @eal m W©Matches the UPN of the specified CU
bel onging to the specified realm

user @ Not al | owed.
user @ Not al | owed.
Exampl e: The foll owi ng are exanples of this val ue type:
DENY: NON CAL- OANERS( )
DENY: @nhacker s. exanpl e. com

DENY: * @acker s. exanpl e. com
GRANT: sam@xanpl e. com
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7. New Par anet ers
7.1. ACTION Paranet er
Par anmet er Nane: ACTI ON

Purpose: This paraneter indicates the action to be taken when a
ti meout occurs.

Val ue Type: TEXT
Conf ormance: This property can be specified in the "CVD' property.

When present in a "CMVMD' property, the "ACTI ON' paraneter specifies
the action to be taken when the command timeout expires.

Formal Definition: The parameter is defined by the foll ow ng

not ati on:
action-param =";" "ACTION" "=" ( "ASK" / "ABORT" )
; If "action-param is supplied then
; ' latency-param MJST be supplied.
Exanpl e:

CNVD; LATENCY=10; ACTI ON=ASK: CREATE
7.2. ENABLE Par anet er
Par anet er Nane: ENABLE

Purpose: This paraneter indicates whether or not the property shoul d
be ignored. For exanple, it can indicate that a "TRl GGER'
property in a "VALARM conmponent shoul d be ignored.

Val ue Type: BOOLEAN

Conf ormance: This property can be specified in the "TR GCGER'
properties.

Description: When a non owner sends an [i TIP] "REQUEST" to a cal endar
that object might contain a "VALARM' conponent. The owner may
wi sh to have local control over their own CUA and when or how
alarns are triggered.

A CUA may add the "ENABLE' paraneter to any "TRI GGER' property

bef ore booki ng the conmponent. If the "ENABLE" paraneter is set to
"FALSE", then the alarmwi |l be ignored by the CUA. |f set to
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"TRUE", or if the "ENABLE" property is not in the "TRI GGER'
property, the alarmis enabled. This parameter may not be known
by pre-CAP i nplenmentations, but this should not be an issue as it
conforms to an 'ianaparam [i CAL].

Formal Definition: The property is defined by the foll owi ng notation

enabl e- param = "ENABLE" "=" bool ean

bool ean ; As defined in [i CAL].

Exanpl e: The following is an exanple of this property for a "VAGENDA"
conponent :

TRI GGER; ENABLE=FALSE; RELATED=END: PT5M
7.3. | D Par anet er
Paraneter Nane: |D

Pur pose: When used in a "CVD' component, it provides a unique
i dentifier.

Val ue Type: TEXT
Conf ormance: This paraneter can be specified in the "CVD' property.

Description: If nmore than one command is sent, then the "ID"
paranmeter is used to uniquely identify the comrand.

A CUA may add the "I D' paraneter to any "CMD' property before
sendi ng the conmand. There nust not be nore than one outstanding
conmand tagged with the same "I D' paraneter val ue.

Formal Definition: The property is defined by the foll ow ng notation

i d- param =";" "ID" "=" unique-id

The text value supplied is a uni que val ue
shared between the CUA and CS to uniquely
identify the instance of command in the
the current CUA session. The value has

no nmeaning to other CUAs or other sessions.

uni que-id ; text

t ext ; As defined in [iCAL].

Exanmpl e: The followi ng is an exanple of this paraneter conponent:

Royer, et al. Experi ment al [ Page 49]



RFC 4324 Cal endar Access Protocol Decenmber 2005

CMVD; UD=sone- uni que- val ue: CREATE
7.4. LATENCY Paraneter
Paramet er Name: LATENCY

Purpose: This paraneter indicates tine in seconds for when a tineout
occurs.

Val ue Type: TEXT
Conf ormance: This property can be specified in the "CVD' property.

When present in a "CVMD' property, the "LATENCY" paraneter specifies
the time in seconds when the conmmand tinmeout expires.

Formal Definition: The parameter is defined by the foll ow ng
not ati on:

| at ency- par am """ "LATENCY" "=" | atency-sec

The value supplied in the tinme in seconds.
If "latency-parami is supplied then
"action-parami MJST be supplied.

| at ency- sec posi nt1
; Default is zero (0) meaning no tineout.
Exampl e: The following is an exanple of this paraneter:
CVD; LATENCY=10; ACTI ONFASK: CREATE
7.5. LOCAL Paraneter
Par amet er Nanme: LOCAL

Purpose: Indicates if the naned conponent should be exported to any
non- organi zer cal endar

Val ue Type: BOOLEAN

Conf ormance: This paraneter can be specified in the "SEQUENCE"
properties in a "VALARM conponent.

Description: When a non-owner sends an [i TIP] "REQUEST" to a cal endar
that object might contain a "VALARM' conponent. The owner may
wi sh to have | ocal control over their own CUA and when or how
alarns are triggered.
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A CUA may add the "LOCAL" paraneter to the "SEQUENCE" property
bef ore booki ng the component. If the "LOCAL" paraneter is set to
"TRUE", then the alarm MJUST NOT be forwarded to any ot her
calendar. |If set to "FALSE', or if the "LOCAL" paraneter is not
in the "SEQUENCE" property, the alarmis gl obal
Formal Definition: The property is defined by the foll owi ng notation
| ocal - param = "LOCAL" "=" bool ean
Exampl e: The followi ng is an exanple of this paraneter:
SEQUENCE; LOCAL=TRUE: 4
7.6. LOCALI ZE Par anet er
Par amet er Name: LOCALI ZE

Purpose: |f provided, specifies the desired | anguage for error and
war ni ng messages.

Val ue Type: TEXT

Conf ormance: This paraneter can be specified in the "CVD' properti es.
When the "LOCALI ZE" paraneter is supplied, its value MJST be one
of the values listed in the initial [BEEP] greeting 'localize

attri bute.

A CUA may add the "LOCALI ZE" paraneter to the "CVD' property to
speci fy the | anguage of any error or warning nessages.

Formal Definition: The property is defined by the foll owi ng notation

| ocal i ze- param ";" "LOCALI ZE" "=" beep-localize
beep-l ocal i ze = text ; As defined in [BEEP]
; The val ue supplied MJIST be one val ue from
; the initial [BEEP] greeting 'localize
; attribute, specifying the locale to use
; for error messages during
; this instance of the command.

Exanpl e: The following is an exanple of this paraneter:

CMVD; LOCALI ZE=f r _CA: CREATE
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7.7. OPTIONS Paramet er
Par amet er Nane: OPTI ONS

Purpose: |If provided the "OPTI ONS" paraneter specifies sone "CMD'
property-specific options.

Val ue Type: TEXT
Conf ormance: This paraneter can be specified in the "CVD' properti es.

A CUA adds the "OPTIONS" paraneter to the "CMVMD' property when the
conmand needs extra val ues.

Formal Definition: The property is defined by the foll owi ng notation

opt i on- param ", "OPTIONS' "=" cnd-specific

cnd-specific

: The val ue supplied is dependent on the
; CMD value. See the specific CVDs for the
; correct values to use for each CVD
Exampl e: The followi ng is an exanmple of this paraneter:
CMVD; OPTI ONS=10: GENERATE- Ul D
8. New Properties
8.1. ALLOWCONFLICT Property
Property Nane: ALLOW CONFLICT
Purpose: This property indicates whether or not the cal endar and CS
supports conponent conflicts. That is, whether or not any of the
conponents in the cal endar can overl ap

Val ue Type: BOOLEAN

Property Paraneters: Non-standard property paranmeters can be
specified on this property.

Conf ormance: This property can be specified in "VAGENDA" and
"VCALSTORE" conponent.

Description: This property is used to indicate whether conponents may
conflict, that is, whether their expanded instances may share the
same time or overlap the sane tine periods. |If it has a val ue of
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"TRUE", then conflicts are allowed. If "FALSE', the no two
conponents may conflict.

If "FALSE" in the "VCALSTORE' conponent, then all "VAGENDA"

conponent "ALLOW CONFLI CT" property val ues MJST be "FALSE" in the
Cs.

Formal Definition: The property is defined by the foll ow ng notation:

al l owconflict = "ALLOW CONFLI CT" ot her-params ":" bool ean
CRLF

Exampl e: The following is an exanple of this property for a "VAGENDA"
conponent :

ALLOW CONFLI CT: FALSE
8.2. ATT- COUNTER Property
Property Nanme: ATT- COUNTER

Property Parameters: Non-standard property paraneters can be
specified on this property.

Conf ormance: This property MJST be specified in an i Cal endar object
that specifies a counter proposal to a group-schedul ed cal endar
entity. When storing a "METHOD' property with the "COUNTER'
nmet hod, there needs to be a way to remenber who sent the COUNTER

The ATT- COUNTER property MJST be added to all "COUNTER' [iTIP]
conponents by the CUA before storing in a CS.

Description: This property is used to identify the CAL- ADDRESS of the
entity that sent the "COUNTER' [i TIP] object.

Formal Definition: The property is defined by the foll ow ng notation:
attcounter = "ATT- COUNTER' ot her-parans ":" cal -address CRLF
Exanpl es:

ATT- COUNTER: cap: exanpl e. com Doug
ATT- COUNTER: nmi | t 0: Doug@xanpl e. com
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8.3. CALID Property
Property Nane: CALID

Property Paraneters: Non-standard property paraneters can be
specified on this property.

Conf ormance: This property can be specified in the "VAGENDA"
conponent .

Description: This property is used to specify a fully-qualified
CALI D.

Formal Definition: The property is defined by the foll owi ng notation
calid = "CALID' other-parans ":" relcalid CRLF
Exanpl e:
CALI D: cap: // cal . exanpl e. conl sdf i f gt y4321
8.4. CALMASTER Property
Property Nanme: CALMASTER

Pur pose: The property specifies an e-mail address of a person
responsi bl e for the cal endar store.

Val ue Type: URl

Property Paraneters: Non-standard property paraneters can be
specified on this property.

Conf ormance: The property can be specified in a "VCALSTORE"
conmponent .

Description: The paraneter val ue SHOULD be a MAILTO URI as defined in
[URL]. It MJST be a contact URI such as a MAILTO URI and not a hone
page or file URI that describes how to contact the cal masters.
Formal Definition: The property is defined by the foll ow ng notation
cal master = "CALMASTER' ot her-parans ":" uri CRLF
uri = 7 ANA registered uri as defined in [iCAL].

Exampl e: The following is an exanple of this property:
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CALMASTER: nmai | t 0: admi ni strat or @xanpl e. com
8.5. CAP-VERSI ON Property
Property Nanme: CAP-VERSI ON
Purpose: This property specifies the version of CAP supported.
Val ue Type: TEXT

Property Paraneters: Non-standard property paraneters can be
specified on this property.

Conf ormance: This property is specified in the "VREPLY" conponent
that is sent in response to a "CGET- CAPABI LI TY" comand.

Description: This specifies the version of CAP that the endpoint
supports. The list is a conma-separated |ist of supported RFC
nunbers. The list MJST contain at |east 4324.

Formal Definition: The property is defined by the foll owi ng notation

cap-version = "CAP- VERSI ON' ot her-params ":" text CRLF

Exanmpl e: The foll owi ng are exanples of this property:

CAP- VERSI ON: 4324
8.6. CARID Property
Property Nane: CARID

Purpose: This property specifies the identifier for an access right
conponent .

Val ue Type: TEXT

Property Paraneters: Non-standard property paraneters can be
specified on this property.

Conf ormance: This property MJST be specified once in a "VCAR'
conponent .

Description: This property is used in the "VCAR' conmponent to specify
an identifier. A "CARID' property value is unique per container

Formal Definition: The property is defined by the foll ow ng notation
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carid = "CARID' other-parans ":" text CRLF
Exanpl e: The followi ng are exanples of this property:

CARI D: xyzzy- 007
CARI D: User Rights

8.7. CAR-LEVEL Property
Property Nanme: CAR-LEVEL
Pur pose: The property specifies the | evel of VCAR supported.
Val ue Type: TEXT

Property Paraneters: Non-standard property paraneters can be
specified on this property.

Conf ormance: The property can be specified in a "VREPLY" conponent
that is sent in response to a "CGET- CAPABI LI TY" comand.

Description: The value is one froma list of "CAR-NONE', "CAR- M N',
or "CAR-FULL-1". |If "CAR-FULL-1" is supplied, then "CAR-MN" is
al so available. A "CAR-MN' inplenentation only supported the
"DEFAULT- VCARS" property values listed in the "VCALSTORE"
conponent, and a "CAR-M N' inpl ementati on does not support the
creation or mnodification of "VCAR' conponents fromthe CUA

Formal Definition: The property is defined by the foll ow ng notation:

"CAR- LEVEL" ":" other-params ":"
car -1 evel -val ues

car-| evel

"CAR-NONE" / "CAR-M N' / "CAR- FULL-1"
[/ other-levels )

car -1 evel -val ues

1
—~

ot her-1level s = ; Any name published in an RFC for a
; "CAR-LEVEL" property val ue.

Exampl e: The following is an exanple of this property:
CAR- LEVEL: CAR- FULL- 1
8.8. COVWPONENTS Property

Property Nanme: COVPONENTS
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Purpose: The property specifies a the list of conponents supported by
t he endpoint.

Val ue Type: TEXT

Property Paraneters: Non-standard property paraneters can be
specified on this property.

Conf ormance: The property can be specified in a "VREPLY" conponent in
response to a " GET- CAPABI LI TY" conmmand

Description: A comma-separated |ist of conponents that are supported
by the endpoint. A conponent that is not in the list sent from
the endpoint is not supported by that endpoint. Sending an
unsupported conmponent results in unpredictable results. This
i ncl udes any conponents inside of other conponents (VALARM for
exanple). The recomended list is
"VCALSTORE, VCALENDAR, VREPLY, VAGENDA
VEVENT, VALARM VTI MEZONE, VJOURNAL, VTODO, VALARM
DAYLI GHT, STANDARD, VCAR, VRI GHT, VQUERY" .

Formal Definition: The property is defined by the foll ow ng notation:
conponent s = "COVMPONENTS" other-parans ":" conp-list CRLF

Al of these MUST be supplied only once.

conp-list-req "VCALSTORE" "," "VCALENDAR' "," "VTI MEZONE" ","
" VREPLY" """ VAGENDA! ", " "STANDARD' ", "
" DAYLI GHT"

At | east one MUST be supplied. The sane val ue
MUST NOT occur nore than once.

conp-list-mn ("," "VEVENT")
[ """ "VTODO")
[ "," "VIJOURNAL" )

The’sane val ue MUST NOT occur
nore than once. |If "VCAR' is supplied then
"VRI GHT" nust be supplied.

conp- | i st -opt ("," "VFREEBUSY" ) / ( "," "VALARM )
/(""" "VCAR" ) fC"," "VRIGHT" )
/(""" "VQUERY") [ ("," x-conp )
[/ ( "," iana-conp )
conp-1ist = conp-list-req 1*3conmp-list-mn *(conp-list-opt)

Exanmpl e: The following is an exanple of this property:

Royer, et al. Experi ment al [ Page 57]



RFC 4324 Cal endar Access Protocol Decenmber 2005

COVPONENTS: VCALSTORE, VCALENDAR, VREPLY, VAGENDA,
VEVENT, VALARM VTI MEZONE, VJOURNAL, VTCDO
DAYLI GHT, STANDARD, VFREEBUSY, VCAR, VRI GHT, VQUERY

8.9. CSID Property
Property Nane: CSID

Pur pose: The property specifies a globally unique identifier for the
cal endar store.

Val ue Type: UR

Property Paraneters: Non-standard property paraneters can be
specified on this property.

Conf or mance: The property can be specified in a "VCALSTORE"
conponent .

Description: The identifier MJST be globally unique. Each CS needs
its own unique identifier. The "CSID' property is the officia
uni que identifier for the CS. |If the BEEP ’'serverNane' attribute
was supplied in the BEEP 'start’ message, then the CSID will be
mapped to the virtual host name supplied, and the host nane part
of the CSID MUST be the sane as the 'serverNane’ value. This
allows one CS inplenentation to service multiple virtual hosts.
CS's are not required to support virtual hosting. |If a CS does
not support virtual hosting, then it must ignore the BEEP
"serverNane’' attribute.

Formal Definition: The property is defined by the foll owi ng notation

csid = "CSID' other-parans ":" capurl CRLF

Exampl e: The following is an exanple of this property:

CSI D: cap: // cal endar. exanpl e. com
8.10. DECREED Property
Property Nanme: DECREED

Purpose: This property specifies if an access right cal endar
conponent is decreed or not.

Val ue Type: BOOLEAN
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8.

Property Paraneters: Non-standard property paraneters can be
specified on this property.

Conf ormance: This property MAY be specified once in a "VCAR'
conmponent .

Description: This property is used in the "VCAR' conmponent to specify
whet her the conmponent is decreed or not. |If the "DECREED'
property value is "TRUE" then the CUA will be unable to change the
contents of the "VCAR' conponent and any attenpt will fail with an
error.

Formal Definition: The property is defined by the foll owi ng notation

decr eed = "DECREED' other-parans ":" bool ean CRLF

Exampl e: The following is an exanple of this property:

DECREED: TRUE

11. DEFAULT- CHARSET Property

Property Nanme: DEFAULT- CHARSET
Purpose: This property indicates the default charset.
Val ue Type: TEXT

Property Paraneters: Non-standard property paraneters can be
specified on this property.

Conf ormance: This property can be specified in "VAGENDA" and
"VCALSTORE" cal endar conponent.

Description: In a "VAGENDA" conponent this property is used to
i ndicate the charset of calendar. |If not specified, the default
is the first value in the "VCALSTORE" conponents "DEFAULT- CHARSET"
property value list. The value MJST be an | ANA regi stered
character set as defined in [ CHARREG .

In a "VCALSTORE" conponent it is a conma-separated |ist of charsets
supported by the CS. The first entry is the default entry for al
new y created "VAGENDA' conponents. The "UTF-8" value MJST be in
the "VCALSTORE" conponent "DEFAULT- CHARSET" property list. Al
conpl i ant

CAP i mpl enentations (CS and CUA) MUST support at |east the "UTF-8"
charset .
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If a charset name contains a comma (,), that conma nust be
backsl ash- escaped in the val ue.

Formal Definition: The property is defined by the foll ow ng notation:

def aul t - char set = "DEFAULT- CHARSET" ot her-parans ":" text
*("," text) CRLF

Exanpl e: The following is an exanple of this property for a "VAGENDA"
conponent :

DEFAULT- CHARSET: Shi ft_JI S, UTF- 8
8.12. DEFAULT-LCCALE Property
Property Nanme: DEFAULT-LOCALE

Purpose: This property specifies the default |anguage for text
val ues.

Val ue Type: TEXT

Property Paraneters: Non-standard property paraneters can be
specified on this property.

Conf ormance: This property can be specified in "VAGENDA" and
"VCALSTORE" comnponents.

Description: In a "VAGENDA" conponent, the "DEFAULT-LOCALE" property

is used to indicate the | ocale of the calendar. The full |ocale
SHOULD be used. The default and mninmumlocale is POSI X (aka the
"C locale).

In a "VCALSTORE" conponent, it is a comm-separated |ist of

| ocal es supported by the CS. The first value in the list is the
default for all newy created VAGENDAs. "POSI X' MJST be in the
l'ist.

Formal Definition: The property is defined by the foll owi ng notation

defaul t-1ocal e = "DEFAULT- LOCALE" ot her-paranms ":" | anguage
*( "," language) CRLF
| anguage = ; Text identifying a |ocale, as defined in [ CHARPCOL]

Exampl e: The following is an exanple of this property:

DEFAULT- LOCALE: en- US. i so- 8859- 1, POSI X
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8.13. DEFAULT-TZID Property
Property Nane: DEFAULT-TZID

Purpose: This property specifies the text value that specifies the
tine zones.

Val ue Type: TEXT

Property Paraneters: Non-standard property paraneters can be
specified on this property.

Conf ormance: This property may be specified once in a "VAGENDA" and
"VCALSTORE" comnponents.

Description: A nmulti-valued property that lists the known tine zones.
The first is the default. Here "TZID' property values are the
sane as the "TzZI D' property defined in [iCAL].

If used in a "VCALSTORE" conponent, it is a commua-separated |i st
of TZIDs known to the CS. The entry is used as the default TzID
list for all newy created cal endars. The list MJST contain at

| east "UTC'. A "VCALSTORE" conponents MJST contain one

"VTI MNEZONE" conponent for each value in the "DEFAULT-TZI D'
property val ue.

If used in a "VAGENDA" conponent, it is a comm-separated |ist of
"TZI D' property values nam ng the tinme zones known to the
calendar. The first time zone in the list is the default and is
used as the localtine for objects that contain a date or date-tine
value without a tinme zone. Al "VAGENDA" conponents MJST have one
"VTI MEZONE" conponent contained for each value in the "DEFAULT-
TZI D' property val ue.

If a "TZID'" property value contains a comma (,), the comma nust be
backsl ash- escaped.

Formal Definition: This property is defined by the follow ng
not at i on:

default-tzid

"DEFAULT- TZI D' ot her - par ans
":" [tzidprefix] text
*("," [tzidprefix] text) CRLF

txi dprefix ; As defined in [iCAL].

Exampl e: The following is an exanple of this property:
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DEFAULT- TZI D: US/ Mount ai n, UTC
8.14. DEFAULT- VCARS Property
Property Nanme: DEFAULT- VCARS
Purpose: This property is used to specify the "CARI D' property ids of
the default "VCAR' conponents for newly created "VAGENDA"
conponent s.

Val ue Type: TEXT

Property Paraneters: Non-standard property paraneters can be
specified on this property.

Conf ormance: This property MJST be specified in "VCALSTORE" cal endar
conponent and MJUST at | east specify the foll ow ng val ues:
" READBUSYTI MEI NFO', " REQUESTONLY", "UPDATEPARTSTATUS', and
" DEFAULTONNER" .

Description: This property is used in the "VCALSTORE" comnmponent to
specify the "CARID' val ue of the "VCAR' conponents that MJST be
copi ed i nto now "VAGENDA' conponents at creation tine by the CS
Al'l "DEFAULT- VCAR' val ues nust have "VCARS' conponents stored in
the "VCALSTORE".

Formal Definition: The property is defined by the foll owi ng notation

defautl -vcars = "DEFAULT- VCARS" ot her-parans ":" text
*("," text ) CRLF

Exanpl e: The following is an exanple of this property:

DEFAULT- VCARS: READBUSYTI MEI NFO, REQUESTONLY,
UPDATEPARTSTATUS, DEFAULTOMNNER

8.15. DENY Property
Property Nanme: DENY

Purpose: This property identifies the UPN(s) being denied access in
the "VRI GHT" conponent.

Val ue Type: UPN-FILTER

Property Paraneters: Non-standard property paraneters can be
specified on this property.
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Conf ormance: This property can be specified in "VRI GHT" conponents.

Description: This property is used in the "VRI GHT" component to
define the CU or UG being deni ed access.

Formal Definition: The property is defined by the foll owi ng notation
deny = "DENY" other-params ":" upn-filter CRLF
Exampl e: The foll owi ng are exanples of this property:
DENY: *
DENY: bob@xanpl e. com
8.16. EXPAND property
Property Nanme: EXPAND
Purpose: This property is used to notify the CS whether to expand any
conponent with recurrence rules into multiple instances, in a
query reply.
Val ue Type: BOOLEAN

Property Paraneters: Non-standard property paraneters can be
specified on this property.

Conf ormance: This property can be specified in "VQUERY" conmponents.

Description: If a CUA wishes to see all of the instances of a
recurring conponent, the CUA sets EXPAND=TRUE in the "VQUERY"
conponent. If not specified, the default is "FALSE'. Note that
if the CS has its "RECUR- EXPAND' CS property value set to "FALSE"
then the "EXPAND' property will be ignored and the result will be
as if the "EXPAND' value was set to "FALSE'. The results will be
bounded by any date range or other limts in the query.

Formal Definition: The property is defined by the foll owi ng notation
expand = "EXPAND' other-params ":" ("TRUE'" / "FALSE') CRLF
Exanmpl e: The foll owi ng are exanples of this property:

EXPAND: FALSE
EXPAND: TRUE
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8.17. GRANT Property
Property Nanme: GRANT

Purpose: This property identifies the UPN(s) being granted access in
the "VRI GHT" conponent.

Val ue Type: UPN-FILTER

Property Paraneters: Non-standard property paraneters can be
specified on this property.

Conf ormance: This property can be specified in "VRI GHT" cal endar
conponent s.

Description: This property is used in the "VRI GHT" component to
specify the CU or UG being granted access.

Formal Definition: The property is defined by the foll owi ng notation
gr ant = "GRANT" other-parans ":" upn-filter CRLF

Exampl e: The foll owi ng are exanples of this property:
GRANT: *
GRANT: bob@xanpl e. com

8.18. I TIP-VERSION Property

Property Nane: | Tl P-VERSI ON

Purpose: This property specifies the version of |ITIP supported.

Val ue Type: TEXT

Property Paraneters: Non-standard property paraneters can be
specified on this property.

Conf ormance: This property is specified in the "VREPLY" conmponent
that is sent in response to a "GET- CAPABI LI TY" command

Description: This specifies the version of ITIP that the endpoint
supports. The list is a conma-separated |ist of supported RFC
nunbers. The list MJST contain at |east 2446, which is [iTIP]

Formal Definition: The property is defined by the foll ow ng notation
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itip-version = "I TIP-VERSI ON' other-params ":" text CRLF
Exanpl e: The followi ng are exanples of this property:
| TI P- VERSI ON: 2446
8.19. MAX- COWP- SI ZE Property
Property Nane: MAX- COMP- S| ZE

Purpose: This property specifies the | argest size of any object
accept ed.

Val ue Type: TEXT

Property Paraneters: Non-standard property paraneters can be
specified on this property.

Conf ormance: This property is specified in the "VREPLY" conponent
that is sent in response to a "CGET- CAPABI LI TY" comand

Description: A positive integer value that specifies the size of the
| argest i Cal endar object that can be accepted in octets. bjects

larger than this will be rejected. A value of zero (0) neans no
l[imt. This is also the maxi mum val ue of any [ BEEP] payl oad t hat
will be accepted or sent.

Formal Definition: The property is defined by the foll ow ng notation:
max- conp- si ze = "MAX- COVP- S| ZE" ot her-parans ":" posint0 CRLF
Exanpl e: The followi ng are exanples of this property:
MAX- COMP- S| ZE: 1024
8.20. MAXDATE Property
Property Name: MAXDATE

Purpose: This property specifies the date/tine in the future, beyond
whi ch the CS or CUA cannot represent.

Val ue Type: DATE-TI ME

Property Paraneters: Non-standard property paranmeters can be
specified on this property.
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Conf ormance: The property can be specified in the "VCALSTORE"
conponent .

Description: The date and tine MJST be a UTC value and end with " Z'.
Formal Definition: The property is defined by the foll owi ng notation
maxdat e = "MAXDATE" other-parans ":" date-tine CRLF
Exampl e: The following is an exanple of this property:
MAXDATE: 20990101T000000Z
8.21. M NDATE Property
Property Nanme: M NDATE

Purpose: This property specifies the date/tine in the past, prior to
whi ch the server cannot represent.

Val ue Type: DATE-TI ME

Property Paraneters: Non-standard property paraneters can be
specified on this property.

Conf ormance: The property can be specified in the "VCALSTORE"
conponent .

Description: The date and tine MJST be a UTC value and end with ' Z'.

Formal Definition: The property is defined by the foll owi ng notation
nm ndat e = "M NDATE" other-parans ":" date-tine CRLF
date-tine = ; As defined in [iCAL].

Exampl e: The following is an exanple of this property:
M NDATE: 19710101T000000Z

8.22. MUILTI PART Property
Property Name: MJULTI PART

Purpose: This property provides a conma-separated |ist of supported
M ME nultipart types supported by the sender
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Val ue Type: TEXT

Property Paraneters: Non-standard property paranmeters can be
specified on this property.

Conf ormance: This property is specified in the "VREPLY" conponent
that is sent in response to a "CGET- CAPABI LI TY" comand

Description: This property is used in the in the "GET- CAPABI LI TY"
conmand reply to indicate the MME nultipart types supported. A
CS and CUA SHOULD support all registered MME nultipart types.
Formal Definition: The property is defined by the foll owi ng notation
mul tipart = "MILTI PART" other-parans ":" text *( "," text) CRLF
Exampl e: The following is an exanple of this property:
MJULTI PART: r el at ed, al t er nat e, m xed
8.23. NAME Property
Property Nanme: NAME

Purpose: This property provides a |ocalizable display name for a
conponent .

Val ue Type: TEXT

Property Paraneters: Non-standard property paraneters can be
specified on this property.

Conf ormance: This property can be specified in a conponent.

Description: This property is used in the conponent to specify a
| ocal i zabl e display nane. |f nore than one "NAVE' properties are
in a conponent, then they MJST have uni que "LANG' paraneters. |If
the "LANG' paraneter is not supplied, then it defaults to the
"VAGENDA" component’s "DEFAULT-LOCALE" first value. |If the
conponent is a "VAGENDA", then the default value is the "VAGENDA"S
conponent’s "DEFAULT-LOCALE" first value. A "VCALSTORE'
conponent’s "DEFAULT-LOCALE" first value is the default if the
conponent is stored at the "VCALSTORE" | evel.

Formal Definition: The property is defined by the foll owi ng notation
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name = "NAME" nanmeparam ":" text CRLF
nanepar am = bt her-parans [ ";" |anguageparam ] ot her-parans
| anguagepar am = As defined in [iCAL].

Exampl e: The following is an exanple of this property:
NAME: Restrict Guests From Creating VALARMs On VEVENTs
8.24. OMER Property
Property Nane: OMER
Pur pose: The property specifies an owner of the conponent.
Val ue Type: UPN

Property Paraneters: Non-standard, alternate text representati on and
| anguage property paraneters can be specified on this property.

Conf or mance: The property MJST be specified in a "VAGENDA" conponent.

Description: A nmulti-instanced property indicating the cal endar
owner .

Formal Definition: The property is defined by the foll ow ng notation:
owner = "OMER' other-paranms ":" upn CRLF
Exampl e: The following is an exanple of this property:

OMER: j smi t h@xanpl e. com
OMER: j dough@xanpl e. com

8.25. PERM SSI ON Property
Property Nane: PERM SSI ON

Purpose: This property defines a perm ssion that is granted or denied
in a "VRI GHT" conponent.

Val ue Type: TEXT

Property Paraneters: Non-standard property paranmeters can be
specified on this property.

Conf ormance: This property can be specified in "VRI GHT" conponents.
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Description: This property is used in the "VRI GHT" conponent to
define a perm ssion that is granted or denied.
Formal Definition: The property is defined by the foll ow ng notation:
perm ssion = "PERM SSI ON' ot her-parans ":" pernval ue CRLF
permval ue = ( LSEARCH' / "CREATE" / "DELETE"

"MODI FY" / "MOVE" / al
/[ iana-cnd / x-cnd )

~

a.ll — nxmn

i ana- cnd = ; Any conmmand registered by | ANA directly or

: included in an RFC that may be applied as
; a conmmand.

x-cmd = ; Any experinmental conmand that starts with

X-" or "X-".
Exanpl e: The following is an exanple of this property:
PERM SSI ON: SEARCH
8.26. QUERY property
Property Nane: QUERY
Pur pose: Specifies the query for the conponent.
Val ue Type: CAL- QUERY

Property Paraneters: Non-standard property paranmeters can be
specified on this property.

Conf ormance: This property can be specified in "VQUERY" conponents.

Description: A "QUERY" is used to specify the "CAL- QUERY" (Section
6.1.1 for the query.

Formal Definition: The property is defined by the foll ow ng notation
query = "QUERY" other-parans ":" cal-query CRLF
Exanpl e: The following is an exanple of this property:

QUERY: SELECT * FROM VEVENT
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8.27. QUERYID property
Property Nane: QUERYID
Pur pose: Specifies a unique ID for a query in the targeted container.
Val ue Type: TEXT

Property Paraneters: Non-standard property paraneters are specified
on this property.

Conf ormance: This property can be specified in "VQUERY" conponents.

Description: A "QUERYID' property is used to specify the unique id
for a query. A "QUERYID' property value is unique per container.

Formal Definition: The property is defined by the foll ow ng notation:
queryid = "QUERYI D' other-paranms ":" text CRLF
Exanpl e: The followi ng are exanples of this property:

QUERYI D: Any Text String
QUERYI D: f et chUnPr ocessed

8.28. QUERY-LEVEL Property
Property Nanme: QUERY-LEVEL
Purpose: This property specifies the | evel of query supported.
Val ue Type: TEXT

Property Paraneters: Non-standard property paraneters can be
specified on this property.

Conf ormance: The property can be specified in the "VREPLY" conponent
in response to a "GET- CAPABI LI TY" conmmand.

Description: Indicates |evel of query support. CAL-Q.-NONE is for
CS' s that allow I TIP methods only to be deposited and not hi ng
el se.

Formal Definition: The property is defined by the foll owi ng notation:

query-level = "QUERY-LEVEL" ot her-parans
"t "CAL-QL-1" / "CAL-QL-NONE') CRLF
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Exampl e: The following is an exanple of this property:
QUERY- LEVEL: CAL- Q.- 1
8.29. RECUR- ACCEPTED Property
Property Nane: RECUR- ACCEPTED

Purpose: This property specifies if the endpoint supports recurring
i nst ances.

Val ue Type: BOOLEAN

Property Paraneters: Non-standard property paraneters can be
specified on this property.

Conf or mance: The property can be specified in the "VREPLY" conponent
in response to a "GET- CAPABI LI TY" command

Description: Indicates if recurrence rules are supported. |If "FALSE"
then the endpoint cannot process any kind of recurring rules.

Formal Definition: The property is defined by the foll ow ng notation
recur-accepted = "RECUR- ACCEPTED' other-parans ":" bool ean CRLF
Exanpl e: The following is an exanple of this property:

RECUR- ACCEPTED: TRUE
RECUR- ACCEPTED: FALSE

8.30. RECUR-LIMT Property
Property Nanme: RECUR-LIMT

Purpose: This property specifies the maxi mum nunber of instances the
endpoint will expand instances at query or storage tine.

Val ue Type: | NTEGER

Property Paraneters: Non-standard property paraneters can be
specified on this property.

Conf ormance: The property can be specified in the "VREPLY" conponent
in response to a "GET- CAPABI LI TY" conmmand.

Description: For inplenmentations that have the "STORES- EXPANDED
val ue set to "TRUE", this value specifies the maxi num nunber of
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instances that will be stored and fetched. For al
i mpl enentations, this is the maxi mum nunber of instances that will
be returned when the "EXPAND' paraneter is specified as "TRUE' and
the results contain an infinite or |arge number of recurring
i nst ances.
Formal Definition: The property is defined by the foll owi ng notation
recur-limt = "RECUR-LIMT" other-paranms ":" posintl CRLF
Exampl e: The following is an exanple of this property:
RECUR- LI M T: 1000
8.31. RECUR- EXPAND Property
Property Nanme: RECUR- EXPAND

Purpose: This property specifies if the endpoint can expand
recurrences into multiple objects.

Val ue Type: BOOLEAN

Property Paraneters: Non-standard property paranmeters can be
specified on this property.

Conf ormance: The property can be specified in the "VREPLY" conponent
in response to a "GET- CAPABI LI TY" conmand.

Description: If "TRUE", then the endpoint can expand an object into
nmul tiple instances as defined by its recurrence rul es when the
"EXPAND"' property is supplied. |If "FALSE', then the endpoint
i gnores the "EXPAND' property.

Formal Definition: The property is defined by the foll ow ng notation

recur-expand = "RECUR- EXPAND' ot her-parans ":" bool ean CRLF

Exanpl e: The following is an exanple of this property:

RECUR- EXPAND: TRUE
RECUR- EXPAND: FALSE

8.32. RESTRICTION Property

Property Nanme: RESTRI CTI ON
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Purpose: This property defines restrictions on the result val ue of
new or exi sting conponents.
Val ue Type: CAL- QUERY

Property Paraneters: Non-standard property paraneters can be
specified on this property.

Conf ormance: This property can be specified in "VRI GHT" conponents,
but only when the "PERM SSI ON' property is set to "CREATE",
"MODI FY", or "*" property val ue.

Description: This property is used in the "VRI GHT" conponent to
define restrictions on the conponents that can be witten (i.e.
by using the "CREATE' or "MOVE' conmands) as well as on the val ues
that may take existent cal endar store properties, cal endar
properties, components, and properties (i.e., by using the
"MODI FY" command). Accepted val ues MJUST match any specified
"RESTRI CTI ON' property val ues.

Formal Definition: The property is defined by the foll owi ng notation

restriction = "RESTRICTION' other-parans ":" cal-query CRLF

Exanmpl e: The foll owi ng are exanples of this property:

RESTRI CTI ON: SELECT * FROM VCALENDAR WHERE METHOD = ' REQUEST

RESTRI CTI ON: SELECT * FROM VEVENT WHERE
SELF() I N ORGANI ZER

RESTRI CTI ON: SELECT * FROM VEVENT WHERE ' BUSI NESS | N
CATEGCRI ES

8.33. SCOPE Property
Property Nane: SCOPE

Purpose: This property identifies the objects in the CS to which the
access rights apply.

Val ue Type: CAL- QUERY

Property Paraneters: Non-standard property paraneters can be
specified on this property.

Conf ormance: This property can be specified in "VRI GHT" conponents.
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Description: This property is used in the "VRI GHT" conponent to
define the set of objects, subject to the access right being
def i ned.

Formal Definition: The property is defined by the foll ow ng notation

scope = "SCOPE" other-parans ":" cal-query CRLF

Exanpl e: The following is an exanple of this property:

SCOPE: SELECT DTSTART, DTEND FROM VEVENT WHERE CLASS = ' PUBLI C
8.34. STORES- EXPANDED Property
Property Nane: STORES- EXPANDED

Purpose: This property specifies if the sending endpoi nt expands
recurrence rules prior to storing theminto the CS

Val ue Type: BOOLEAN

Property Paraneters: Non-standard property paraneters can be
specified on this property.

Conf ormance: This property can be specified in a "VREPLY" conponent
in response to a "GET- CAPABI LI TY" conmmand.

Description: If the value is "TRUE', then the endpoi nt expands
recurrence rules and stores the results into the CS. If thisis
"TRUE", then the "RECUR-LIM T" property is significant because an
infinitely-recurring appointnent will store no nore than "RECUR-

LIMT" property values into the CS and all other instances will be
| ost.

Formal Definition: The property is specified by the follow ng
not ati on:

st or es- expanded = " STORES- EXPANDED' ot her-parans ":" bool ean
CRLF

The following is an exanple of this property:

STORES- EXPANDED: TRUE
STORES- EXPANDED: FALSE

8.35. TARCET Property

Property Nanme: TARGET
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Purpose: This property defines the container that the i ssued comrand
will act upon. |Its value is a capurl, as defined in Section 5.

Val ue Type: URl

Property Paraneters: Non-standard property paraneters can be
specified on this property.

Conf ormance: This property can be specified in a conmand conponent.

Description: This property value is used to specify the container
that the command will effect. Wen used in a comand, the conmand
will be performed on the container that has a capurl matching the
val ue.

Formal Definition: The property is specified by the follow ng
not ati on:

tar get = "TARCET" other-parans ":" ( capurl / relcalid ) CRLF
Exanpl e: The following is an exanple of this property:

TARGET: cap: // nmycal . exanpl e. com
TARCET: SoneRel Cal i d

8.36. TRANSP Property
Property Nanme: TRANSP

Purpose: This property defines whether a component is transparent or
not to busy-tinme searches. This is a nodification to [i CAL]
"TRANSP" property, in that it adds sonme val ues.

Val ue Type: TEXT

Property Paraneters: Non-standard property paraneters can be
specified on this property.

Conf ormance: This property can be specified in a conponent.

Description: Tine Transparency is the characteristic of an object
that determ nes whether it appears to consunme tine on a cal endar
oj ects that consume actual tine for the individual or resource
associated with the cal endar SHOULD be recorded as "OPAQUE",
allowing themto be detected by free-busy tinme searches. O her
obj ects, which do not take up the individual’s (or resource’s)
time SHOULD be recorded as "TRANSPARENT", nmaking theminvisible to
free/ busy tinme searches.
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Formal Definition: The property is specified by the follow ng

not ati on:
transp = "TRANSP" ot her-params ":" transval ue CRLF
transval ue = "OPAQUE" ; Bl ocks or opaque on busy tine searches.

/" TRANSPARENT"
; Transparent on busy tine searches.

/" TRANSPARENT- NOCONFLI CT"
; Transparent on busy tine searches,
; and no ot her OPAQUE or OPAQUE-
; NOCONFLI CT objects can overlap it.
/" (PAQJiE- NOCONFLI CT"
; Opaque on busy tine searches, and
; no ot her OPAQUE or OPAQUE- NOCONFLI CT
; Objects can overlap it.
: Default value is OPAQUE
The following is an exanple of this property for an object that is
opaque or blocks on free/busy tinme searches, and no other object
can overlap it:
TRANSP: OPAQUE- NOCONFLI CT
9. New Conponents
9.1. VAGENDA Conponent
Conmponent Name: VAGENDA
Pur pose: Provide a grouping of properties that defines an agenda.
Formal Definition: There are two formats of the "VAGENDA' conponent.
(1) Wen it is being created, and (2) howit exists in the
"VCALSTORE" conponent.

A "VAGENDA" component in a "VCALSTORE"' conponent is defined by the
foll owi ng notes and ABNF notati on:

CALSCALE - The value MJUST be fromthe "VCALSTORE" " CALSCALE"
property list. The default is the first entry in the
VCALSTORE CALSCALE I st.

CREATED - The tinestanp of the calendar’s create date. This
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is a READ ONLY property in a "VAGENDA".

2005

LAST- MODI FI ED - The timestanp of any change to the "VAGENDA"
properties or when any conponent was | ast created, nodified,
or del eted.

agenda

agendapr op

i cal obj ect
created

rel ated-to

When creating

Royer,

agendac

agendacpr op

et al.

"BEG N' ":" "VAGENDA"' CRLF

agendapr op

*(i cal obj ect) ; as defined in [i CAL]
"END' ":" "VAGENDA' CRLF

*“(

; The foll owing MUST occur exactly once.

, allowconflict / relcalid / calscale / created
default-charset / default-|ocale

default-tzid / | ast-nod

~

The foll owi ng MUST occur at | east once.
and the val ue MUST NOT be enpty.

~ e e e e

owner

The foll owing are optional
and MAY occur nore than once.

~ s e e o

nane / related-to / other-props / x-conp
; As defined in [i CAL].
© As defined in [iCAL].

As defined in [iCAL].

VAGENDA, use the follow ng notation

"BEG@ N' ":" "VAGENDA" CRLF

agendacpr op

*(ical obj ect) ; as defined in [iCAL].
"END" ":" "VAGENDA" CRLF

:*(

; The foll owing MUST occur exactly once.
, allowconflict / relcalid / cal scale
| default-charset / default-|ocale

/ default-tzid
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The foll owing MUST occur at |east once.
and the val ue MJUST NOT be enpty.

~ e w s ows

owner

The foll owi ng are optional,
and MAY occur nore than once.

~ e e e e

nane / related-to / other-props / x-conp

)

To fetch all of the properties fromthe targeted "VAGENDA" conponent
but do not fetch any conponents, use:

SELECT * FROM VAGENDA

To fetch all of the properties fromthe targeted VAGENDA and all of
the contai ned conponents, use the special '*.*' val ue:

SELECT *.* FROM VAGENDA
9.2. VCALSTORE Conponent
Conmponent Nane: VCALSTORE

Pur pose: Provide a grouping of properties that defines a cal endar
store.

Formal Definition: A "VCALSTORE' conponent is defined by the
following table and ABNF notation. The creation of a "VCALSTORE"
conponent is an administrative task and not part of the CAP
pr ot ocol .

The following are notes to sone of the properties in the
"VCALSTORE" conponent.

CALSCALE - A commma-separated |ist of CALSCALEs supported by
this CS. Al "VAGENDA" component cal endar CALSCALE
properties MJST be fromthis list. This list MJST contain
at least "GREGORI AN'. The default for newy created
"VAGENDA" conponents is the first entry.

RELATED-TO - This is a multiple-instance property. There MJST
be a "RELATED-TO' property for each of the "VAGENDA'
conponents contained in the "VCALSTORE" conponent, each with
the "RELTYPE' paraneter value set to "CH LD'. her
"RELATED- TO' properties may be included.
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CREATED - The tinestanp of the CS creation tine. This is a
READ ONLY property.

CSID - The CSID of this calendar store. This MJST NOT be
enpty. How this property is set in the VCALSTORE is an
adm nistrative or inplementation-specific issue and i s not
covered in CAP. This is a READ ONLY property. A suggested
value is the fully-qualified host nane or a fully-qualified
virtual host name supported by the system

LAST-MODI FI ED - The tinestanp when the Properties of the
"VCALSTORE" conponent were |ast updated or cal endars were
created or deleted. This is a READ ONLY PROPERTY.

cal storec = "BEG@ N' ":" "VCALSTORE" CRLF
cal st oreprop
*(vagendac)
"END" ":" "VCALSTORE' CRLF

cal storeprop = *(

; the following MUST occur exactly once

' allowconflict / calscale / cal naster
created / csid / default-charset
default-locale / default-vcars

default-tzid / last-nbd / maxdate / m ndate

~ ~

the follow ng are optional
and MAY occur npre than once

~ s e ws ows

nane / related-to / other-props / x-conp

vagendac ; As defined in [i CAL].

| ast - nod = ; As defined in [iCAL].

To fetch all of the properties fromthe targeted VCALSTORE and not
fetch the calendars that it contains, use:

SELECT * FROM VCALSTORE

To fetch all of the properties fromthe targeted "VCALSTORE"
conponent and all of the contained cal endars and all of those

cal endars’ contai ned properties and conponents, use the special '*.*’
val ue:
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SELECT *.* FROM VCALSTORE
9.3. VCAR Conmponent
Conmponent Nane: VCAR
Pur pose: Provide a groupi ng of cal endar access rights.

Formal Definition: A "VCAR' conponent is defined by the follow ng

not ati on:
carc = "BEAN' ":" "VCAR' CRLF
carprop 1*rightc
"END' ":" "VCAR' CRLF
car prop = 1*(
. carid is REQUI RED,
; but MJST NOT occur nore than once
carid /
; the follow ng are OPTI ONAL
; and MAY occur nore than once
nane / aecreed / ot her-props
)

Description: A "VCAR' component is a grouping of properties, and
"VRI GHT" conponents, that represents access rights granted or
deni ed to UPNs.

The "CARI D' property specifies the local identifier for the "VCAR'
conponent. The "NAME" property specifies a |ocalizable display
name.

Example: In the foll owing exanple, the UPN "foo@xanpl e.cont is given

search access to the "DTSTART" and "DTEND' VEVENT properties. No
ot her access is specified:
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BEQ N: VCAR

CARID: View Start and End Ti mes

NAME: View Start and End Ti mes

BEAQ N: VRI GHT

GRANT: f oo@xanpl e. com

PERM SSI ON: SEARCH

SCOPE: SELECT DTSTART, DTEND FROM VEVENT
END: VRI GHT

END: VCAR

In this exanple, all UPNs are given search access to "DISTART" and
"DTEND' properties of VEVENT conmponents. "All CUs and UGs" are
specified by the UPN value "*". Note that this enunerated UPN

val ue is not in quotes:

BEGQ N: VCAR

CARI D: Vi ewSt ar t End2

NAME: Vi ew Start and End Tinmes 2

BEGQ N: VRI GHT

GRANT: *

PERM SSI ON: SEARCH

SCOPE: SELECT DTSTART, DTEND FROM VEVENT
END: VRI GHT

END: VCAR

In these exanples, full calendar access rights are given to the
CAL- OMNERS(), and a hypothetical administrator is given access
rights to specify cal endar access rights. |If no other rights are
specified, only these two UPNs can specify cal endar access rights:

BEG N: VCAR

CARI D: sore-i d-3

NAME: Onl y OANER or ADM N Sett abl e VCARs
BEG N: VRI GHT

GRANT: CAL- OANERS()

PERM SSI ON: *

SCOPE: SELECT * FROM VAGENDA
END: VRI GHT

BEG N: VRI GHT

GRANT: cal - adm n@xanpl e. com
PERM SSI ON: *

SCOPE: SELECT * FROM VCAR
RESTRI CTI ON: SELECT * FROM VCAR
END: VRI GHT

END: VCAR

In this exanple, rights to wite, search, nodify or delete
cal endar access are denied to all UPNs. This exanple would
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di sabl e providing different access rights to the cal endar store or
cal endar. This cal endar access right should be specified with
great care, as it renoves the ability to change cal endar access;
even for the owner or administrator. It could be used by snal

devi ces that do not support changi ng any VCAR

BEGQ N: VCAR

CARI D: VeryRestricti veVCAR- 2
NAME: No CAR At Al
BEG N: VRI GHT

DENY: *

PERM SSI ON: *

SCOPE: SELECT * FROM VCAR
END: VRI GHT

END: VCAR

9.4. VR GHT Conponent
Conmponent Nane: "VRI GHT"

Pur pose: Provide a grouping of properties that describe an access
right (granted or denied).

Formal Definition: A "VRIGHT" conponent is defined by the follow ng

not ati on:
ri ghtc = "BEAN' ":" "VRIGHT" CRLF
ri ght prop
"END' ":" "VRICGHT" CRLF
ri ghtprop = 2*(

; either 'grant’ or ’'deny’ MJST
; occur at |east once

; and MAY occur nore than once
grant / deny /

; ' perm ssion’ MJST occur at |east once
; and MAY occur nore than once

perm ssion /

; the followi ng are optional
; and MAY occur nore than once

scope / restriction / other-props
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Description: A "VRI GHT" conponent is a grouping of cal endar access
ri ght properties.

The " CGRANT" property specifies the UPN that is being granted
access. The "DENY" property specifies the UPN that is being

deni ed access. The "PERM SSI ON' property specifies the actua
perm ssion being set. The "SCOPE" property identifies the

cal endar store properties, calendar properties, components, or
properties to which the access right applies. The "RESTRI CTI ON'
property specifies restrictions on commands and results. |If the
conmand does not match the restrictions, or if the results of the
command do not match the restrictions, then it is an access
viol ati on.

9.5. VREPLY Conponent
Conmponent Nane: "VREPLY"

Pur pose: Provide a grouping of arbitrary properties and conponents
that are the data set result froman issued comand.

Formal Definition: A "VREPLY" component is defined by the follow ng

not ati on:
replyc = "BEAN' ":" "VREPLY" CRLF
any- prop- or - conp
"END' ":" "VREPLY" CRLF
any- pr op- or - conp = ; Zero or nore iana or experinenta

; properties and conponents, in any order

Description: Provide a grouping of arbitrary properties and
conponents that are the data set result froman i ssued conmmrand
A query can return a predictable set of arbitrary properties and
conponents. This conponent is used by query and other conmands to
return data that does not fit into any other conponent. It nay
contain any valid property or conmponent, even if they are not
regi stered.

9.6. VQUERY Conponent
Conmponent Nane: VQUERY

Pur pose: A conponent describes a set of objects to be acted upon.
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Formal Definition: A "VQUERY" conponent is defined by the follow ng

not ati on:

queryc = "BEA N' ":" "VQUERY" CRLF
queryprop
"END' ":" "VCAR' CRLF

queryprop = 1*(

; ‘queryid is OPTIONAL but MJUST NOT occur
; more than once. |If the "TARGET" property
; 1s supplied then the "QUERYID' property
; MJUST be supplied.

queryid / target

: "expand’ is OPTIONAL but MJST NOT occur
; nore than once.

expand

the follow ng are OPTI ONAL, and MAY occur
nore than once

~ s e ws ows

nane / ot her-props

the followi ng MUST occur at |east once if
queryid is not supplied.

~ e w s ows

query
)

Description: A "VQUERY" contains properties that describe which
properties and conponents the CS is requested to act upon

The "QUERYI D' property specifies the local identifier for a
"VQUERY" conponent.

For a search, if the "TARGET" property is supplied in a "VQUERY"
conponent, then the CSis to search for the query in the CALID
supplied by the "TARGET" property val ue.

For a create, the "TARGET" property MJST NOT be supplied because
the destination container is already supplied in the "TARGET"
property of the "VCALENDAR' conponent.

Exampl es: see Section 6.1.1.
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10.

10.

Conmands and Responses
CAP commands and responses are described in this section
1. CAP Conmands (CMD)
Al commands are sent using the CVD property.
Property Nane: CMD
Purpose: This property defines the command to be sent.
Val ue Type: TEXT

Property Paraneters: Non-standard, id, localize, |atency, action or
options.

Conf ormance: This property is the nmethod used to specify the conmands
to aCs; it can exist in any object sent to the CS

Description: Al of the commands to the CS are supplied in this
property. The "OPTIONS' parameter is overl oaded and its neaning
i s dependent on the CNMD val ue supplied.

Formal Definition: The property is defined by the foll ow ng
not ati on:

cnd

"CVD' (
abort-cnd
conti nue-cnd
creat e-cnd
del et e- cnd
gener at e- ui d-cnd
get-capability-cnd
identify-cnd
nodi fy-cnd
nmove- cnd
reply-cnmd
search-cnd
set-| ocal e-cnd
i ana-cnd
x- cnmd

) CRLF

e T e

option-val ue = "OPTION' "=" parant ext

par ant ext ; As defined in [iCAL].
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10.

Cal endari ng commands allow a CUA to directly mani pul ate a cal endar.
Cal endar access rights can be granted or denied for any comands.
1.1. Bounded Latency

A CAP command can have an associ ated nmaxi mum | atency tine by

speci fying the "LATENCY" paraneter. |f the conmand is unable to be
conpleted in the specified anount of time (as specified by the
"LATENCY" paranmeter value with an "ACTI ON' paraneter set to the "ASK"
val ue), then a "TIMEQUT" comrand MJST be sent on the sane channel ".
The reply MJUST be a an "ABORT" or a "CONTINUE' command. |f the CUA
initiated the original command, then the CS would issue the "TI MEQUT"
conmand and the CUA woul d then have to issue an "ABORT" or " CONTI NUE"
conmand. If the CSinitiated the original comand then the CUA woul d
have to issue the "TIMEQUT" and the CS would send the "ABORT" or

" CONTI NUE" .

Upon receiving an "ABORT" command, the command mnust then be
termnated. Only the "ABORT", "TIMEOUT", "REPLY, and " CONTI NUE"
conmands cannot be aborted. The "ABORT", "TIMEQUT", and "REPLY"
conmands MUST NOT have | atency set.

Upon receiving a "CONTI NUE' command the work continues as if it had
not been del ayed or stopped. Note that a new |l atency tinme MAY be
included in a "CONTINUE" conmmand indicating to continue the origina
conmand until the "LATENCY" paraneter value expires or the results of
the original comand can be returned.

Both the "LATENCY" paraneter and the "ACTI ON' parameter MJST be
supplied to any "CVMD' property, or nether can be added to the "CWD'
property. The "LATENCY" paraneter MJST be set to the maxi mum | atency
time in seconds. The "ACTI ON' paraneter accepts the follow ng

val ues: "ASK' and "ABORT" paraneters.

If the maxinumlatency tine is exceeded and the "ACTI ON' paraneter is
set to the "ASK" val ue, then "TIMEQUT" command MJST be sent.

QO herwise, if the "ACTION' paraneter is set to the "ABORT" val ue,
then the command MUST be term nated and return a REQUEST- STATUS code
of 2.0.3 for the original comrand.

If a CS can both start sending the reply to a command and guar ant ee
that all of the results can be sent froma conmand (short of
sonething i ke network or power failure) prior to the "LATENCY"

ti meout val ue, then the "LATENCY" tine has not expired.

Exampl e:
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In this exanple the initiator asks for the |isteners capabilities.
Cont ent - Type: text/cal endar

|

|

| : BEGQ N: VCALENDAR

l: VERSION: 2.0

| : PRODI D: The CUA's PRCODI D

. CMD; | D=xyz12346; LATENCY=3; ACTI ON=ask: GET- CAPABI LI TY
| : END: VCALENDAR

# After 3 seconds
Cont ent - Type: text/cal endar

BEG N: VCALENDAR

PRODI D: -/ / sommeone’ s prodi d
VERSI ON: 2. 0

CMVD; | D=xyz12346: TI MEQUT
END: VCALENDAR

L

In order to continue and give the CS nore tinme, the CUA would issue a
" CONTI NUE" command:

Cont ent - Type: text/cal endar

I

I

| BEG N: VCALENDAR

l: VERSION: 2.0

|: PRODID:-//someone’ s prodid

| : CMD; | D=xyz12346; LATENCY=3; ACTI ON=ask: CONTI NUE
| : END: VCALENDAR

Cont ent - Type: text/cal endar

BEG N: VCALENDAR

VERSI ON: 2. 0

PRODI D: -/ / someone’ s prodi d

CVD; | D=xyz12346: REPLY

BEAQ N: VREPLY

REQUEST- STATUS: 2. 0. 3; Conti nued for 3 nore seconds
END: VREPLY

END: VCALENDAR

PRI DU S D

Here the "2.0.3" status is returned because it is not an error, it is
a progress status sent in reply to the "CONTINUE'" comrand.

To abort the command and not wait any further, issue an "ABORT"
conmand:
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Cont ent - Type: text/cal endar

I

I

| BEG N: VCALENDAR

l: VERSION: 2.0

|: PRODID:-//someone’ s prodid
|: CWVD; | D=xyz12346: ABORT

| : END: VCALENDAR

# Which would result in a 2.0.3 reply.
Cont ent - Type: text/cal endar

BEG N: VCALENDAR

VERSION: 2. 0

PRODI D: -/ / somreone’ s prodi d

CMVD; | D=xyz12346: REPLY

BEG N VREPLY

REQUEST- STATUS: 2. 0. 3; Aborted As Request ed.
END: VREPLY

END: VCALENDAR

PR D A D A

If the "ACTI ON' val ue had been set to "ABORT", then the |istner woul d
send a "7.0" error on tineout in the reply to the comuand that
initiated the command that timed out.

10. 2. ABORT Conmmand
CMVD: ABORT

Pur pose: The "ABORT" command is sent to request that the named or the
only in-process comrand be aborted. Latency MJST not be supplied
with the "ABORT" comrand.

Formal Definition: An "ABORT" command is defined by the foll ow ng
not ati on:
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abortparam":" " ABORT"

*(

the follow ng are optional
but MJUST NOT occur nore than once

i d- param
| ocal i ze- param

the following is optional
and MAY occur nore than once

ot her - par ans
The REPLY of any "ABORT" conmand is:
abort-reply = "BEA N' ":" "VCALENDAR' CRLF
cal props
abort-vreply
"END' ":" "VCALENDAR' CRLF
abort-vreply = "BEG N' ":" "VREPLY" CRLF
rstatus
ot her - props
"END' ":" "VREPLY" CRLF

10. 3. CONTI NUE Conmand

CVD:  CONTI NUE

Pur pose:
to resume working

Formal Definition: A

not ati on:
conti nue-cnd

cont i nuepar am

Royer, et al.

The " CONTI NUE' conmand is only sent after a "TI MEQUT"
command has been received to informthe other

end of the session
on a conmmand.

"CONTI NUE" conmmand is defined by the foll ow ng

= continueparam ":" " CONTI NUE"

*(

the follow ng are optional
but MJUST NOT occur nore than once

i d- param
/ localize-param
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/ | atency- param

the followi ng MUST occur exactly once and only
when the | atency-param has been supplied and
MUST NOT be supplied if the | atency-paramis
not supplied.

/ action-param

the follow ng are optional
and MAY occur npre than once

/ ot her - parans

)
The REPLY of any " CONTI NUE' conmand is:

conti nue-reply = "BEG N' ":" "VCALENDAR' CRLF
cal props
continue-vreply
"END' ":" "VCALENDAR' CRLF
continue-vreply = "BEAN' ":" "VREPLY" CRLF
rstatus
ot her - props
"END' ":" "VREPLY" CRLF

10.4. CREATE Command
CMD:  CREATE
Purpose: The "CREATE" comand is used to create one or nore
i Cal endar objects in the store in the "BOOKED' or "UNPROCESSED'

state.

A CUA MAY send a "CREATE" command to a CS. The "CREATE" command
MUST be inpl enented by all CSs.

The CS MJST NOT send a "CREATE' command to any CUA
Formal Definition: A "CREATE' command is defined by the foll ow ng

notation and the hierarchy restrictions, as defined in Section
3. 2:

create-cnd createparam ":" " CREATE'

*(

creat eparam
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the follow ng are optional
but MJUST NOT occur nore than once

i d- param
/ localize-param
/ | atency- param

the followi ng MUST occur exactly once and only
when the | atency-param has been supplied and
MUST NOT be supplied if the | atency-paramis
not supplied.

/ action-param

the following is optional
and MAY occur npre than once

/ ot her - parans

One i Cal endar object per TARGET property MJST be returned.

The REPLY of any "CREATE" command is limted to the restriction
tables defined in [iTIP] for i TIP objects, in addition to this

ABNF:

et al.
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create-reply = "BEG@ N' ":" "VCALENDAR' CRLF
crepl y-props
1*(create-vreply)
"END' ":" "VCALENDAR' CRLF
create-vreply = "BEG N' ":" "VREPLY" CRLF
created-id
rstatus
ot her - props
"END' ":" "VREPLY" CRLF
; Where the id is appropriate for the
; type of object created:
. VAGENDA = rel cal i d
i VALARM = sequence
; VCAR = carid
;  VEVENT, VFREEBUSY, VJOURNAL, VTODO = uid
; VQUERY = queryid
; VIIMEZONE = tzid
; X-conp = x-id
created-id :’( relcalid / carid / uid / queryid /
tzid / sequence / x-id)
tzid = . As defined in [iCAL].
sequence = : As defined in [iCAL].
ui d = . As defined in [iCAL].
x-id = : An I D for an x-component.
creply-props = A*(
; These are REQUI RED and MJST NOT occur
; more than once.
,prodid /version /| target / reply-cnd
: These are optional, and may occur nore
; than once.
’other-props )
For a "CREATE' command, the "TARGET" property specifies the
contai ners where the conmponents will be created.
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If the iCal endar object being created does not have a "METHOD"
property, then its state is "BOOKED' and it is not an [i Tl P]
schedul i ng object. Use the "DELETE' command to set the state of
an object to the "DELETED' state (tagged for deletion). A CUA
cannot use the "CREATE' command to create an object in the
"DELETED' state

If the intention is to book an [i TIP] object, then the "METHOD'
property MJST NOT be supplied. Qherwi se, any [iTIP] object MJST
have a valid [i TIP] "METHOD' property value and it is a scheduling
request being deposited into the CSwith its state set to

" UNPROCESSED" .

Format Definition: ABNF for a "CREATE" object is:

create-object = "BEGA N' ":" "VCALENDAR' CRLF

If "cal props’ contain the "METHOD' property
then this 'create-object’ conponent MJST
conformto [iTIP] restrictions.

; cal props MJST include 'create-cnmd’
' cal props

ot her - pr ops

1*(creat e-comp)

"END' ":" "VCALENDAR' CRLF

; NOTE: The ' VCALSTORE conponent is not included in
; 'create-conp’ as it is out of scope for CAP to create
; a new CS.

create-conp = agendac / carc / queryc
[/ timezonec / freebusyc
/ eventc / todoc / journalc
/ iana-comp / x-conp
freebusyc = : As defined in [iCAL].
event ¢ = . As defined in [iCAL].
j our nal ¢ = : As defined in [iCAL].
ti mezonec = : As defined in [iCAL].
t odoc = . As defined in [iCAL].

In the follow ng exanple, two new top | evel "VAGENDA" conmponents are
created. Note that the "CSID' value of the server is
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cal . exanpl e.com which is where the new "VAGENDA" conponents are
goi ng to be created.

Cont ent - Type: text/cal endar

BEG N: VCALENDAR

PRODI D: -/ / soneone’ s prodi d

VERSION: 2. 0

CMVD; | D=cr eat i on01: CREATE

TARGET: cal . exanpl e. com

BEGQ N: VAGENDA <- data for 1st new cal endar
CALI D:rel cal z1

NAME; LANGUAGE=en_US: Bi |l | ' s Soccer Team

OMNER: bi | |

CALMASTER: mai | t o: bi | | @xanpl e. com

TZI D. US/ Paci fic

END: VAGENDA

BEG N: VAGENDA <- data for 2nd new cal endar
CALID:rel cal z2

NAME; LANGUAGE=EN- us: Mary’ s personal cal endar

OMNER: mary

CALMASTER: mai | t o: mar y@xanpl e. com

TZI D: US/ Paci fic

END: VAGENDA

END: VCALENDAR

Cont ent - Type: text/cal endar

BEG N: VCALENDAR

VERSI ON: 2. 0

PRODI D: -/ / sonmeone’ s prodi d
CVD; | D=cr eati on01: REPLY
TARGET: cal . exanpl e. com

CALID: rel cal z1
REQUEST- STATUS: 2. 0
END: REPLY

CALID: rel cal z2
REQUEST- STATUS: 2. 0
END: VREPLY

END: VCALENDAR

To create a new conponent in nmultiple containers, sinply name

2005

BEA N: VREPLY <- Reply for 1st cal endar create

BEQ N: VREPLY <- Reply for 2nd cal endar create

al |

of the containers in the "TARGET" in the create conmand. A new
"VEVENT" conponent is created in two TARGET conponents. In this
exanpl e, the "VEVENT" conponent is one new [i TIP] "REQUEST" to be
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Royer,

stored in tw calendars. The results would be i Cal endar objects
that conformto the [iTIP] replies as defined in [iTIP].

Thi s exanple shows two [i TIP] "VEVENT" conponents being created in
each of the two supplied "TARGET" properties. As it contains the
"METHOD' property, they will be stored in the "UNPROCESSED' state:

Cont ent - Type: text/cal endar

BEG N: VCALENDAR

VERSI ON: 2. 0

PRODI D: -/ / someone’ s prodi d
CMVD; | D=cr eat i on02: CREATE
METHOD: REQUEST

TARCGET: rel cal z1

TARGET: rel cal z2

BEG N: VEVENT

DTSTART: 20030307T180000Z
Ul D: FirstlnThi sexanpl e-1
DTEND: 20030307T190000Z
SUMVARY: | nportant Meeting
END: VEVENT

BEG N: VEVENT

DTSTART: 20040307T180000Z
Ul D: Secondl nThi sExanpl e- 2
DTEND: 20040307T190000Z
SUMVARY: | nportant Meeting
END: VEVENT

END: VCALENDAR

The CS sends the "VREPLY" conmands in separate M ME objects, one
per supplied "TARGET" property val ue.

Ul D: Secondl nThi sExanpl e- 2
REQUEST- STATUS: 2. 0
END: VREPLY

S: Content-Type: text/cal endar

S

S: BEG N: VCALENDAR

S: VERSION: 2.0

S: PRODID: -//soneone’s prodid

S: CMD; | D=creati on02: REPLY

S: TARGET:relcal z1 <- 1st TARGET |i sted.

S: BEG N: REPLY <- Reply for 1st VEVENT create in 1st TARGET.
S: U D FirstlnThi sexanpl e-1

S: REQUEST- STATUS: 2.0

S: END: VREPLY

S: BEG N: REPLY <- Reply for 2nd VEVENT crate in 1st TARGET.
S

S

S
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S: END: VCALENDAR

And the second reply for the 2nd TARCET:

S: Content-Type: text/cal endar
S
S: BEGQ N: VCALENDAR
S: VERSION: 2.0
S: PRODI D: -//soneone’s prodid
S: CMD; | D=creati on02: REPLY
S: TARCET:relcalz2 <- 2nd TARGET listed
S: BEG N: REPLY <- Reply for 1st VEVENT create in 2nd TARGET.
S: U D FirstlnThi sexanpl e-1
S: REQUEST- STATUS: 2.0
S: END: VREPLY
S: BEG N: REPLY <- Reply for 2nd VEVENT crate in 2nd TARCET.
S: Ul D: Secondl nThi sExanpl e- 2
S: REQUEST- STATUS: 2.0
S: END: VREPLY
S. END: VCALENDAR

10.5. DELETE Conmand

CVD: DELETE

Pur pose: The "DELETE" command physically renmoves the QUERY result

fromthe store or marks it for del etion.

A CUA MAY send a "DELETE" command to a CS. The "DELETE" command
MUST be inpl enented by all CSs.

The CS MJST NOT send a "DELETE" command to any CUA.

Formal Definition: A "DELETE' command is defined by the follow ng

Royer,

not ati on:

del et e- cnd = del eteparam ":" "DELETE"

*(

del et eparam

; the follow ng are optional,
; but MJST NOT occur nore than once

i d- param
/ 1ocalize-param
/ | atency-param
/ option-param " MARK"
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The foll owi ng MUST occur exactly once and
only when the | atency-param has been suppli ed.
It MJUST NOT be supplied if the |atency-param
is not supplied.

/ action-param

the followi ng is optional
and MAY occur nore than once

/ ot her - parans

)

The "DELETE" command is used to del ete cal endars or conponents.
The incl uded "VQUERY" conponent(s) specifies the container(s) to
del et e.

To mark a conponent for delete wi thout physically renmoving it,
i nclude the "OPTIONS" paraneter with its value set to the "MARK"
value in order to alter its state to "DELETED".

VWhen conponents are del eted, only the top-nbst conmponent

" REQUEST- STATUS" properties are returned. No "REQUEST- STATUS"
properties are returned for conmponents inside of the selected
conponents. There MJUST be one "VREPLY" conponent returned for
each object that is deleted or marked for delete. Note that if no
"VREPLY" components are returned, then nothing matched and not hi ng
was del et ed.

Restriction Table for the "REPLY" command for any "DELETE"
comand.

del ete-reply = "BEG N' ":" "VCALENDAR' CRLF

cal props ; MUST include "reply-cmd’

*(del ete-vreply)

"END" ":" "VCALENDAR' CRLF
delete-vreply = "BEG@N' ":" "VREPLY" CRLF

del eted-id

rstatus

"END" ":" "VREPLY" CRLF

Where the id is appropriate for the
type of object deleted:

VAGENDA = relcalid
VCAR = carid
VEVENT, VFREEBUSY, VJOURNAL, VTODO = uid

et al. Experi ment al [ Page 97]



RFC 4324 Cal endar Access Protocol December 2005
i VQUERY = queryid
; ALARM = sequence
; VIIMEZONE = tzid
; X-conp = x-id
; An instance = uid recurid
del eted-id =’( relcalid / carid / uid / uid recurid
/[ queryid / tzid / sequence / x-id)
Exampl e: to delete a "VEVENT" component with "U D' val ue of

10.

Royer,

6.

"abcd12345" fromthe cal endar "relcalid-22" fromthe current CS:

One or

Cont ent - Type: text/cal endar

BEG N: VCALENDAR

TARGET: rel cal i d- 22

CVD; | D: "random but uni que per CUA": DELETE

BEG N: VQUERY

QUERY: SELECT VEVENT FROM VAGENDA WHERE UI D = ' abcd12345’
END: VQUERY

END: VCALENDAR

BEG N: VCALENDAR

TARGET: rel cal i d- 22

CVD; | D: "random but uni que per CUA": REPLY
BEAQ N: VREPLY

Ul D: abcd12345

REQUEST- STATUS: 3. 0
END: VREPLY
END: VCALENDAR

nore i Cal endar objects will be returned that contain

" REQUEST- STATUS" properties for the del eted conponents. NMore than
one conponent coul d have been deleted. Any booked conponent and
any nurber of unprocessed [i TIP] scheduling conponents that

mat ched t he QUERY val ue in the above exanple will be returned.
Each uni que "METHOD' property value that was deleted fromthe
store MUST be in a separate i Cal endar object. This is because
only one "METHOD' property is allowed in a single "VCALENDAR'

BEG N END bl ock.

GENERATE- U D Conmand

CMVD:  GENERATE- U D

Pur pose:

The " GENERATE-U D' command returns one or nore uni que

identifiers that MJUST be gl obal |y unique.
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The " GENERATE- U D' command MAY be sent to any CS. The " GENERATE-
U D' command MJST be inplenmented by all CSs.
The " GENERATE- U D' conmand MJST NOT be sent to a CUA

Formal Definition: A "GENERATE-U D' comand is defined by the
foll owi ng notation:

gener at e- ui d-cnd genui dparam ":" " GENERATE- Ul D'

genui dpar am = *(

; The followi ng are optional
; but MUST NOT occur nore than once.
i d- param
/ localize-param
/ | atency- param

The foll owing MUST occur exactly once and
only when the | atency-param has been suppli ed.
It MUST NOT be supplied if the |atency-param
is not supplied.

/ action-param

The following is optional
and MAY occur npre than once

/ ot her - parans

The foll owi ng MUST be supplied exactly once.
The val ue specifies the nunber of U Ds to
be returned.

/ option-param posintl

)
Response:

gen-reply = "BEG N' ":" "VCALENDAR' CRLF
cal props ; Whi ch MUST include 'reply-cnd’
1*(gen-vreply)
"END' ":" "VCALENDAR' CRLF
gen-vreply = "BEG@N' ":" "VREPLY" CRLF

1*(ui d)

rstatus
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"END' ":" "VREPLY" CRLF
{%84 S TH S Rl GHT%A®]
Exanpl e:
C. BEG N: VCALENDAR
C. VERSION: 2.0
C. PRODID:-//soneone’s prodid
C. CMD; | D=uni que- per - cua- 124; OPTI ONS=5: GENERATE- Ul D
C. END: VCALENDAR
S: Content-Type: text/cal endar
S:
S. BEG N:. VCALENDAR
S: VERSION: 2.0
S: PRODI D: -//soneone’s prodid
S: CMD; | D=uni que- per - cua- 124: REPLY
S: BEGQ N: VREPLY
S: U D:20011121T120000Z-12340@al . exanpl e. com
S: U D:20011121T120000Z- 12341 @al . exanpl e. com
S: U D:20011121T120000Z-12342@al . exanpl e. com
S: U D:20011121T120000Z-12343@al . exanpl e. com
S: U D:20011121T120000Z- 12344@al . exanpl e. com
S: REQUEST- STATUS: 2.0
S: END: VREPLY
S. END: VCALENDAR
10.7. CET- CAPABI LI TY Conmand

CVD: GET- CAPABI LI TY

Pur pose: The " GET- CAPABI LI TY" command returns the capabilities of the

ot her end point of the session

A CUA MJUST send a "GET- CAPABI LI TY" command to a CS after the
initial connection. A CS MJST send a "GET- CAPABI LI TY" command to
a CUA after the initial connection. The "GET-CAPABILITY" command
and reply MJST be inplenented by all CSs and CUAs.

Formal Definition: A "GET-CAPABILITY" command is defined by the

Royer,

foll owi ng notation:
get - capability-cnd = capabilityparam":" "GET- CAPABI LI TY"
capabi l i typaram = *(

; the follow ng are optional
; but MJST NOT occur nore than once
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id-param/ |ocalize-param/ | atency-param

the followi ng MUST occur exactly once and only
when the | atency-param has been supplied and
MUST NOT be supplied if the latency-paramis
not supplied.

/ action-param

the following is optional
and MAY occur nore than once

/ ot her - parans

)

Response:

The " CGET- CAPABI LI TY" command returns information about the

i mpl ementation at the other end of the session. The val ues
returned may differ depending on current user identify and the
security level of the connection.

Client inplenentati ons SHOULD NOT require any capability el ement
beyond those defined in this specification or future RFC
publications. They MAY ignore any nonstandard, experinenta
capability elenments. The "GET- CAPABILITY" reply may return
different results, depending on the UPN and if the UPN is

aut henti cat ed.

When sending a reply to a "GET- CAPABI LI TY" command, all of these
MUST be supplied. The followi ng properties are returned in
response to a " GET- CAPABI LI TY" comrand:

cap-vreply = "BEG N' ":" "VCALENDAR' CRLF
; The followi ng properties may be in any order
r odi d
version
reply-cmd

ot her - pr ops

"BEG N' ":" "VREPLY" CRLF

; The followi ng properties may be in any order
éap-version

car-| evel

conmponent s
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st or es- expanded
maxdat e

m ndat e
itip-version
max- conp- si ze
nmul tipart
query-1| evel
recur-accepted
recur - expand
recur-limt

ot her - pr ops

"END' ":" "VREPLY" CRLF

"END' ":" "VCALENDAR'

Cont ent - Type: text/cal endar

BEG N: VCALENDAR
VERSION: 2. 0
PRODI D: -/ / somreone’ s prodi d

CRLF

CMVD; | D=uni que- per - cua- 125: GET- CAPABI LI TY

END: VCALENDAR
Cont ent - Type: text/cal endar

BEG N: VCALENDAR

VERSI ON: 2. 0

PRODI D: -/ / someone’ s prodi d
CMVD; | D=uni que- per - cua- 125: REPLY
BEGQ N: VREPLY

CAP-VERSI ON: 1. 0

PRODI D: The CS prodid
QUERY- LEVEL: CAL-Q.-1

CAR- LEVEL: CAR- FULL- 1
MAXDATE: 99991231T235959Z2
M NDATE: 00000101T000000Z
MAX- COMPONENT- SI ZE: O

COMPONENTS: VCALENDAR, VTODO, VJOURNAL, VEVENT, VCAR,
VALARM VFREEBUSY, VTI MEZONE, STANDARD, DAYLI GHT, VREPLY

| TI P- VERSI ON: 2446
RECUR- ACCEPTED: TRUE
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10. 8.

RECUR- EXPAND: TRUE
RECUR-LIM T: 0

STORES- EXPANDED: FALSE

X-1 NET- PRI VATE- COWANDS: 1. 0
END: VREPLY

END: VCALENDAR

USRI I

| DENTI FY Conmand

CVD: | DENTI FY

Pur pose: The "I DENTI FY" conmand allows the CUA to set a newidentity

to be used for cal endar access.

A CUA MAY send an "I DENTI FY" conmmand to a CS. The "I DENTI FY"
conmand MJST be inplemented by all CSs. A CS inplenentation MAY
reject all "IDENTIFY" comrands.

The CS MJST NOT send an "I DENTI FY" command to any CUA

Formal Definition: An "IDENTIFY" comuand is defined by the follow ng

Royer,

not at i on:
identify-cnd = identifyparam":" "I DENTIFY"
identifyparan1’ = *(

the follow ng are optional
but MJST NOT occur nore than once

i d- param
/ 1 ocalize-param
/ | atency-param

the follow ng MUST occur exactly once and only
when the | at ency-param has been supplied and
MUST NOT be supplied if the |atency-paramis
not supplied.

/ action-param

the following is optional
and MAY occur nore than once

/ ot her - parans

; The value is the UPN of the requested
; identity. |If optionis not suppliedit is
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; a request to return to the original
; authenticated identity.

/ option-param upn

Response:

A "REQUEST- STATUS" property wapped in a "VREPLY" conponent with
only one of the follow ng request-status codes:

2.0 Successful.
6.4 ldentity not permitted. VCAR restriction.

The CS determ nes, through an internal mechanism if the credentials
supplied at authentication pernit the operation as the sel ected
identity. |If they do, the session assunes the new identity;

ot herwi se, a security error is returned.

Exanpl e:
Cont ent - Type: text/cal endar

BEG N: VCALENDAR

VERSI ON: 2. 0

PRODI D: -/ / somreone’ s prodi d

CMVD; | D=uni que- per - cua- 999; OPTI ONS=newUser | d: | DENTI FY
END: VCALENDAR

Cont ent - Type: text/cal endar

BEG N: VCALENDAR

VERSI ON: 2. 0

PRODI D: -/ / someone’ s prodi d

BEG N: VREPLY

REQUEST- STATUS: 2. 0; Request Approved
END: VREPLY

END: VCALENDAR

Q

deni ed:
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10.

Cont ent - Type: text/cal endar

BEG N: VCALENDAR

PRODI D: -/ / somreone’ s prodi d

VERSI ON: 2. 0

BEG N: VREPLY

REQUEST- STATUS: 6. 4; Request Deni ed
END: VREPLY

END: VCALENDAR

For the CUA to return to its original authenticated identity, the
OPTI ONS paraneter is omtted:

Cont ent - Type: text/cal endar

BEG N: VCALENDAR

VERSI ON: 2. 0

PRODI D: -/ / someone’ s prodi d

CNMVD; | D=uni que- per - cua- 995: | DENTI FY
END: VCALENDAR

The CS may accept (2.0) or deny (6.4) the request to return to the
original identity.

If a CS considers the "IDENTIFY" command an attenpt to violate
security, the CS MAY term nate the [ BEEP] session without any further
notice to the CUA after sending the "REQUEST- STATUS' 6.4 reply.

9. MOD FY Command

CvD: MODI FY

Pur pose: The "MODI FY" conmand is used to nodify existing conponents.

A CUA MAY send a "MODI FY" command to a CS. The "M FY" command
MUST be inpl enented by all CSs.

The CS MUST NOT send a "MODI FY" conmand to any CUA

Formal Definition: A "MODIFY" command is defined by the foll ow ng

not ati on:
nodi fy-cnd = nodi fyparam ":" " MODI FY"
nodi f ypar am = *(

; the follow ng are optional,
; but MJST NOT occur nore than once
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i d- param
/ 1 ocalize-param
/ | atency- param

the follow ng MUST occur exactly once and only
when the | at ency-param has been supplied and
MUST NOT be supplied if the | atency-paramis
not supplied.

e r w s e e ows

acti on- param

the following is optional
and MAY occur nore than once

ot her - par ans

N s s we ows

The "MODI FY" conmmand is used to nodify existing conponents. The
TARGET property specifies the calendars that contain the
conponents that are going to be nodified.

The format of the request is three conponents inside of
"VCALENDAR"' conponent:

BEG N: VCALENDAR
BEGQ N: VQUERY
END: VQUERY
BEGQ N: XXX

END: XXX
BEG N: XXX

END: XXX

END: VCALENDAR

The "VQUERY" component selects the conponents that are to be
nodi fi ed.

The "XXX' above is a named conponent type (VEVENT, VTODO, ...).
Both the old and new conponents MJST be of the sane type.

The ol d-values is a conponent and the contents of that component
are going to change and may contain information that hel ps

uni quely identify the original component (SEQUENCE in the exanple
below). |If the CS cannot find a conponent that matches the QUERY
and does not have at least all of the OLD-VALUES, then a 6.1 error
i s returned.
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The newval ues is a conponent of the sanme type as ol d-val ues and
new val ues contains the new data for each sel ected conmponent. Any
data that is in old-values and not in newvalues is deleted from
the sel ected component. Any values in newvalues that was not in
ol d-val ues is added to the component.

In this exanple, the "VEVENT" conponent with a "U D' property

val ue of ’unique-58 has the "LOCATION' property and "LAST-

MODI FI ED' properties changed, the "VALARM conponent with the
"SEQUENCE" property with a value of "3" has its "TRI GGER' property
di sabl ed, the "X-LOCAL" property is renoved fromthe "VEVENT"
conponent, and a "COVWMENT" property is added.

Because "SEQUENCE"' property is used to |ocate the "VALARM
conponent in this exanple, both the ol d-values and the new val ues
contain the "SEQUENCE" property with a value of "3". If the
"SEQUENCE" property were to be left out of newvalues, it would
have been del et ed.

Exanpl e:
Cont ent - Type: text/cal endar

BEG N: VCALENDAR

VERSI ON: 2. 0

PRODI D: -/ / someone’ s prodi d

TARGET: ny- cal

CMVD: | D=uni que- mod: MODI FY

BEG N: VQUERY <- Query to select data set.
QUERY: SELECT * FROM VEVENT WHERE Ul D = '’ uni que-58’
END: VQUERY

BEGQ N: VEVENT <- Start of old data.
LOCATI ON: bui I ding 3

LAST- MODI FI ED: 20020101T123456Z

X-LOCAL: some private stuff

BEG N: VALARM

SEQUENCE: 3

TRl GGER;, RELATED=END: PT5M

END: VALARM

END: VEVENT <- End of old data.
BEG N: VEVENT <- Start of new data.

LOCATI ON: bui I di ng 4

LAST- MODI FI ED: 20020202T010203Z
COMMENT: | gnore gl obal trigger.

BEG N: VALARM

SEQUENCE: 3

TRI GGER, ENABLE=FALSE: RELATED=END: PT5M
END: VALARM
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C. END: VEVENT <- End of new dat a.
C. END: VCALENDAR

The " X-LOCAL" property was not supplied in the newval ues, so

2005

it

was del eted. The "LOCATI ON' property value was altered, as was

the "LAST-MODI FI ED' val ue. The "VALARM' conponent with a
"SEQUENCE" property value of "3" had its "TRI GGER' property
di sabl ed, and the "SEQUENCE" property value did not change so
was not effected. The "COWMMENT" property was added.

VWen it comes to inline ATTACHVENTs, the CUA only needs to
uniquely identify the contents of the ATTACHVENT val ue in the
ol d-values in order to delete them \When the CS conpares the
attachnment data, it is conpared in its binary form The
ATTACHMENT val ue supplied by the CUA MUST be valid encoded

i nf or mati on.

it

For exanple, to delete the same huge inline attachnment from every
VEVENT in 'ny-cal’ that has an "ATTACH' property value with the

ol d-val ues:

BEG N: VCALENDAR

VERSI ON: 2. 0

PRODI D: -/ / sonmeone’ s prodi d

TARGET: ny- cal

CVD: MODI FY

BEG N: VQUERY

QUERY: SELECT ATTACH FROM VEVENT

END: VQUERY

BEG N: VEVENT

ATTACH, FMITYPE=i nage/ basi c¢; ENCODI NG=BASE64; VALUE=BI NARY:
M | Caj CCAdOgAW BAgl CheUnwDQYJKoZI hvc NAQEEBQAWd z EL MAK GA1U
EBhMCVVMKLDAgBgNVBAOTI 051 dHNj YXBI | ENvbWL1bm j YXRpb25zI E
...< remai nder of attachnment data NOT supplied >....

END: VEVENT

BEG N: VEVENT

END: VEVENT

END: VCALENDAR

Here the newvalues is enpty, so everything in the old-values is
del et ed.

Furthernore, the follow ng additional restrictions apply:

1. One cannot change the "U D' property of a conponent.
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2. If a contained conponent is changed inside of a selected
conponent, and that contained conmponent has multiple instances,
then ol d-val ues MJST contain information that uniquely
identifies the instance or instances that are changing. It is
valid to change nore than one. All contained conponents that
match ol d-values will be nodified. In the first nodify exanple
above, if "SEQUENCE' properties were to be deleted fromboth the
ol d-val ues and newval ues, then all "TRI GGER' properties that
mat ched the ol d-values in all "VALARM components in the
sel ected "VEVENT" conponents woul d be di sabl ed.

3. The result of the nodify MJUST be a valid i Cal endar object.
Response:

A "VCALENDAR' conponent is returned with one ore nore "REQUEST-
STATUS" property val ues.

If any error occurred:

No conponent will be changed at all. That is, it will appear just
as it was prior to the nodify and the CAP server SHOULD return a

" REQUEST- STATUS" property for each error that occurred. There
MUST be at | east one error reported.

If rmultiple components are selected, then what uniquely identified
the conponent MJST be returned (U D, QUERYID, ...) if the conponent
contains a unique identifier. |If it does not, sufficient information
to uniquely identify the nodified conmponents MJST be returned in the

reply.
Cont ent - Type: text/cal endar

BEGQ N: VCALENDAR
TARGET: relcalid

CVD; | D=del et e#1: REPLY
BEQ N: VREPLY
BEG N: VEVENT

u D: 123

REQUEST- STATUS: 2. 0
END: VEVENT

END: VREPLY

END: VCALENDAR

(CRCRCRORORORORORORORON )
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10.10. MOVE Comand
CVD: MOVE
Pur pose: The "MOVE' command is used to nobve conponents within the CS

A CUA MAY send a "MOVE" command to a CS. The "MOWE" command MJST
be i mpl enmented by all CSs.

The CS MJST NOT send a "MOVE" conmmand to any CUA

Formal Definition: A "MOVE' command is defined by the follow ng

not ati on:

nove- cnd = noveparam ":" " MOVE"

novepar am = *(
; the follow ng are optional
; but MUST NOT occur nore than once
, i d- param
/ localize-param
/ | atency- param
; the following MUST occur exactly once and only
; when the | atency-param has been supplied and
; MUST NOT be supplied if the | atency-paramis
; not supplied.
/ action-param
; the following is optional
; and MAY occur nore than once
} ot her - par ans
)

Response:

The REQUEST- STATUS in a VCALENDAR obj ect.

The content of each "result" is subject to the result restriction
tabl e defi ned bel ow

The access control on the "VAGENDA' conponent, after it has been
noved to its new |location in the cal store, MJST be at |east as
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If the CSis not able to

2005

ensure the same |level of security, a perm ssion-denied "REQUEST-
STATUS" property val ue MJUST be returned, and the "MOVE' comand

MUST NOT be perfor

The "TARCGET" property value specifies the new | ocati on,

"VQUERY" conponent

med.

specifies the old | ocation.

and t he

Restriction Table for the "REPLY" comrand of any "MOVE' comrand.

nove-reply =

nove-vreply =

(

nove-id =

@

VERSI ON: 2. 0

CMVD: MOVE
TARCET: Ar ea-

END: VQUERY

OO0000000000

et al.

BEG N' ":" "VCALENDAR' CRLF
cal props
1*(nmove-vreply)
END' ":" "VCALENDAR' CRLF
"BEG N' ":" "VREPLY" CRLF
nove-id
rstatus
"END' ":" "VREPLY" CRLF

VWere the id is appropriate for the
type of object noved:

VAGENDA = relcalid

VCAR = carid

VEVENT, VFREEBUSY, VJOURNAL, VTODO = uid
VQUERY = queryid

ALARM = sequence

An instance = uid recurid

x-conp = x-id

relcalid / carid / uid / uid recurid

/[ queryid / tzid / sequence / x-id)
novi ng the VAGENDA Nellis to Area-51
Cont ent - Type: text/cal endar
BEG N: VCALENDAR

PRODI D: -/ / somreone’ s prodi d

51

BEQ N: VQUERY
QUERY: SELECT *.* FROM VAGENDA WHERE CALID="Nell'i s’

END: VCALENDAR

Experi ment al [ Page 111]



RFC 4324 Cal endar Access Protocol Decenmber 2005

10. 11.

Cont ent - Type: text/cal endar

BEG N: VCALENDAR
VERSI ON: 2. 0

PRODI D: -/ / someone’ s prodi d
TARCET: Area- 51

BEG N: VREPLY

CALID: Nellis

REQUEST- STATUS: 2.0

END: VREPLY

END: VCALENDAR

CRCRORORORORORORONOR)

REPLY Response to a Comand

CVD: REPLY

Pur pose: The "REPLY" value to the "CVD' property is used to return

the results of all other conmands to the CUA

A CUA MIST send a "REPLY" command to a CS for any command a CS MAY
send to the CUA. The "REPLY" command MUST be inpl enented by al
CUAs that support getting the "GET- CAPABI LI TY" command.

A CS MUST send a "REPLY" command to a CUA for any command a CUA
MAY send to the CS. The "REPLY" command MUST be inpl emented by
all CSs.

Formal Definition: A "REPLY" conmand is defined by the follow ng

Royer,

not ati on:
reply-cnmd = repl yparam ":" "REPLY"
repl ypar am :,*(

The ’'id paraneter value MJIST be exactly the
sane as the value sent in the origina

C\VMD property. If the original CVD did

not have an 'id paraneter, then the 'id
MUST NOT be supplied in the REPLY.

id—péram

the following is optional
and MAY occur nore than once

/ oiher-parans
)
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10. 12. SEARCH Command
CVD: SEARCH

Pur pose: The "SEARCH' command is used to return sel ected components
to the CUA

A CUA MAY send a "SEARCH' command to a CS. The "SEARCH' command
MUST be inpl emented by all CSs.

The CS MJST NOT send a "SEARCH' command to any CUA

Formal Definition: A "SEARCH' conmmand is defined by the follow ng
not ati on:

search-cmd = searchparam ":" " SEARCH'
*“(

the follow ng are optional
but MJST NOT occur nore than once

sear chparam

i d- param
/ localize-param
/ | atency- param
; the followi ng MUST occur exactly once and only
; when the | atency-param has been supplied and
; MUST NOT be supplied if the | atency-paramis
; not supplied.
} acti on- param
; the following is optional
; and MAY occur nore than once
} ot her - par ans
)

The format of the request is the search command (search-cnd)
foll owed by one or nore (query) "VQUERY" components

Response:
The data in each result set contains one or nore i Cal endar

conponents composed of all the selected results enclosed in a
singl e "VREPLY" conponent per "QUERY".

Royer, et al. Experi ment al [ Page 113]



RFC 4324 Cal endar Access Protocol Decenmber 2005

Only "REQUEST- STATUS" property and the properties nentioned in the
"SELECT" cl ause of the QUERY are included in the conponents. Each
"VCALENDAR' comnponent is tagged with the "TARGET" property.

Searching for objects

In the exanpl e bel ow, objects on March 10, 1999 between 080000Z and
190000Z are read. In this case only four properties for each
object are returned. Two cal endars are specified. Only booked
(vs. scheduled) entries are to be returned (this exanple only

sel ected VEVENT objects are to be returned):

Cont ent - Type: text/cal endar

BEG N: VCALENDAR
VERSI ON: 2. 0
PRODI D: -/ / someone’ s prodi d
CMVD: SEARCH
TARGET: rel cal 2
TARGET: rel cal 3
BEG N: VQUERY
QUERY: SELECT DTSTART, DTEND, SUMVARY, Ul D
FROM VEVENT
VWHERE DTEND >= ' 19990310T080000Z
AND DTSTART <= ’'19990310T190000Z
AND STATE() = ' BOOKED
END: VQUERY
END: VCALENDAR

00000000000 00000

The return values are subject to VCAR filtering. That is, if the
request contains properties to which the UPN does not have access,
those properties will not appear in the return values. |If the UPN
has access to at |east one property of the conmponent, but has been
deni ed access to all properties called out in the request, the
response will contain a single "REQUEST- STATUS" property

i ndicating the error.

Here the request was successful, however one of the "VEVENT"
conponents contents were not accessible (4.1).
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Cont ent - Type: text/cal endar

BEG N: VCALENDAR
TARGET:relcalid

CVD: REPLY

VERSI ON: 2. 0

PRODI D: -/ / sonmeone’ s prodid
BEAQ N: VREPLY

BEG N: VEVENT

REQUEST- STATUS: 4. 1

END: VEVENT

BEG N: VEVENT

REQUEST- STATUS: 2. 0

u D: 123

DTEND: 19990310T080000Z
DSTART: 19990310T190000Z
SUMVARY: Bi g nmeeting
END: VEVENT

END: VREPLY
END: VCALENDAR

If the UPN has no access to any conponents at all, the response
will sinply be an enpty data set. The response will | ook the sane
if the particular conponents do not exist.

Cont ent - Type: text/cal endar

BEG N: VCALENDAR

VERSI ON: 2. 0

PRODI D: -/ / sonmeone’ s prodi d
CMD: REPLY

TARGET:ralcalid

BEG N VREPLY

REQUEST- STATUS: 2. 0

END: VREPLY

END: VCALENDAR

If there are nultiple targets, each i Calendar reply is contained
within its own i Cal endar object.

10.12.1. Searching for VFREEBUSY

If a CS sets the "RECUR EXPAND' property to "TRUE' and contains the
"VFREEBUSY" conponent in the "COVPONENTS' value in a reply to the

" GET- CAPABI LI TY" command, then it is the CS s responsibility (and not
the CUA' s responsibility) to provide the correct "VFREEBUSY"
information for a cal endar.
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10.

If a CUA issues a "CREATE" "VFREEBUSY", such a CS MJST return success
and not store the "VFREEBUSY" component as the results would never be
used.

Such a CS MJST dynamically create the results of a search for
"VFREEBUSY" conponents at search tinme when searching for STATE() =
" BOOKED' itens.

If a CUA searches for "VFREEBUSY" conponents with STATE() =
" UNPROCESSED' , such a CS MJUST return a "VREPLY" with no components.

If a CUA searches for "VFREEBUSY" conponents wi thout specifying the
STATE, such a CS MUST return the sane result as if STATE() =" BOOKED
had been specifi ed.

For CSs that set the "CAPABILITY" "RECUR- EXPAND' property to "FALSE"
and have the "VFREEBUSY" conponent in the "COVWONENTS' value in the
"CAPABI LI TY" reply, a CUA MAY store the "VFREEBUSY" information on
the CS. These CSs then MJST return a "VFREEBUSY" conponent

calcul ated fromthe stored conponents. |f no "VFREEBUSY" information
is avail able for the "TARGET" cal endar, then a "VFREEBUSY" with no
bl ocked out tinme will be returned with a success code. A CUA sets

the "VFREEBUSY" tinme on a/those cal endars by creating a "VFREEBUSY"
conponent w thout a "METHOD' creating a "BOOKED' entry.

If a CS does not set the "VFREEBUSY" value in the " COVPONENTS"
"CAPABI LI TY" val ue, the CS does not support the "VFREEBUSY" conponent
and all creation and searching for a "VFREEBUSY" conponent MUST fai l
Exampl es of cal endars that may be in this category are public event
cal endars that will never require scheduling with other UPNs.

13. SET- LOCALE Conmand
CVD: SET- LOCALE

Pur pose: The "SET- LOCALE" command is used to select the |locale that
will be used in error codes that are used in the "REQUEST- STATUS"

property.

A CUA MAY send a "SET-LOCALE' conmand to a CS. The SET-LOCALE
conmmand MJST be inplemented by all CSs.

The CS MJST NOT send a "SET-LOCALE" conmmand to any CUA

Formal Definition: A "SET-LOCALE' conmand is defined by the follow ng
not ati on:

setl ocal e-cnd = setl ocal eparam ":" " SET- LOCALE"

Royer, et al. Experi ment al [ Page 116]



RFC 4324

set| ocal eparam

set| ocal e-option

new ocal e =

Exanpl es:
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:*(

the follow ng are optional
but MJST NOT occur nore than once

i d- param
/ 1 ocalize-param
/ | atency-param
/ setlocal e-option

the follow ng MIUST occur exactly once and only
only when the | atency-param has been suppli ed.
It MJUST NOT be supplied if the |atency-param
is not supplied.

/ action-param

the following is optional
and MAY occur nore than once

/ ot her-parans )
= opti on-param new ocal e

Any | ocal e supplied in the initial [BEEP]
"greeting" "localize" paranmeter and

and any charset supported by the CS

and listed in the DEFAULT- CHARSET property
of the VCALSTORE

CMVD: OPTI ONS=en_US. UTF- 8: SET- LOCALE
CNVD: OPTI ONS=t h_TH. | S08859- 11: SET- LOCALE
CVD: OPTI ONS=es_MX. | S0C8859- 1: SET- LOCALE

Restriction Table for the "REPLY" conmand of any " SET- LOCALE"

comand.

setl ocal e-reply

setl| ocal e-vreply

et al.

= "BEG@ N' ":" "VCALENDAR' CRLF
cal props
1*(setl ocal e-vreply)
"END' ":" "VCALENDAR' CRLF
= "BEA N' ":" "VREPLY" CRLF
rstatus
"END" ":" "VREPLY" CRLF
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10.

10.

14. Tl MEQUT Command

CVD: TI MEQUT

Pur pose: The "TI MEQUT" command is only sent after a command has been
sent with a | atency value set. Wen received, it neans the
conmand coul d not be conpleted in the tinme allowed.

Formal Definition: A "TIMEQUT" comrand is defined by the follow ng

not ati on:
ti meout - cnd = tinmeoutparam™":" "TI MEQUT"
ti meout param = *(

; the followi ng are optional

; but MJST NOT occur nore than once
i d- param

/ localize-param

/ ot her-parans

)
15. Response Codes

Nuneric response codes are returned using the "REQUEST- STATUS"
property.

The format of these codes is described in [i CAL] and extended in
[ITIP] and [IiMP]. The follow ng describes new codes added to this
set and how exi sting codes apply to CAP

At the application |ayer, response codes are returned as the val ue of
a "REQUEST- STATUS" property. The value type of this property is

nodi fied fromthat defined in [i CAL], in order to nake the
acconpanyi ng " REQUEST- STATUS" property text optional

Code Descri ption

2.0 Success. The paranmeters vary with the
operation and are specified.

2.0.3 In response to the client issuing an
"abort" reply, this reply code indicates
that any conmand currently underway was
successful |y aborted.

3.1.4 Capabi lity not supported.

4.1 Cal endar store access deni ed.
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6.1 Cont ai ner not found.

6.2 Attenpt to create or nodify an object
that woul d overl ap anot her object
in either of the follow ng two circunstances:

(a) One of the objects has a TRANSP
property set to OPAQUE- NOCONFLI CT or
TRANSPARENT- NOCONFLI CT.

(b) The cal endar’ s ALLOW CONFLI CT
property is set to FALSE

6.3 Bad args.

6.4 Perm ssion denied - VCAR restriction
A VCAR exists and the CS will not perform
the operation.

7.0 A tinmeout has occurred. The server was
unable to conplete the operation in the
requested time.

8.0 A failure has occurred in the CS
that prevents the operation from
succeedi ng.

8.1 A query was performed and the query is
too conplex for the CS. The operation
was not perforned.

8.2 Used to signal that an iCal endar object has
exceeded the server’s size limt

8.3 A DATETI ME val ue was too far in the future
to be represented on this Cal endar

8.4 A DATETI ME val ue was too far in the past
to be represented on this Cal endar

8.5 An attenpt was nmade to create a new
object, but the unique U D specified is
al ready in use.

9.0 An unrecogni zed comrand was received.
O an unsupported conmand was received.
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11.

11.

11.

11.

11.

12.

12.

10. 4 The operation has not been perforned
because it woul d cause the resources
(menory, disk, CPU, etc) to exceed the
al | ocat ed quot a.

hj ect Registration
This section provides the process for registration of new or nodified
properties, paranmeters, conmands, or other nodifications, additions,
or deletions to objects.
1. Registration of New and Modified Entities
New obj ects are regi stered by the publication of an | ETF Request for
Comment (RFC). Changes to objects are registered by the publication
of arevisionto the RFC in a new RFC
2. Post the ItemDefinition

The obj ect description MJST be posted to the new object discussion
list: ietf-cal endar @nt. org.

3. Alowa Coment Period

Di scussi on on a new object MJST be allowed to take place on the list
for a mnimmof tw weeks. Consensus MJUST be reached on the object
bef ore proceeding to the next step.

4. Release a New RFC

The new object will be submitted for publication |like any other
Internet Draft requesting RFC status.

BEEP and CAP

1. BEEP Profile Registration

BEEP replies will be one-to-one (1:1 MSG RPY) if possible, and one-
to-many (1: many MSG ANS) when the "TARGET" property val ue changes.
No nmore than one "TARGET" property value is allowed per reply.

Profile ldentification: specify a [URI] that authoritatively
identifies this profile.

http://iana. org/ beep/cap/1.0

Message Exchanged during Channel Creation:
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CUAs SHOULD supply the BEEP "l ocalize" attributes in the BEEP
"greeting" nmessages.

CSs SHOULD supply the BEEP "l ocalize" attributes in the BEEP
"greeting" messages.

CUAs SHOULD supply the BEEP "serverNane" attribute at channel
creation tine to the CS, so that, if the CSis performng virtual
hosting, the CS can determine the intended virtual host. CSs that
do not support virtual hosting may ignore the BEEP "server Name"
attribute.

Messages starting one-to-one exchanges:

The initial nmessage, after authentication in each direction, MJST
be a single "text/cal endar" object containing a CAP "CAPABI LI TY"
CVMD. It nust not be part of a MME nmultipart nessage.

After the initial nessage, a BEEP "MSG' nay contain one or nore
M ME obj ects (at |east one of which MUST be "text/cal endar"), and
each "text/cal endar" M ME object MJST contain a CAP "CWD'

property.

Mul tiple iCalendar objects may be sent in a single BEEP nessage
either by representing themas separate M ME text/cal endar parts
contained within a MM nmultipart/mxed part or by sinple
concatenation within a single text/cal endar M ME obj ect.

In either case, all iCalendar objects that are transmtted
t oget her nmust have the sanme TARGET property.

The sending of multipart MME entities over BEEP is not pernitted
for CAP unless the other endpoint has indicated its ability to
accept themvia the appropriate CAPABILITY.

Messages in positive replies:

Royer,

After the initial message, a BEEP "RPY" may contain one or nore

M ME obj ects (at |east one of which MJUST be "text/cal endar"), and
each "text/cal endar" M ME object MJST contain a CAP "CWD'
property. All "text/cal endar® M ME objects in a single BEEP "RPY"
nessages MJUST have the sane "TARGET" property val ue.

Mul tiple iCalendar objects nmay be sent in a single BEEP nessage by
either representing themas separate M ME text/cal endar parts
contained within a MM multipart/mxed part or by sinmple
concatenation within a single text/cal endar M ME obj ect.
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In either case, all iCalendar objects transnmtted together nust
have the same TARCGET property.

Sending multipart MME entities over BEEP is not pernmitted for CAP
unl ess the other endpoint has indicated its ability to accept them
via the appropriate CAPABILITY.

Messages in negative replies:

WIIl contain any valid "text/cal endar” M ME object that contains
CAP " REQUEST- STATUS" property and a CAP "CMD' property with a
property value of "REPLY". And where the CS has determ ned the
requested operation to be a fatal error. And when the CS has
performed NO operation that effected the contents of any part of
the CS or any cal endar controlled by the CS

Messages in one-to-many exchanges:

After the initial nessage then a BEEP "MsSG' may contain one or
nore M ME objects at | east one of which MJST be "text/cal endar”
and each "text/cal endar” M ME object MJST contain a CAP "CMD'

property.

The BEEP "MSG' nessages can only contain MME "mul tipart” MM
objects if the other endpoint has received a CAP "CAPABI LI TY"

i ndi cating the other endpoint supports nultipart M ME objects.

Thi s does not prevent the endpoint fromsending nmultiple [iCAL]
"icalobject’ objects in a single BEEP "MSG' so long as all of them
have the same "TARGET" property val ue.

Mul tiple iCalendar objects may be sent in a single BEEP nessage by
either representing themas separate M ME text/cal endar parts
contained within a MM nmultipart/mxed part or by sinple
concatenation within a single text/cal endar M ME obj ect.

In either case, all iCalendar objects transmtted together nust
have the same TARCGET property.

The sending of multipart MME entities over BEEP is not pernitted
for CAP unless the other endpoint has indicated its ability to
accept themvia the appropriate CAPABILITY.

Message Synt ax:

They are CAP "text/calendar” M ME objects as specified in this
meno.
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Message Senanti cs:
As defined in this nmeno.
12.2. BEEP Exchange Styl es

[ BEEP] defines three styles of nessage exchange:

M5G ANS, ANS, ..., NUL - For one to many exchanges.
MSG RPY - For one to one exchanges.
MSG ERR - For requests the cannot be processed due to an error

A CAP request targeted at nore than one contai ner MAY use a one- to-
many exchange with a distinct answer associated with each target. A
CAP request targeted at a single container MAY use a one-to-one
exchange or a one-to-nmany exchange. "MSGE ERR' MAY only be used when
an error condition prevents the execution of the request on all the
targeted cal endars.

12. 3. BEEP Connection Details

Al'l CAP comuni cations nust be done securely, so the initial greeting
i ncludes the TLS profile.

L: <wait for incomng connection>
| : <open connection>

RPY 0 0 . 0 110
Cont ent - Type: appli cation/ beep+xm

<greeti ng>

<profile uri="http://iana.org/beep/ TLS [>
</ greeting>
END

L

RPY 0 0 . 0 52
Cont ent - Type: appli cati on/ beep+xm

I
I :
I :
|: <greeting/>

I: END

At this point, the connection is secure. The TLS profile 'resets’
the connection, so it resends the greetings, advertises the CAP
profiles that are supported, and replies with the profile selected
(only one profile exists at this tinme):

Royer, et al. Experi ment al [ Page 123]



RFC 4324

I S

Cal endar Access Protocol December

<wait for incom ng connection>
<open connecti on>

RPY 0 0 . 0 110
Cont ent - Type: appli cation/ beep+xm

<greeting>

<profile uri="http://iana.org/beep/cap/1.0" />
</ greeting>
END

RPY 0 0 . 0 110
Cont ent - Type: appli cation/ beep+xm

<greeti ng>

<profile uri="http://iana.org/beep/cap/1.0" />
</ greeting>
END

Each channel mnust be authenticated before work can start, but
ng a channel involves authentication. Any SASL profile may be
i ncl uded, for exanple:

starti

<profile uri
<profile uri

"http://iana.org/ beep/ SASL/ OTP [ >
"http://iana. org/ beep/ SASL/ DI GEST- MD5' / >

<profile uri="http://iana.org/beep/ SASL/ ANONYMOUS' / >

Exanpl

Wuuuw 000

Exanpl

Ly 000

e of anonynous channel

<start nunber="1'>
<profile uri="http://iana.org/beep/ SASL/ ANONYMOUS' / >
</start>

RPY 0 1 . 221 87
Cont ent - Type: appli cation/ beep+xm

<profile uri="http://iana.org/beep/ SASL/ ANONYMOUS' / >
END

e of DI GEST- MD5 channel
<start nunber="1'>
<profile uri="http://iana.org/beep/ SASL/ DI GEST- MD5’ / >

</start>

RPY 0 1 . 221 87
Cont ent - Type: appli cation/ beep+xm

2005
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13.

14.

S:
S: <profile uri="http://iana.org/beep/ SASL/ DI GEST- MD5’ / >
S: END

Pi ggybacki ng the "CAPABI LI TY" comrand.

The " CAPABI LI TY" reply may be included during channel start (see
RFC3080, section 2.3.1.2), as BEEP allows the start comand to
include the initial data transfer. This reduces the nunber of round
trips to initiate a CAP session.

| ANA Consi der ati ons

This meno defines | ANA-registered extensions to the attributes
defined by iCal endar, as defined in [iCAL], and [iTIP].

| ANA registration proposals for iCalendar and [i TIP] are to be mail ed
to the registration agent for the "text/cal endar” [M ME] content-
type, <MAILTO ietf-calendar@nt.org> using the format defined in
section 7 of [iCAL].

The the | ANA has registered the profile specified in Section 12.1,
and has selected an | ANA-specific URI: http://iana.org/beep/cap/l.0.

Security Considerations

Access rights should be granted cautiously. Wthout carefu
planning, it is possible to open up access to a greater degree than
desi red.

The "1 DENTI FY" conmand shoul d be carefully inplenented. |If it is
done incorrectly, UPNs nay gain access as other, unintended, UPNs.
The "1 DENTI FY" conmand may not chain; that is, the identity is always
val i dat ed agai nst the original UPN and not the new UPN.

Since CAP is a profile of [BEEP], consult [BEEP]'s Section 9 for a
di scussi on of BEEP-specific security issues.

There are risks of allow ng anonynmous UPNs to deposit REQUEST and
REFRESH obj ect s (cal endar spam and deni al - of -servi ce, for exanple).
| mpl ement ati ons shoul d consider nethods to restrict anonynous
requests to within acceptabl e usages.

CS inpl enentations mght consider autonmatically creating VCARs that
al | ow CAP ATTENDEEs in booked objects to deposit REFRESH and REPLY
objects for those UDs if they otherwi se do not have access rat her
then opening up world access. And they may al so consider allow ng
COUNTER obj ects for those ATTENDEEs.
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When an object is booked by a CUA ,the CS reply may wi sh to include
war ni ng messages to the CUA for ATTENDEEs that have CAP urls that do
not have | ocal UPNs as those ATTENDEES nmay be unable to REPLY or
REFRESH. Some CSs may wi sh this to be an error.

Al t hough service provisioning is a policy natter, at a mnimm all
i mpl enent ati ons must provide the followi ng tuning profil es:

o for authentication: http://iana.org/beep/ SASL/ DI GEST- MD5

o for confidentiality: http://iana. org/beep/ TLS (using the
TLS_RSA W TH_3DES_EDE_CBC_SHA ci pher)

o for both: http://iana.org/beep/TLS (using the

TLS RSA W TH 3DES_EDE CBC SHA ci pher supporting client-side
certificates)
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