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Status of This Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nemo is unlimted.

Copyri ght Notice
Copyright (C The Internet Society (2006).
Abst r act

This meno defines a portion of the Managenent |nformati on Base (M B)
for use with network nanagenent protocols in the Internet community.
Specifically, this docunent describes a MB for the Internediate
Systemto Internediate System (1S-1S) Routing protocol when it is
used to construct routing tables for |IP networks.
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1.

The | nternet-Standard Managenent Franmewor k

For a detail ed overview of the docunents that describe the current
I nt ernet - St andard Managenent Franework, please refer to section 7 of
RFC 3410 [ RFC3410].

Managed objects are accessed via a virtual information store, terned
t he Management |Infornmation Base or MB. MB objects are generally
accessed through the Sinple Network Managenment Protocol (SNWVP).
njects in the MB are defined using the nechani sns defined in the
Structure of Managenent Information (SM). This neno specifies a MB
nodul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580

[ RFC2580] .

Overvi ew

Thi s docunent describes a managenent information base for the
Internmediate Systemto Internediate System (IS-1S) Routing protocol,
as described in | SO 10589 [IS0OL0589], when it is used to construct
routing tables for IP networks, as described in RFC 1195 [ RFC1195].
The objects are mainly derived fromthe CGuidelines for Definition of
Managed Objects (GDMO) definitions in | SO 10589 and fromthe GDMO
definitions in 1SO 10733 [1S0O10733]. There are also additional
objects for nanaging the IP-specific functionality of Integrated |IS-
I S operation.

This MB inmports definitions from SNMPv2-TC [ RFC2579], SNWPv2-SM

[ RFC2578], SNWPv2- CONF [ RFC2580], SNWMP- FRAMEWORK-M B [ RFC3411],

Dl FFSERV-M B [ RFC3289], | F-M B [ RFC2863], and | NET- ADDRESS- M B

[ RFC4001]. See the inports section of the MB for the specific itens
i mported.

This M B defines sone objects to manage Mesh G oups, described in

[ RFC2973], and a three-way handshake for point-to-point adjacencies,
described in [ RFC3373].

The 1S-1S M B defines the foll owi ng objects:

System Wde Attributes

- isisSystem

This table contains information specific to a single instance
of the 1S-IS protocol running on a router.
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i si sManAr eaAddr

This table includes area addresses that are manually
configured, which are used to control the associations formed
bet ween Level 1 Internediate Systens.

i si sAreaAddr

This table includes area addresses reported in relevant L1
LSPs.

i si sSunmAddr

This table holds sunmary addresses configured for each Level 2
i nstance of the 1S-1S protocol running on a router.

i si sRedi stri buteAddr

This table provides criteria to decide whether a route shoul d
be | eaked fromL2 to L1 when Donain Wde Prefix leaking is
enabl ed.

i si sRout er

This table holds the hostnane and router ID for Internediate
Systens in the network.

i si sSysLeve

This table contains information specific to a donain (Level 2)
or an area (Level 1) of the IS 1S protocol

i si sNext G rcl ndex

This scalar is used to provide a unique circuit index.

Crcuit-specific Attributes

Par ker

isisCrc

This table contains information specific to a point-to-point or
a broadcast interface in the system

i sisCirclLevel

This table contains information specific to Level 1 or Level 2
of an interface.
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Count ers

i si sSyst enmCount er

Counters in the Systemtable, such as nunber of times we have
wr apped a sequence counter on one of our Link State PDUs.

i si sCircuitCounter

Counters of events particular to a circuit, such as PDUs with
an illegal value of the SystemID field | ength.

i si sPacket Count er

Counts of IS-1S Protocol PDUs broken down into packet type.

Attributes associated with an Adjacency

Par ker

i si sl SAd]

This table contains informati on about adjacencies to routers
mai nt ai ned by the protocol. Entries in this table cannot be
created by managenent action: they are established through the
Hel | o protocol.

i si sl SAdj Ar eaAddr

This table contains the set of Area Addresses of nei ghboring
Internediate Systens, as reported in |1 H PDUs.

i si sl SAdj | PAddr

This table contains the set of | P Addresses of nei ghboring
Intermedi ate Systenms, as reported in received ||l H PDUs.

i si sl SAdj Prot Supp
This table contains the set of protocols supported by

nei ghboring Intermedi ate Systens, as reported in received IIH
PDUs.
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Attributes Associated with Addresses
- isisRA
The Reachabl e Address Tabl e.
This table contains informati on about an address prefix
manual |y configured on the systemor |earned through another
pr ot ocol
- isislIPRA
The | P Reachabl e Address Tabl e.
This table contains informati on about an | P reachabl e address
manual |y configured on this systemor |earned from anot her
pr ot ocol
Attributes Associated with Link State PDU Tabl e
- i sisLSPSunmaryTabl e
The Link State PDU Summary Tabl e.

This table contains informati on contained in the headers of
Link State PDUs stored by the system

- isisLSPTLVTabl e
The Link State PDU TLV Tabl e.

This table holds the sequence of TLVs that nake up an LSP
fragnment.

Attributes Associated with a Notification
- isisNotification

This table defines attributes that will be included when
reporting IS-1S notifications.

3. Conventions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTI ONAL", when they appear in this docunent, are to be interpreted
as described in BCP 14, RFC 2119 [ RFC2119].
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4. Definition of IS IS MB
ISISSMB DEFINITIONS ::= BEG N
| MPORTS

isis

Par ker

TEXTUAL- CONVENTI ON, RowSt at us, Trut hVal ue, Ti neStanp
FROM SNWPv2-TC -- RFC2579
MODULE- | DENTI TY, OBJECT- TYPE, NOTI FI CATI ON- TYPE,
Unsi gned32, Counter32, mb-2

FROM SNWVPv2- SM -- RFC2578
MODULE- COVPLI ANCE, OBJECT- GROUP, NOTI FI CATI ON- GROUP
FROM SNWVPv2- CONF -- RFC2580
SnnpAdmi nString
FROM SNWVP- FRAMEWORK- M B -- RFC2571
I ndexl| nt eger, | ndexl nt eger Next Free
FROM DI FFSERV- M B -- RFC3289
I nterfacel ndex
FROM | F-M B -- RFC2863
| net Addr essType, | net Address, | net AddressPrefixLength
FROM | NET- ADDRESS- M B; -- RFC3291

M B MODULE- | DENTI TY
LAST- UPDATED "200604040000Z" -- April 4, 2006, m dnight
ORGANI ZATION "I ETF I S-1S for 1P Internets Wrking G oup”
CONTACT- | NFO
"IS-1S for IP Internets working G oup
http://ww.ietf.org/htm.charters/isis-charter.htm
isis-wg@etf.org

Jeff Parker

Depart nent of Conputer Science
M ddl ebury Col | ege,

M ddl ebury, Vernont 05753
jeffp at mddl bury dot edu"

DESCRI PTI ON

"This docunent describes a managenent information base for
the 1S-1S Routing protocol, as described in | SO 10589,

when it is used to construct routing tables for IP
net wor ks, as described in RFC 1195.

Thi s docunent is based on a 1994 | ETF docunment by Chris

GQunner. This version has been nodified to include
current syntax, to exclude portions of the protocol

t hat

are not relevant to IP, and to add nanagenment support for

current practice.
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Copyright (C The Internet Society (2006). This version
of this MB nodule is part of RFC 4444; see the RFC

itself for full legal notices."
REVI SI ON "200604040000Z" -- April 4, 2006, m dnight
DESCRI PTI ON

“I'nitial version, published as RFC 4444."
c:={ nmb-2 138 }

-- Top-level structure of the MB

i sisNotifications OBJECT IDENTIFIER ::={ isisMB 0 }
i si sQbjects OBJECT IDENTIFIER ::= { isisMB 1}
i si sConf or mance OBJECT IDENTIFIER ::= { isisMB 2}
-- OBJECT | DENTI FI ER definitions

-- Systemwi de attributes.

i si sSystem OBJECT IDENTIFIER ::={ isisObjects 1}

-- Attributes associated with the donain or with the area.
i si sSysLevel OBJECT IDENTIFIER ::= { isisCbjects 2 }

-- Attributes associated with one Crcuit
isisCirc OBJECT IDENTIFIER ::= { isishjects 3}

-- Attributes associated with area or domain relevant within a Crcuit.
i sisCircLevel Val ues OBJECT IDENTIFIER ::= { isishjects 4}

-- Systemand circuit counters.
i sisCounters OBJECT IDENTIFIER ::= { isisCbjects 5}

-- Attributes associated with an adj acent Protocol Peer.
i sisl SAdj OBJECT IDENTIFIER ::= { isisCbjects 6 }

-- Attributes associated with a configured address.
i si sReachAddr OBJECT IDENTIFIER ::= { isishjects 7 }

-- Attributes associated with IP routes |earned by
-- configuration or through another protocol.
i si sl PReachAddr OBJECT IDENTIFIER ::={ isisCbjects 8 }

-- The collection of Link State PDUs known to the Internmedi ate System
i si sLSPDat aBase OBJECT IDENTIFIER ::= { isisObjects 9 }

-- (bjects included in Notifications.
i sisNotification OBJECT IDENTIFIER ::= { isisOojects 10 }
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-- Type definitions

| si sOSI NSAddr ess :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"OSI Network Service Address, e.g., NSAP, SNPA, or
Entity Title"
SYNTAX OCTET STRI NG (SI ZE(O0..20))
| si sSystem D :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"The ID for an Internediate System This should
be unique within a network, and is included
in all PDUs originated by an Internediate System
The protocol does not place any neani ngs upon
the bits, other than using ordering to break
ties in electing a Designated 1S on a LAN."
REFERENCE "{I SI S. aoi systemd (119)}"
SYNTAX OCTET STRI NG (Sl ZE(6))

| si sLi nkSt at ePDUI D : : = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"The 8-byte Link State PDU (LSP) ID,
consi sting of the 6-byte System D of the
originating IS; a one-byte PseudoNode | D,
which is 0 unless the LSP represents the
topol ogy of a LAN;, and a one-byte LSP
fragnment nunber that is issued in sequence,
starting with 0. Non-zero PseudoNode I Ds
need to be unique to the IS but need not
match the |flndex."
REFERENCE "{See section 9.8 of SO 10589}"
SYNTAX OCTET STRI NG (S| ZE(8))

| si sAdmi nState ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"Type used in enabling and disabling a row "
SYNTAX | NTEGER
{
on(1),
of f (2)
}

| si sLSPBuffSi ze ::

= TEXTUAL- CONVENTI ON
DI SPLAY-HI NT "d"
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STATUS current
DESCRI PTI ON

"I nteger sub-range for naxi num LSP size."
SYNTAX Unsi gned32 (512..16000)

| si sLevel State ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"States of the 1S IS protocol."
SYNTAX | NTEGER

{
off (1),
on (2),
waiting (3),
over | oaded(4)
}
| si sSupportedProtocol ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"Types of network protocol supported by Integrated IS-1S.
The values for 1S08473 and I P are those registered for
these protocols in |1 SO TR9577."

REFERENCE "{See section 5.3.1 of RFC 1195}"

SYNTAX | NTEGER

i s08473(129),
i pVv6(142),
i p(204)

| sisDefaul t Metric ::= TEXTUAL- CONVENTI ON

DI SPLAY- HI NT "d"

STATUS current

DESCRI PTI ON
"I nteger sub-range for default metric for single hop
| SO 10589 provides for 4 types of netric. Only the
"default’ metric is used in practice."

REFERENCE "{See section 7.2.2 of |SO 10589}"

SYNTAX Unsi gned32 (0..63)

| sisWdeMetric ::= TEXTUAL- CONVENTI ON
DI SPLAY-HI NT "d"
STATUS current
DESCRI PTI ON
"Wde metric for I'S Neighbors. |SO 10589 provides a
6-bit metric. Traffic Engineering extensions provide
24-bit netrics.”
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REFERENCE "{See section 3 of RFC 3784}"
SYNTAX Unsi gned32 (0..16777215)

I sisFull Metric ::= TEXTUAL- CONVENTI ON
DI SPLAY- HI NT "d"
STATUS current
DESCRI PTI ON
"Full metric for IP Routes. Traffic Engi neering extensions
provide 32-bit netrics."
REFERENCE "{See section 4 of RFC 3784}"
SYNTAX Unsi gned32

I sisMetricType ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"I's this an Internal or External Metric?"
REFERENCE "{See section 7.2.2 of |SO 10589}"
SYNTAX | NTEGER
{
i nternal (1),
ext ernal (2)

}

IsisMetricStyle ::= TEXTUAL- CONVENTI ON
STATUS curr ent
DESCRI PTI ON
"Do we use RFC 1195 style metrics or wide metrics?"
REFERENCE "{See section 5 of RFC 3787}"
SYNTAX | NTEGER

narrow(1),
wi de(2),
bot h( 3)

}

| si sl SLevel ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"lIdentifies a | evel."
REFERENCE "{See definitions 3.6.1 and 3.6.11 of |1SO 10589}"
SYNTAX | NTEGER

{
area(l), -- L1
donmai n( 2) -- L2
| sisLevel ::= TEXTUAL- CONVENTI ON

STATUS current
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DESCRI PTI ON

"ldentifies one or nore | evels."
REFERENCE "{See definitions 3.6.1 and 3.6.11 of |1SO 10589}"
SYNTAX | NTEGER

l evel 1(1),
I evel 2(2),
| evel 1land2( 3)

}

| si sPDUHeader ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"A block to contain the header froma PDU. "
SYNTAX OCTET STRI NG (SI ZE(O0..64))

IsisCircuitlD ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"IDfor acircuit."”
REFERENCE "{See section 7.2.7 of |1SO 10589}"
SYNTAX OCTET STRING (SIZE(0| 7))

IsislSPriority ::= TEXTUAL- CONVENTI ON
DI SPLAY-HI NT "d"
STATUS current
DESCRI PTI ON
"I nteger sub-range for 1S 1S priority."
REFERENCE "{See section 9.5 of |SO 10589}"
SYNTAX Unsi gned32 (0..127)

| si sUnsi gned16TC :: = TEXTUAL- CONVENTI ON
DI SPLAY- HI NT "d"
STATUS current

DESCRI PTI ON
"An Unsigned32 further restricted to 16 bits. Note that
the ASN. 1 BER encoding may still require 24 bits for

sone val ues."
SYNTAX Unsi gned32 (0..65535)

| si sUnsi gned8TC : : = TEXTUAL- CONVENTI ON
DI SPLAY- HI NT "d"
STATUS current

DESCRI PTI ON
"An Unsigned32 further restricted to 8 bits. Note that
the ASN. 1 BER encoding may still require 16 bits for

some val ues."
SYNTAX Unsi gned32 (0..255)
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-- Behavior Definitions

-- ResettingTiner behavior definition

-- "This behavior applies to objects that specify the interva

-- between events in the operation of the protocol state nachine.
-- |If the value of such an object is set to a new value while

-- the protocol state machine is in operation, the inplenmentation
-- shall take the necessary steps to ensure that for any tine

-- interval that was in progress when the value of the

-- correspondi ng object was changed, the next expiration of that
-- interval takes place the specified time after the origina

-- start of that interval, or inmmediately, whichever is later.

-- The precision with which this tinme shall be inplenmented shal
-- be the sane as that associated with the basic operation of

-- the tiner object.”

-- Repl aceOnl yWhi | eDi sabl ed behavi or definition

-- "This behavior applies to objects that may not be nodified
-- while the corresponding table row s variable of type

-- IsisAdnmnState is in state on."

-- Manual Or Aut onati c behavi or definition

-- "This behavior applies to objects that are read-wite
-- if the object was created nmanually. Cbjects that were
-- created automatically that have this behavior are

-- read-only.

i si sSysChject OBJECT IDENTIFIER ::= { isisSystem1 }

i si sSysVersi on OBJECT- TYPE
SYNTAX | NTEGER
{
unknown( 0) ,
one(1)

}
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The version nunber of the IS-1S protocol that
is inmplenmented.”
REFERENCE "{I S| S. aoi version (1)}"
DEFVAL { one }
c:={ isisSysCbhject 1}

i si sSysLevel Type OBJECT- TYPE
SYNTAX | si sLevel
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MAX- ACCESS read-write

STATUS current

DESCRI PTI ON
"At which levels is the Intermediate System
runni ng? This object may not be nodified when
the isisSysAdm nState variable is in state 'on
for this Internedi ate System

Confi gured val ues MJST survive an agent reboot."
REFERENCE "{I| SI S. aoi i SType (2)}"
DEFVAL { |evel 1and2 }
.= { isisSysChject 2}

i si sSysl D OBJECT- TYPE

SYNTAX | si sSystem D

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"The ID for this Internediate System
This value is appended to each of the
area addresses to formthe Network Entity Titles.
The derivation of a value for this object is
i mpl enentati on specific. Some inplenentations nmay
automatical ly assign values and not pernmt an
SNVP write, while others may require the val ue
to be set manually.

Confi gured val ues MJST survive an agent reboot."
REFERENCE "{| S| S. aoi systemid (119)}"
.= { isisSysChject 3}

i si sSysMaxPat hSplits OBJECT- TYPE

SYNTAX Unsi gned32 (1..32)

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"Maxi mum nunber of paths with equal routing nmetric val ue
which it is permitted to split between. This object
may not be nodified when the isisSysAdm nState variable
isin state 'on’ for this Internediate System

Configured val ues MJST survive an agent reboot."
REFERENCE "{I SI S. aoi naxi munPathSplits (3)}"
DEFVAL { 2}
c:={ isisSysChject 4}

i si sSysMaxLSPGenl nt OBJECT- TYPE
SYNTAX Unsi gned32 (1..65235)
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UNI TS "seconds"
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON
"Maxi muminterval, in seconds, between generated LSPs
by this Internediate System This object follows
the ResettingTi mer behavior. The val ue nust be
greater than any val ue configured for
i si sSysLevel M nLSPGenl nt, and should be at |east 300
seconds | ess than isisSysMaxAge.

Configured val ues MJST survive an agent reboot."
REFERENCE "{I SI S. aoi nmaxi munLSPGener ationlnterval (6)}"
DEFVAL { 900 }

c:={ isisSysCbhject 5}

i si sSysPol | ESHel | oRat e OBJECT- TYPE

SYNTAX | si sUnsi gned16TC (1..65535)

UNI TS "seconds"

MAX- ACCESS read-write

STATUS current

DESCRI PTI ON
"The value, in seconds, to be used for the suggested ES
configuration tinmer in |ISH PDUs when soliciting the ES
configurati on.

Configured val ues MJST survive an agent reboot."
REFERENCE "{I SI S. aoi pol | ESHel | oRate (13)}"
DEFVAL { 50 }
.= { isisSysChject 6 }

i si sSysWai t Ti me OBJECT- TYPE
SYNTAX | si sUnsi gned16TC (1..65535)
UNI TS "seconds"
MAX- ACCESS read-wite
STATUS current

DESCRI PTI ON
“"Nunber of seconds to delay in state "waiting before
entering the state "on’. This object follows the

Resetti ngTi mer behavi or.

Configured val ues MJST survive an agent reboot."
REFERENCE "{I Sl S. aoi waitingTinme (15)}"
DEFVAL { 60 }
c:={ isisSysChject 7}

i si sSysAdmi nSt at e OBJECT- TYPE
SYNTAX | si sAdmi nSt at e
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MAX- ACCESS read-write

STATUS current

DESCRI PTI ON
"The adm nistrative state of this Internedi ate
System Setting this object to the value ’'on
when its current value is "off’ enables
the Internedi ate System

Confi gured val ues MJST survive an agent reboot."
DEFVAL { off }
c:={ isisSysChject 8}

i si sSysL2toLlLeaki ng OBJECT- TYPE
SYNTAX Trut hVal ue
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"If true, allowthe router to leak L2 routes into L1.

Confi gured val ues MJST survive an agent reboot."
DEFVAL { fal se }
c:={ isisSysChject 9}

i si sSysMaxAge OBJECT- TYPE
SYNTAX | si sUnsi gned16TC (350. . 65535)
UNI TS "seconds"
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"Value to place in RemminingLifeTinme field of
the LSPs we generate.
This should be at |east 300 seconds greater than
i si sSysMaxLSPGenl nt .

Confi gured val ues MJST survive an agent reboot."
DEFVAL { 1200 }
.= { isisSysChject 10 }

i si sSysRecei veLSPBufferSi ze OBJECT- TYPE

SYNTAX 1 si sUnsi gned16TC (1492..16000)

UNI TS "bytes"

MAX- ACCESS read-write

STATUS curr ent

DESCRI PTI ON
"Size of the largest buffer we are designed or
configured to store. This should be at |east
as big as the maxi mum i si sSysLevel Ori gLSPBuf f Si ze
supported by the system
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If resources allow, we will store and fl ood LSPs

| arger than isisSysRecei veLSPBufferSize, as this
can help avoid problens in networks with different
val ues for isisSysLevel Ori gLSPBuffSi ze.

Configured val ues MJST survive an agent reboot."
DEFVAL { 1492 }
.= { isisSysChject 11 }

i si sSysProt Supported OBJECT- TYPE
SYNTAX BI TS {
i so8473 (0),
i pvd (1),
i pvb (2)

}
MAX- ACCESS r ead- only
STATUS current
DESCRI PTI ON
"This attribute contains the set of protocols
supported by this Internediate System"
c:={ isisSysCbhject 12 }

i si sSysNoti ficati onEnabl e OBJECT- TYPE
SYNTAX Tr ut hval ue
MAX- ACCESS read-write
STATUS current

DESCRI PTI ON
"If this object is set to true(l), then it enables
the em ssion of IS-1S Notifications. If it is

set to false(2), these notifications are not sent.

Configured val ues MJST survive an agent reboot."
DEFVAL { true }
::={ isisSysCbhject 13 }

-- The Level 1 Manual Area Address Tabl e

i si sManAr eaAddr Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF | si sManAreaAddrEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The set of nanual area addresses configured on this
I nternedi ate System

At | east one row in which the val ue of

i si sManAr eaAddr Exi st State is active nust be present.
The maxi mum nunber of rows in this table for
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whi ch the object isisManAreaAddr Exi stState has the
val ue active is 3.

An attenpt to create nore than 3 rows of
i si sManAreaAddrEntry with state "active’ in one
instance of the 1S-1S protocol should
return inconsistentVal ue. "
REFERENCE "{I SI S. aoi manual Ar eaAddr esses (10)}"
c:={ isisSystem2 }

i si sManAr eaAddr Entry OBJECT- TYPE
SYNTAX | si sManAr eaAddr Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

2006

"Each entry contains one area address nmanual |y confi gured

on this system

Dynamically created rows MJST survive an agent reboot."

| NDEX { isisManAreaAddr }
::= { isisManAreaAddrTable 1 }

| si sManAreaAddrEntry :: =
SEQUENCE {
i si sManAr eaAddr
| si sOSI NSAddr ess,
i si sManAr eaAddr Exi st St at e
RowSt at us
}

i si sManAr eaAddr OBJECT- TYPE
SYNTAX | si sOSI NSAddr ess
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"A manual | y configured area address for this system

Note: An index for the entry {1, {49.0001} active} in
this table would be the ordered pair
(1, (0x03 0x49 0x00 0x01)), as the length of an octet
string is part of the AD."

.= { isisManAreaAddrEntry 1 }

i si sManAr eaAddr Exi st St at e OBJECT- TYPE
SYNTAX RowsSt at us
MAX- ACCESS r ead-creat e
STATUS current
DESCRI PTI ON
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"The state of the isisManAreaAddrEntry. If the
i sisSysAdmi nState for this Internediate Systemis 'on’ and
an attenpt is made to set this object to the value
"destroy’ or 'notlnService when this is the only
i si sManAreaAddrEntry in state "active’ for this
I nternedi ate System shoul d return inconsistentVal ue.

A row entry cannot be nodified when the value of this
object is "active'."
::= { isisManAreaAddrEntry 2 }

-- The Level 1 Area Address Tabl e

-- The Level 1 Area Address Table contains the
-- union of the sets of relevant area addresses configured
-- or learned fromlLevel 1 LSPs received by this Internediate System

i si sAreaAddr Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF | si sAreaAddrEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The union of the sets of area addresses reported in all
Level 1 LSPs with fragment nunber zero generated by this
Internmediate System or received fromother Internediate
Systens that are reachable via Level 1 routing."
REFERENCE "{I SI S. aoi areaAddresses (18)}"
c:={ isisSystem 3 }

i si sAreaAddr Entry OBJECT- TYPE

SYNTAX | si sAreaAddrEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Each entry contains one area address reported in a

Level 1 LSP generated or received by this Internediate
System

Dynamically learned rows do not survive an agent reboot."
| NDEX { isisAreaAddr }
::={ isisAreaAddrTable 1 }

| si sAreaAddrEntry ::=
SEQUENCE {
i si SAreaAddr
| si sOSI NSAddr ess
}
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i si sSAreaAddr OBJECT- TYPE
SYNTAX | si sOSI NSAddr ess
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"An area address reported in a Level 1 LSP."
.= { isisAreaAddrEntry 1 }

-- The Summary Address Tabl e

-- The Summary Address Tabl e contains the set of summary
-- addresses manual ly configured for the Internediate System

-- This is used to control leaking L1 routes into L2.

i si sSummAddr Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF | si sSunmAddr Entry
MAX- ACCESS not - accessi bl e
STATUS curr ent
DESCRI PTI ON
"The set of IP summary addresses to use in formng
summary TLVs originated by this Internediate System

An admi nistrator nmay use a sunmary address to conbine
and nodify | P Reachability announcenents. |If the
I nternmedi ate system can reach any subset of the summary
address, the sunmary address MJST be announced i nstead,
at the configured netric."

c:={ isisSystem4 }

i si sSunmmAddr Entry OBJECT- TYPE
SYNTAX | si sSummAddr Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Each entry contains one | P summary address.

Dynam cal ly created rows MJST survive an agent reboot.

| mpl ementers need to be aware that if the total nunber
of elements (octets or sub-identifiers) in
i si sSunmmAddr ess and i si sSunmAddr Prefi xLen is too great,
then O Ds of colum instances in this table will have
nore than 128 subidentifiers and cannot be accessed
usi ng SNMPv1l, SNMPv2c, or SNWPv3."
| NDEX { i sisSunmmAddr essType,
i si sSummAddr ess,
i si sSunmmAddr Prefi xLen }
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c:= { isisSumAddrTable 1 }

| si sSummAddr Entry :: =
SEQUENCE {

i si sSummAddr essType
| net Addr essType,

i si sSummAddr ess
| net Addr ess,

i si sSummAddr Prefi xLen
| net Addr essPrefi xLengt h,

i si sSumAddr Exi st St at e
RowsSt at us,

i si sSummAddr Metric
| si sDefaul t Metri c,

i si sSummAddr Ful | Metric
| sisFul | Metric

}

i si sSunmAddr essType OBJECT- TYPE
SYNTAX | net Addr essType
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The Type of | P address for this summry address."
c:={ isisSumAddrEntry 1 }

i si sSummAddr ess OBJECT- TYPE

SYNTAX | net Addr ess

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The I P Address value for this sunmary address.

The address must not contain any set host bits
(bits set after the address prefix determ ned by
i si sSummAddr Pr efi xLen).

The type of this address is determ ned by the val ue of
the isi sSummAddr essType object."
c:={ isisSummAddrEntry 2 }

i si sSummAddr Pr ef i xLen OBJECT- TYPE
SYNTAX | net Addr essPrefi xLengt h
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The Length of the IP NetMask for this sunmary address.

The val ues for the index objects isisSumAddress and

Par ker St andards Track [ Page 20]



RFC 4444 IS-ISMB April 2006

i si sSummAddr Pref i xLen nust be consistent. When the val ue
of isisSummAddress (excluding the zone index, if one
is present) is x, then the bitw se |ogical -AND
of x with the value of the mask formed fromthe
correspondi ng i ndex object isisSunmAddr PrefixLen MJST be
equal to x. If not, then the index pair is not
consi stent, and an inconsistentName error must be
returned on SET or CREATE requests."

c:={ isisSumAddrEntry 3 }

i si sSummAddr Exi st St at e OBJECT- TYPE
SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The existence state of this summary address. Support
for 'createAndWait’ and 'notlnService' is not required.

A row entry cannot be nodified when the value of this
object is "active'."
c:={ isisSummAddrEntry 4 }

i si sSummAddr Metri c OBJECT- TYPE
SYNTAX |sisDefaul tMetric
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The metric value to announce this sumary
address within LSPs generated by this system"”
DEFVAL { 20 }
c:={ isisSumAddrEntry 5 }

i si sSummAddr Ful | Metri ¢ OBJECT- TYPE
SYNTAX | sisFull Metric
MAX- ACCESS r ead-create
STATUS current
DESCRI PTI ON
"The wide nmetric value to announce this sumary
address within LSPs generated by this system"
DEFVAL { 20 }
c:={ isisSumAddrEntry 6 }

-- The Redistribution table defines addresses that shoul d be
-- leaked fromL2 to L1 if isisSysL2tolLlLeaking is enabl ed.

i si sRedi stri but eAddr Tabl e OBIJECT- TYPE

SYNTAX SEQUENCE OF | si sRedi stributeAddrEntry
MAX- ACCESS not - accessi bl e
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STATUS current
DESCRI PTI ON
"This table provides criteria to decide if a route should
be | eaked fromL2 to L1 when Donmain Wde Prefix leaking is
enabl ed.

Addresses that match the summary mask in the table MJST

be announced at L1 by routers when isisSysL2toLlLeaking

is enabled. Routes that fall into the ranges specified

are announced as is, wthout being sumarized. Routes

that do not match a summary mask are not announced.”
.= { isisSystem5 }

i si sRedi stributeAddrEntry OBJECT- TYPE
SYNTAX | si sRedi stri buteAddrEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Each entry contains one configured |IP sunmary
address to manage | eaking L2 addresses into L1

Dynamically created rows MJST survive an agent reboot.

| mpl enenters need to be aware that if the total nunber
of elements (octets or sub-identifiers) in
i si sRedi stri buteAddr Address and
i si sRedi stributeAddrPrefixLen is too great, then O Ds
of columm instances in this table will have nore than
128 subidentifiers and cannot be accessed using SNWPv1,
SNMPv2c, or SNwWPv3."
| NDEX { isisRedistributeAddrType,
i si sRedi stri buteAddr Addr ess,
i si sRedi stri buteAddrPrefixLen }
::= { isisRedistributeAddrTable 1 }

| sisRedi stributeAddrEntry ::=
SEQUENCE {

i si sRedi stri buteAddr Type
| net Addr essType,

i si sRedi stri but eAddr Addr ess
| net Addr ess,

i si sRedi stri buteAddr PrefixLen
| net Addr essPrefi xLengt h,

i si sRedi stri but eAddr Exi st St at e
RowsSt at us

}
i si sRedi stri buteAddr Type OBJECT- TYPE
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SYNTAX | net Addr essType
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

{

"The Type of |P address for this summary address."

i sisRedi stributeAddrEntry 1 }

i si sRedi stri but eAddr Addr ess OBJECT- TYPE
SYNTAX | net Addr ess

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

{

"The I P Address value for this sunmary address.
The type of this address is determ ned by the
val ue of the isisRedistributeAddr Type object.
The address must not contain any set host bits -
bits set after the address prefix determ ned by
i si sRedi stri but eAddr PrefixLen."

i si sRedi stributeAddrEntry 2 }

i si sRedi stri but eAddr Prefi xLen OBJECT- TYPE
SYNTAX | net Addr essPr efi xLengt h

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

{

"The Length of the IP NetMask for this summary address.

The val ues for the index objects

i si sRedi stri but eAddr Address and

i si sRedi stributeAddrPrefixLen nust be consistent.
When the val ue of isisRedistributeAddr Address
(excluding the zone index, if one is present) is X,
then the bitw se | ogical-AND of x with the val ue of
the mask formed fromthe correspondi ng i ndex object
i si sRedi stributeAddrPrefixLen MJST be equal to x.
If not, then the index pair is not consistent, and an
i nconsi stent Nanme error nust be returned on SET or
CREATE requests.”

i si sRedi stributeAddrEntry 3 }

i si sRedi stri but eAddr Exi st St at e OBJECT- TYPE
SYNTAX RowsSt at us

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

Par ker
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for createAndWait and notlnService is not required.

A row entry cannot be nodified when the value of this
object is "active'."
c:={ isisRedistributeAddrEntry 4 }

-- The Router Table keeps track of hostnanes and router |Ds
-- associated with Internmedi ate Systens in the area and domai n.

i si sRout er Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF I|sisRouterEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The set of hostnames and router ID."
c:={ isisSystem6 }

i si sRouterEntry OBJECT- TYPE
SYNTAX | si sRouterEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Each entry tracks information about one Internediate
System at one | evel.

2006

Dynamically learned rows do not survive an agent reboot."

I NDEX { i sisRouterSysl D,
i si sRout erLevel }
.= { isisRouterTable 1}

| sisRouterEntry ::=
SEQUENCE {
i si sRouterSyslD
| si sSyst em D,
i si sRout er Level
| si sl SLevel,
i si sRout er Host Nane
SnnpAdmi nStri ng,
i sisRouterl D
Unsi gned32

}

i si sRout er Sysl D OBJECT- TYPE
SYNTAX 1 si sSystem D
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The System I D of the Internediate System"
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.= { isisRouterEntry 1}

i si sRout er Level OBJECT- TYPE
SYNTAX | si sl SLevel
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The | evel at which the information about this
Internmedi ate System was received."
::={ isisRouterEntry 2 }

i si sRout er Host Nane OBJECT- TYPE
SYNTAX SnnpAdmi nString
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The hostnane listed in the LSP, or a zero-length
string if none."
.= { isisRouterEntry 3}

i si sRouterl D OBJECT- TYPE
SYNTAX Unsi gned32
MAX- ACCESS r ead- only
STATUS current
DESCRI PTI ON
"The Router ID found in the LSP, or zero if none."
.= { isisRouterEntry 4 }

-- The System Level Table
-- This table captures |l evel-specific informati on about the system

i si sSysLevel Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF | sisSyslLevel Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Level specific information about the System"”
::={ isisSysLevel 1}

i si sSysLevel Entry OBJECT- TYPE
SYNTAX | si sSysLevel Entry
MAX- ACCESS not - accessi bl e
STATUS curr ent
DESCRI PTI ON
"Each row describes variabl es configured for Area or Domain.

Confi gured val ues MJST survive an agent reboot."
| NDEX { isisSysLevellndex }
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::={ isisSysLevel Table 1 }

| si sSysLevel Entry ::=

SEQUENCE {
i si sSysLevel | ndex
| si sl SLevel,

i si sSysLevel Ori gLSPBuff Si ze
| si sSLSPBuff Si ze,
sSysLevel M nLSPGenl nt
| si sUnsi gned16TC,
sSysLevel St ate
| si sLevel St at e,
sSyslLevel Set Over| oad
Trut hVal ue,
sSysLevel Set Over | oadUnt i |
Unsi gned32,
sSysLevel MetricStyl e
I sisMetricStyle,
i sSysLevel SPFConsi der s
I sisMetricStyle,
i sSysLevel TEEnabl ed
Trut hVal ue

is

is

is

is

is

n

n

}

i si sSysLevel | ndex OBJECT- TYPE
SYNTAX 1 si sl SLevel
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The level that this entry describes."
::={ isisSysLevel Entry 1 }

i si sSysLevel Ori gLSPBuff Si ze OBJECT- TYPE
SYNTAX | si sLSPBuf f Si ze
MAX- ACCESS read-wite
STATUS current

DESCRI PTI ON
"The maxi mum si ze of LSPs and SNPs ori gi nated by
this Intermediate Systemat this level. This

obj ect may not be nodified when the isisSysAdm nState
variable is in state "on’ for this Internediate System"”
REFERENCE "{I SI S. aoi originati ngL1LSPBufferSize (9)}"
DEFVAL { 1492 }
::={ isisSysLevel Entry 2 }

i si sSysLevel M nLSPGenl nt OBJECT- TYPE
SYNTAX | si sUnsi gned16TC (1..65535)
UNI TS "seconds”

Par ker St andards Track [ Page 26]



RFC 4444 IS-ISMB April 2006

MAX- ACCESS read-write

STATUS current

DESCRI PTI ON
"Mninmuminterval, in seconds, between successive
generation of LSPs with the sane LSPID at this |eve
by this Internediate System"

REFERENCE "{I SI S. aoi m ni munLSPGenerationlnterval (11)}"

DEFVAL { 30 }

::= { isisSysLevel Entry 3}

i si sSysLevel St ate OBJECT- TYPE
SYNTAX | sisLevel State
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The state of the database at this |evel.
The value "off’ indicates that IS-1Sis not active at
this level.
The value 'on’ indicates that 1S ISis active at this
| evel and is not overl oaded.
The value "waiting indicates a database that is |ow on
an essential resource, such as nenory.
The adm nistrator may force the state to ’overl oaded
by setting the object isisSysLevel Set Overl oad.
If the state is "waiting’ or 'overloaded , we
originate LSPs with the overload bit set."
REFERENCE "{1SI S.aoi |1State (17)}"
::={ isisSysLevel Entry 4 }

i si sSysLevel Set Over|l oad OBJECT- TYPE
SYNTAX Trut hVal ue
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"Admi nistratively set the overload bit for the |evel.
The overload bit MJST continue to be set if the
i mpl enentati on runs out of nenory, independent of

this variable. It may al so be set manual |y i ndependent
of this variable, using the isisSysLevel Set Overl oadUnti
object."

DEFVAL { false }
::= { isisSysLevel Entry 5 }

i si sSysLevel Set Overl oadUnti| OBJECT- TYPE
SYNTAX Unsi gnhed32
UNI TS "Seconds until clearing manually set Overload Bit"
MAX- ACCESS read-wite
STATUS current
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DESCRI PTI ON
"If this object is non-zero, the overload bit is set at
this level when the isisSysAdm nState variable goes to
state 'on’ for this Internediate System The overload bit
remai ns set for isisSysLevel Set Overl oaduUntil seconds.
When i sisSysLevel Set Overl oadUnti| seconds have el apsed,
the overload flag remains set if the inplenentation has
run out of menory, or if it is set manually using the
i si sSysLevel Set Over| oad obj ect.

If isisSysLevel SetOverload is false, the systemclears

the overload bit when isisSysLevel Set Overl oadUntil seconds

have el apsed, if the system has not run out of nenory."
::={ isisSysLevel Entry 6 }

i si sSysLevel MetricStyl e OBJECT- TYPE
SYNTAX |sisMetricStyle
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"Which style of metric do we generate in our LSPs
at this level ?"
DEFVAL { narrow }
::= { isisSysLevel Entry 7 }

i si sSysLevel SPFConsi ders OBJECT- TYPE
SYNTAX |sisMetricStyle
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"Which style of netric do we consider in our
SPF computation at this |evel ?"
DEFVAL { narrow }
::={ isisSysLevel Entry 8 }

i si sSysLevel TEEnabl ed OBJECT- TYPE
SYNTAX Trut hVal ue
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON
"Do we do Traffic Engineering at this |evel ?"
DEFVAL { false }
::={ isisSysLevel Entry 9 }

-- Static to provide next Crclndex

i si sNext Ci rcl ndex OBJECT- TYPE
SYNTAX | ndexI nt eger Next Fr ee
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MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"This object is used to assist a nanagenent
application in creating newrows in the

isisCircTable. If it is possible to create
a new i nstance of isisCrcEntry, then this
object will contain a non-zero val ue that

is not in use as the index of any rowin the
isisCircTabl e. The network manager reads the
val ue of this object and then (if the
val ue read is non-zero) attenpts to create
the correspondi ng i nstance of isisCircEntry.
If the set request fails with the code
"inconsi stentVal ue’, then the process nmust be
repeated; if the set request succeeds, then
the agent will change the value of this object
according to an inplenentation-specific
algorithm™

{ isisCrc 1}

-- The Circuit Table

-- Each

-- corre
-- may b
-- for a

isis

isis

Par ker

br oadcast or point-to-point interface on the system

sponds to one entry in the Circuit table. However, there
e nultiple X.25 DA circuit entries in the Crcuit table
given X 25 interface.

CircTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF IsisCircEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The table of circuits used by this
Internmediate System"
{ isisCrc 2}

CrcEntry OBJECT- TYPE

SYNTAX IsisCircEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"An isisCrcEntry exists for each circuit configured
for Integrated IS-1S on this system

Dynam cally created rows MJST survive an agent reboot.'

I NDEX { isisCrclndex }
{ isisCrcTable 1}

2006

St andards Track [ Page 29]



RFC 4444 IS-ISMB April 2006

IsisCrcEntry ::=
SEQUENCE {
i si sCirclndex
| ndexI nt eger,
isisCrclflndex
I nt er f acel ndex,
sCircAdm nSt at e
| si sAdm nSt at e,
i sisCircExistState
RowsSt at us,
sCircType
| NTEGER
sCi r cExt Domai n
Tr ut hVal ue,
sCircLevel Type
| si sLevel,
sCircPassiveCrcuit
Tr ut hval ue,
sCi rcMeshGr oupEnabl ed
| NTEGER,
sCi rcMeshG oup
Unsi gned32,
sCircSmal | Hel | os
Tr ut hval ue,
sCircLast UpTi ne
Ti meSt anp,
i sG rc3WayEnabl ed
Tr ut hval ue,
i sC rcExtendedCircl D
Unsi gned32

is

is

is

is

is

is

is

is

is

n

n

}

i si sCirclndex OBJECT- TYPE
SYNTAX | ndexI nt eger
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An index used to uniquely identify this circuit.
When creating a rowin this table, the
i si sNext G rcl ndex object should be retrieved,
and its val ue should be specified as the val ue
of this index using a SET operation. A retrieved
val ue of zero(0) indicates that no rows can be
created at this tine."
c:={ isisCrcEntry 1}

isisCrclflndex OBIJECT- TYPE
SYNTAX | nterfacel ndex
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MAX- ACCESS r ead-create
STATUS current
DESCRI PTI ON
"The value of iflndex for the interface to which this
circuit corresponds. This object cannot be nodified
after creation.”
c:={ isisCrcEntry 2}

i sisCircAdm nState OBJECT- TYPE
SYNTAX | si sAdm nSt at e
MAX- ACCESS r ead-create
STATUS current
DESCRI PTI ON
"The admi nistrative state of the circuit."”
DEFVAL { off }
c:={ isisCrcEntry 3}

i si sCrcExistState OBIECT- TYPE

SYNTAX RowSt at us

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The existence state of this circuit. Setting the state
to "notlnService' halts the generation and processing of
I S-1S protocol PDUs on this circuit. Setting the state
to destroy will also erase any configuration associ ated
with the circuit. Support for ’'createAndWait’ and
"notl nService' is not required.

A row entry cannot be nodified when the value of this
object is "active'."
c:={ isisCrcEntry 4}

i sisCircType OBJECT- TYPE
SYNTAX | NTEGER
{

broadcast (1),
pt ToPt (2),
staticln(3),
staticQut(4),
dA(5)

}
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The type of the circuit. This object follows the
Repl aceOnl yWhi | eDi sabl ed behavior. The type specified
nust be conpatible with the type of the interface defined
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by the value of isisCrclflndex."
REFERENCE "{I SI S. aoi type (33)}"
c:={ isisCrcEntry 5}

i si sCi r cExt Domai n OBJECT- TYPE
SYNTAX Trut hVal ue
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"If true, suppress normal transnission of and
interpretation of Intra-domain IS-1S PDUs on this
circuit."”
REFERENCE "{I SI S. aoi external Donain (46)}"
DEFVAL { fal se }
c:={ isisCrcEntry 6 }

i sisCirclLevel Type OBJECT- TYPE
SYNTAX | si sLevel
MAX- ACCESS r ead-create
STATUS current

DESCRI PTI ON
"I ndi cates which type of packets will be sent and
accepted on this circuit. The values set will be
saved, but the values used will be nodified by

the settings of isisSysLevel Type. Thus, if the
i sisSysTpe is level2 and the isisCirclLevel Type
for a circuit is levell, the circuit will not send
or receive |S-1S packets. This object follows the
Repl aceOnl yWhi | eDi sabl ed behavi or. ™
DEFVAL { |evel 1and2 }
c:={ isisCrcEntry 7}

i sisCircPassiveC rcuit OBJECT- TYPE
SYNTAX Tr ut hVal ue
MAX- ACCESS r ead-create
STATUS current
DESCRI PTI ON
"Should we include this interface in LSPs, even if
it is not running the IS-1S Protocol ?"
DEFVAL { false }
c:={ isisCrcEntry 8}

i si sCi rcMeshG oupEnabl ed OBJECT- TYPE
SYNTAX | NTEGER
{
i nactive(1),
bl ocked(2),
set (3)
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}
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"I's this port a nmenber of a nesh group, or is it
bl ocked? Circuits in the sane nesh group act as a
virtual multiaccess network. LSPs seen on one circuit
in a mesh group will not be flooded to another circuit
in the same mesh group."
REFERENCE "{ RFC 2973 }"
DEFVAL { inactive }
;= { isisCircEntry 9}

i sisCircMeshG oup OBJECT- TYPE
SYNTAX Unsi gnhed32
MAX- ACCESS r ead-create
STATUS current
DESCRI PTI ON
"Circuits in the same nesh group act as a virtua
mul ti access network. LSPs seen on one circuit in
a nmesh group will not be flooded to another circuit
in the same mesh group. |If isisC rcMeshG oupEnabl ed
is inactive or blocked, this value is ignored.”
REFERENCE "{ RFC 2973 }"
c:={ isisCrcEntry 10 }

i sisCircSmal |l Hel | os OBJECT- TYPE
SYNTAX Trut hval ue
MAX- ACCESS r ead-create
STATUS current
DESCRI PTI ON
"Can we send unpadded hellos on LAN circuits? Fal se
nmeans the LAN Hel |l os nust be padded.
| mpl ement ati ons should allow the adnministrator to read
this value. An inplenentation need not be able to
support unpadded hell os to be conformant."
DEFVAL { false }
c:={ isisCrcEntry 11 }

i si sCirclLastUpTi me OBJECT- TYPE

SYNTAX Ti neSt anp
MAX- ACCESS r ead-only
STATUS curr ent
DESCRI PTI ON

"How | ong the circuit has been enabl ed, measured in

hundr edt hs of seconds since the last re-initialization
of the network management subsystem O if the
circuit has never been 'on’."
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c:={ isisCrcEntry 12 }

i si sCi rc3WayEnabl ed OBJECT- TYPE
SYNTAX Trut hval ue
MAX- ACCESS r ead-create
STATUS current
DESCRI PTI ON
"I's this circuit enabled to run 3Way handshake?"
DEFVAL { true }
c:={ isisCrcEntry 13 }

i si sCircExtendedCircl D OBJECT- TYPE
SYNTAX Unsi gned32
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The value to be used as the extended circuit IDin
3Way handshake. This value is only used if
i sisCirc3WayEnabled is true, and it nust be uni que
across all circuits on this IS. "
c:={ isisCrcEntry 14 }

-- The Circuit Level Table
-- This table captures |l evel -specific information about a circuit

i sisCircLevel Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF IsisCircLevel Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Level specific information about circuits used by IS 1S."
.= { isisCircLevel Values 1 }

i sisCircLevel Entry OBJECT- TYPE

SYNTAX I sisCircLevel Entry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"An isisCrclLevel Entry exists for each level on

each circuit configured for Integrated 1S-1S on
this system

Configured val ues MJST survive an agent reboot."
I NDEX { isisGirclndex,
i sisCircLevel | ndex }
::={ isisCrclLevel Table 1}

IsisCrcLevel Entry ::=
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SEQUENCE {
i si sCircLevel | ndex
| si sl SLevel ,
i sisCrcLevel Metric
| si sDefaul t Metric,
sCircLevel WdeMetric
| siswWdeMetri c,
sCircLevel ISPriority
IsislSPriority,
sCircLevel | DCct et
Unsi gned32,
sCircLevel I D
IsisCircuitlD,
sCircLevel Desl S
IsisCircuitlD,
sCircLevel Hel l oMul ti plier
Unsi gned32,
sCircLevel Hel | oTi ner
Unsi gned32,
sCircLevel DRHel | oTi nmer
Unsi gned32,
sCircLevel LSPThrottl e
| si sUnsi gned16TC,
sCircLevel M nLSPRet r ansl nt
Unsi gned32,
i sCircLevel CSNPI nt er val
Unsi gned32,
i sCircLevel Part SNPI nt er val
Unsi gned32

is

is

is

is

is

is

is

is

is

is

n

n

}

i sisCircLevel | ndex OBJECT- TYPE
SYNTAX 1 si sl SLevel
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The | evel that this entry describes."
::={ isisCrclLevel Entry 1}

i sisCircLevel Metric OBIECT- TYPE
SYNTAX | sisDefaul tMetric
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON
"The metric value of this circuit for this level."
REFERENCE "{1SI S. aoi | 1DefaultMetric (35)}"
DEFVAL { 10 }
.= { isisCirclLevel Entry 2}
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i sisCircLevel WdeMetric OBJECT- TYPE
SYNTAX |si sWdeMetric
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"The wide netric value of this circuit for this level.'
DEFVAL { 10 }
::={ isisCrclLevel Entry 3}

isisCirclLevel I SPriority OBJECT- TYPE
SYNTAX IsislSPriority
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"The priority for beconing the LAN- Designated
Internmediate Systemat this level."
REFERENCE "{I Sl S. aoi |2Internedi ateSystenPriority (73)}"
DEFVAL { 64 }
.= { isisCrclLevel Entry 4 }

i sisCircLevel | DCct et OBJECT- TYPE
SYNTAX Unsi gned32(0. . 255)
MAX- ACCESS r ead- only
STATUS current
DESCRI PTI ON
"A one-byte identifier for the circuit selected by the
I nternedi ate System

On point-to-point circuits, the value is used as the Local
Crcuit IDin point-to-point IIH PDUs transmitted on this
circuit. In this case, values of isisCrcLevell DCctet do
not need to be uni que.

For broadcast circuits, the value is used to generate the
LAN ID that will be used if this Internmediate Systemis
el ected as the Designated 1S on this circuit. The val ue
is required to differ on LANs where the Internedi ate System
is the Designated Internediate System"

c:={ isisCrclLevel Entry 5}

i sisCircLevel | D OBJECT- TYPE
SYNTAX IsisCircuitlD
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"On a point-to-point circuit with a fully initialized
adj acency to a peer 1S, the value of this object is
the circuit 1D negotiated during adjacency initialization.
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On a point to point circuit wthout such an adjacency,
the value is the concatenation of the |local systemI|D
and the one-byte isisCrcLevel IDOctet for this circuit,
i.e., the value that would be proposed for the circuit ID.
On other circuit types, the value returned is the zero-
l ength OCTET STRING "
REFERENCE "{| SI S.aoi ptPtCrcuitlD (51)}"
::={ isisCrclLevel Entry 6 }

i sisCircLevel Des|l S OBJECT- TYPE
SYNTAX IsisCircuitlD
MAX- ACCESS r ead-only
STATUS current

DESCRI PTI ON
"The I D of the LAN Designated Internediate System
on this circuit at this level. |If, for any reason,

this systemis not partaking in the rel evant
Desi gnated I ntermedi ate System el ecti on process,
then the value returned is the zero-length OCTET STRING "
REFERENCE "{I SI S. aoi | 2Desi gnat edl nt er redi at eSystem (75)}"
c:={ isisCrclLevel Entry 7 }

i sisCircLevel Hel l oMul tiplier OBJECT- TYPE
SYNTAX Unsi gned32 (2..100)
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"This value is nultiplied by the correspondi ng Hel |l oTi ner,
and the result in seconds (rounded up) is used as the
holding tine in transnmtted hellos, to be used by
receivers of hello packets fromthis IS."
REFERENCE "{1SI S. aoi i Sl SHel | oTiner (45)}"
DEFVAL { 10 }
::={ isisCrclLevel Entry 8 }

i sisCircLevel Hel | oTi mer OBJECT- TYPE

SYNTAX Unsi gned32 (10..600000)

UNITS "m | liseconds"

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON

"Maxi mum period, in mlliseconds, between |IIH PDUs

on multiaccess networks at this level for LANs.
The value at L1 is used as the period between
Hell os on L1L2 point-to-point circuits. Setting
this value at level 2 on an L1L2 point-to-point
circuit will result in an error of InconsistentVal ue.
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This object follows the ResettingTi ner behavior."
REFERENCE "{1SI S. aoi i Sl SHel | oTiner (45)}"
DEFVAL { 3000 }
::={ isisCrclLevel Entry 9 }

i sisCircLevel DRHel | oTi ner OBJECT- TYPE
SYNTAX Unsi gned32 (10..120000)
UNITS "m | liseconds"
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"Period, in mlliseconds, between Hello PDUs on
nmul tiaccess networks when this IS is the Designated
Internediate System This object follows the
Reset ti ngTi mer behavior."
REFERENCE "{1SI S. aoi i SISHel | oTi nmer (45)}"
DEFVAL { 1000 }
.= { isisCircLevel Entry 10 }

i sisCircLevel LSPThrottl e OBJECT- TYPE
SYNTAX | si sUnsi gned16TC (1..65535)
UNITS "m || iseconds”
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"Mnimal interval of time, in mlliseconds, between
transm ssions of LSPs on an interface at this |level."
REFERENCE
"{1SI'S. aoi m ni munBr oadcast LSPTransm ssi onlnterval (5)}"
DEFVAL { 30 }
.= { isisCrcLevel Entry 11 }

i si sCircLevel M nLSPRet ransl nt OBJECT- TYPE
SYNTAX Unsi gned32 (1..300)
UNI TS "seconds"
MAX- ACCESS read-write
STATUS current

DESCRI PTI ON
"Mnimuminterval, in seconds, between re-transm ssion of
an LSP at this level. This object follows the

Resetti ngTi mer behavi or.

Note that isisCircLevel LSPThrottle controls
how fast we send back-to-back LSPs. This variable
controls how fast we re-send the sanme LSP."
REFERENCE "{I SI S. aoi mi ni mumLSPTransm ssi onlnterval (5)}"
DEFVAL { 5 }
.= { isisCircLevel Entry 12 }
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i sisCircLevel CSNPI nterval OBJECT-TYPE

SYNTAX Unsi gned32 (1..600)

UNI TS "seconds"

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"Interval of tine, in seconds, between periodic
transm ssion of a conplete set of CSNPs on

mul tiaccess networks if this router is the

designated router at this |evel.

This object follows the ResettingTi ner behavior."
REFERENCE "{I SI S. aoi conpl eteSNPInterval (8)}"
DEFVAL { 10 }

::={ isisCrclLevel Entry 13 }

i sisCirclLevel Part SNPI nt erval OBJECT- TYPE
SYNTAX Unsi gned32 (1..120)
UNI TS "seconds"
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON
"Mnimuminterval, in seconds, between sending Parti al
Sequence Nunber PDUs at this level. This object
follows the ResettingTi mer behavior."
REFERENCE "{I SI S. aoi partial SNPInterval (14)}"
DEFVAL { 2}
::={ isisCrclLevel Entry 14 }

-- 1sisSystenCount er Tabl e keeps track of systemw de events.

i si sSyst emCount er Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF | si sSystenCounterEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Systemw de counters for this Internediate System"
.= { isisCounters 1 }

i si sSystenCount er Entry OBJECT- TYPE
SYNTAX | si sSyst emCount er Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"Systemwi de |S-1S counters. "
| NDEX { isisSysStatlLevel }

::={ isisSystemCounterTable 1 }

| si sSystenCounterEntry ::=
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SEQUENCE {
i si sSysSt at Level
| si sl SLevel ,
i si sSysSt at Cor r LSPs
Counter 32,
sSysSt at Aut hTypeFai | s
Count er 32,
sSysSt at Aut hFai | s
Count er 32,
sSysSt at LSPDbased oads
Counter 32,
sSysSt at ManAddr Dr opFr onAr eas
Count er 32,
sSysSt at At t npt ToExMaxSeqNuns
Count er 32,
sSysSt at SeqNunSki ps
Count er 32,
sSysSt at OmLSPPur ges
Count er 32,
sSysSt at | DFi el dLenM smat ches
Count er 32,
sSysSt at Par t Changes
Count er 32,
i sSysSt at SPFRuns
Count er 32,
i sSysSt at LSPErrors
Count er 32

is

is

is

is

is

is

is

is

is

n

n

}

i si sSysSt at Level OBJECT- TYPE

SYNTAX 1 si sl SLevel
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The level that this entry describes."”
{ isisSystenCounterEntry 1 }

i si sSysSt at CorrLSPs OBJECT- TYPE

Par ker

SYNTAX Count er 32

UNI TS "Nunber of corrupted in-nmenmory frames"
MAX- ACCESS r ead- only

STATUS current

DESCRI PTI ON

“"Nunber of corrupted in-nmenory LSPs detected.

LSPs received fromthe wire with a bad checksum

are silently dropped and are not counted.
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LSPs received fromthe wire with parse errors
are counted by isisSysStatLSPErrors."
REFERENCE "{I SI S. aoi corruptedLSPsDetected (19)}"
::={ isisSystemCounterEntry 2 }

i si sSysSt at Aut hTypeFai | s OBJECT- TYPE
SYNTAX Count er 32
UNI TS "Nunber of franes with authentication type m snmatches”
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of authentication type m smatches recogni zed
by this Internediate System"
.= { isisSystemCounterEntry 3 }

i si sSysSt at Aut hFai | s OBJECT- TYPE
SYNTAX Count er 32
UNI TS "Nunber of frames with authentication key failures"
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of authentication key failures recognized
by this Internediate System"”
.= { isisSystemCounterEntry 4 }

i si sSysSt at LSPDbased oads OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead- only
STATUS current
DESCRI PTI ON
“"Nunber of times the LSP database has becone
over | oaded. "
REFERENCE "{I Sl S. aoi | SPL1Dat abaseOverl oads (20)}"
::={ isisSystemCounterEntry 5 }

i si sSysSt at ManAddr Dr opFr omAr eas OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"Nunmber of times a manual address has been dropped from
the area."
REFERENCE "{I SI S. aoi nanual Addr essesDr oppedFromArea (21)}"
::={ isisSystemCounterEntry 6 }

i si sSysSt at Att npt ToExMaxSeqgNuns OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS r ead-only
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STATUS curr ent
DESCRI PTI ON
"Nurber of times the IS has attenpted to exceed the
maxi mum sequence nunber. "
REFERENCE
"{1SIS. aoi attenptsToExceedmaxi mnunSequenceNunber (22)}"
::={ isisSystemCounterEntry 7 }

i si sSysSt at SeqNunski ps OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead- only
STATUS current
DESCRI PTI ON
“"Nunber of times a sequence nunber skip has occurred."
REFERENCE "{I SI S. aoi sequenceNunber Ski ps (23)}"
::={ isisSystemCounterEntry 8 }

i si sSysSt at OMmLSPPur ges OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"Nunmber of times a zero-aged copy of the systenmis own LSP
is received fromsone other node."
REFERENCE "{I SI S. aoi ownLSPPurges (24)}"
::={ isisSystemCounterEntry 9 }

i si sSysSt at | DFi el dLenM smat ches OBJECT- TYPE
SYNTAX Count er 32
UNI TS "Nunber of frames with ID | ength m smatches”
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"Nunber of times a PDUis received with a different val ue
for IDfield length fromthat of the receiving system"”
REFERENCE "{I SI S. aoi i DFi el dLengt hM smat ches (25)}"
.= { isisSystemCounterEntry 10 }

i si sSysSt at Part Changes OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead- only
STATUS current
DESCRI PTI ON
"Partition changes."
::={ isisSystenCounterEntry 11 }

i si sSysSt at SPFRuns OBJECT- TYPE
SYNTAX Count er 32

Par ker St andards Track [ Page 42]



RFC 4444 IS-ISMB Apri |

MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"Nunber of times we ran SPF at this |evel."
::={ isisSystemCounterEntry 12 }

i si sSysStat LSPErrors OBJECT- TYPE
SYNTAX Count er 32
UNI TS "Nunber of frames with errors that we have recei ved"
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"Nurmber of LSPs with errors we have received."
::={ isisSystemCounterEntry 13 }

-- isisCrcuitCounterTabl e keeps track of events
-- specific to a circuit and a | evel

i si sCircuitCounterTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF |sisCircuitCounterEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Circuit specific counters for this
Internediate System"
.= { isisCounters 2 }

i sisCircuitCounterEntry OBJECT- TYPE

SYNTAX IsisCircuitCounterEntry

MAX- ACCESS not - accessi bl e

STATUS curr ent

DESCRI PTI ON

"An isisCrcuitCounterEntry exists for each circuit
used by Integrated 1S-1S on this system"”
I NDEX { isisCirclndex,
i sisCircuitType }

::={ isisCrcuitCounterTable 1 }

IsisCrcuitCounterEntry ::= SEQUENCE ({
i sisCircuitType
| NTECER,
i si sCi r cAdj Changes
Count er 32,
i si sCi r cNumAdj
Unsi gned32,
isisCrclnitFails
Count er 32,

i sisCircRej Adj s
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Par ker St andards Track [ Page 43]



RFC 4444 IS-1S MB

Count er 32,

i sisCircl DFi el dLenM smat ches
Count er 32,

i si sCi r cVaxAr eaAddr M smat ches
Count er 32,

i si sCircAuthTypeFails
Count er 32,

i sisCircAuthFails
Count er 32,

i si sCi r cLANDes| SChanges
Count er 32

}

i sisCircuitType OBJECT- TYPE
SYNTAX | NTEGER
{
I anl evel 1(1),
I anl evel 2(2),
p2pcircuit(3)

}
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"What type of circuit saw these counts?

The point-to-point Hello PDU includes

both L1 and L2, and ISs forma single

adj acency on point-to-point |inks.

Thus, we conbi ne counts on

point-to-point links into one group."
::={ isisCrcuitCounterEntry 1}

i si sCi rcAdj Changes OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of tines an adjacency state change has
occurred on this circuit."
REFERENCE "{I SI S. aoi changesl| nAdj acencyState (40)}"
c:={ isisCrcuitCounterEntry 2 }

i si sCircNunmAdj OBJECT- TYPE
SYNTAX Unsi gned32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of adjacencies on this circuit."
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REFERENCE "{I SI S. aoi changesl| nAdj acencyState (40)}"
::={ isisCrcuitCounterEntry 3}

isisCrclnitFails OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of tinmes initialization of this circuit has
failed. This counts events such as PPP NCP failures.
Failures to form an adj acency are counted by
i sisCircRejAdjs."
::={ isisCrcuitCounterEntry 4 }

i sisCircRej Adjs OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of tines an adjacency has been rejected on
this circuit."”
REFERENCE "{I Sl S. aoi rejectedAdjacencies (42)}"
c:={ isisCrcuitCounterEntry 5}

i sisCircl DFi el dLenM smat ches OBJECT- TYPE
SYNTAX Count er 32
UNI TS "Number of franmes with ID field length nismatch”
MAX- ACCESS r ead- only
STATUS current
DESCRI PTI ON
“"The nunber of times an IS-1S control PDUwth an ID
field length different fromthat for this system has been
received. "
REFERENCE "{I Sl S. aoi i DFi el dLengt hM smat ches (25)}"
c:={ isisCrcuitCounterEntry 6 }

i si sC rcMaxAr eaAddr M smat ches OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead- only

STATUS current

DESCRI PTI ON

"The nunber of tinmes an IS-1S control PDU with a
max area address field different fromthat for this
system has been received."

REFERENCE "{I SI S. aoi i DFi el dLengt hM smat ches (25)}"

c:={ isisCrcuitCounterEntry 7 }

i si sCircAut hTypeFails OBJECT- TYPE

Par ker St andards Track [ Page 45]



RFC 4444 IS-ISMB Apri

SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The nunber of tines an IS-1S control PDU with
an auth type field different fromthat for this
system has been received."

::={ isisCrcuitCounterEntry 8 }

i sisCrcAuthFail s OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of tines an IS-1S control PDU with
the correct auth type has failed to pass authentication
val i dation."
::={ isisCrcuitCounterEntry 9 }

i si sC r cLANDes| SChanges OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead- only
STATUS current

DESCRI PTI ON
"The nunber of tines the Designated IS has changed
on this circuit at this level. |If the circuit is

point to point, this count is zero."
::={ isisCrcuitCounterEntry 10 }

-- isisPacket Count er Tabl e keeps track of the nunber of IS 1S
-- control packets sent and received at each |eve

i si sPacket Count er Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF | si sPacket CounterEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
“Informati on about IS-1S protocol traffic at one |evel,
on one circuit, in one direction."
.= { isisCounters 3}

i si sPacket CounterEntry OBJECT- TYPE
SYNTAX | si sPacket CounterEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Informati on about IS-1S protocol traffic at one |evel,
on one circuit, in one direction."
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I NDEX { isisCrclndex,
i si sPacket Count Level ,
i si sPacket CountDi rection }
;2= { isisPacket CounterTable 1 }

| si sPacket CounterEntry ::=

SEQUENCE {

i si sPacket Count Level
| si sl SLevel ,

i si sPacket Count Di recti on
| NTEGER

i si sPacket Countl | Hell o
Count er 32,

i si sPacket Count | SHel | o
Count er 32,

i si sPacket Count ESHel | o
Count er 32,

i si sPacket Count LSP
Count er 32,

i si sPacket Count CSNP
Count er 32,

i si sPacket Count PSNP
Count er 32,

i si sPacket Count Unknown
Count er 32

}

i si sPacket Count Level OBJECT- TYPE
SYNTAX 1| si sl SLevel
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

Apr i

2006

"The | evel at which these PDU counts have been coll ected."

::= { isisPacket CounterEntry 1 }

i si sPacket Count Di recti on OBJECT- TYPE
SYNTAX | NTEGER
{
sendi ng(1),
recei vi ng(2)

}
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"Were we sending or receiving these PDUs?"

::= { isisPacket CounterEntry 2 }

i si sPacket Count || Hel | o OBJECT- TYPE
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SYNTAX Count er 32
UNI TS "Nunber of I1S-1S Hellos franes seen in this direction
at this | evel"
MAX- ACCESS r ead- only
STATUS current
DESCRI PTI ON
"The nunber of IS 1S Hello PDUs seen in this
direction at this |evel.

Point-to-Point |I1H PDUs are counted at
the | owest enabled level: at L1 on L1 or L1L2 circuits,
and at L2 otherw se."

REFERENCE "{I S| S. aoi i Sl SControl PDUsSent (43)}"

{ isisPacket CounterEntry 3 }

i si sPacket Count | SHel | o OBJECT- TYPE

SYNTAX Count er 32

UNI TS "Nunber of ES-1S frames seen in this direction at
this level."

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The nunber of ES-1S Hello PDUs seen in this
direction. |SH PDUs are counted at the
| onest enabled level: at L1 on L1 or L1L2
circuits, and at L2 otherwi se."

{ isisPacket CounterEntry 4 }

i si sPacket Count ESHel | o OBJECT- TYPE

SYNTAX Count er 32

UNI TS "Nunber of ES Hello frames seen in this direction at
this | evel"

MAX- ACCESS r ead- only

STATUS current

DESCRI PTI ON
"The nunber of ES Hello PDUs seen in this
direction. ESH PDUs are counted at the
| owest enabled level: at L1 on L1 or L1L2
circuits, and at L2 otherwi se."

{ isisPacket CounterEntry 5 }

i si sPacket Count LSP OBJECT- TYPE

Par ker

SYNTAX Count er 32

UNI TS "Nunber of IS IS LSP franes seen in this direction at
this level"

MAX- ACCESS r ead- only

STATUS current

DESCRI PTI ON
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"The nunber of IS 1S LSPs seen in this
direction at this level."
REFERENCE "{1SI S. aoi i SI SControl PDUsSent (43)}"
::={ isisPacket CounterEntry 6 }

i si sPacket Count CSNP OBJECT- TYPE
SYNTAX Count er 32
UNI TS "Nunber of I1S-1S CSNP franes seen in this direction at
this | evel"
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of IS 1S CSNPs seen in this
direction at this level."
REFERENCE "{1SI S. aoi i SI SControl PDUsSent (43)}"
::= { isisPacket CounterEntry 7 }

i si sPacket Count PSNP OBJECT- TYPE
SYNTAX Count er 32
UNI TS "Nunber of 1S-1S PSNP franes seen in this direction at
this level"
MAX- ACCESS r ead- only
STATUS current
DESCRI PTI ON
"The nunber of IS 1S PSNPs seen in this
direction at this level."
REFERENCE "{1SI S. aoi i SI SControl PDUsSent (43)}"
::={ isisPacket CounterEntry 8 }

i si sPacket Count Unknown OBJECT- TYPE
SYNTAX Count er 32
UNI TS "Nunber of unknown |S-IS franes seen at this |evel"”
MAX- ACCESS r ead- only
STATUS current
DESCRI PTI ON
"The nunber of unknown |S-1S PDUs seen
at this level."
REFERENCE "{1SI S. aoi i Sl SControl PDUsSent (43)}"
;.= { isisPacket CounterEntry 9 }

-- The IS Adj acency Tabl e
-- Each adjacency to an | S corresponds to one entry in this
-- table.

i si sl SAdj Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF | si sl SAdj Entry
MAX- ACCESS not - accessi bl e
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STATUS curr ent
DESCRI PTI ON
"The table of adjacencies to Internmediate Systens."
:={ isislSAd] 1}

i si sl SAdj Entry OBJECT- TYPE
SYNTAX 1 si sl SAdj Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Each entry corresponds to one adjacency to an
Internediate Systemon this system

Dynamically learned rows do not survive an agent reboot."

I NDEX { isisGirclndex,
i si sl SAdj | ndex }
c:={ isislSAdj Table 1 }

I sislSAdjEntry ::=
SEQUENCE {
i si sl SAdj | ndex
Unsi gned32,
i si sl SAdj State
| NTEGER
sl SAdj 3VaySt at e
| NTEGER
s| SAdj Nei ghSNPAAddr ess
| si sOSI NSAddr ess,
s| SAdj Nei ghSysType
| NTEGER
s| SAdj Nei ghSysI D
| si sSystem D
s| SAdj Nor Ext endedCi rcl D
Unsi gned32,
sl SAdj Usage
| si sLevel ,
s| SAdj Hol dTi ner
| si sUnsi gned16TC,
i sl SAdj Nei ghPriority
IsislSPriority,
i sl SAdj Last UpTi ne
Ti meSt anp

is

is

is

is

is

is

is

n

n

}

i si sl SAdj | ndex OBJECT- TYPE
SYNTAX Unsi gned32( 1. .4294967295)
MAX- ACCESS not - accessi bl e
STATUS current
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DESCRI PTI ON
“A uni que value identifying the IS adjacency from al
ot her such adjacencies on this circuit. This value is
automatically assigned by the system when the adjacency
is created.™
o= { isislSAdjEntry 1 }

i si sl SAdj State OBJECT- TYPE
SYNTAX | NTEGER
{
down (1),
initializing (2),
up (3),
failed(4)

}
MAX- ACCESS r ead- only
STATUS current
DESCRI PTI ON
"The state of the adjacency."
REFERENCE "{I| SI S. aoi adj acencyState (78)}"
c:={ isisISAdjEntry 2 }

i si sl SAdj 3WaySt at e OBJECT- TYPE
SYNTAX | NTEGER

up (0),
initializing (1),
down (2),

failed (3)

}
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The 3Way state of the adjacency. These are picked
to match the historical on-the-wire representation
of the 3Way state and are not intended to match
i si sl SAdj State."
REFERENCE "{ RFC 3373 }"
c:={ isislISAdjEntry 3}

i si sl SAdj Nei ghSNPAAddr ess OBJECT- TYPE

SYNTAX | si sOSI NSAddr ess

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON

"The SNPA address of the neighboring system"™

REFERENCE "{I Sl S. aoi nei ghbour SNPAAddress (79)}"

o= { isislSAdjEntry 4 }
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i si sl SAdj Nei ghSysType OBJECT- TYPE
SYNTAX | NTEGER
{
| 11 nt er medi at eSystem( 1),
| 2I nt er medi at eSystem( 2),
| 1L2I nt er medi at eSystem( 3),
unknown( 4)

}
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The type of the neighboring system™
REFERENCE "{I SI S. aoi nei ghbour Syst emlype (80)}"
c:={ isisISAdjEntry 5}

i si sl SAdj Nei ghSysl D OBJECT- TYPE
SYNTAX 1 sisSystem D
MAX- ACCESS r ead-only
STATUS curr ent
DESCRI PTI ON
"The system I D of the neighboring Internediate
System "
REFERENCE "{I Sl S. aoi nei ghbour System ds (83)}"
o= { isislSAdjEntry 6 }

i si sl SAdj Nbr Ext endedCi rcl D OBJECT- TYPE
SYNTAX Unsi gnhed32
MAX- ACCESS r ead- only
STATUS current
DESCRI PTI ON
"The 4-byte Extended Circuit ID learned fromthe
Nei ghbor during 3-way handshake, or 0."
c:={ isisISAdjEntry 7 }

i si sl SAdj Usage OBJECT- TYPE
SYNTAX | si sLevel
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"How i s the adjacency used? On a point-to-point |ink,
this mght be |evel 1and2, but on a LAN, the usage w ||
be I evel 1 on the adjacency between peers at L1,
and |l evel 2 for the adjacency between peers at L2."
REFERENCE "{I SI S. aoi adj acencyUsage (82)}"
c:={ isisISAdjEntry 8 }

i si sl SAdj Hol dTi mer OBJECT- TYPE
SYNTAX | si sUnsi gned16TC (1..65535)
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UNI TS "seconds"

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The holding tine, in seconds, for this adjacency.
This value is based on received |IH PDUs and
the el apsed tinme since receipt.”

REFERENCE "{I SI S. aoi hol di ngTi mer (85)}"

c:={ isislISAdjEntry 9 }

i si sl SAdj Nei ghPriority OBJECT- TYPE
SYNTAX IsislSPriority
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"Priority of the neighboring Intermediate System for
becom ng the Designated Internedi ate System"”
REFERENCE "{| SI S.aoi | ANPriority (86)}"
o= { isislSAdjEntry 10 }

i si sl SAdj Last UpTi me OBJECT- TYPE
SYNTAX Ti neSt anp
MAX- ACCESS r ead- only
STATUS current
DESCRI PTI ON
"When the adjacency nost recently entered the state 'up’
nmeasured in hundredths of a second since the |ast
re-initialization of the network managenent subsystem
Holds O if the adjacency has never been in state "up'."
o= { isislSAdjEntry 11 }

-- The 1S Adjacency Area Address Tabl e

-- The IS Adj acency Area Address Tabl e contains the set of
-- Area Addresses of neighboring
-- Internedi ate Systens as reported in || H PDUs.

i si sl SAdj Ar eaAddr Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF | si sl SAdj Ar eaAddr Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"This table contains the set of Area Addresses of
nei ghboring Intermediate Systens as reported in received
IIH PDUs. "
REFERENCE "{I SI S. aoi ar eaAddr essesO Nei ghbour (84)}"
c:={ isislISAd] 2}
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i si sl SAdj AreaAddr Entry OBJECT- TYPE
SYNTAX | si sl SAdj AreaAddr Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Each entry contains one Area Address reported by a
nei ghboring Intermediate Systemin its Il H PDUs.

Dynam cally | earned rows do not survive an agent reboot
I NDEX { isisCrclndex,
i si sl SAdj | ndex,
i si sl SAdj Ar eaAddr | ndex }
;.= { isislSAdj AreaAddrTable 1 }

| si sl SAdj AreaAddrEntry ::=

SEQUENCE {
i si sl SAdj Ar eaAddr | ndex
Unsi gned32,

i si sl SAdj Ar eaAddr ess
| si sOSI NSAddr ess
}

i si sl SAdj Ar eaAddr | ndex OBJECT- TYPE
SYNTAX Unsi gned32(1..4294967295)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An index for the areas associated with one nei ghbor
This provides a sinple way to walk the table.”
::= { isislSAdj AreaAddrEntry 1 }

i si sl SAdj AreaAddr ess OBJECT- TYPE
SYNTAX 1 si sOSI NSAddr ess
MAX- ACCESS r ead- only
STATUS current
DESCRI PTI ON
"One Area Address as reported in II1H PDUs received from
t he nei ghbor."
::= { isislSAdj AreaAddrEntry 2 }

-- The 1S Adj acency | P Address Table

-- The 1S Adj acency | P Address Tabl e contains the

-- set of | P Addresses of neighboring Internediate Systens
-- as reported in received |1 H PDUs.

i si sl SAdj | PAddr Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF | si sl SAdj | PAddr Entry

2006
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MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"This table contains the set of |P Addresses of
nei ghboring Internmedi ate Systens as reported in received
Il1H PDUs. "
o= { isislSAd] 3}

i si sl SAdj | PAddr Entry OBJECT- TYPE
SYNTAX 1 si sl SAdj | PAddr Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Each entry contains one | P Address reported by a
nei ghboring Intermediate Systemin its |1 H PDUs.

Dynamically | earned rows do not survive an agent reboot."
I NDEX { isisCrclndex,
i si sl SAdj | ndex,
i si sl SAdj | PAddr | ndex

}
::= { isislSAdjl PAddrTable 1 }

| si sl SAdj | PAddrEntry ::=
SEQUENCE {

i si sl SAdj | PAddr | ndex
Unsi gned32,

i si sl SAdj | PAddr Type

| net Addr essType,

i si sl SAdj | PAddr Addr ess

| net Addr ess

}

i si sl SAdj | PAddr | ndex OBJECT- TYPE
SYNTAX Unsi gned32(1..4294967295)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An index to this table that identifies the | P addresses
to which this entry bel ongs."
::={ isislSAdj I PAddrEntry 1 }

i si sl SAdj | PAddr Type OBJECT- TYPE
SYNTAX | net Addr essType
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The type of one |IP Address as reported in Il H PDUs
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recei ved fromthe nei ghbor."
c:={ isislSAdjI| PAddrEntry 2 }

i si sl SAdj | PAddr Addr ess OBJECT- TYPE
SYNTAX | net Addr ess
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"One I P Address as reported in IIH PDUs received fromthe
nei ghbor .

The type of this address is determ ned by the val ue of
the isi sl SAdj | PAddr Type object."
::={ isislSAdjI| PAddrEntry 3}

-- The 1S Adj acency Protocol Supported Table

-- The 1S Adj acency Protocol Supported Table contains the set of
-- protocol s supported by nei ghboring
-- Internmedi ate Systens as reported in received |1 H PDUs.

i si sl SAdj Pr ot SuppTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF I si sl SAdj Pr ot SuppEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"This table contains the set of protocols supported by
nei ghboring Intermedi ate Systens as reported in received
IIH PDUs. "
c:={ isisISAdj 4}

i si sl SAdj Prot SuppEntry OBJECT- TYPE
SYNTAX | si sl SAdj Pr ot SuppEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Each entry contains one protocol supported by a
nei ghboring Internmedi ate Systemas reported inits IIH
PDUs .

Dynamically |l earned rows do not survive an agent reboot."
I NDEX { isisCirclndex,
i si sl SAdj | ndex,
i si sl SAdj Pr ot SuppPr ot ocol }
::={ isislSAdjProtSuppTable 1 }

| si sl SAdj Pr ot SuppEntry ::=
SEQUENCE {
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i si sl SAdj Pr ot SuppPr ot ocol
| si sSupport edPr ot ocol

}

i si sl SAdj Pr ot SuppPr ot ocol OBJECT- TYPE
SYNTAX | si sSupport edPr ot ocol
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"One supported protocol as reported in IIH PDUs received
from the nei ghbor."
;.= { isislSAdjProtSuppEntry 1 }

-- The Reachabl e Address G oup

-- The Reachabl e Address Tabl e

-- Each entry records information about a reachabl e address
-- (NSAP or address prefix) nanually configured on the system
-- or learned through another protocol.

i si sSRATabl e OBJECT- TYPE
SYNTAX SEQUENCE OF | si sRAEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The tabl e of Reachabl e Addresses to NSAPs or Address
Prefixes."
::= { isisReachAddr 1 }

i si SRAEnt ry OBJECT- TYPE
SYNTAX | si sRAEnt ry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Each entry defines a configured Reachabl e Address
to an NSAP or Address Prefix.

Dynamically created rows MJST survive an agent reboot."
I NDEX { isisGirclndex,
i si sRAI ndex }
c:={ isisRATable 1 }

| sisRAEntry ::=
SEQUENCE {
i si sRAI ndex
Unsi gned32,
i si SRAExi st St ate
RowsSt at us,
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i si SRAAdmM nSt at e
| si sAdm nSt at e,
i SRAAddr Prefi x
| si sOSI NSAddr ess,
SRAMapType
| NTEGER
sRAMetri C
| si sDefaul t Metri c,
sRAMet ri cType
| sisMetricType,
sRASNPAAddr ess
| si sOSI NSAddr ess,
s RASNPAMAS k
| si sOSI NSAddr ess,
i SRASNPAPr ef i x
| si sOSI NSAddr ess,
i SRAType
| NTEGER

n

is

is

is

is

is

n

n

}

i si sSRAI ndex OBJECT- TYPE
SYNTAX Unsi gned32(1..4294967295)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The identifier for this isisRAEntry. This value nust be
uni que anongst all Reachabl e Addresses on the sane parent
Crcuit."
c:={ isisRAEntry 1 }

i si SRAEXi st St ate OBJECT- TYPE

SYNTAX RowSt at us

MAX- ACCESS r ead-create

STATUS current

DESCRI PTI ON
"The existence state of this Reachable Address. This
obj ect follows the Manual Or Aut omati ¢ behavi ors. Support
for 'createAndWait’ and 'notlnService' is not required.

A row entry cannot be nodified when the value of this
object is "active'."
c:={ isisRAEntry 2 }

i si SRAAdm nSt ate OBJECT- TYPE
SYNTAX | si sAdm nSt at e
MAX- ACCESS r ead-creat e
STATUS current
DESCRI PTI ON
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"The administrative state of the Reachable Address. This
obj ect follows the Manual Or Automati ¢ behaviors."
DEFVAL { off }
c:={ isisRAEntry 3}

i si SRAAddr Prefi x OBJECT- TYPE
SYNTAX | si sOSI NSAddr ess
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The destination of this Reachable Address. This is an
Address Prefix. This object follows the
Repl aceOnl yWhi | eDi sabl ed and Manual Or Aut omati c
behavi ors. "
REFERENCE "{I S| S. aoi addressPrefix (98)}"
c:={ isisRAEntry 4 }

i si sSRAMapType OBJECT- TYPE
SYNTAX | NTEGER
{
none (1),
explicit (2),
extractl Dl (3),
extract DSP (4)

}
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The type of mapping to be enployed to ascertain the SNPA
Address that should be used in forwarding PDUs for this
Reachabl e Address prefix. This object follows the
Manual Or Aut omati ¢ behavior. The followi ng val ues of
mappi ng type are defined:

none: The mapping is null because the nei ghbor SNPA is
inmplicit by nature of the subnetwork (e.g., a
poi nt-to-poi nt |inkage).

explicit: The subnetwork addresses in the object
i si SRASNPAAddress are to be used.

extract|Dl: The SNPA is enbedded in the ID of
the destinati on NSAP Address. The nmapping
algorithmextracts the SNPA to be used
according to the format and encodi ng rul es of
| SOB8473/ Add2. This SNPA extraction al gorithm can
be used in conjunction with Reachabl e Address
prefixes fromthe X 121, F.69, E. 163, and E. 164

Par ker St andards Track [ Page 59]



RFC 4444 IS-ISMB April 2006

addr essi ng subdonmai ns.

extractDSP: All, or a suffix, of the SNPA is enbedded
in the DSP of the destination address. This SNPA
extraction algorithmextracts the enbedded
subnetwor k addressing information by perfornmng a
| ogi cal AND of the isi sRASNPAMask object val ue
with the destination address. The part of the
SNPA extracted fromthe destination NSAP is
appended to the isi SRASNPAPrefi x object value to
formthe next hop subnetwork addressing
i nformation."

REFERENCE " {1 SOL0589-1SI S. aoi mappi ngType (107)}"
::={ isisRAEntry 5 }

i si sSRAMet ri ¢ OBJECT- TYPE
SYNTAX |sisDefaul tMetric
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The metric value for reaching the specified
prefix over this circuit. This object follows the
Manual Or Aut onati ¢ behavior."
REFERENCE "{I| S| S. aoi DefaultMetric (99)}"
DEFVAL { 20 }
::={ isisRAEntry 6 }

i si sSRAMet ri cType OBJECT- TYPE
SYNTAX | sisMetricType
MAX- ACCESS r ead-create
STATUS current

DESCRI PTI ON
"I ndi cates whether the netric is internal or
external. This object follows the Manual O Automatic
behavi or. "

REFERENCE "{I SI S. aoi Defaul tMetricType (103)}"
DEFVAL { internal }
c:={ isisRAEntry 7 }

i si SRASNPAAddr ess OBJECT- TYPE

SYNTAX | si sOSI NSAddr ess
MAX- ACCESS r ead-create
STATUS current
DESCRI PTI ON

"The SNPA Address to which a PDU may be forwarded in

order to reach a destination that matches the address

prefix of the Reachabl e Address. This object follows the
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Manual Or Aut omati ¢ behavior."
REFERENCE "{I SI S. aoi sNPAAddresses (109)}"
-- Note only one address nmay be specified per Reachabl e Address
-- inthe MB
DEFVAL { ""H}
::={ isisRAEntry 8 }

i si SRASNPAMask OBJECT- TYPE
SYNTAX | si sOSI NSAddr ess
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"Abit nmask with 1 bit indicating the positions in the
ef fective destination address from whi ch enbedded SNPA
information is to be extracted. For the extraction, the
first octet of the isi SRASNPAMask object value is aligned
with the first octet (AFl) of the NSAP Address. |If the
i si SRASNPAMBsk obj ect val ue and NSAP Address are of
different I engths, the shorter of the two is logically
padded with zeros before performng the extraction. This
obj ect follows the Manual Or Aut omati ¢ behavi or."
REFERENCE "{1 SI S. aoi sNPAMask (122)}"
DEFVAL { "00'H }
.= { isisRAEntry 9 }

i si SRASNPAPr ef i x OBJECT- TYPE
SYNTAX 1 si sOSI NSAddr ess
MAX- ACCESS r ead-create
STATUS current
DESCRI PTI ON
"A fixed SNPA prefix for use when the isi sRAMapType is
extract DSP. The SNPA Address to use is forned by
concatenating the fixed SNPA prefix with a variabl e SNPA
part that is extracted fromthe effective destination
address. For Reachabl e Address prefixes in which the
entire SNPA is enbedded in the DSP, the SNPA Prefix shal
be null. This object follows the Manual O Aut omatic
behavi or. "
REFERENCE "{| SI S. aoi sNPAPrefix (123)}"
DEFVAL { "00'H }
c:={ isisRAEntry 10 }

i si sSRAType OBJECT- TYPE
SYNTAX | NTEGER

{

manual (1),
automatic (2)
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MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The type of Reachabl e address. Those of type
manual are created by the network manager. Those
of type autonmatic are created through propagation
of routing information from another routing
protocol (e.g., IDRP). "

DEFVAL {manual }

c:= {isisRAEntry 11 }

-- The I P Reachabl e Address Tabl e

-- Each entry records information about one | P reachabl e
-- address manual ly configured on this systemor |earned from
-- anot her protocol

i si sl PRATabl e OBJECT- TYPE
SYNTAX SEQUENCE OF |sislPRAEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The tabl e of |IP Reachabl e Addresses to networks,
subnetwor ks, or hosts either manually configured or
| earned from anot her protocol."
::={ isislPReachAddr 1 }

i si sl PRAEntry OBJECT- TYPE
SYNTAX 1 si sl PRAEnt ry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Each entry defines an |IP Reachabl e Address to a network,
subnet wor k, or host.

Each | P Reachabl e Address nay have nultiple entries in the
table, one for each equal cost path to the reachabl e
addr ess.

Dynamically created rows MJST survive an agent reboot.

| mpl enenters need to be aware that if the total nunber
of elements (octets or sub-identifiers) in

i si sl PRADestr, isislPRADestPrefixLen, and

i si sl PRANext Hopl ndex is too great, then O Ds of col um
instances in this table will have nore than 128

subi dentifiers and cannot be accessed using SNWPv1,
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SNWMPv2c, or SNWPv3."

i si sSysLevel | ndex,

i si sl PRADest Type,

i si sl PRADest,

i si sl PRADest Prefi xLen,
i si sl PRANext Hopl ndex }

{ isisIPRATable 1 }

| si sl PRAEntry ::=
SEQUENCE {
i si sl PRADest Type

| net Addr essType,
i si sl PRADest
| net Addr ess,
si sl PRADest Prefi xLen
| net Addr essPrefi xLengt h,
si sl PRANext Hopl ndex
Unsi gned32,
si sl PRANext HopType
| net Addr essType,
si s| PRANext Hop
| net Addr ess,
si sl PRAType
| NTECER,
si s| PRAEXi st St at e
RowSt at us,
si sl PRAAdNi nSt at e

}

S

S

S

S

S

| si sAdm nSt at e,
sl PRAMetri c

| si sDef aul t Metri c,
sl PRAMet ri cType

I sisMetricType,
sl PRAFul | Metric

| sisFul | Metric,
s| PRASNPAAddr ess

| si sOSI NSAddr ess,
sl PRASour ceType

| NTEGER

i si sl PRADest Type OBJECT- TYPE
SYNTAX | net Addr essType
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON

Par ker

"The type of this |IP Reachabl e Address."

{ isisIPRAEntry 1 }
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i si sl PRADest OBJECT- TYPE

SYNTAX | net Addr ess

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The destination of this |IP Reachable Address. This is
a networ k address, subnetwork address, or host
addr ess.

The type of this address is deternmi ned by the val ue of
the isi sl PRADest Type object.”

{ isisIPRAEntry 2 }

i si sl PRADest Prefi xLen OBJECT- TYPE

SYNTAX | net Addr essPrefi xLengt h
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The length of the IP Netrmask for Reachability Address.

The val ues for the index objects isislPRADest and
i si sl PRADest Prefi xLen nmust be consistent. Wen the val ue
of isislPRADest (excluding the zone index, if one
is present) is x, then the bitw se | ogical-AND
of x with the value of the mask forned fromthe
correspondi ng i ndex object isislPRADestPrefixLen MJST be
equal to x. If not, then the index pair is not
consi stent, and an inconsi stent Nane error must be
returned on SET or CREATE requests."

{ isisIPRAEntry 3 }

i si sl PRANext Hopl ndex OBJECT- TYPE

SYNTAX Unsi gned32(1..4294967295)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"I ndex of next hop. Used when there are nultiple Equa
Cost Multipath alternatives for the sane destination."
{ isisIPRAEntry 4 }

i si s| PRANext HopType OBJECT- TYPE

Par ker

SYNTAX | net Addr essType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The type of the IP next hop address."”
{ isisIPRAEntry 5 }
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i si sl PRANext Hop OBJECT- TYPE
SYNTAX | net Addr ess
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The I P next hop to this destination.

The type of this address is determined by the value of
the i si sl PRANext HopType object."
c:={ isislPRAEntry 6 }

i si s| PRAType OBJECT- TYPE
SYNTAX | NTEGER

manual (1),
automatic (2)

}

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The type of this |IP Reachabl e Address. Those of type
manual are created by the network nanager. Those of type
automatic are created through propagation of routing
i nformati on from another routing protocol. This object
follows the Manual Or Automati c behavior. "

c:={ isisIPRAEntry 7 }

i si sl PRAEXi st St ate OBJECT- TYPE
SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS curr ent
DESCRI PTI ON
"The state of this |IP Reachable Address. This object
follows the ExistenceState and Manual O Aut ormati c
behavi ors. Support for ’'createAndWait’ and
"notlnService' is not required.

A row entry cannot be nodified when the value of this
object is "active'."
c:={ isislPRAEntry 8 }

i si sl PRAADM nSt at e OBJECT- TYPE
SYNTAX | si sAdm nSt at e
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The adm nistrative state of the | P Reachabl e Address. This
object follows the |IsisAdm nState and Manual Or Aut onmati c
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behavi ors. "
DEFVAL { off }
c:={ isislPRAEntry 9 }

i si sl PRAMetric OBJECT- TYPE

SYNTAX | sisDefaul t Metric

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The metric value for reaching the specified
destination over this circuit. This object follows the
Manual Or Aut omati ¢ behavi or. "

DEFVAL { 10 }

c:={ isisIPRAEntry 10 }

i si sl PRAMetri cType OBJECT- TYPE
SYNTAX | sisMetricType
MAX- ACCESS r ead-create
STATUS current

DESCRI PTI ON
"I ndi cates whether the netric is internal or
external. This object follows the Manual O Aut omatic
behavi or. "

DEFVAL { internal }
o= { isislPRAEntry 11 }

i si sl PRAFul | Metric OBJECT- TYPE
SYNTAX |sisFull Metric
MAX- ACCESS r ead-create
STATUS current
DESCRI PTI ON
"The wide netric value for reaching the specified
destination over this circuit. This object follows the
Manual Or Aut omati ¢ behavi or. "
DEFVAL { 10 }
.= { isislPRAEntry 12 }

i si sl PRASNPAAddr ess OBJECT- TYPE
SYNTAX | si sOSI NSAddr ess
MAX- ACCESS r ead-creat e
STATUS current
DESCRI PTI ON
"The SNPA Address to which a PDU nay be forwarded in
order to reach a destination that matches this IP
Reachabl e Address. This object follows the
Manual Or Aut omati ¢ behavi or. "
DEFVAL { ""H}
.= { isislPRAEntry 13 }
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i si sl PRASour ceType OBJECT- TYPE

SYNTAX | NTEGER

{
static (1),
direct (2),
ospfv2 (3),
ospfv3 (4),
isis (5),
rip (6).
igrp (7),
eigrp (8),
bgp (9),
ot her (10)

}
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The origin of this route.™
{ isisIPRAEntry 14 }

-- The LSP Dat abase Tabl e

-- The first table provides Sunmary | nformati on about LSPs
-- The next table provides a conplete record

i si sLSPSumar yTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF | si sLSPSunmaryEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The table of LSP Headers."
{ isisLSPDataBase 1 }

i si sSLSPSummar yEnt ry OBJECT- TYPE

SYNTAX 1 si sLSPSurmmar yEntry
MAX- ACCESS not - accessi bl e
STATUS curr ent
DESCRI PTI ON
"Each entry provides a sunmmary describing an
LSP currently stored in the system

Dynamically learned rows will not survive an
agent reboot."
I NDEX { isisLSPLevel
i si SLSPID }
{ isisLSPSunmaryTable 1 }

| si sSLSPSummaryEntry ::=
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SEQUENCE {
i si sSLSPLeve
| si sl SLevel ,
i si SLSPI D

| si sLi nkSt at ePDUI D,

i si sSLSPSeq

Unsi gned32,
i si sLSPZerolLife

Trut hVal ue,
i si sSLSPChecksum

I si sUnsi gned16TC,
i si sLSPLi feti meRemai n

| si sUnsi gned16TC,
i si sSLSPPDULengt h

| si sUnsi gned16TC,
i sSi SLSPAttri butes

I si sUnsi gned8TC

}

i si sSLSPLevel OBJECT- TYPE
SYNTAX | si sl SLevel
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"At which | evel does this LSP appear?"

c:={ isisLSPSumaryEntry 1 }

i si SLSPI D OBJECT- TYPE

SYNTAX 1 si sLi nkSt at ePDU D

MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The 8-byte LSP ID for this Link State PDU. "

::={ isisLSPSumaryEntry 2 }

i si sLSPSeq OBJECT- TYPE
SYNTAX Unsi gned32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON

"The sequence nunber for this LSP."

::= { isisLSPSumaryEntry 3 }

i si sSLSPZeroLi fe OBJECT- TYPE
SYNTAX Trut hVal ue
MAX- ACCESS r ead- only
STATUS current
DESCRI PTI ON
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"I's this LSP being purged by this systenf"
::={ isisLSPSumaryEntry 4 }

i si sLSPChecksum OBJECT- TYPE
SYNTAX | si sUnsi gned16TC
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The 16-bit Fl etcher Checksumfor this LSP."
::={ isisLSPSumaryEntry 5 }

i si sLSPLi feti meRemai n OBJECT- TYPE

SYNTAX | si sUnsi gned16TC

UNI TS "seconds"

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON

"The remaining lifetine, in seconds, for this LSP."

::={ isisLSPSumaryEntry 6 }

i si sSLSPPDULengt h OBJECT- TYPE
SYNTAX | si sUnsi gned16TC
MAX- ACCESS r ead- only
STATUS current
DESCRI PTI ON
"The length of this LSP."
::={ isisLSPSumaryEntry 7 }

i si SLSPAttri butes OBJECT- TYPE
SYNTAX | si sUnsi gned8TC
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"Flags carried by the LSP."
::={ isisLSPSumaryEntry 8 }

-- LSP Tabl e

-- The full LSP as a sequence of {Type, Len, Value} tuples

-- Since the underlying LSP may have changed whil e downl oadi ng
-- TLVs, we provide the Sequence nunber and Checksum for each
-- LSP TLV, so the network manager may verify that they are

-- still working on the sane version of the LSP

i si SLSPTLVTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF | si sSLSPTLVEntry
MAX- ACCESS not - accessi bl e
STATUS current
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DESCRI PTI ON
"The table of LSPs in the database."
::={ isisLSPDat aBase 2 }

i si SLSPTLVEntry OBJECT- TYPE
SYNTAX | si SLSPTLVEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Each entry describes a TLV within
an LSP currently stored in the system

Dynamically learned rows will not survive an
agent reboot."
I NDEX { isisLSPLevel
i si SLSPI D,
i si SLSPTLVI ndex }
.= { isisLSPTLVTable 1 }

| si SLSPTLVEntry ::=
SEQUENCE {
i si SLSPTLVI ndex
Unsi gned32,
i si sSLSPTLVSeq
Unsi gned32,
i si SLSPTLVChecksum
| si sUnsi gned16TC,
i si SLSPTLVType
I si sUnsi gned8TC,
i si SLSPTLVLen
| si sUnsi gned8TC,
i si sSLSPTLWVal ue
OCTET STRI NG

}

i si SLSPTLVI ndex OBJECT- TYPE
SYNTAX Unsi gned32( 1. .4294967295)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The index of this TLV in the LSP. The first TLV has
index 1, and the Nth TLV has an i ndex of N."
::={ isisLSPTLVEntry 1 }

i si SLSPTLVSeq OBJECT- TYPE
SYNTAX Unsi gned32
MAX- ACCESS r ead- only
STATUS current
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DESCRI PTI ON
"The sequence numnber for this LSP."
c:={ isisLSPTLVEntry 2 }

i si SLSPTLVChecksum OBJECT- TYPE
SYNTAX | si sUnsi gned16TC
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The 16-bit Fl etcher Checksumfor this LSP."
::={ isisLSPTLVEntry 3 }

i si sSLSPTLVType OBJECT- TYPE
SYNTAX | si sUnsi gned8TC
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON

"The type of this TLV."

::={ isisLSPTLVEntry 4 }

i si SLSPTLVLen OBJECT- TYPE
SYNTAX | si sUnsi gned8TC
MAX- ACCESS r ead- only
STATUS current
DESCRI PTI ON
"The length of this TLV."
::={ isisLSPTLVEntry 5 }

i si sSLSPTLVVal ue OBJECT- TYPE
SYNTAX OCTET STRI NG (SI ZE(O. . 255))
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The value of this TLV."
::={ isisLSPTLVEntry 6 }

-- The IS-1S Notification Table

-- The I1S-1S Notification Table records fields that are
-- required for notifications

i sisNotificationEntry OBJECT | DENTI FI ER
2= { isisNotification 1}

i sisNotificationSysLevel | ndex OBJECT- TYPE

SYNTAX | si sLevel
MAX- ACCESS accessi bl e-for-notify
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STATUS curr ent
DESCRI PTI ON
"The systemlevel for this notification."
::={ isisNotificationEntry 1 }

i sisNotificationCirclflndex OBIECT- TYPE
SYNTAX Unsi gned32 (1..2147483647)
MAX- ACCESS accessi ble-for-notify
STATUS current
DESCRI PTI ON
"The identifier of this circuit relevant to
this notification."
.= { isisNotificationEntry 2 }

i si sPduLspld OBJECT- TYPE
SYNTAX 1 si sLi nkSt at ePDUI D
MAX- ACCESS accessi bl e-for-notify
STATUS current
DESCRI PTI ON
"An Cctet String that uniquely identifies
a Link State PDU."
::={ isisNotificationEntry 3 }

i si sPduFragnment OBJECT- TYPE
SYNTAX | si sPDUHeader
MAX- ACCESS accessi ble-for-notify
STATUS current
DESCRI PTI ON
"Holds up to 64 initial bytes of a PDU that
triggered the notification."
.= { isisNotificationEntry 4 }

i si sPduFi el dLen OBJECT- TYPE
SYNTAX | si sUnsi gned8TC
MAX- ACCESS accessi bl e-for-notify
STATUS current
DESCRI PTI ON
"Hol ds the System ID length reported in PDU we received."
::={ isisNotificationEntry 5}

i si sPduMaxAr eaAddr ess OBJECT- TYPE
SYNTAX | si sUnsi gned8TC
MAX- ACCESS accessi bl e-for-notify
STATUS current
DESCRI PTI ON
"Hol ds the Max Area Addresses reported in a PDU
we received."
.= { isisNotificationEntry 6 }
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i si sPduPr ot ocol Ver si on OBJECT- TYPE
SYNTAX | si sUnsi gned8TC
MAX- ACCESS accessi bl e-for-notify
STATUS current
DESCRI PTI ON
"Hol ds the Protocol version reported in PDU we received."
.= { isisNotificationEntry 7 }

i si sPduLspSi ze OBJECT- TYPE
SYNTAX Unsi gned32 (0..2147483647)
MAX- ACCESS accessi bl e-for-notify
STATUS current
DESCRI PTI ON
"Hol ds the size of LSP we received that is too
big to forward."
::={ isisNotificationEntry 8 }

i si sPduCOri gi nati ngBuf ferSi ze OBJECT- TYPE
SYNTAX | si sUnsi gned16TC (0..16000)
MAX- ACCESS accessi ble-for-notify
STATUS current
DESCRI PTI ON
"Hol ds the size of isisSysLevel OigLSPBuffSize advertised
by the peer in the originati ngLSPBufferSize TLV.
If the peer does not advertise this TLV, this
value is set to 0."
::={ isisNotificationEntry 9 }

i si sPduBufferSi ze OBJECT- TYPE
SYNTAX | si sUnsi gned16TC (0..16000)
MAX- ACCESS accessi bl e-for-notify
STATUS current
DESCRI PTI ON
"Hol ds the size of LSP received from peer."
::={ isisNotificationEntry 10 }

i si sPduPr ot ocol sSupported OBJECT- TYPE
SYNTAX OCTET STRI NG (Sl ZE(O. . 255))
MAX- ACCESS accessi bl e-for-notify
STATUS current
DESCRI PTI ON
"The list of protocols supported by an
adj acent system This nmay be enpty."
2= { isisNotificationEntry 11 }

i si sAdj St at e OBJECT- TYPE
SYNTAX | NTEGER

{
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down (1),
initializing (2),
up (3),
failed(4)

}
MAX- ACCESS accessi bl e-for-notify
STATUS current
DESCRI PTI ON
"The current state of an adjacency."
c:={ isisNotificationEntry 12 }

i sisErrorOfset OBJECT- TYPE
SYNTAX Unsi gned32
MAX- ACCESS accessi ble-for-notify
STATUS current
DESCRI PTI ON
"An offset to a problemin a PDU. [If the problem
is anmalformed TLV, this points to the beginning
of the TLV. If the problemis in the header, this
points to the byte that is suspicious."
::={ isisNotificationEntry 13 }

i si sError TLVType OBJECT- TYPE
SYNTAX Unsi gned32 (0..255)
MAX- ACCESS accessi bl e-for-notify
STATUS current
DESCRI PTI ON
"The type for a mal fornmed TLV."
::={ isisNotificationEntry 14 }

i sisNotificationAreaAddress OBJECT- TYPE
SYNTAX | si sOSI NSAddr ess
MAX- ACCESS accessi bl e-for-notify
STATUS current
DESCRI PTI ON
"An Area Address."
::={ isisNotificationEntry 15 }

-- Notification definitions

-- Note that notifications can be disabled by setting
-- i si sSysNotificationEnable fal se

i si sDat abaseOverl| oad NOTI FI CATI ON- TYPE
OBJECTS {
i sisNotificationSysLevel | ndex,
i si sSysLevel State
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STATUS curr ent
DESCRI PTI ON
"This notification is generated when the system
enters or |eaves the Overload state. The nunber
of times this has been generated and cleared is kept
track of by isisSysStatLSPDbased oads. "
.= { isisNotifications 1}

i si sManual Addr essDr ops NOTI FI CATI ON- TYPE
OBJECTS {
i sisNotificati onAreaAddr ess

}
STATUS current
DESCRI PTI ON
"This notification is generated when one of the
manual areaAddresses assigned to this systemis
i gnored when conputing routes. The object
i sisNotificati onAreaAddress describes the area that
has been dropped.

The nunber of tinmes this event has been generated
is counted by isisSysStatManAddr Dr opFr omAr eas.

The agent nust throttle the generation of
consecutive isi sManual AddressDrops notifications
so that there is at | east a 5-second gap between
notifications of this type. Wen notifications
are throttled, they are dropped, not queued for
sending at a future tine."

.= { isisNotifications 2 }

i si sCorruptedLSPDet ect ed NOTI FI CATI ON- TYPE

OBJECTS {
i sisNotificationSysLevel | ndex,
i si sPduLspld

}
STATUS current
DESCRI PTI ON
"This notification is generated when we find that
an LSP that was stored in menory has becone
corrupted. The nunber of tines this has been
generated is counted by isisSysCorrLSPs.

We forward an LSP ID. W may have independent
know edge of the ID, but in sonme inplenmentations
there is a chance that the IDitself will be
corrupted. ™
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.= { isisNotifications 3}

i si sAttenpt ToExceedMaxSequence NOTI FI CATI ON- TYPE

OBJECTS {
i sisNotificationSysLevel I ndex,
i si sPduLspld

}

STATUS current

DESCRI PTI ON
"When t he sequence nunmber on an LSP we generate
wraps the 32-bit sequence counter, we purge and
wait to re-announce this information. This
notification describes that event. Since these
shoul d not be generated rapidly, we generate
an event each time this happens.

VWiile the first 6 bytes of the LSPID are ours,
the other two contain useful information."

c:={ isisNotifications 4 }

i sislDLenM smat ch  NOTI FI CATI ON- TYPE
OBJECTS {
i sisNotificationSysLevel I ndex,
i si sPduFi el dLen,
i sisNotificationCG rclflndex,
i si sPduFr agnent

}

STATUS current

DESCRI PTI ON

"A notification sent when we receive a PDU

with a different value for the System | D Length.
This notification includes an index to identify
the circuit where we saw the PDU and t he header of
the PDU, which may hel p a network nanager identify
t he source of the confusion

The agent nust throttle the generation of
consecutive isislDLenM smatch notifications

so that there is at | east a 5-second gap between
notifications of this type. Wen notifications
are throttled, they are dropped, not queued for
sending at a future tine."

c:={ isisNotifications 5 }

i si sMaxAr eaAddr essesM smat ch NOTI FI CATI ON- TYPE
OBJECTS {
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i sisNotificationSysLevel I ndex,
i si sPduMaxAr eaAddr ess,

i sisNotificationCGC rclflndex,

i si sPduFr agnent

}
STATUS current
DESCRI PTI ON

"A notification sent when we receive a PDU
with a different value for the Maxi mum Area
Addresses. This notification includes the
header of the packet, which may help a
net wor k manager identify the source of the
conf usi on.

The agent nust throttle the generation of
consecutive isi sMaxAreaAddressesM snmat ch
notifications so that there is at |east a 5-second
gap between notifications of this type. Wen
notifications are throttled, they are dropped, not
gqueued for sending at a future tine."

::={ isisNotifications 6 }

i si sOMLSPPur ge NOTI FI CATI ON- TYPE
OBJECTS {
i sisNotificationSysLevel I ndex,
i sisNotificationCG rclflndex,
i si sPduLspld

}

STATUS current

DESCRI PTI ON
“"A notification sent when we receive a PDU
with our systeml D and zero age. This
notification includes the circuit Index
and router IDfromthe LSP, if available,
whi ch may hel p a network manager
identify the source of the confusion."

::={ isisNotifications 7 }
i si sSequenceNunber Ski p NOTI FI CATI ON- TYPE
OBJECTS {
i sisNotificationSysLevel I ndex,
i sisNotificationCG rclflndex,
i si sPduLspl d

}
STATUS current
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DESCRI PTI ON
"When we receive an LSP with our SystemID
and different contents, we may need to reissue
the LSP with a higher sequence numnber.

We send this notification if we need to increase
the sequence nunmber by nore than one. If two
Internmediate Systenms are configured with the sane
System I D, this notification will fire."

::={ isisNotifications 8 }

i si sAut henti cati onTypeFail ure NOTI FI CATI ON- TYPE
OBJECTS {
i sisNotificationSysLevel I ndex,
i sisNotificationGirclflndex,
i si sPduFr agnment

}

STATUS curr ent

DESCRI PTI ON
“"A notification sent when we receive a PDU
with the wong authentication type field.
This notification includes the header of the
packet, which may hel p a network nmanager
identify the source of the confusion

The agent nust throttle the generation of
consecutive isisAuthenticationTypeFail ure
notifications so that there is at |east a 5-second
gap between notifications of this type. Wen
notifications are throttled, they are dropped, not
gueued for sending at a future tine."

::={ isisNotifications 9 }

i si sAut henti cati onFail ure NOTI FI CATI ON- TYPE
OBJECTS {
i sisNotificationSysLevel I ndex,
i sisNotificationCG rclflndex,
i si sPduFr agnent

}

STATUS current

DESCRI PTI ON
"A notification sent when we receive a PDU
with an incorrect authentication information
field. This notification includes the header
of the packet, which may hel p a network manager
identify the source of the confusion
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The agent nust throttle the generation of
consecutive isisAuthenticationFailure
notifications so that there is at |east a 5-second
gap between notifications of this type. Wen
notifications are throttled, they are dropped, not
queued for sending at a future tine."

::={ isisNotifications 10 }

i si sVer si onSkew NOTI FI CATI ON- TYPE
OBJECTS {
i sisNotificationSysLevel I ndex,
i sisNotificationGC rclflndex,
i si sPduPr ot ocol Ver si on
i si sPduFr agnent

}

STATUS current

DESCRI PTI ON
"A notification sent when we receive a Hello
PDU froman IS running a different version
of the protocol. This notification includes
the header of the packet, which may help a
net wor k manager identify the source of the
conf usi on.

The agent nust throttle the generation of
consecutive isisVersi onSkew notifications

so that there is at |east a 5-second gap

between notifications of this type. Wen
notifications are throttled, they are dropped, not
gqueued for sending at a future tine."

c:={ isisNotifications 11 }

i si sAreaM smat ch NOTI FI CATI ON- TYPE
OBJECTS {
i sisNotificationGC rclflndex,
i si sPduFr agnent

}
STATUS current
DESCRI PTI ON
"A notification sent when we receive a Hello
PDU froman IS that does not share any
area address. This notification includes
the header of the packet, which may help a
networ k manager identify the source of the
conf usi on.
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The agent nust throttle the generation of
consecutive isisAreaM smatch notifications

so that there is at | east a 5-second gap

between notifications of this type. Wen
notifications are throttled, they are dropped, not
queued for sending at a future tine."

::={ isisNotifications 12 }

i si sRej ect edAdj acency NOTI FI CATI ON- TYPE
OBJECTS {
i sisNotificationSysLevel I ndex,
i sisNotificationGCrclflndex,
i si sPduFr agnent

}
STATUS current
DESCRI PTI ON
"A notification sent when we receive a Hello
PDU froman IS but do not establish an
adj acency for sonme reason.

The agent nust throttle the generation of
consecutive isisRejectedAdjacency notifications
so that there is at | east a 5-second gap

between notifications of this type. Wen
notifications are throttled, they are dropped, not
gqueued for sending at a future tine."

::={ isisNotifications 13 }

i si sLSPTooLar geToPr opagat e NOTI FI CATI ON- TYPE
OBJECTS {
i sisNotificationSysLevel I ndex,
i sisNotificationGirclflndex,
i si sPduLspSi ze
i si sPduLspld

}

STATUS current

DESCRI PTI ON
"A notification sent when we attenpt to propagate
an LSP that is larger than the dataLi nkBl ockSi ze
for the circuit.

The agent nust throttle the generation of
consecutive isisLSPTooLar geToPropagate notifications
so that there is at |east a 5-second gap

between notifications of this type. Wen
notifications are throttled, they are dropped, not

2006
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gueued for sending at a future tine."

{ isisNotifications 14 }

i si sOrigLSPBuffSizeM smat ch NOTI FI CATI ON- TYPE

OBJECTS {
i sisNotificationSysLevel I ndex,
i sisNotificationGC rclflndex,
i si sPduLspl d,
i si sPduCri gi nati ngBufferSize,
i si sPduBufferSize

}

STATUS current

DESCRI PTI ON
"A notification sent when a Level 1 LSP or Leve
2 LSP is received that is larger than the |oca
val ue for isisSysLevel OigLSPBuffSize, or when an

LSP is received that contains the supported Buffer Size

option and the value in the PDU option field does

2006

not match the | ocal value for isisSysLevel OrigLSPBuffSize.

We pass up the size fromthe option field and the

size of the LSP when one of them exceeds our configuration.

The agent nust throttle the generation of

consecutive isisOigLSPBuffSizeM snmatch notifications
so that there is at | east a 5-second gap

bet ween notifications of this type. Wen
notifications are throttled, they are dropped, not
gueued for sending at a future tine."

{ isisNotifications 15 }

i si sProtocol sSupportedM smat ch NOTI FI CATI ON- TYPE

Par ker

OBJECTS {
i sisNotificationSysLevel I ndex,
i sisNotificationGrclflndex,
i si sPduPr ot ocol sSupported,
i si sPduLspl d,
i si sPduFr agnent

}

STATUS current

DESCRI PTI ON
"A notification sent when a non-pseudonode
segment O LSP is received that has no nmatching
protocol s supported. This nmay be because the system
does not generate the field, or because there are no
common el enments. The list of protocols supported
should be included in the notification: it may be
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enpty if the TLV is not supported, or if the
TLV is enpty.

The agent nust throttle the generation of
consecutive isisProtocol sSupportedM smat ch
notifications so that there is at |east a 5-second
gap between notifications of this type. Wen
notifications are throttled, they are dropped, not
gqueued for sending at a future tine."

i sisNotifications 16 }

i si sAdj acencyChange NOTI FI CATI ON- TYPE
OBJECTS {

i sisNotificationSysLevel I ndex,
i sisNotificationCirclflndex,

i si sPduLspl d,

i si sAdj State

}
STATUS current
DESCRI PTI ON

{

"A notification sent when an adjacency changes

state, entering or |leaving state up

The first 6 bytes of the isisPduLspld are the
System D of the adjacent IS.

The isisAdj State is the new state of the adjacency."

i sisNotifications 17 }

i si SLSPError Det ect ed NOTI FI CATI ON- TYPE
OBJECTS {

Par ker

i sisNotificationSysLevel I ndex,
i si sPduLspl d,

i sisNotificationGCrclflndex,

i si sPduFr agment ,

i sisErrorOfset,

i si sErrorTLVType

}
STATUS current
DESCRI PTI ON

"This notification is generated when we receive

an LSP with a parse error. The isisCrclflndex

hol ds an index of the circuit on which the PDU
arrived. The isisPduFragnent holds the start of the
LSP, and the isisErrorOifset points to the problem

If the problemis a malforned TLV, isisErrorOfset
points to the start of the TLV, and isisErrorTLVType

2006
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hol ds the val ue of the type.

If the problemis with the LSP header, isisErrorOffset
points to the suspicious byte.

The nunber of such LSPs is accumrul ated in
i sisSysStat LSPErrors. "

c:={ isisNotifications 18 }

-- Agent Conformance Definitions
-- We define the objects a confornant agent nust define

i si sConpl iances OBJECT | DENTI Fl ER :
i si sG oups OBJECT | DENTI FI ER :

{ isisConformance 1 }
{ isisConformance 2 }

-- compliance statenents

i si sConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statement for agents that support
the 1S-1S MB

There are a nunber of | NDEX objects that cannot be
represented in the formof OBJECT clauses in SMv2,
but for which there are conpliance requirenents.
Those requirenments and sinilar requirenents for

rel ated objects are expressed below, in

pseudo- OBJECT clause form in this description

-- OBJECT i si sSummAddr essType
-- SYNTAX | net AddressType { ipv4(l), ipve(2) }

-- DESCRI PTI ON

-- The M B requires support for |Pv4d Summary
-- Addr esses and anti ci pates the support of
-- | Pv6 addresses.

-- OBJECT i si sRedi stribut eAddr Type
-- SYNTAX | net AddressType { ipv4(1l), ipv6(2) }

-- DESCRI PTI ON

- - The M B requires support for |Pv4

-- Redi stri buti on Addresses and anti ci pates
-- the support of |Pv6 addresses.”
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-- OBJECT i si sl SAdj | PAddr Type
-- SYNTAX | net AddressType { ipv4(l), ipve(2) }

-- DESCRI PTI ON

-- The M B requires support for |Pv4

-- Adj acency Addresses and antici pates the
-- support of |Pv6 addresses.

MODULE -- this nodul e

{

MANDATORY- GROUPS {
i si sSyst enG oup,
i sisCircuitGoup,
i si sl SAdj Group,
i sisNotificationObjectG&oup,
i sisNotificationG oup

i sisCompliances 1 }

Li st of all groups, nmandatory and opti onal

i si sAdvancedConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON

Par ker

"The conpliance statement for agents that fully
support the 1S-1S MB.

There are a nunber of | NDEX objects that cannot be
represented in the formof OBJECT clauses in SMv2
but for which there are conpliance requirenents.
Those requirenments and sinmlar requirenents for

rel ated objects are expressed below, in

pseudo- OBJECT clause form in this description:

-- OBJECT i si sSummAddr essType
-- SYNTAX I net AddressType { ipv4(l), ipv6(2) }

-- DESCRI PTI ON

-- The M B requires support for |Pv4d Summary
-- Addresses and anti ci pates the support of
-- | Pv6 addresses.

-- OBJECT i si sRedi stribut eAddr Type
-- SYNTAX | net AddressType { ipv4(l), ipv6(2) }

-- DESCRI PTI ON

-- The M B requires support for |Pv4

-- Redi stri buti on Addresses and anti ci pates
-- the support of |Pv6 addresses."”

St andards Track
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OBJECT i si sl SAdj | PAddr Type
SYNTAX | net Addr essType { ipv4(l), ipv6(2) }

DESCRI PTI ON
The M B requires support for |Pv4
Adj acency Addresses and anti ci pates the
support of |Pv6 addresses.

OBJECT i si sl PRADest Type
SYNTAX | net AddressType { ipv4(1l), ipv6(2) }

DESCRI PTI ON
The M B requires support for |Pv4d RA
Addr esses and anti ci pates the support of
| Pv6 addresses.

OBJECT i si sl PRANext HopType
SYNTAX | net AddressType { ipv4(l), ipv6(2) }

DESCRI PTI ON
The M B requires support for |Pv4 NextHop
Addr esses and anticipates the support of
| Pv6 addresses.

MODULE -- this nodul e
MANDATORY- GROUPS {

i si sSyst enGr oup,

i sisCircuitGoup,

i si sl SAdj Group,

i sisNotificationObject&oup,
i sisNotificationG oup,

i si sl SPDUCount er G oup,

i si sRATabl eG oup,
i si sl Sl PRADest Gr oup,
i si sSLSPG oup

}
i si sCompliances 2 }

i si sReadOnl yConpl i ance MODULE- COVPLI ANCE
STATUS
DESCRI PTI ON

Par ker

current

"When this MB is inmplenmented without support for
read-create (i.e., in read-only nmode), the
i mpl enentati on can claimread-only compliance. Such
a device can then be nonitored but cannot be
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configured with this MB."
MODULE -- this nodul e
MANDATCORY- GROUPS {
i si sSystenG oup,
i sisCircuitGoup,
i si sl SAdj Group
}

OBJECT i si sSysLevel Type
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required.

OBJECT isisSysID
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required.

OBJECT i si sSysMaxPathSplits
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.

OBJECT i si sSysMaxLSPGenl nt
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required.

OBJECT i si sSysPol | ESHel | oRat e
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required.

OBJECT i si sSysWait Ti ne
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required.

OBJECT i si sSysAdmi nSt at e
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required.

OBJECT i si sSysL2toL1lLeaki ng
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required.
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OBJECT i si sSysMaxAge
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.

OBJECT i si sManAr eaAddr Exi st St at e
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required.

OBJECT i si sSysLevel Ori gLSPBuff Si ze
M N- ACCESS r ead-only
DESCRI PTI ON

"Wite access is not required.

OBJECT i si sSysLevel M nLSPGenl nt
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required.

OBJECT i si sSysLevel Set Over| oad
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required.

OBJECT i si sSysLevel Set Over| oadUntii |
M N- ACCESS r ead-only
DESCRI PTI ON

"Wite access is not required.

OBJECT i si sSysLevel MetricStyl e
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.

OBJECT i si sSysLevel SPFConsi ders
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required.

OBJECT i si sSysLevel TEEnabl ed
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required.

OBJECT i si sSysRecei veLSPBuf fer Si ze
M N- ACCESS r ead-only
DESCRI PTI ON

St andards Track
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"Wite access is not required.

OBJECT i si sSummAddr Exi st St ate
M N- ACCESS r ead-only
DESCRI PTI ON

"Wite access is not required."
OBJECT i si sSummAddr Metri c
M N- ACCESS r ead-only
DESCRI PTI ON

"Wite access is not required.”
OBJECT i si sSummAddr Ful | Metric
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”
OBJECT i si sRedi stri but eAddr Exi st St at e
M N- ACCESS r ead-only
DESCRI PTI ON

"Wite access is not required.”
OBJECT isisCircAdm nState
M N- ACCESS r ead-only
DESCRI PTI ON

"Wite access is not required.

OBJECT isisCrcExistState
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required.

OBJECT isisCircType
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required.

OBJECT i si sCi r cExt Domai n
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required.

OBJECT isisCircLevel Type
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.

OBJECT isisCircPassiveCrcuit

St andards Track
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M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required.

OBJECT i si sCi rcMeshG oupEnabl ed
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required.

OBJECT i sisC rcMeshG oup
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required.

OBJECT isisCircSmall Hell os
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required.

OBJECT isisCircExtendedCircl D
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required.

OBJECT isisCirclflndex
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.

OBJECT i si sCi r c3WayEnabl ed
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required.

OBJECT isisCircLevel Metric
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required.

OBJECT isisCrcLevel WdeMetric
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required.

OBJECT isisCircLevelISPriority
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required.
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OBJECT isisCircLevel Hell oMul tiplier
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”
OBJECT isisCi rcLevel Hel | oTi ner
M N- ACCESS r ead-only
DESCRI PTI ON

"Wite access is not required.”

OBJECT isisCircLevel DRHel | oTi mer
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required."

OBJECT isisCrclLevel LSPThrottle
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required."

OBJECT i si sCircLevel M nLSPRet r ansl nt
M N- ACCESS r ead-only
DESCRI PTI ON

"Wite access is not required."

OBJECT i si sCircLevel CSNPI nt er val
M N- ACCESS r ead-only
DESCRI PTI ON
"Wite access is not required.”

OBJECT i si sCircLevel Part SNPI nt er val
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required.”

::={ isisConpliances 3}
-- M B Grouping

i si sSystenmG oup OBJECT- GROUP
OBJECTS {

i si sSysVersi on,

i si sSysLevel Type,

i si sSysl D,

i si sSysMaxPat hSplits,

i si sSysMaxLSPGenl nt,
i si sSysPol | ESHel | oRat e,
i si sSysWait Ti ne,
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si sSysAdmi nSt at e,

si sSysL2t oL1Leaki ng,

si sSysMaxAge,

si sSysPr ot Supported,

si sSysNot i fi cati onEnabl e,
si sManAr eaAddr Exi st St at e,
si sSysLevel Ori gLSPBuff Si ze,
si sSysLevel M nLSPGenl nt,

si sSysLevel St at e,

si sSysLevel Set Over | oad,

si sSysLevel Set Over| oadUnti |,
si sSysLevel MetricStyl e,

si sSysLevel SPFConsi der s,

si sSysLevel TEEnabl ed,

si sSysRecei veLSPBuf f er Si ze,
si sSummAddr Exi st St at e,

Si sSummAddr Metri c,

si SAr eaAddr,

si sSummAddr Ful | Metri c,

si sRedi stri but eAddr Exi st St at e,
si sRout er Host Name,

si sRout er | D,

si sSysSt at Cor r LSPs,

si sSysSt at LSPDbased oads,

si sSysSt at SeqNunski ps,
si sSysSt at OwmnLSPPur ges,

[
i
i
[
[
[
[
i
i
[
[
[
[
i
i
[
[
[
[
i
i
[
[
[
[
i
i
[
[
i si sSysSt at Part Changes,

i si sSysSt at SPFRuns,

i si sSysSt at Aut hTypeFai | s,
i si sSysSt at Aut hFai | s,

i sisSysStat LSPErrors

}

STATUS current

DESCRI PTI ON

"The coll ections of objects used to nanage an

IS-1Srouter.”
:={ isisGoups 1}

i sisCircuitGoup OBIJECT- GROUP
OBJECTS {
i si sNext Ci rcl ndex,
i sisCircAdm nSt at e,
i si sCrcExistState,
i si sCircType,
i si sCi r cExt Domai n,

Par ker St andards Track

si sSysSt at ManAddr Dr opFr onr eas,
Si sSysSt at At t mpt ToExMaxSeqNuns,

si sSysSt at | DFi el dLenM smat ches,
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i sisCircLevel Type,

i si sCi rcAdj Changes,

i si sCi rcNunmAdj
isisCrclnitFails,

i sisCircRej Adj s,

i sisCircl DFi el dLenM snmt ches,
i si sC rcMaxAr eaAddr M smat ches,
i si sCircAut hTypeFail s,
i si sCircAuthFails,

i si sCi r cLANDes| SChanges,
i sisCrcPassiveCrcuit,
i si sCi rcMeshG oupEnabl ed,
i sisCircMeshG oup,

i sisCrcSmall Hell os,
i si sCirclLastUpTine,

i si sCi rc3WayEnabl ed,
i si sCircExtendedCircl D,

i sisCirclflndex,

isisCircLevel Metric,

i sisCircLevel WdeMetri c,
isisCircLevellISPriority,

i sisCrcLevel | DCct et ,

i sisCircLevel | D,

i sisCircLevel Desl S,

i sisCircLevel HelloMultiplier,
i sisCircLevel Hel | oTi ner,

i sisCircLevel DRHel | oTi ner,

i sisCrcLevel LSPThrottl e,

i sisCrcLevel M nLSPRet r ansl nt,
i sisCircLevel CSNPI nt erval ,

i sisCircLevel Part SNPI nt er val

}
STATUS current
DESCRI PTI ON

"The coll ections of objects used to describe

IS-1S Crcuit."
o= { isisGoups 2}

i si sl SAdj G oup OBJECT- GROUP
OBJECTS {
i si sl SAdj St at e,
i si sl SAdj 3WaysSt at e,
i si sl SAdj Nei ghSNPAAddr ess,
i si sl SAdj Nei ghSysType,
i si sl SAdj Nei ghSysl D,
i si sl SAdj Nbr Ext endedGi r cl D,
i si sl SAdj Usage,
i si sl SAdj Hol dTi ner,
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i si sl SAdj Nei ghPriority,

i si sl SAdj Last UpTi e,

i si sl SAdj Ar eaAddr ess,

i si sl SAdj | PAddr Type,

i si sl SAdj | PAddr Addr ess,

i si sl SAdj Pr ot SuppPr ot ocol

}
STATUS current
DESCRI PTI ON
"The coll ections of objects used to nanage an
| S-1'S Adj acency. "
c:={ isisGoups 3}

i sisNotificationObject&oup OBIJECT- GROUP
OBJECTS {

i sisNotificationG oup

Par ker

Si
Si
Si
Si
Si
Si
Si
Si
Si
Si
Si
Si
Si
Si
Si

sNoti ficati onSysLevel | ndex,
sNotificationCirclflndex,
sPduLspl d,

sPduFr agment ,

sPduFi el dLen,

sPdulMaxAr eaAddr ess,

sPduPr ot ocol Ver si on,
sPduLspSi ze,

sPduCOri gi nati ngBufferSize,
sPduBufferSize,

sPduPr ot ocol sSupport ed,
sAdj St at e,

sError O fset,

SError TLVType,

sNoti fi cati onAreaAddr ess

}

STATUS current

DESCRI PTI ON
"The objects used to record notification paraneters."

:={ isisGoups 4}

NOTI FI CATI ON- GROUP

NOTI FI CATI ONS {

Si
Si
Si
Si
Si
Si
Si
Si
Si

sDat abaseOver| oad,

sManual Addr essDr ops,

sCor r upt edLSPDet ect ed,
sAt t enpt ToExceedMaxSequence,
sl DLenM smat ch,

sMaxAr eaAddr essesM smat ch,
sOwLSPPur ge,
sSequenceNunmber Ski p,

sAut henti cati onTypeFai | ure,
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sAut henti cati onFail ure,
sVer si onSkew,

sAreaM snat ch,

sRej ect edAdj acency,
sLSPToolLar geToPr opagat e,

sOri gLSPBuf f Si zeM smat ch,
sPr ot ocol sSupport edM snat ch,
sAdj acencyChange,

SLSPErr or Det ect ed

}
STATUS current
DESCRI PTI ON
"The collections of notifications sent by an IS."
o= { isisGoups 5}

i si sl SPDUCount er G oup OBJECT- GROUP

OBJECTS {
i si sPacket Count || Hel | o,
si sPacket Count | SHel | o,
si sPacket Count ESHel | o,
si sPacket Count LSP,

Si
Si
Si

sPacket Count CSNP,
sPacket Count PSNP,
sPacket Count Unknown

}
STATUS current
DESCRI PTI ON

"The coll ections of objects used to count protocol

.= { isisGoups 6 }

i si sSRATabl eGroup OBJECT- GROUP
OBJECTS {

Si
Si
Si
Si
Si
Si
Si
Si
Si
Si

sRAExi st St at e,
sRAAdN nSt at e,
sRAAddr Prefi x,
SRAMapTYype,
sRAMetri c,
sRAMet ri cType,
sRASNPAAddr ess,
sRASNPAMasKk,
SRASNPAPT ef i X,
SRAType

}
STATUS current
DESCRI PTI ON
"The coll ections of objects used to nanage the

Par ker
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reachabl e NSAP prefixes."
o= { isisGoups 7}

i si sl Sl PRADest Group OBJECT- GROUP
OBJECTS {

i si sl PRANext HopType,

i si sl PRANext Hop,

i si sl PRAType,

i si sl PRAEXi st St at e,

i si sl PRAADM nSt at e,

i si sl PRAMEtTI C,

i si sl PRAFul | Metri c,

i si sl PRAMet ri cType,

i si sl PRASNPAAddr ess,

i si sl PRASour ceType

}
STATUS current
DESCRI PTI ON

April 2006

"The coll ections of objects used to nmanage confi gured

| P addresses. "
c:={ isisGoups 8}

i si sSLSPG oup OBJECT- GROUP
OBJECTS {
i si sLSPSeq,
i si sLSPZerolLi f e,
i si sLSPChecksum
i si SLSPLi f eti neRemai n,
i si sLSPPDULengt h,
i si sSLSPAttri butes,
i si sSLSPTLVSeq,
i si sSLSPTLVChecksum
i si SLSPTLVType,
i si SLSPTLVLen,
i si sSLSPTLVWVal ue

}
STATUS current

DESCRI PTI ON
"The coll ections of objects used to observe the LSP
Dat abase. "
o= { isisGoups 9}
END
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5.

7.

| ANA Consi der ati ons

The M B nodule in this docunent uses the follow ng | ANA-assi gned
OBJECT | DENTI FI ER val ues recorded in the SM Numbers registry:

Descri pt or OBJECT | DENTI FI ER val ue

isisMB { mb-2 138 }
Acknowl edgenent s

This MB is based on a March 1994 document by Chris Gunner, who
shoul d be held blanel ess for the errors introduced since then. This
versi on has been nodified to include MB-11 syntax, to exclude
portions of the protocol that are not relevant to IP, such as the
ES-1S protocol, and to add managenent support for current practice.

W would like to thank the follow ng individuals for constructive and
val uabl e comments: M ke Bartlett, Neal Castagnoli, Ken Chapman, Joan
Cucchi ara, Satish Dattatri, Nagi Jonnala, Adrian Farrel, Sham k
Ganguly, Les G nsberg, Don Goodspeed, Jeff G oss, JimHal pin, Jon
Harrison, Dimtri Haskin, C M Heard, Peter Hi gginson, Christian
Hopps, Laura Liu, Gavin MPherson, Kay Noguchi, Serge Mskalik, Z.
Opal ka, Jeff Pickering, Sundar Ranmachandran, Swam natha Ranal i ngam
Aravi nd Ravi kumar, Juergen Schoenwael der, Koen Verneul en, Hans De

VI eeschouwer, Bert Wjnen, and Bi ngzhang Zhao.

Security Consi derations

Managenent information defined in this MB may be consi dered
sensitive in some network environnents.

1. Discussion

This M B nay be used to nanage an |P router, which is used to direct
network traffic. The control of network traffic allows an attacker
to deny service to a region of the network or to forward traffic to
adversaries. By raising or lowering netrics, traffic nay be directed
to insecure portions of the network. By disabling the protocol on an
interface, the network may be partitioned. Changes to the network
topology will force all routers to reconpute their routes. Periodic
rout e changes have brought down networks in the past by subjecting
routers to stressful reconputations.

There are a nunber of nanagenment objects defined in this MB that
have a MAX- ACCESS cl ause of read-wite and/or read-create. Such
obj ects may be considered sensitive or vulnerable in some network

Par ker St andards Track [ Page 96]



RFC 4444 IS-ISMB April 2006

7.

7.

7.

2.

2.

environnents. The support for SET operations in a non-secure

envi ronnent w t hout proper protection can have a negative effect on
networ k operations. Authentication of received SNW requests and
control |l ed access to managenent information should be enployed in
such environnents.

We identify a set of threats and then list attributes that can be
used in each formof attack. W discuss the effects that can be
obt ai ned by a single change to the variable in each class.

Threats

- Drop an Adj acency

- Drop all Peers

- Drop Subnetwork

- Split the Network

- Intermttent Qutages
- Redirect Traffic

- Del ay Convergence

- Avoi d Detection

- Prevent Updates

- Hijack LAN

- Create Problens for CLNS Networks

1. Drop an Adjacency

By changing attributes that are used to peer, we can disrupt an
adj acency and bring a link down.

i si sCi rc3WayEnabl ed

i sisCircAdm nSt at e

i sisCircExistState

i sisCircLevel DRHel | oTi mer
i sisCrcLevel Hel | oTi nmer

i sisCircLevel Type

i sisCircSmal | Hel | os

2. Drop Al Adjacencies

These attributes can be used to break some or all of a router’s
adj acencies. In the case of System|D, the adjacency may be
restored. However, it will subject the network to additional stress.

i si sSysLevel Type

i si sManAr eaAddr Exi st St at e
i si sSysAdmi nSt at e

i sisSyslID
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7.2.3. Drop Subnetwork

This attribute can be used to stop advertisement of a subnetwork
reachabl e through a single interface.

i sisCircPassiveC rcuit
7.2.4. Split the Network

If the network design depends upon Wde Metrics or TE, we can use
these attributes to prevent traffic from passing through a router.

i si sSysLevel MetricStyle

i si sSysLevel Ori gLSPBuff Si ze
i si sSysLevel SPFConsi ders

i si sSysLevel TEEnabl ed

i si sSysRecei veLSPBufferSi ze

7.2.5. Intermttent Qutages

We can use these attributes to subject the network to a series of
t opol ogy changes, or otherw se force extensive reconputations of
routes.

i si sSysLevel M nLSPGenl nt

i si sSysLevel Set Overl oad

i si sSysLevel Set Over| oadUnt i
i si sSysMaxAge

i si sSysMaxLSPGenl nt

i si sSysL2toLl1Leaki ng

i sisSyslD

7.2.6. Redirect Traffic

By changing attributes such as netrics, we can push traffic to
different parts of the network. This may allow an intruder to
observe data traffic fromotherw se renpte parts of the network.

We may al so use these attributes to deny service to parts of the
net wor k.

i si sSysMaxPathSplits
isisCircLevel Metric
isisCircLevel WdeMetric
i si sl PRAADmM nSt at e

i si sl PRAEXi st St at e

i si sl PRAFul | Metric

i si sl PRAMBtTri C
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si sl PRAMet ri cType

si s| PRANext Hop

si sl PRANext HopType

si s| PRASNPAAddr ess

si sl PRAType

si sRedi st ri but eAddr Exi st St at e
si sSunmAddr Exi st St at e

si sSunmAddr Ful | Metric

si sSunmAddr Metri c

si sSysL2t oL1Leaki ng

7.2.7. Delay Convergence

These attributes can be used to sl ow convergence by increasing the
m nimal interval required to update a packet.

i si sCircLevel CSNPI nt er val
i sisCircLevel LSPThrottl e
i sisCircLevel M nLSPRet r ansl nt
i si sCircLevel Part SNPI nt er val
i si sSysWai t Time
i sisCircPassiveCrcuit
7.2.8. Avoid Detection
By turning off traps, we can prevent a Network Managenent station

from observing problens in the network caused by other aspects of an
attack.

i si sSysNoti ficationEnable
7.2.9. Prevent Updates
Mesh Groups can be used to prevent the transm ssion of Link State
PDUs on certain interfaces, delaying or preventing the propagation of

updat es.

i sisCircMeshG oup
i si sCi rcMeshG oupEnabl ed

7.2.10. Hijack LAN

If we have conpromised a router, we can use this attribute to becone
the designated router and |ie about the topol ogy of a LAN

isisCircLevellSPriority
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7.2.11. Create Problens for CLNS Networks
This attribute can be used to nodify the handling of CLNS traffic.

i si SRAAddr Prefi x
i si SRAAdmM nSt at e
i si SRAEXi st St ate
i si SRAMapType

i si sRAMetric

i si sSRAMet ri cType
i si SRASNPAAddr ess
i si SRASNPAMBSsk

i si SRASNPAPr ef i x
i si sSRAType

i si sSysPol | ESHel | oRat e

7.2.12. Mdstly Harm ess
The following witable attributes do not pose a known security risk.

i si sCircExt Domai n

i sisCrcExtendedCircl D
isisCrclflndex

i sisCircLevel Hel l oMul tiplier
i sisCircType

7.2.13. Recommendati ons

Much of the MB is used to set or read attributes which are readily
visible to any intruder who has access to traffic. None of the
security attributes are setable or visible through the MB. Read
access to the M B does not pose additional risks or vulnerabilities.

If wite access is to be provided, it is RECOWENDED t hat

i mpl enenters consider the security features as provided by the SNWPv3
franework (see [RFC3410], section 8), including full support for the
SNWVPv3 cryptographi ¢ mechani sns (for authentication and privacy).

SNWVP versions prior to SNMPv3 did not include adequate security.

Even if the network itself is secure (for exanple by using IPSec),
even then, there is no control as to who on the secure network is

all owed to access and GET/ SET (read/change/create/del ete) the objects
in this MB nodul e.

Depl oynment of SNMP versions prior to SNVMPv3 i s NOT RECOMMVENDED
Instead, it is RECOVWENDED to depl oy SNMPv3 and to enable
cryptographic security. It is then a custoner/operator
responsibility to ensure that the SNVWP entity giving access to an

Par ker St andards Track [ Page 100]



RFC 4444 IS-ISMB April 2006

instance of this MB nodule is properly configured to give access to
the objects only to those principals (users) that have legitimate
rights to indeed GET or SET (change/create/del ete) them
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Ful | Copyright Statenent
Copyright (C The Internet Society (2006).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S' basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED,

| NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE

I NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or mght not be available; nor does it represent that it has
made any independent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe |ETF on-line | PR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Pl ease address the infornation to the |IETF at
ietf-ipr@etf.org.
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