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Abst r act

The submi ssion profile of Sinple Mail Transfer Protocol (SMIP)
provides a standard way for an email client to subnmt a conplete
nmessage for delivery. This specification extends the subnission
profile by adding a new BURL conmmand that can be used to fetch
subm ssion data froman Internet Message Access Protocol (I MAP)
server. This pernmits a mail client to inject content froman | VAP
server into the SMIP infrastructure w thout downloading it to the
client and uploading it back to the server.

Newman St andards Track [ Page 1]



RFC 4468 Message Submi ssion BURL Extension May 2006

Tabl e of Contents

1. IntroduCti ON . ... e 2
2. Conventions Used in This Document .............. . ... iiiinininin.. 2
3. BURL Subm ssion ExXtension .......... .. .. 3
3.1. SMIP Subm ssion Extension Registration ..................... 3
3.2. BURL Transacti ON ... ...ttt e e e e e e e e e 3
3.3. The BURL I MAP OptiONS ...t e e 4
3.4, EXanpl @S . 5
3.5, Formal Syntax . ...... ... 6
4. 8-Bit and Binary .. ... ... 7
5. Updates to RFC 3463 .. ... ... .. e e e 7
6. ReESPONSE COUES .. ..ttt 7
7. TANA Considerati ONS . . ..ottt e e e 9
8. Security Considerati ONS . ....... ..t 9
9. Ref erenCes . ... . .. 11
9.1. Normative References ......... ... i 11
9.2. Informative References ......... ... ... .. 12
Appendi x A, Acknow edgenents .. ..... .. ... 13

1. Introduction

Thi s specification defines an extension to the standard Message

Submi ssi on [ RFC4409] protocol to permt data to be fetched from an

| MAP server at message submission tinme. This MAY be used in
conjunction with the CHUNKI NG [ RFC3030] nechani sm so that chunks of
the nmessage can come froman external | MAP server. This provides the
ability to forward an email nessage without first downloading it to
the client.

2. Conventions Used in This Docunent
The key words "MJST", "MJST NOT", "SHOULD', "SHOULD NOT", and "MAY"
in this document are to be interpreted as defined in "Key words for
use in RFCs to Indicate Requirenent Levels" [RFC2119].
The formal syntax uses the Augnented Backus-Naur Form ( ABNF)

[ RFC4234] notation including the core rules defined in Appendi x B of
RFC 4234.
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3. BURL Subm ssion Extension
This section defines the BURL subm ssi on extension
3.1. SMIP Subm ssion Extension Registration

1. The nanme of this subm ssion extension is "BURL". This extends
the Message Submi ssion protocol on port 587 and MJST NOT be
advertised by a regular SMIP [ RFC2821] server on port 25 that
acts as a relay for incoming mail from other SMIP rel ays.

2. The EHLO keyword val ue associated with the extension is "BURL".

3. The BURL EHLO keyword will have zero or nore arguments. The only
argunent defined at this time is the "imp" argurment, which MJST
be present in order to use IMAP URLs with BURL. dients MJST
i gnore other argunments after the BURL EHLO keyword unl ess they
are defined by a subsequent |ETF standards track specification
The argunments that appear after the BURL EHLO keyword may change
subsequent to the use of SMIP AUTH [ RFC2554], so a server that
advertises BURL with no argunents prior to authentication
i ndicates that BURL is supported but authentication is required
to use it.

4. This extension adds the BURL SMIP verb. This verb is used as a
repl acenment for the DATA command and is only pernitted during a
mai | transaction after at |east one successful RCPT TO

3.2. BURL Transaction

A sinple BURL transaction will consist of MAIL FROM one or nore RCPT
TO headers, and a BURL comuand with the "LAST" tag. The BURL command
will include an | MAP URL pointing to a fully fornmed nmessage ready for
injection into the SMIP infrastructure. [|f PIPELIN NG [RFC2920] is
advertised, the client MAY send the entire transaction in one round
trip. |If no valid RCPT TO address is supplied, the BURL command wil |
sinmply fail, and no resolution of the BURL URL argument will be
performed. |If at |east one valid RCPT TO address is supplied, then
the BURL URL argunent will be resolved before the server responds to
t he command.

A nore sophisticated BURL transacti on MAY occur when the server al so
advertises CHUNKING [ RFC3030]. In this case, the BURL and BDAT
conmands may be interleaved until one of themterm nates the
transaction with the "LAST" argunment. |f PIPELIN NG [ RFC2920] is

al so advertised, then the client nay pipeline the entire transaction
in one round-trip. However, it MJST wait for the results of the
"LAST" BDAT or BURL comand prior to initiating a new transaction.
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The BURL command directs the server to fetch the data object to which
the URL refers and include it in the nessage. |If the URL fetch
fails, the server will fail the entire transaction

3.3. The BURL | MAP Opti ons

VWhen "imap" is present in the space-separated list of argunents
following the BURL EHLO keyword, it indicates that the BURL comrand
supports the URLAUTH [ RFC4467] extended form of | MAP URLs [ RFC2192]
and that the submit server is configured with the necessary
credentials to resolve "urlauth=submt+" |IMAP URLs for the submt
server’s domain.

Subsequent to a successful SMIP AUTH comrand, the submi ssion server
MAY indicate a prearranged trust relationship with a specific | MAP
server by including a BURL EHLO keyword argument of the form
"imap://imap. exanple.conf. In this case, the subm ssion server wll
permt a regular I MAP URL referring to nessages or parts of nessages
on i map. exanpl e.comthat the user who authenticated to the submt
server can access. Note that this form does not inply that the
submit server supports URLAUTH URLs; the submit server nust advertise
both "imap" and "imap://imap. exanpl e.cont’ to indicate support for
bot h ext ended and non-extended URL forms.

When the submit server connects to the | MAP server, it acts as an

| MAP client and thus is subject to both the mandatory-to-inpl ement

| MAP capabilities in Section 6.1.1 of RFC 3501, and the security
considerations in Section 11 of RFC 3501. Specifically, this
requires that the submit server inplenment a configuration that uses
STARTTLS fol |l owed by SASL PLAIN [ SASL-PLAIN] to authenticate to the
| MAP server.

When the submit server resolves a URLAUTH | MAP URL, it uses submit
server credentials when authenticating to the | MAP server. The
authentication identity and password used for subnmit credentials MJST
be configurable. The string "submit" is suggested as a default val ue
for the authentication identity, with no default for the password.
Typically, the authorization identity is enpty in this case; thus the
| MAP server will derive the authorization identity fromthe
authentication identity. |If the | MAP URL uses the "submit+" access
identifier prefix, the submt server MJST refuse the BURL conmand

unl ess the userid in the URL's <access> token matches the submt
client’s authorization identity.

When the submit server resolves a regular IMAP URL, it uses the
submit client’s authorization identity when authenticating to the

| MAP server. If both the submt client and the submt server’s
enbedded | MAP client use SASL PLAIN (or the equivalent), the submt
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server SHOULD forward the client’'s credentials if and only if the
submit server knows that the | MAP server is in the sane

admini strative domain. |f the submit server supports SASL nechani sns
other than PLAIN, it MJST inplenment a configuration in which the
submit server’s enbedded | MAP client uses STARTTLS and SASL PLAIN
with the submt server’s authentication identity and password (for
the respective | MAP server) and the submt client’s authorization
identity.

3.4. Exanples

In exanples, "C.:" and "S:" indicate lines sent by the client and
server, respectively. |If a single "C" or "S:" |abel applies to
multiple lines, then the Iine breaks between those lines are for
editorial clarity only and are not part of the actual protocol
exchange.

Two successful subm ssions (wthout and with pipelining) follow

<SSL/ TLS encryption | ayer negoti ated>

EHLO potter. exanpl e.com

250- oW ry. exampl e. com

250- 8BI TM ME

250- BURL i map

250- AUTH PLAIN

250- DSN

250 ENHANCEDSTATUSCODES

AUTH PLAI N aGFycnkAaGFycnk AYWN) aVB=

235 2.7.0 PLAIN aut hentication successful.

MAI L FROM <harry@r yf fi ndor. exanpl e. con®

250 2.5.0 Address .

RCPT TO <ron@r yffindor. exanpl e. conr

250 2.1.5 ron@ryffindor.exanpl e.com CK

BURL i map://harry@ryffindor.exanpl e. coni out box
;uidval i di ty=1078863300/ ; ui d=25; ur| aut h=submi t +harry
sinternal : 91354a473744909de610943775f 92038 LAST

S: 250 2.5.0 .

<SSL/ TLS encryption | ayer negoti ated>
EHLO potter. exanpl e. com

250- oW ry. exanmpl e. com

250- 8BI TM ME

250- PI PELI NI NG

250- BURL i map

250- AUTH PLAIN

250- DSN

250 ENHANCEDSTATUSCCDES

AUTH PLAI N aGFycnkAaGFycnk AYWN, aWB=
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C. MAIL FROM <harry@ryffindor.exanpl e. conr

C. RCPT TO <ron@ryffindor. exanpl e. conp

C. BURL i map://harry@ryffindor.exanpl e.con out box
;ui dval i di ty=1078863300/ ; ui d=25; ur | aut h=submi t +harry
sinternal : 91354a473744909de610943775f 92038 LAST

S: 235 2.7.0 PLAIN authentication successful.

S: 250 2.5.0 Address K.

S: 250 2.1.5 ron@ryffindor.exanpl e.com OK

S: 250 2.5.0 k.

Note that PIPELINI NG of the AUTH command is only permitted if the
sel ected nechani sm can be conpleted in one round trip, a client
initial response is provided, and no SASL security layer is
negotiated. This is possible for PLAIN and EXTERNAL, but not for
nost ot her SASL nechani sns.

Sone examples of failure cases:

C. MAIL FROM <harry@ryffindor.exanpl e. conr

C. RCPT TO <mal foy@l itherin.exanpl e. conp

C. BURL imap://harry@ryffindor.exanpl e. com out box
;ui dval i di ty=1078863300/ ; ui d=25; ur | aut h=submi t +harry
sinternal : 91354a473744909de610943775f 92038 LAST

S: 250 2.5.0 Address K.

S: 550 5.7.1 Relaying not allowed: mal foy@litherin.exanple.com

S: 554 5.5.0 No recipients have been specified.

C. MAIL FROM <harry@ryffindor. exanpl e. conr

C. RCPT TO <ron@ryffindor. exanpl e. conp

C. BURL i map://harry@ryffindor.exanpl e.conf out box
;uidval i di ty=1078863300/ ; ui d=25; ur | aut h=submi t +harry
cinternal :71354a473744909de610943775f 92038 LAST

S: 250 2.5.0 Address K.

S: 250 2.1.5 ron@ryffindor.exanpl e.com OK

S: 554 5.7.0 I MAP URL aut horization failed

3.5. Formal Syntax

The foll owi ng syntax specification inherits ABNF [ RFC4234] and
Uni form Resource ldentifiers [RFC3986].

burl - param "imap" / ("imap://" authority)

; paranmeter to BURL EHLO keyword

burl - cnd = "BURL" SP absolute-URl [SP end-nmarker] CRLF

end- nar ker " LAST"
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4.

8-Bit and Binary

A submit server that advertises BURL MUST al so advertise 8BI TM ME

[ RFC1652] and performthe down conversion described in that
specification on the resulting conplete nessage if 8-bit data is
received with the BURL command and passed to a 7-bit server. |If the
URL argunent to BURL refers to binary data, then the subnmit server
MAY refuse the command or down convert as described in Binary SMIP

[ RFC3030] .

The Submit server MAY refuse to accept a BURL conmand or combination
of BURL and BDAT conmands that result in un-encoded 8-bit data in
mail or M ME [ RFC2045] headers. Alternatively, the server MAY accept
such data and down convert to M ME header encodi ng [ RFC2047] .

Updates to RFC 3463

SMIP or Submit servers that adverti se ENHANCEDSTATUSCODES [ RFC2034]
use enhanced status codes defined in RFC 3463 [ RFC3463]. The BURL
ext ension introduces new error cases that that RFC did not consider
The foll owi ng additi onal enhanced status codes are defined by this
speci fication:

X. 6.6 Message content not avail able
The nmessage content could not be fetched froma renpte system
This may be useful as a pernanent or persistent tenporary
notification.

X. 7.8 Trust relationship required

The submi ssion server requires a configured trust relationship
with a third-party server in order to access the nmessage content.

Response Codes

Thi s section includes exanpl e response codes to the BURL comrand.
QO her text may be used with the same response codes. This list is
not exhaustive, and BURL clients MJST tolerate any valid SMIP
response code. Most of these exanples include the appropriate
enhanced status code [ RFC3463].

554 5.5.0 No recipients have been specified

Thi s response code occurs when BURL is used (for exanple, with
PI PELINING and all RCPT TGs fail ed.
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503 5.5.0 Valid RCPT TO required before BURL

This response code is an alternative to the previ ous one when BURL
is used (for exanple, with PIPELINING and all RCPT TGs failed.

554 5.6.3 Conversion required but not supported

Thi s response code occurs when the URL points to binary data and
the inplementati on does not support down conversion to base64.
This can also be used if the URL points to nessage data with 8-bit
content in headers and the server does not down convert such
content.

554 5.3.4 Message too big for system

The nessage (subsequent to URL resolution) is larger than the
per-nmessage size limt for this server.

554 5.7.8 URL resolution requires trust relationship

The submit server does not have a trust relationship with the | MAP
server specified in the URL argunent to BURL.

552 5.2.2 Mil box ful

The recipient is local, the subnmit server supports direct
delivery, and the recipient has exceeded his quota and any grace
period for delivery attenpts.

554 5.6.6 | MAP URL resolution failed
The | MAP URLFETCH command returned an error or no data.

250 2.5.0 Wiiting for additional BURL or BDAT commands
A BURL command without the "LAST" nodifier was sent. The URL for
this BURL command was successfully resol ved, but the content will
not necessarily be conmitted to persistent storage until the rest
of the nessage content is collected. For exanple, a Unix server
may have witten the content to a queue file buffer, but nay not
yet have performed an fsync() operation. |If the server |oses
power, the content can still be |ost.

451 4.4.1 | MAP server unavail abl e

The connection to the | MAP server to resolve the URL fail ed.
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250 2.5.0 Ck.

The URL was successfully resol ved, and the conpl ete nessage data
has been committed to persistent storage.

250 2.6.4 M ME header conversion with | oss perforned

The URL pointed to message data that included mail or M ME headers
with 8-bit data. This data was converted to M ME header encodi ng
[ RFC2047], but the submit server may not have correctly guessed
the unl abel ed character set.

7. 1 ANA Consi derations

The "BURL" SMIP extension as described in Section 3 has been
regi stered. This registration has been marked for use by nessage
subm ssion [ RFC4409] only in the registry.

8. Security Considerations

Modern SMIP subm ssion servers often include content-based security
and deni al - of - servi ce defense nechani sns such as virus filtering,
size limts, server-generated signatures, spamfiltering, etc.

| mpl enent ati ons of BURL should fetch the URL content prior to
application of such content-based nmechanisns in order to preserve
their function.

Clients that generate unsolicited bulk email or email with viruses
could use this nechanismto conpensate for a slow |ink between the
client and submit server. In particular, this nechani smwould make
it feasible for a programmabl e cell phone or other device on a slow
link to becone a significant source of unsolicited bulk email and/or
viruses. This makes it nore inmportant for subnmit server vendors

i mpl enenting BURL to have auditing and/ or defenses agai nst such

deni al - of - servi ce attacks includi ng mandatory aut hentication, |ogging
that associates unique client identifiers with mail transactions,
l[imts on reuse of the same IMAP URL, rate limts, recipient count
limts, and content filters.

Transfer of the URLAUTH [ RFC4467] formof IMAP URLs in the clear can
expose the authorization token to network eavesdroppers.

| mpl enent ati ons that support such URLs can address this issue by
using a strong confidentiality protection nmechanism For exanpl e,
the SMIP STARTTLS [ RFC3207] and the | MAP STARTTLS [ RFC3501]
extensions, in conbination with a configuration setting that requires
their use with such | MAP URLs, woul d address this concern.
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Use of a prearranged trust relationship between a subnit server and a
specific | MAP server introduces security considerations. A
conprom se of the submit server should not automatically conprom se
all accounts on the | MAP server, so trust relationships involving
super-user proxy credentials are strongly discouraged. A systemthat
requires the submt server to authenticate to the I MAP server with
submit credentials and subsequently requires a URLAUTH URL to fetch
any content addresses this concern. A trusted third party nodel for
proxy credentials (such as that provided by Kerberos 5 [ RFC4120])
woul d al so suffice

When a client uses SMIP STARTTLS to send a BURL command t hat

ref erences non-public information, there is a user expectation that
the entire nmessage content will be treated confidentially. To
address this expectation, the nessage subm ssion server SHOULD use
STARTTLS or a mechani sm provi di ng equi val ent data confidentiality
when fetching the content referenced by that URL.

A legitimate user of a submit server nmay try to conproni se ot her
accounts on the server by providing an | MAP URLAUTH URL that points
to a server under that user’s control that is designed to underm ne
the security of the submit server. For this reason, the | MAP client
code that the submt server uses nust be robust with respect to
arbitrary input sizes (including large IMAP literals) and arbitrary
delays fromthe | MAP server. Requiring a prearranged trust

rel ati onship between a subnit server and the | MAP server also
addresses this concern.

An aut hori zed user of the submt server could set up a fraudul ent

| MAP server and pass a URL for that server to the subnit server. The
submit server mght then contact the fraudul ent | MAP server to
authenticate with subnit credentials and fetch content. There are
several ways to mitigate this potential attack. A submit server that
only uses submt credentials with a fixed set of trusted | MAP servers
will not be vulnerable to exposure of those credentials. A submt
server can treat the | MAP server as untrusted and incl ude defenses
for buffer overflows, denial-of-service slowdowns, and ot her

potential attacks. Finally, because authentication is required to
use BURL, it is possible to keep a secure audit trail and use that to
detect and puni sh the offending party.
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Ful | Copyright Statenent
Copyright (C The Internet Society (2006).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S' basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED,

| NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE

I NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or mght not be available; nor does it represent that it has
made any independent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe |ETF on-line | PR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Pl ease address the infornation to the |IETF at
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