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The Managed Obj ect Aggregation MB
Status of This Menp

This meno defines an Experinental Protocol for the Internet
conmunity. It does not specify an Internet standard of any kind.
Di scussi on and suggestions for inprovenment are requested.
Distribution of this nmenop is unlimted.

Copyri ght Notice
Copyright (C The Internet Society (2006).
| ESG Not e

The content of this RFC was at one tine considered by the | ETF, and
therefore it may resenble a current |ETF work in progress or a
published | ETF work. This RFC is not a candidate for any |evel of
Internet Standard. The | ETF disclainms any know edge of the fitness
of this RFC for any purpose and in particular notes that the decision
to publish is not based on | ETF review for such things as security,
congestion control, or inappropriate interaction with depl oyed
protocols. The RFC Editor has chosen to publish this docunent at its
di scretion. Readers of this RFC shoul d exercise caution in
evaluating its value for inplenentation and depl oynent. See RFC 3932
for nmore information.

Abstract

This meno defines a portion of the Managenent |nformati on Base (M B),
the Aggregation M B nodul es, for use w th network managenent
protocols in the Internet conmunity. |In particular, the Aggregation
M B nmodules will be used to configure a network managenent agent to
aggregate the values of a user-specified set of Managed Object

i nstances and to service queries related to the aggregated Managed
oj ect i nstances.
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1. The Internet-Standard Management Framework

For a detail ed overview of the docunents that describe the current
I nt ernet - St andard Managenent Franework, please refer to section 7 of
RFC 3410 [ RFC3410].

Managed objects are accessed via a virtual information store, terned
the Managenent Information Base or MB. MB objects are generally
accessed through the Sinple Network Managenent Protocol (SNWVP).

ohjects in the MB are defined using the nechani sns defined in the
Structure of Managenent Information (SM). This nmeno specifies a MB
nodul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580

[ RFC2580] .

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, RFC 2119

[ RFC2119] .

2. Background

For the purpose of managenent, it is necessary to access Managed
njects (M3s). The SNWP framework provi des a nechani smfor nam ng
and descri bi ng managed objects. These objects are accessed via a
virtual information store terned a Managenent |nformati on Base (M B).
M Bs have been defined by equi pnent, protocol, and application

devel opers to provi de managenent access to the nmanaged entities. W
will call the M defined in these MBs sinple M>s (SM)). Managenent
applications will access one or nore instances of these SM3Js, one or
nore tinmes, to nonitor the target entity.
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There is a cost associated with accessing Ms. The cost is the

net wor k bandwi dth and the packet header processing overhead at the
conmand generator (rmanager) and the command responder (agent). This
cost constrains the nunber of MO instances that can be polled and the
interval at which polling can be carried out.

The overhead reduction can be carried out by reducing the nunber of
guery-response packets. This will reduce the packet processing
overhead, and to some extent, the bandwi dth.

The payl oads in a typical SNMP "get" packet and the correspondi ng
response are as shown in Figure 1. In this exanple, polling is
carried out for 'n' Managed Object instances O D1, OD2, ..., ODn.
It is obvious that a substantial amount of the payload in an SNWP
packet consists of the QO Ds.

3. MO Aggregation: The Concept

In this docunent, a nmechani smof MO aggregation for payl oad
conpression is defined. The idea is sinple: we introduce the concept
of an Aggregate MO (AgMD). An AgMD is just another MO as far as the
SNWP protocol is concerned. No new protocol operations will be
required to handle these Ms. As in the case of any other MO it
requires additional instrunentation at the command responder (agent)
and at the (command generator) manager. In this mechanism the user
defines an Aggregate MO (AgMO) corresponding to one or nore
(predefined) MO instances. Senantically, the value of an AgMO
instance will be equivalent to the concatenation of the values of the
correspondi ng MO instances. The order of the concatenation will be
determ ned by the order in which the MO instances are specified in
the AgMO definition. Wth the definitions done, the user can, as and
when the necessity arises, do an SNMP 'get’ on instances of the AgMO
to fetch the value of the constituent MO instances. There is
substantial savings on bandwi dth, as only one instance object
identifier is carried in the request and the response. |In the norma
case, instance object identifiers for each of the constituent MO

i nstances would be carried in the requests and the responses. This
is the basic concept of Aggregate Managed Objects. For every AgMO
an ErrorStatus Managed Object is defined. This MO indicates errors,

i f any, that have been encountered while fetching the values of the
constituent MO instances. The error indication is conprised of the

i ndex of the MO instance and the corresponding error. |If there are
no errors, the ErrorStatus Managed (bject instance will have a nul
value. This is the basic concept of Aggregate Managed Objects.
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The concepts are explained in Figure 2. An aggregate nanaged object,

AgMXx, has been defined for the MO instances MO 1, ... MJdn. The
val ue of an instance of AgMX wi |l be a concatenation of the val ues
of MJ1, ... MJn, in that order.
Polling for MO Instances [MO1, MJ2, ... MJn]:
Fomm e Fomm - - S - T S . +
Query: |Get req | MJ1 | NULL | | MOn | NULL |
Fomm e m oo - Fomm e o - S ... - Fomm e o - +
Fomm e e Fomm o Fomm o - +... e Fomm o +
Response: |Get resp|] MJO1l | Vvall | | MJOn | Valn |
- S R Fommmm - S S +ommm - +

Figure 1. Polling for MO instances

Polling for an instance (AgMJ x) of an aggregate MO (AgMX):

AgMX = aggr{AgMJ 1, AgMJ 2, ...... AgMO n}
B - B - E +
Query: | Get req | AgMO x | NULL |
Focnnnns S DT +
B R B R o m e e e e e e e e e aam o +
Response: | Get resp| AgMJ x | Val 1,Vval 2,...,Valn |
E - E - e +

Figure 2. MO aggregation

As a further refinenment of the AgMO, we introduce the Time-Based
Aggr egat ed Managed Object (TAgMO). The TAgMO is an MO t hat
represents the val ues of a user-specified MO instance sanpled at
user-specified intervals for a user-specified nunber of tinmes. In
this case, the user defines a TAgMO by specifying the MO instance
that needs to be sanpled, the sanpling interval, and the desired

nunber of sanples that will be included in one TAGMO. The val ue of a
TAgMO i nstance will include the timestanp (sysUpTime) at which the
first sanple was taken. The start tine is not specified when the
TAgMO i s defined. |Inplenentations nay choose to align the start tine

with the appropriate tinme boundaries (e.g., seconds, mnutes, hours).
Wth the definitions, the user can do an SNMP "get" on an instance of
the TAMO to fetch the values of the constituent MO instance sanpled
at the specified intervals. This is the concept of Tine-Based

aggr egati on.
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’

Polling for 'n" sanples of an MO Instance [MJO] at an interval 'i’:
Query Ti me Response
Fomm e +--m - - TSR +
| Get req | MJ | NULL |t
Fomm e e +o-m o - Fom oo + Fomm e e +o-m o - oo +
: | Get resp| MJ | Val (1)
: - +--- - - o e o +
B R +-- - - S +  t+i
| Get req | M | NULL |
Fomm oo +---- - SR + Fomm oo +---- - R +
| Get resp| MJ | Val (t+i) |
X Fomm e +o-m - - o e ok +
X
e +o---- R + t+(n-1)i
| Get req | MJ | NULL |
Fomm e e +o-m o - Fom oo + Fomm e e +o-m o - oo +
: | Get resp|] MA | Val (t+(n-1)i)]|
- +--- - - o e o +

Figure 3. Periodic polling for sanples of an MO instance

Polling for an instance (TAgMJ x) of a Ti ne-Based aggregate MO
( TAgGMX) :

TAgMXx = aggr{'n’ polled sanples of an instance (MJ) of MO

at intervals = 'i’ mcroseconds}
Fomm e e . Fomm o - +
Query: | Get req | TAgMO x | NULL |
- R R +
B - TS oo e e e e e e e e e e e a e a oo +
Response: | Get resp| TAgMJ x | t,Val(t),Val (t+i),.,Val(t + (n-1)*i) |
Fomm e e . o m e e e e e e e e e e e e eaa oo +

Figure 4. Tine-Based aggregation

The TAgMO instance is a "bucket"” of data representing the val ue of

the corresponding MO instance sanpled at 'i’ nicrosecond intervals,
'n" times (i.e., over a’'n" X 'i’' mcrosecond wi ndow). The TAgMO

i nstance val ue gets updated at 'n’ X 'i’ mcrosecond intervals.

H

’
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4.

The Requirenents for Managed Object Aggregation

The general requirenents of managed object aggregation are as
fol |l ows:

o It should | ead to fewer packets.
o It should | ead to | ess bandw dth consunpti on.
o It should not lead to loss of information

In the case of Time-Based aggregation, there will be a delay invol ved
in getting the actual data. The mnimumdelay in this case will be
the duration of the aggregation

The manager application is expected to configure AgMX>s (Aggregate
MXs) and TAgMOs (Ti me-Based Aggregate M3s) with care so that the
response size is not too large. |In case the resultant response size
is larger than the maxi num accept abl e message size of the originator
or larger than the | ocal nmaxi num nessage size, then the error-status
field will be set to "tooBig".

Note that an aggregate MO can be defined only when all the
constituent MO instances of interest are known. This scheme cannot
be enpl oyed if a manager/application does not know the specific MO
i nstances (of interest) that are serviced by the nmanagenent target.
In such cases, the application my "discover" the MO instances of

i nterest by sone neans, e.g., by "wal king" through the MB tree on
the agent. According to the results of the "wal k", the application

can define an appropriate aggregate MO that will serve the purpose.
Consi dering the cost involved in this exercise, this method is
recormended only if the aggregate MO w || be used repeatedly, so that

the benefits of aggregation outweigh the costs of configuration
M B Desi gn

The basic principle has been to keep the M B as sinple as possible
and at the same time to nmake it flexible enough that a | arge nunber
of users and applications can use the MB to configure aggregate MX>s
conveniently.

Two separate M B nodul es have been defined. The AggrM B supports the
aggregati on of independent MO instances, while TAggrM B supports the
aggregati on of several sanples of the same MO instance. Both of
these M B nodul es use the textual conventions defined in RMONM B

[ RFC2819] and SNWVP- FRAVEWORK- M B [ RFC3411] .

Keeni Experi ment al [ Page 6]



RFC 4498 The Managed Obj ect Aggregation MB May 2006

The AggrM B is conprised of three tables, described bel ow

- The aggrCtl Table controls the aggregation process. Each rowin
this table defines the attributes of the aggregate object defined
in the aggr MOTabl e.

- The aggrMOTabl e defines the primary MO based aggregation, i.e.,
the MOs that will be aggregated.

- The aggrDat aTabl e contains the details of the aggregated object.

The TAggrM B is conprised of two tables described bel ow.

- The tAggrCtl Tabl e controls the aggregation process. FEach rowin
this table defines the attributes of the aggregate object defined
in the aggr MOTabl e.

- The t AggrDataTabl e contains the details of the aggregated object.

6. The Aggregation M B Mdul es

AGGREGATE-M B DEFINITIONS ::= BEG N
| MPORTS
MODULE- | DENTI TY, experinmental, Unsigned32,

OBJECT- TYPE, Opaque
FROM SNMPv2- SM
Omner String
FROM RMON- M B
St or ageType, TEXTUAL- CONVENTI ON
FROM SNWPv2-TC
MODULE- COVPLI ANCE, OBJECT- GROUP
FROM SNWVPv2- CONF
SnnpAdmi nStri ng
FROM SNMP- FRAMEWORK- M B;

RowsSt at us,

aggr M B MODULE- | DENTI TY
LAST- UPDATED "200604270000Z" --
ORGANI ZATI ON " Cyber Sol utions Inc.
CONTACT- | NFO

27th April, 2006
Net Man Wor ki ng Group”

d enn Mansfiel d Keeni

Postal : Cyber Sol utions Inc.
6-6-3, Mnam Yoshinari
Aoba- ku, Sendai, Japan 989-3204.
Tel : +81-22-303-4012
Fax: +81-22-303-4015
E-mail: glenn@ysol s.com

Support Group E-mail:

Keeni

Experi ment al

m bsupport @ysol s. cont
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DESCRI PTI ON
"The M B for servicing aggregate objects.

Copyright (C The Internet Society (2006). This
version of this MB nodule is part of RFC 4498;
see the RFC itself for full |egal notices.
REVI SI ON "200604270000Z" -- 27th April, 2006
DESCRI PTION "I nitial version, published as RFC 4498."
::={ experimental 123 }

Aggr MCError St atus :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"This data type is used to nodel the error status of the
constituent MO instances. The error status for a
constituent MO instance is given in ternms of two el enents:

o The nol ndex, which indicates the position of the MO
instance (starting at 1) in the value of the aggregated
MO i nst ance.

o The nmoError, which indicates the error that was
encountered in fetching that MO instance.

The syntax in ASN.1 Notation will be
ErrorStatus :: = SEQUENCE ({

nol ndex | nteger32,
noError  SnnpPduEr r or St at us

}

Aggr MOError St at us :: = SEQUENCE OF {
Error St at us

}

Not el: The conmand responder will supply values for all
constituent MO instances, in the sane order in
whi ch the MO instances are specified for the AgMO
If an error is encountered for an MO instance, then
the corresponding value will have an ASN. 1 val ue NULL,
and an error will be flagged in the corresponding
Aggr MOEr r or St at us obj ect .
Only M for which errors have been encountered will
have their correspondi ng nmol ndex and nmoError val ues
set.

Not e2: The error code for the component MO instances wll be
in accordance with the SnnpPduError Status TC defined
in the D SMAN- SCHEDULE- M B [ RFC3231] .

Not e3: The conmand generator will need to know
constituent MO instances and their order to correctly
i nterpret Aggr MOErrorStatus.

SYNTAX Opaque (S| ZE (0..1024))
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Aggr MOVal ue :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"This data type is used to nodel the aggregate
Mxs. It will have a format dependent on the constituent
M>s, a sequence of values. The syntax in ASN.1 Notation will
be
MVal ue :: = SEQUENCE {
val ue Obj ect Synt ax
}
where 'value’ is the value of a constituent MO instance.
Aggr MOval ue :: = SEQUENCE OF {
MVal ue
}
Not e: The command generator will need to know t he

constituent MO instances and their order to
correctly interpret AggrMOval ue."

SYNTAX Opaque (SIZE (0..1024))

Aggr MOConpr essedVal ue :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"This data type is used to nodel the conpressed
aggregate Mos."
SYNTAX OCTET STRING (SI ZE (0..1024))

-- The aggregation control table
-- There will be a row for each aggregate MO

aggr Ct | Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF AggrCtl Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"A table that controls the aggregation of the MXs."
;.= {aggrMB 1}

aggrCtl Entry OBJECT- TYPE
SYNTAX AggrCtl Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"A row of the control table that defines one aggregated
MO.
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Entries in this table are required to survive a reboot
of the nanaged entity depending on the value of the
correspondi ng aggrCt | EntrySt orageType i nstance.

| NDEX {aggrCtl Entryl D }
c:= {aggrC | Table 1 }

AggrCt I Entry ::= SEQUENCE {

aggrCtlEntryl D

SnnpAdmi nStri ng,
aggr Ct | MJ ndex

Unsi gned32,
aggr Ct | MODescr

SnnpAdmi nStri ng,
aggr Ct | Conpr essi onAl gorithm

| NTECER,
aggr Ct | Ent r yOmner

Owner Stri ng,
aggrCtl EntrySt orageType

St or ageType,
aggr Ctl EntrySt at us

RowsSt at us

}

aggrCtl Entryl D OBJECT- TYPE
SYNTAX SnnpAdni nString (Sl ZE(1..32))
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"A locally unique, adm nistratively assigned nane
for this aggregated MO. It is used as an index to
uniquely identify this rowin the table."
c:={ aggrCtlEntry 1}

aggr Ct | MO ndex OBJECT- TYPE

SYNTAX Unsi gned32 (1..2147483647)

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"A pointer to a group of M3 identified by aggr MEntryl D
in the aggrMOTable. This is the group of MX>s that wll
be aggregated."

o= { aggrClEntry 2 }

aggr Ct | MODescr OBJECT- TYPE
SYNTAX SnnpAdmi nString (SIZE(O..64))
MAX- ACCESS read-create
STATUS current
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DESCRI PTI ON
"A textual description of the object that is
bei ng aggregated."”
c:= {aggrCtl Entry 3}

-- only one conpression algorithmis defined as of now.
aggr Ct | Conpr essi onAl gori t hm OBJECT- TYPE
SYNTAX | NTEGER {
none (1),
defl ate (2)

}
MAX- ACCESS r ead-create
STATUS current

DESCRI PTI ON
"The conpression algorithmthat will be used by
the agent to conmpress the value of the aggregated
obj ect .

The defl ate al gorithm and correspondi ng data fornmat
specification is described in RFC 1951. It is
conpatible with the widely used gzip utility.
REFERENCE
"RFC1951 : DEFLATE Conpressed Data Format Specification
version 1.3
DEFVAL { none }
c:= {aggrCtl Entry 4}

aggr Ct | EntryOmer OBJECT- TYPE
SYNTAX Oaner String
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The entity that created this entry."
::= {aggrCtl Entry 5}

aggrCtl EntrySt orageType OBJECT- TYPE
SYNTAX St orageType
MAX- ACCESS r ead-create
STATUS current
DESCRI PTI ON
"This object defines whether the paraneters defined in
this row are kept in volatile storage and | ost upon
reboot or backed up by non-volatile (pernmanent)
st or age.

Conceptual rows having the value ’permanent’ need not
all ow wite-access to any columar objects in the row.
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::= {aggrCtlEntry 6}

aggrCtl EntrySt at us OBJECT- TYPE
SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The row status variable, used according to row
installation and rempoval conventi ons.
hjects in a row can be nodi fied only when the val ue of
this object in the corresponding conceptual row is not
"active'.
Thus, to nodify one or nmore of the objects in this
concept ual row,
a. change the row status to ’'notlnService’,
b. change the val ues of the row, and
c. change the row status to "active’.
The aggrCt |l EntryStatus nmay be changed to 'active’ if
all the MOs in the conceptual row have been assigned
val i d val ues.

c:= {aggrCtlEntry 7}

-- The Table of primary(sinple) M3
aggr MOTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF Aggr MEntry
MAX- ACCESS not - accessi bl e
STATUS curr ent

DESCRI PTI ON
"The table of primary(sinple) Mo that will be aggregated.
Each row in this table represents a MO that will be

aggregated. The aggrMOEntrylD index is used to identify
the group of Mds that will be aggregated. The

aggr Md ndex instance in the corresponding row of the
aggrCtl Table will have a value equal to the val ue of
aggrMOEntryl D.  The aggr MOEntryMJ D index is used to
identify an MO in the group.

.= {aggrM B 2}

aggr MOEntry OBJECT- TYPE
SYNTAX Aggr MCEnt ry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
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“"A row of the table that specifies one MO

Entries in this table are required to survive a reboot
of the nanaged entity depending on the value of the
correspondi ng aggr MOEnt r ySt or ageType i nst ance.

| NDEX { aggr MOEntryl D, aggr MOEntryMJ D }
.= {aggrMOTable 1 }

Aggr MOEntry :: = SEQUENCE ({

aggr MOEntryl D

Unsi gned32,
aggr MOEnt r yMO D

Unsi gned32,
aggr MJ nst ance

OBJECT | DENTI FI ER,
aggr MODescr

SnnpAdmi nStri ng,
aggr MOEnt r ySt or ageType

St or ageType,
aggr MOEnt r ySt at us

RowsSt at us

}

aggr MOEnt ryl D OBJECT- TYPE

SYNTAX Unsi gned32 (1..2147483647)

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"An index uniquely identifying a group of M3s
that will be aggregated.™

o= { aggrMOEntry 1 }

aggr MOEnt r yMd D OBJECT- TYPE
SYNTAX Unsi gned32 (1..65535)
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON
"An index to uniquely identify an MO instance in the
group of MO instances that will be aggregated.”

::={ aggrMOEntry 2 }

aggr MJ nst ance OBJECT- TYPE
SYNTAX OBJECT | DENTI FI ER
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The O D of the MO instance, the value of which wll
be sanpl ed by the agent."
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.= { aggrMOEntry 3 }

aggr MODescr OBJECT- TYPE
SYNTAX SnnpAdmi nString (SIZE(O..64))
MAX- ACCESS r ead-create
STATUS current
DESCRI PTI ON
"A textual description of the object that wll
be aggregated."
::= {aggr MEntry 4}

aggr MOEnt r ySt or ageType OBJECT- TYPE

SYNTAX St orageType

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"Thi s object defines whether the paraneters defined in
this row are kept in volatile storage and | ost upon
reboot or backed up by non-volatile (pernmanent)
st or age.
Conceptual rows having the val ue ’'permanent’ need not
allow wite-access to any columar objects in the row.

.= {aggr MEntry 5}

aggr MOEnt rySt at us OBJECT- TYPE
SYNTAX RowSt at us
MAX- ACCESS r ead-create
STATUS current
DESCRI PTI ON
"The row status variable, used according to row
installation and renopval conventions.
Obj ects in a row can be nodified only when the val ue of
this object in the correspondi ng conceptual row is not
"active’.
Thus, to nodify one or nore of the objects in this
concept ual row,
a. change the row status to 'notlnService’
b. change the val ues of the row, and
c. change the row status to 'active’.
The aggr MOEntryStatus may be changed to ’active iff
all the M3s in the conceptual row have been assi gned
val i d val ues.

::= {aggr MOEntry 6}

-- aggrDataTabl e: The Table of Data. Each row represents a Data
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-- set. aggrClEntrylDis the key to the table.
-- It is used to identify instances of the
-- aggregated MO that are present in the table.
aggr Dat aTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF AggrDat aEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Each row of this table contains information
about an aggregat eMO i ndexed by aggrCtl EntrylD."
.= {aggrM B 3}

aggr Dat aEntry OBJECT- TYPE
SYNTAX Aggr Dat aEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Entry containing information pertaining to
an aggregate MO "
| NDEX {aggrCtl Entryl D}
::= {aggrDataTable 1 }

Aggr Dat aEntry ::= SEQUENCE ({
aggr Dat aRecord
Aggr MOval ue,
aggr Dat aRecor dConpr essed
Aggr MOConpr essedVal ue,
aggr Dat aErr or Record
Aggr MCEr r or St at us
}

aggr Dat aRecord OBJECT- TYPE
SYNTAX Aggr MOVal ue
MAX- ACCESS r ead-only
STATUS current

DESCRI PTI ON
"The snapshot val ue of the aggregated MO
Note that the access privileges to this object will be

governed by the access privileges of the conponent
objects. Thus, an entity attenpting to access an

i nstance of this MO MJUST have access rights to all the
conponent instance objects and this MO instance.

::={ aggrDataEntry 1}

aggr Dat aRecor dConpr essed OBJECT- TYPE
SYNTAX Aggr MOConpr essedVal ue
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MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The conpressed val ue of the aggregated MO
The conpression algorithmw Il depend on the

aggr Ct | Conpressi onAl gorithm given in the corresponding

aggrCtlEntry. |If the value of the correspondi ng

aggr Ct | ConpressionAlgorithmis (1) 'none’, then the val ue
of all instances of this object will be a string of zero

| engt h.
Note that the access privileges to this object wll
governed by the access privileges of the conponent

objects. Thus, an entity attenpting to access an instance
of this MO MJUST have access rights to all the conponent

i nstance objects and this MO instance.

::= { aggrbDataEntry 2}

aggr Dat aErr or Record OBJECT- TYPE
SYNTAX Aggr MOEr r or St at us
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The error status corresponding to the MO instances
aggregated in aggrDat aRecord (and
aggr Dat aRecor dConpr essed) . "
::={ aggrbDataEntry 3}

-- Conformance information
aggr Conf or mance OBJECT | DENTI FI ER ::
aggr G oups OBJECT | DENTI FI ER : :
aggr Conpl i ances OBJECT | DENTI FI ER : :

{ aggrMB 4 }
{ aggrConformance 1 }
{ aggr Conformance 2 }

-- Compliance statenents
aggr M bConpl i ance MODULE- COVPLI ANCE

STATUS current

DESCRI PTI ON
"The conpliance statement for SNVP entities
that inplement the AGGREGATE-M B."

MODULE -- this nodul e

MANDATORY- GROUPS { aggr M bBasi cG oup }
.= { aggrConpliances 1}

-- Units of confornance
aggr M bBasi cG oup OBJECT- GROUP
OBJECTS {
aggr Ct | MJ ndex,
aggr Ct | MODescr ,
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aggr Ct | Conpr essi onAl gorithm
aggr Ct | Ent ryOmner,
aggrCt | EntrySt orageType,
aggrCt | EntrysSt at us,
aggr MJ nst ance,
aggr MODescr ,
aggr MOEnt r ySt or ageType,
aggr MOEnt r ySt at us,
aggr Dat aRecord,
aggr Dat aRecor dConpr essed,
aggr Dat aErr or Record

STATUS current
DESCRI PTI ON
"A collection of objects for aggregation of Ms."
1= { aggrGoups 1}
END
Tl ME- AGGREGATE-M B DEFINITIONS ::= BEG N
| MPORTS
MODULE- | DENTI TY, experi nental ,
OBJECT- TYPE, Opaque, | nteger32
FROM SNWVPv2- SM
Owner String
FROM RMON- M B
RowSt at us, StorageType, TEXTUAL- CONVENTI ON

FROM SNWPv2- TC
MODULE- COVPLI ANCE, OBJECT- GROUP
FROM SNWVPv2- CONF

SnnpAdmi nStri ng

FROM SNVP- FRAMEWORK- M B;

t Aggr M B MODULE- | DENTI TY

LAST- UPDATED "200604270000Z" --
ORGANI ZATI ON " Cyber Sol utions Inc.

CONTACT- I NFO

Post al :

Tel :
Fax:
E-mail:

Support Goup E-mail:

DESCRI PTI ON

Keeni

Experi ment al

27 April 2006
Net Man Wor ki ng G oup”

G enn Mansfiel d Keeni

Cyber Solutions Inc.

6-6-3, M nam Yoshinari

Aoba- ku, Sendai, Japan 989-3204.
+81-22-303- 4012

+81-22- 303- 4015

gl enn@ysol s. com

m bsupport @ysol s. cont
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"The M B for servicing Tine-Based aggregate
obj ect s.

Copyright (C The Internet Society (2006). This
version of this MB nodule is part of RFC 4498;
see the RFC itself for full |egal notices.
REVI SI ON "200604270000Z" -- 27th April, 2006
DESCRI PTION "I nitial version, published as RFC 4498."
c:={ experimental 124 }

TAggr MOError St at us : : = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON

"This data type is used to nodel the error status of the
sampl ed MO instance. The error status for a sanpled MO
instance is given in ternms of two el ements:
o The nol ndex, which indicates the sanple nunber of the MO
instance (starting at 1) in the value of the tine-
aggregat ed MO i nstance.
0o The noError, which indicates the error that was
encountered in sanpling that MO instance.
The syntax in ASN.1 Notation will be
ErrorStatus :: = SEQUENCE ({

nol ndex | nteger32,

noError  SnnpPduEr r or St at us

}
TAggr MOError St atus :: = SEQUENCE OF {
Error St at us

}

Not el: The conmand responder will supply values for all
the sanples of the MO instance. |If an error is
encountered for a sanmple, then the correspondi ng
value will have an ASN. 1 val ue NULL, and an error
will be flagged in the correspondi ng

TAggr MOEr r or St at us obj ect .

Only Ms for which errors have been encountered will

the correspondi ng nmol ndex and nmoError val ues be set.
Not e2: The error code for the conmponent MO instances wll be

in accordance with the SnnpPduError Status TC defi ned

in the DI SMAN- SCHEDULE- M B[ RFC3231] .

SYNTAX Opaque (SIZE (0..1024))
Ti meAggr MOval ue :: = TEXTUAL- CONVENTI ON

STATUS current

DESCRI PTI ON

"This data type is used to nodel the tinme-aggregated Mos. It

Keeni Experi ment al [ Page 18]



RFC 4498 The Managed Obj ect Aggregation MB May 2006

will be a sequence of values. The syntax in ASN.1 Notation
will be
MOSanpl eVal ue :: = SEQUENCE ({
val ue Obj ect Synt ax
}
Ti meAggr MOval ue :: = SEQUENCE OF {

MOSanpl eVal ue

where the first MOSanpl eValue, if any, will always be the

timestanp of the first sanple in the aggregated object. The

subsequent val ues are the values of the MO instance sanpl ed

at the specified intervals for the specified nunber of tines.

Not e: The command generator will need to know t he
constituent MO instance and the sanpling interval to
correctly interpret TineAggr MOVval ue.

SYNTAX Opaque (Sl ZE (0..1024))
Conpr essedTi neAggr MVal ue :: = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"This data type is used to nodel the conpressed
TAgMOs. "
SYNTAX Opaque (Sl ZE (0..1024))

-- The Ti ne-Based aggregati on control table
t Aggr Gt | Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF TAggrCtl Entry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The Ti ne-Based aggregation control table. It controls
the aggregation of the sanples of MO instances. There
will be a row for each TAgMO.

.= {tAggrM B 1}

t AggrCt | Entry OBJECT- TYPE
SYNTAX TAggrCtl Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Arow of the control table that defines one Tine-Based
aggregate MO (TAgMO ."
| NDEX {t AggrCtI EntrylD }
;= {tAggrCtl Table 1 }
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TAggrCtl Entry ::= SEQUENCE {

}

tAggrCtl Entryl D

SnnpAdmi nStri ng,
t Aggr Gt | MO nst ance

OBJECT | DENTI FI ER,
t Aggr & | AgMODescr

SnnpAdmi nStri ng,
tAggrCtlInterval

I nt eger 32,
t Aggr Ct | Sanpl es

I nt eger 32,
t Aggr Ct | Conpr essi onAl gorithm

| NTECER,
t Aggr Ct | Ent r yOmner

Owner Stri ng,
t AggrCt | EntrySt or ageType

St or ageType,
t AggrCt | EntrySt at us

RowSt at us

t AggrCt | Entryl D OBJECT- TYPE

SYNTAX SnnpAdmi nString (SIZE(1..32))
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A locally unique, administratively assigned nane

May 2006

for this aggregated MO It is used as an index to

uni quely identify this rowin the table.”

o= { tAggrClEntry 1}

t Aggr & | MO nst ance OBJECT- TYPE

SYNTAX OBJECT | DENTI FI ER
MAX- ACCESS r ead-creat e
STATUS current

DESCRI PTI ON

"The sanpl ed val ues of this MO instance will

aggregated by the TAgMO.

c:={ tAggrClEntry 2}

t Aggr Gt | AgMODescr OBJECT- TYPE

SYNTAX SnnpAdmi nString (SIZE(O..64))
MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"A textual description of the aggregate object."”

= {tAggrC I Entry 3}

Experi ment al
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tAggrCtlinterval OBJECT- TYPE

SYNTAX | nt eger 32
UNITS "micro seconds"”
MAX- ACCESS r ead-create
STATUS current
DESCRI PTI ON

"The interval, in mcroseconds, at which the MO instance

poi nted at by tAggrlnstance will be sanpled for
Ti me- Based aggregati on.

= {tAggrCt 1l Entry 4}

t Aggr Ct | Sanpl es OBJECT- TYPE

SYNTAX | nt eger 32

MAX- ACCESS r ead-create

STATUS current

DESCRI PTI ON
"The nunber of tinmes at which the MO instance referred
to by tAggrinstance will be sanpled for Tine-Based
aggregation.”

ci= {tAggrCtl Entry 5}

-- only one conpression algorithmis defined as of now.
t Aggr Ct | Conpr essi onAl gori t hm OBJECT- TYPE
SYNTAX | NTEGER {
none (1),
defl ate (2)

}
MAX- ACCESS r ead-create
STATUS current
DESCRI PTI ON
"The conpression algorithmthat will be used by
the agent to conpress the value of the TAgMO
The defl ate al gorithm and correspondi ng data fornat
specification is described in RFC 1951. It is
conpatible with the widely used gzip utility.
REFERENCE
"RFC1951 : DEFLATE Conpressed Data Fornmat Specification
version 1.3
DEFVAL { none }
o= {tAggrCt I Entry 6}

t Aggr Ct | Ent ryOmner OBJECT- TYPE
SYNTAX Oaner String
MAX- ACCESS read-create
STATUS current
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DESCRI PTI ON
"A textual description of the entity that created
this entry.

= {tAggrCtl Entry 7}

t Aggr &t | EntrySt or ageType OBJECT- TYPE

SYNTAX St or ageType

MAX- ACCESS r ead-create

STATUS current

DESCRI PTI ON
"This object defines whether the paraneters defined in
this row are kept in volatile storage and | ost upon
reboot or backed up by non-volatile (permanent)
st or age.
Conceptual rows having the value ’permanent’ need not
all ow wite-access to any columar objects in the row.

ci= {tAggrCtlEntry 8}

t Aggr Ct | EntrySt at us OBJECT- TYPE
SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS curr ent
DESCRI PTI ON
"The row status variable, used according to row
installation and rempoval conventi ons.
hjects in a row can be nodi fied only when the val ue of
this object in the correspondi ng conceptual row is not
"active'.
Thus, to nodify one or nmore of the objects in this
concept ual row,
a. change the row status to ’'notlnService’
b. change the val ues of the row, and
c. change the row status to "active’.
The t AggrCtl EntryStatus may be changed to "active' iff
all the MOs in the conceptual row have been assigned
val i d val ues.

= {tAggrCtl Entry 9}

-- tAggrDataTabl e: The data table.

t Aggr Dat aTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF TAggr DataEntry
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MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"This is the data table. Each row of this table contains
i nformati on about a TAgMO i ndexed by t AggrCtl Entryl D.
tAggrCtlEntrylDis the key to the table. It is used to
identify instances of the TAgMO that are present in the
tabl e.

::= {tAggrM B 2}

t Aggr Dat aEntry OBJECT- TYPE
SYNTAX TAggr Dat aEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Entry containing information pertaining
to a TAGMO. "
| NDEX {t AggrCt | Entryl D}
.= {tAggrDataTable 1 }

TAggr Dat aEntry ::= SEQUENCE ({
t Aggr Dat aRecord
Ti meAggr MOVal ue,
t Aggr Dat aRecor dConpr essed
Conpr essedTi neAggr Mval ue,
t Aggr Dat aError Record
TAggr MOEr r or St at us
}

t Aggr Dat aRecord OBJECT- TYPE
SYNTAX Ti neAggr MOval ue
MAX- ACCESS r ead- only
STATUS current
DESCRI PTI ON
"The snapshot val ue of the TAgMO. "
.= { tAggrDataEntry 1}

t Aggr Dat aRecor dConpr essed OBJECT- TYPE
SYNTAX Conpr essedTi meAggr MVal ue
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The conpressed val ue of the TAgMO.
The conpression algorithmw Il depend on the
t Aggr &t | Conpr essi onAl gorithm given in the correspondi ng
tAggrClEntry. If the value of the correspondi ng
t Aggr Ct | ConpressionAlgorithmis (1) 'none’, then the
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val ue of all instances of this object will be a string
of zero |ength.
Note that the access privileges to this object will be

governed by the access privileges of the correspondi ng MO
instance. Thus, an entity attenpting to access an

i nstance of this MO MJUST have access rights to the

i nstance obj ect pointed at by tAggrC| M nstance and this
MO i nst ance.

::={ tAggrDataEntry 2}

t Aggr Dat aErr or Record OBJECT- TYPE

SYNTAX TAggr MOEr r or St at us

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The error status corresponding to the MO instance
sanpl es aggregated in t AggrDat aRecord (and
t Aggr Dat aRecor dConpr essed) . "

.= { tAggrDataEntry 3}

-- Conformance information
t Aggr Conf or mance OBJECT | DENTI FI ER : :
t Aggr G- oups OBJECT | DENTI FI ER : :
t Aggr Conpl i ances OBJECT | DENTI FI ER ::

{ tAggrMB 3 }
{ tAggrConformance 1 }
{ tAggrConformance 2 }

-- Compliance statenents
t Aggr M bConpl i ance MODULE- COVPLI ANCE

STATUS current

DESCRI PTI ON
"The conpliance statement for SNVP entities
that inplenent the Tl ME- AGGREGATE- M B. "

MODULE -- this nodul e

MANDATORY- GROUPS { t Aggr M bBasi cG oup }
.= { tAggrConpliances 1 }

-- Units of confornance
t Aggr M bBasi cG oup OBJECT- GROUP
OBJECTS {

t Aggr & | MJ nst ance,
t Aggr Ct | AgMODescr
tAggrCtlinterval,
t Aggr & | Sanpl es,
t Aggr &t | Conpr essi onAl gorithm
t Aggr &t | Ent r yOaner ,
t Aggr &t | EntrySt or ageType,
t Aggr Gt | EntrySt at us,
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7.

t Aggr Dat aRecord,
t Aggr Dat aRecor dConpr essed,
t Aggr Dat aError Record

STATUS current

DESCRI PTI ON
"A collection of objects for Tine-Based aggregation
of Mos."

c:={ tAggrGroups 1}
END

Security Considerations

There are managenent objects in the MB nodul es defined in this
docunent that have a MAX- ACCESS cl ause of read-create. Such objects
may be consi dered sensitive or vul nerable in sone network
environnents. The support for SET operations in a non-secure

envi ronnent wi thout proper protection can have a negative effect on
network operations. The objects and corresponding vul nerabilities
are di scussed bel ow.

The following M>s are used to configure an agent that inplenents the
aggregate M B nodul es.

aggr Ct | MJ ndex,

aggr Ct | MODescr ,

aggr Ct | Conpr essi onAl gorithm
aggr Ct | Ent r yOmner ,

aggrCt | EntrySt orageType,
aggrCtl EntrysSt at us,

aggr MJ nst ance,

aggr MODescr ,

aggr MOEnt r ySt or ageType,

aggr MOEnt r ySt at us,

t Aggr & | MJ nst ance,

t Aggr Ct | AgMODescr
tAggrCtlinterval,

t Aggr & | Sanpl es,

t Aggr &t | Conpr essi onAl gorithm
t Aggr &t | Ent r yOaner ,

t Aggr & | EntrySt or ageType,

t Aggr Gt | EntrySt at us,
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Access to these objects nay be abused to affect the operation of the
data collection system In particular

- by changing the value of an instance of aggrClEntryStatus,
tAggrCt | EntrySt atus, aggr MOEntrySt atus, or tAggr MOEntrySt at us
to "notlnService' or 'destroy’', the data aggregati on operation
for the corresponding entry will becone unavailable to the
managenment system

- by changing the value of an instance of aggrMJ nstance or
t Aggr & | MJ nstance, the data aggregati on operation may be
subverted. This nay result in wong information being fed to
t he managenent system

- by adding several rows in the aggrMOTabl e corresponding to an
aggregate MO, it is possible to make the value of the aggregate
MX>xs very large. A simlar effect may be achi eved by
mani pul ating the value of the tAggrCtl Sanpl es instance
corresponding to a Ti nme-Based aggregate MO. This could result
in very heavy managenent traffic and/or fragnentation of
response packets. |In some cases the responder may refuse to
send the data and will sinply respond with an error nessage
i ndi cating that the response packet size is too big.

An entity attenpting to access an instance of an aggregated MO MUST
have access rights to all the conmponent instance objects and the
aggregate MO instance. An inplenmentation MJST follow this

requi rement. Lax adherence to this requirement will breach the
security nodel and nake the system vulnerable to illegal accesses.

SNWVP versions prior to SNMPv3 did not include adequate security.
Even if the network itself is secure (for exanple by using |PSec),
there is no control as to who on the secure network is allowed to
access and CET/ SET (read/change/create/delete) the objects in this
M B nodul e.

It is RECOWENDED that inplementers consider the security features as
provi ded by the SNWPv3 franework (see [ RFC3410], section 8),

i ncluding full support for the SNMPv3 cryptographic nechani sns (for
aut hentication and privacy).

Further, deploynent of SNWP versions prior to SNVPv3 is NOT
RECOMMENDED. Instead, it is RECOWENDED to deploy SNMPv3 and to
enabl e cryptographic security. It is then a customer/operator
responsibility to ensure that the SNVWP entity giving access to an
instance of this MB nodule is properly configured to give access to
the objects only to those principals (users) that have legitimte
rights to indeed GET or SET (change/create/del ete) them
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8. | ANA Consi derations

The M B nodules in this docunment use the foll ow ng | ANA-assi ghed
OBJECT | DENTI FI ER val ues, recorded in the SM Nunbers registry:

Descri pt or

OBJECT | DENTI FI ER val ue

{ experinmental 123 }
{ experinental 124 }
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Ful | Copyright Statenent
Copyright (C The Internet Society (2006).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78 and at www. rfc-editor.org/copyright.htm, and
except as set forth therein, the authors retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S' basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR | MPLI ED,

| NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE

I NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or mght not be available; nor does it represent that it has
made any independent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be nmade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
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http://ww.ietf.org/ipr.
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