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Abst r act
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prot ocol designers and network engi neers towards designs that are
nore robust. W discuss partial solutions that reduce the

ef fectiveness of attacks, and how sone sol utions mght inadvertently
open up alternative vulnerabilities.

Handl ey, et al. | nf or mati onal [ Page 1]



RFC 4732

DoS Consi der ati ons November 2006

Tabl e of Contents

1. IntroduCti On ... e 3
2. An Overview of Denial-of-Service Threats ........................ 4
2.1. DoS Attacks on End-Systems ........ ... ... ... 4
2.1.1. Exploiting Poor Software Quality .................... 4
2.1.2. Application Resource Exhaustion ..................... 5
2.1.3. Operating System Resource Exhaustion ................ 6
2.1.4. Triggered Lockouts and Quota Exhaustion ............. 7
2.2. DoS Attacks on Routers ....... .. ... 8
2.2.1. Attacks on Routers through Routing Protocols ........ 8
2.2.2. IP Milticast-based DoS Attacks ...................... 9
2.2.3. Attacks on Router Forwarding Engines ............... 10
2.3. Attacks on Ongoing Comrunications ......................... 11
2.4. Attacks Using the Victims Om Resources .................. 12
2.5. DoS Attacks on Local Hosts or Infrastructure .............. 12
2.6. DoS Attacks on Sites through DNS ........... .. .. ... .. ...... 15
2.7. DoS Attacks on Links ....... . . . . 16
2.8. DoS Attacks on Firewalls ..... ... .. .. .. . . . . . 17
2.9. DoS Attacks on IDS Systems ......... ..., 18
2.10. DoS Attacks on or via NTP ... ... . .. . . . .. .. 18
2.11. Physical DoS ... .. .. 18
2.12. Social Engineering DoS ........ ... ... 19
2.13. Legal DOS ... . 19
2.14. Spamand Black-Hole Lists ......... ... .. .. . ... 19
3. Attack Amplifiers ... 20
3.1. Methods of Attack Amplification ......... ... ... . ... ........ 20
3.2. Strategies to Mtigate Attack Anplification ............... 22
4. DoS Mtigation Strategi €S . ... ... e 22
4.1. Protocol Design . ... 23
4.1.1. Don't Hold State for Unverified Hosts .............. 23
4.1.2. Make It Hard to Sinulate a Legitimate User ......... 23
4.1.3. Gaceful Routing Degradation ....................... 24
4.1.4. Autoconfiguration and Authentication ............... 24
4.2. Network Design and Confi gurat| ON oot 25
4.2.1. Redundancy and Distributed Service ................. 25
4.2.2. Authenticate Routing Adjacencies ................... 25
4.2.3. Isolate Router-to-Router Traffic ................... 26
4.3. Router Inplenentation ISsSUes .......... ... .. .. 26
4.3.1. Checking Protocol Syntax and Semantics ............. 26
4.3.2. Consistency Checks ........ ... .. i, 27

4. 3. 3. Enhance Router Robustness through
Qperational Adjustments ............ .. .. ... ... 28
4.3.4. Proper Handling of Router Resource Exhaustion ...... 28
4. 4. End-System Inplenentation Issues .............. ... ... 29
4.4.1. State Lookup Conplexity ..... ... ... ... 29
4.4.2. QOperational Issues .......... ... ... 30
5. CONClUSI ONS ..o 30

Handl ey, et al. I nf or mati onal [ Page 2]



RFC 4732 DoS Consi der ati ons November 2006

6. Security Considerati OnsS . ........ ... 31

7. ACKNOW edgemBnt S . .. . 31

8. Normative References ........ ... .. i i 31

9. Informative References ....... ... . . . . . i 32

Appendi x A. | AB Menbers at the Time of This Witing ............... 36
1. Introduction

A Deni al -of -Service (DoS) attack is an attack in which one or nore
machi nes target a victimand attenpt to prevent the victimfrom doing
useful work. The victimcan be a network server, client or router, a
network link or an entire network, an individual Internet user or a
conpany doi ng business using the Internet, an Internet Service
Provider (1SP), country, or any conbination of or variant on these.
Deni al - of -servi ce attacks may invol ve gai ni ng unaut hori zed access to
network or conputing resources, but for the nost part in this
docunent we focus on the cases where the denial-of-service attack
itself does not involve a conprom se of the victims conputing
facilities.

Because of the closed context of the original ARPANET and NSFNet, no
consi derati on was given to denial -of-service attacks in the origina
Internet Architecture. As a result, alnost all Internet services are
vul nerabl e to denial -of-service attacks of sufficient scale. |In nost
cases, sufficient scale can be achi eved by conprom si ng enough end-
hosts (typically using a virus or worm or routers, and using those
conprom sed hosts to perpetrate the attack. Such an attack is known
as a Distributed Denial-of-Service (DDoS) attack. However, there are
al so many cases where a single well-connected end-system can
perpetrate a successful DoS attack.

Thi s docunent is intended to serve several purposes:

o To highlight possible avenues for attack, and by so doi ng encourage
prot ocol designers and network engineers towards designs that are
nore robust.

o To discuss partial solutions that reduce the effectiveness of
attacks.

o To highlight how some partial solutions can be taken advantage of
by attackers to perpetrate alternative attacks.

This last point appears to be a recurrent thene in DoS, and

hi ghl'i ghts the | ack of proper architectural solutions. It is our
hope that this document will help initiate informed debate about
future architectural solutions that m ght be feasible and cost-
ef fective for depl oynent.
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In addition, it is our hope that this docunent will spur discussion
| eading to architectural solutions that reduce the susceptibility of
all Internet systenms to denial-of-service attacks.

We note that in principle it is not possible to distinguish between a
sufficiently subtle DoS attack and a flash crowd (where unexpected
heavy but non-nalicious traffic has the sane effect as a DoS attack).
Wiilst this is true, such nmalicious attacks are usually nore
expensive to launch than many of the crude attacks that have been
seen to date. Thus, defending against DoS is not about preventing
all possible attacks, but rather is largely a question of raising the
bar sufficiently high for nmalicious traffic.

However, it is also inportant to note that not all DoS problens are
mal i cious. Failed links, flash crowds, m sconfigured bots, and
nunerous ot her causes can result in resource exhaustion problens, and
so the overall goal should be to be robust to all fornms of overl oad.

2. An Overview of Denial-of-Service Threats

In this section, we will discuss a wi de range of possible DoS
attacks. This list cannot be exhaustive, but the intent is to
provi de a good overvi ew of the spectrum of possibilities that need to
be def ended agai nst.

We do not provide descriptions of any attacks that are not already
publicly well docunented.

2.1. DoS Attacks on End- Systens

We first discuss attacks on end-systens. An end-systemin this
context is typically a PC or network server, but it can also include
any comuni cation endpoint. For exanple, a router also is an end-
system fromthe point of view of term nating TCP connections for BGP
[10] or ssh [46].

2.1.1. Exploiting Poor Software Quality

The sinpl est DoS attacks on end-systens exploit poor software quality
on the end-systens thensel ves, and cause that software to sinply
crash. For exanple, buffer-overflow attacks m ght be used to
conprom se the end-system but even if the buffer-overfl ow cannot be
used to gain access, it will usually be possible to overwite nenory
and cause the software to crash. Such vulnerabilities can in
principle affect any software that uses data supplied fromthe
network. Thus, not only might a web server be potentially

vul nerabl e, but it mght also be possible to crash the back-end
software (such as a database) to which a web server provides data
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Sof tware crashes due to poor coding affect not only application
software, but also the operating systemkernel itself. A classic
exanple is the so-called "ping of death", which becanme w dely known
in 1996 [21]. This exploit caused many popul ar operating systenms to
crash when sent a single fragmented | CMP echo request packet whose
fragnents total ed nore than the 65535 bytes allowed in an |Pv4
packet .

Wi |l e DoS attacks such as the ping of death are a significant

problem they are not a significant architectural problem Once such
an attack is discovered, the relevant code can easily be patched, and
the probl em goes away. W should note though that as nore and nore
sof tware beconmes enbedded, it is inmportant not to | ose the
possibility of upgrading the software in such systens.

2.1.2. Application Resource Exhaustion
Net wor k applications exist in a context that has finite resources.
In processing network traffic, such an application uses these
resources to do its intended task. However, an attacker nay be able
to prevent the application fromperformng its intended task by
causing the application to exhaust the finite supply of a specific
resource.
The obvi ous resources that m ght be exhausted incl ude:
o Avail abl e menory.
o The CPU cycl es avail abl e.
o The di sk space available to the application

o The number of processes or threads or both that the application is
permtted to use

o The configured maxi mum nunber of simultaneous connections the
application is permtted.

This list is clearly not exhaustive, but it illustrates a nunber of
poi nt s.
Sone resources are self-renewing: CPU cycles fall in this category --

if the attack ceases, nore CPU cycles becone avail abl e.
Sone resources such as disk space require an explicit action to free

up -- if the application cannot do this automatically then the
effects of the attack may be persistent after the attack has ceased.
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Thi s probl em has been understood for many years, and it is comon
practice for logs and inconming email to be stored in a separate disk
partition (/var on Unix systens) in order to limt the inpact of
exhausti on.

Sone resources are constrained by configuration: the maxi num nunber
of processes and the maxi mum nunber of sinultaneous connections are
not normally hard limts, but rather are configured limts. The
purpose of such linmts is clearly to allow the nmachine to perform
other tasks in the event the application nm sbehaves. However, great
care needs to be taken to choose such |limts appropriately. For
exanple, if a machine's sole task is to be an FTP server, then
setting the maxi mum nunber of sinultaneous connections to be
significantly less than the machi ne can service nmakes the attacker’s
job easier. But setting the linit too high nay permit the attacker
to cause the machine to crash (due to poor OGS design in handling
resource exhaustion) or permt |ivelock (see below, which are
general ly even | ess desirable failure nodes.

2.1.3. Operating System Resource Exhaustion

Conceptual Iy, OS resource exhaustion and application resource
exhaustion are very simlar. However, in the case of application
resource exhaustion, the operating systemmy be able to protect

ot her tasks from being affected by the DoS attack. 1In the case of
the operating systemitself running out of resources, the problem may
be nore cat ast rophic.

Per haps t he best-known DoS attack on an operating systemis the TCP
SYN-fl ood [19], which is essentially a nmenory-exhaustion attack. The
attacker sends a flood of TCP SYN packets to the victim requesting
connection setup, but then does not conplete the connection setup.

The victiminstantiates state to handl e the inconing connections. |If
the attacker can instantiate state faster than the victimtines it
out, then the victimw Il run out of nmemory that it can use to hold

TCP state, and so it cannot service legitimte TCP connection setup
attenpts. This issue was exacerbated in sone inplenentations by the
use of a snall dedicated storage space for hal f-open connecti ons,

whi ch nmade the attack easier than it m ght otherwi se have been. In
the case of a poorly coded operating system running out of resources
may al so cause a system crash.

An alternative TCP DoS attack is the Ack-flood [23], which is
essentially a CPU exhaustion attack on the victim The attacker
floods the victimwi th TCP packets pretending to be from connections
that have never been established. A busy server that has a | arge
nunber of outstanding connections needs to check which connection the
packet corresponds to. Sone TCP inplenmentations inplenented this
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search rather inefficiently, and so the attacker could use all the
victims CPU resources servicing these packets rather than servicing
legitimate requests.

We note that strong authentication mechani sms do not necessarily
mtigate agai nst such CPU exhaustion attacks. In fact, poorly

desi gned aut henticati on mechani sms usi ng cryptographi ¢ nmethods can
exacerbate the problem If such an authenticati on nechani sm all ows
an attacker to present a packet to the victimthat requires

rel atively expensive cryptographi c authentication before the packet
can be discarded, then this nakes the attacker’s CPU exhaustion
attack easier.

CPU exhaustion attacks can be al so be exacerbated by poor OS handling
of incom ng network traffic. In the absence of malicious traffic, an
i deal OS shoul d behave as foll ows:

0 As incoming traffic increases, the useful work done by the OS
shoul d i ncrease until sone resource (such as the CPU) is saturated.

o Fromthis point on, as incoming traffic continues to increase the
useful work done shoul d be constant.

However, this is often not the case. Many systens suffer from
livelock [33] where, after saturation, increasing the |oad causes a
decrease in the useful work done. One cause of this is that the
system spends an increasing anount of tine processing network
interrupts for packets that will never be processed, and hence a
decreasing anount of tinme is available for the application for which
these packets were intended.

2.1.4. Triggered Lockouts and Quota Exhausti on

Many user-aut hentication mechani sms attenpt to protect against
password guessing attacks by | ocking the user out after a snal
nunber of failed authentications. |f an attacker can guess or

di scover a user’'s ID, they may be able to trigger such a nechani sm
| ocking out the legitinmte user

Anot her way to deny service using protection nechanisns is to cause a
guota to be exhausted. This is perhaps nost common in the case of
smal | web servers being comercially hosted, where the server has a
contract with the hosting conpany allowing a fixed amount of traffic
per day. An attacker nmay be able to rapidly exhaust this quota, and
cause service to be suspended. Sinmilar attacks may be possible

agai nst other forns of quota.
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In the absence of such quotas, if the victimis charged for their
network traffic, a financial denial-of-service may be possible.

2.2. DoS Attacks on Routers
Many of the denial-of-service attacks that can be | aunched agai nst

end- systens can al so be | aunched agai nst the control processor of an
| P router, for exanple, by flooding the command and control access

ports. In the case of a router, these attacks may cause the router
to stall, or may cause the router to cease processing routing
packets. Even if the router does not stop servicing routing packets,
it may beconme sufficiently slow that routing protocols tine out. In

any of these circunstances, the consequence of routing failure is not
only that the router ceases to forward traffic, but also that it
causes routing protocol churn that may have further side effects.

An exanpl e of such a side effect is caused by BGP route flap danping
[11], which is intended to reduce global routing churn. |[If an
attacker can cause BGP routing churn, route flap danping nay then
cause the flapping routes to be suppressed [31]. This suppression
likely causes the networks served by those routes to becone

unr eachabl e.

A DoS attack on the router control processor night also prevent the
router from bei ng nanaged effectively. This nmay prevent actions
bei ng taken that would mitigate the DoS attack, and it m ght prevent
di agnosi s of the cause of the problem

2.2.1. Attacks on Routers through Routing Protocols

In addition to their roles as end-systenms, npbst routers run dynam c
routing protocols. The routing protocols thenselves can be used to
stage a DoS attack on a router or a network of routers. This
requires the ability to send traffic from addresses that m ght

pl ausi bl y have generated the rel evant routing nessages, which is
somewhat difficult with interior routing protocols but fairly easy
with External Border Gateway Protocol (eBGP), for instance.

The sinplest attack on a network of routers is to overload the
routing table with sufficiently many routes that the router runs out
of memory, or the router has insufficient CPU power to process the
routes [26]. W note that depending on the distribution and
capacities of various routers around the network, such an attack

m ght not overwhelmrouters near to the attacking router, but m ght
cause problens to show up el sewhere in the network.

Sone routing protocol inplenmentations allowlinmts to be configured
on the nmaxi mum nunber of routes to be heard from a nei ghbor [27].
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However, limts often nmake the problem worse rather than better, by
making it possible for the attacker to push out legitinmte routes
wi th spoofed routes, thus creating an easy form of DoS attack.

An alternative attack is to overload the routers on the network by
creating sufficient routing table churn that routers are unable to
process the changes. Many routing protocols allow danping factors to
be configured to avoid just such a problem However, as with table
size, such a threshold applied inconsistently may all ow t he spoofed
routes to nerge with legitimte routes before the nechanismis
applied, causing legitimate routes to be danped.

The sinplest routing attack on a specific destination is for an
attacker to announce a spoofed desirable route to that destination
Such a route mght be desirable because it has |ow netric, or because
it is a nore specific route than the legitimate route. |In any event,
if the route is believed, it will cause traffic for the victimto be
drawn towards the attacking router, where it will typically be

di scar ded.

A nore subtle denial -of-service attack m ght be | aunched agai nst a
networ k rather than against a destination. Under sone circunstances,
the propagation of inconsistent routing information can cause traffic
to loop. |If an attacker can cause this to happen on a busy path, the
| ooping traffic m ght cause significant congestion, as well as fai

to reach the legitinmte destination

In the past, there have been cases where different generations of
routers interpreted a routing protocol specification differently. In
particular, BGP specifies that in the case of an error, the BGP
peering should be dropped. However, if some of the routers in a
network treat a particular route as valid and other routers treat the
route as invalid, then it nay be possible to inject a BGP route at
one point in the Internet and cause peerings to be dropped at many
other places in the Internet. Unlike many of the exanpl es above,
whi |l e such an issue might be a serious short-termproblem this is
not a fundanmental architectural problem Once the problemis
under st ood, depl oyi ng patched routing code can permanently solve the
i ssue.

2.2.2. I P Mul ticast-based DoS Attacks

There are essentially two forms of IP nulticast: traditional Any-
Source Multicast (ASM, as specified in RFC 1112 [4] where nultiple
sources can send to the same multicast group, and Source-Specific
Mul ticast (SSM where the receiver nmust specify both the |IP source
address and the group address. The two forms of nulticast provide
rather different DoS possibilities.
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ASM protocols such as PIMSM [6], MSDP [32], and DVMRP [12] typically
cause some routers to instantiate routing state at the tinme a packet
is sent to a nulticast group. They do this to ensure that the
traffic goes to the group receivers and not to non-receivers. Such
protocols are particularly vulnerable to DoS attacks, as an attacker
that sends to many nulticast groups may cause both multicast routing
tabl e expl osi on (and hence control processor nenory exhaustion) and
nmul ticast forwardi ng tabl e exhaustion (and hence forwardi ng card
menory exhaustion or thrashing).

ASM al so permits an attacker to send traffic to the same group as
legitimate traffic, potentially causing network congestion and
denying service to the legitinmate group

SSM does not pernmit senders to send to arbitrary groups unless a
recei ver has requested the traffic. Thus, sender-based attacks on
mul ticast routing state are not possible with SSM However, as with
ASM a receiver can still join a large nunber of multicast groups
causing routers to hold a | arge anpbunt of nulticast routing state,
potentially causing nenory exhaustion and hence deni al -of-service to
legitimate traffic.

Wth IPv6, hosts are required to send | CMP Packet Too Big or

Par armet er Probl em nessages under certain circunstances, even if the
destination address is a nulticast address. |f the attacker can

pl ace hinself in the appropriate position in the multicast tree, a
packet with an unknown but mandatory Destination Option, for

i nstance, could generate a very | arge nunmber of responses to the

cl ai med sender.

Wth IPv4, the sanme problemexists with nulticast | CVMP Echo Request
packets, but these are somewhat easier to filter.

The exampl es above shoul d not be taken as exhaustive. These are
actually specific cases of a general problemthat can happen when a
nul ticast/ broadcast request solicits a reply froma | arge nunber of
nodes.

2.2.3. Attacks on Router Forwardi ng Engi nes

Rout er vendors inplenment many different mechani sms for packet
forwardi ng, but broadly speaking they fall into two categories: ones
that use a forwardi ng cache, and ones that do not. Wth a forwarding
cache, the forwardi ng engi ne does not hold the full routing table,

but rather holds just the currently active subset of the forwarding
tabl e.
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Many nodern routers use a |oosely coupled architecture, where one or
nore control processors handle the routing protocols and comuni cate
over an internal network |link to special-purpose forwarding engi nes,
whi ch actually forward the data traffic. In such architectures, it
may be possible for an attacker to overwhel mthe comunications |ink
bet ween the control processor and the forwarding engine. This is
possi bl e because the forwardi ng engi nes support very hi gh speed
links, and the control processor sinply cannot handle a sinmlar rate
of traffic.

There may be many ways in which an attacker can trigger conmunication
bet ween the forwardi ng engi nes and the control processor. The
sinplest way is for the attacker to sinply send to the router’s IP
address, but this should in principle be relatively easy to prevent
using filtering on the forwardi ng engi nes. Another way m ght be to
cause the router to forward data packets using the "slow path". This
i nvol ves sendi ng packets that require special attention fromthe
forwarding router; if the forwarding engine is not smart enough to
perform such forwarding, then it will typically pass the packet to
the control processor. In a router using a forwarding cache, it my
be possible to overload the internal comunications by thrashing the
forwardi ng cache. Finally, any form of data-triggered comunication
bet ween the forwardi ng engi ne and the control processor mght cause
such a problem Certain multicast routing protocols including Pl MSM
contain many such data triggered events that could potentially be
probl emati c.

The effects of overloadi ng such internal conmunications are hard to
predict and are very inpl enentati on-dependent. One possible effect
m ght be that the forwarding table in the forwardi ng engi ne gets out
of synchronization with the routing table in the control processor
that reflects what the routing protocols believe is happening. This
m ght cause traffic to be dropped or to | oop

Finally, if an attacker can generate traffic that causes a router to
auto-install access control list (ACL) entries, perhaps by triggering
a response froman intrusion detection system then it may be
possi bl e to exhaust the ACL resources on the router. This m ght
prevent future attacks frombeing filtered, or worse, cause ACL
processing to be handled by the route processor

2.3. Attacks on Ongoi ng Comuni cati ons

I nstead of attacking the end-systemitself, it is also possible for
an attacker to disrupt ongoi ng conmunications. |If an attacker can
observe a TCP connection, then it is relatively easy for themto
spoof packets to either reset that connection or to de-synchronize it
so that no further progress can be nade [29]. Such attacks are not
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prevented by transport or application-level security nmechani sns such
as TLS [5] or ssh, because the authentication takes place after TCP
has fini shed processing the packets.

If an attacker cannot observe a TCP connection, but can infer that
such a connection exists, it is theoretically possible to reset or
de-synchroni ze that connection by spoofing packets into the
connection. However, this mght require an excessively |arge nunber
of spoofed packets to guess both the port of the active end of the
TCP connection (in nost cases, the port of the passive end is

predi ctable) and the currently valid TCP sequence nunbers. However,
as sone operating systens have poorly inplenented predictable
algorithnms for selecting either the dynamically selected port or the
TCP initial sequence nunmber [41] [20], then such attacks have been
found to be feasible [34]. Advice as to how to reduce the

vul nerability in the specific case of TCP is available in [37].

An attacker might be able to significantly reduce the throughput of a
connection by sendi ng spoofed | CMP source quench packets, although
nost nodern operating systens should i gnore such packets. However,
care should be taken in the design of future transport and signaling
protocols to avoid the introduction of simlar nechanisns that could
be expl oi ted.

2.4. Attacks Using the Victims Om Resources

Instead of directly overloading the victim it nay be possible to
cause the victimor a machi ne on the same subnet as the victimto
overl oad itself.

An exanpl e of such an attack is docunmented in [18], where the
attacker spoofs the source address on a packet sent to the victins
UDP echo port. The source address is that of another nachine that is
runni ng a UDP chargen server (a chargen server sends a character
pattern back to the originating source). The result is that the two
machi nes bounce packets back and forth as fast as they can
over | oadi ng either the network between them or one of the end-systens
itself.

2.5. DoS Attacks on Local Hosts or Infrastructure

There are a nunber of attacks that might only be performed by a |l oca
attacker.

An attacker with access to a subnet may be able to prevent other

| ocal hosts from accessing the network at all by sinmply exhausting
the address pool allocated by a Dynam c Host Configuration Protoco
(DHCP) server. This requires being able to spoof the MAC address of
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an ethernet or wireless card, but this is quite feasible with certain
har dwar e and operating systens.

An alternative DHCP-based attack is sinmply to respond faster than the
legiti mate DHCP server, and to give out an address that is not usefu
to the victim

These sorts of bootstrapping attacks tend to be difficult to avoid
because nobst of the time trust relationships are established after IP
conmuni cati on has al ready been established.

Simlar attacks are possible through ARP spoofing [16]; an attacker
can respond to ARP requests before the victimand prevent traffic
fromreaching the victim Sone brands of ethernet switch allow an
even sinpler attack: sinply send fromthe victins MAC address, and
the switch will redirect traffic destined for the victimto the
attacker’s port. This attack m ght also potentially be used to bl ock
traffic fromthe victimby engagi ng screening or flap-danpening
algorithnms in the switch, depending on the switch design

It may be possible to cause broadcast storns [16] on a |ocal LAN by

sendi ng a stream of unicast |P packets to the broadcast MAC address.
Sone hosts on the LAN may then attenpt to forward the packets to the
correct MAC address, greatly anplifying the traffic on the LAN

802. 11 wirel ess networks provide nany opportunities to deny service
to other users. |In some cases, the lack of defenses agai nst DoS was
a del i berate choice--because 802. 11 operates on unlicensed spectrum
it was assumed that there would be sources of interference and that
produci ng intentional radio-level janm ng would be trivial. Thus,
the anount of DoS protection possible at higher |evels was mnininal.

Nevert hel ess, some of the weaknesses of the protocols against nore
sophi sticated attacks are worth noting. The nost prom nent of these
is that association is unprotected, thus allow ng rogue access points
(APs) to solicit notifications that woul d ot herwi se have gone to
legitimate APs.

The SSID field provides effectively no defense against this kind of
attack. Unless encryption is enabled, it is trivial to announce the
presence of a base station (or even of an ad-hoc node host) with the
sanme network nanme (SSID) as the legitimate basestation. Even adding
aut hentication and encryption a la 802.1X and 802.11i nay not help
much in this respect. The SSID space i s unmanaged, so everyone is
free to put anything they want in the SSID field. Mst host stacks
don’t deal gracefully with this. Moreover, SSIDs are very often set
to the manufacturer’s default, making them highly predictable.
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Sone 802. 11 basestations have limted nenory for the nunber of
associ ati ons they can support. |If this is exceeded, they nmay drop
all associations. 1In an attenpt to forestall this problem sone APs
advertise their load so as to enable stations to choose APs that are
| ess | oaded. However, crude inplenentations of these algorithns can
result ininstability.

Finally, as the authentication in 802.11 takes place at a
conparatively high level in the stack, it is possible to sinply
deaut henti cate or disassociate the victimfromthe basestation, even
if Wred Equivalent Privacy (WEP) is in use [30]. Bellardo and
Savage [15] describe sone sinple renedies that reduce the

ef fectiveness of such attacks. While | EEE 802. 11w will protect

Deaut henti cate or Disassociate frames, this attack is still possible
via forging of Association frames.

VWhat all these attacks have in common is that they exploit

vul nerabilities in the link auto-configuration nechanisns. In a
wireless network, it is necessary for a station to detect the
presence of APs in order to choose which one to connect to. In

802. 11, this is handled via the Beacon and Probe Request/Response
nmechani sis.

Beacons cannot easily be encrypted, because the station needs to
utilize themprior to authentication in order to discover which APs
it my wish to communicate with. Since authentication can only occur
after interpreting the Beacon, an encrypted Beacon woul d present a
chi cken-egg problem you can’'t obtain a key to decrypt the Beacon
until conpleting authentication, and you nmay not be able to figure
out which AP to authenticate with prior to decrypting the Beacon
Note that in principle you could encrypt Beacons with a shared
(per-AP) key but this would require each station to trial-decrypt
beacons until it finds one that matches up to whatever shared

aut hentication secret it had. This is not particularly convenient.

As a result, discussions of Beacon franme security have largely
focused on authentication of Beacon franes, not encryption. Even
here, solutions are difficult. Wiile it nay be possible for a
station to validate a Beacon *after* authentication (either by
checking a Message Integrity Check (M C) conputed with the group key
provided by the AP or verifying the Beacon paraneters during the
4-way handshake), doing so *before* authentication may require
synchroni zati on of keys between APs within an SSID
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2.6. DoS Attacks on Sites through DNS

In today’s Internet, DNS is of sufficient inportance that if access
to a site’s DNS servers is denied, the site is effectively
unreachabl e, even if there is no actual communication problemwth
the site itself.

Many of the attacks on end-systens descri bed above can be perpetrated
on DNS servers. As servers go, DNS servers are not particularly

vul nerable to DoS. So long as a DNS server has sufficient nmenmory, a
nodern host can usually respond very rapidly to DNS requests for
which it is authoritative. This was denonstrated in Cctober 2002
when the root naneservers were subjected to a very | arge DoS attack
[38]. A nunber of the root nanmeservers have since been replicated
using anycast [1] to further inprove their resistance to DoS.
However, it is inmportant for authoritative servers to have rel aying
di sabled, or it is possible for an attacker to force the DNS servers
to hold state [40].

Many of the routing attacks can al so be used agai nst DNS servers by
targeting the routing for the server. |If the DNS server is co-

| ocated with the site for which is authoritative, then the fact that
the DNS server is also unavailable is of secondary inportance.
However, if all the DNS servers are nade unavail able, this may cause
emai|l to that site to bounce rather than being stored while the mail
servers are unreachable, so distribution of DNS server locations is
i mportant.

Causi ng network congestion on links to and froma DNS server can have
simlar effects to end-system attacks or routing attacks, causing DNS
to fail to obtain an answer, and effectively denying access to the
site being served.

We note that if an attacker can deny external access to all the DNS
servers for a site, this will not only cause emanil to that site to be
dropped, but it will also cause enail fromthat site to be dropped
This is because recent versions of nmail transfer agents such as
sendnmail will drop email if the mail originates froma domain that
does not exist. This is a classic exanple of unexpected
consequences. Sendmail perforns this check as an anti-spam nmeasure,
and spamitself can be viewed as a form of DoS attack. Thus,

def endi ng agai nst one DoS attack opens up the vulnerability that
al l ows another DoS attack. |If a receiving inplenmentation is using a
bl ack-hole list (see Section 2.14) served by DNS, an attacker can

al so mount a DoS attack by attacking the bl ack-hol e server.
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Finally, a data corruption attack is possible if a site’'s naneserver
is permtted to relay requests fromuntrusted third parties [40].
The attacker issues a query for the data he wi shes to corrupt, and
the victim s nameserver relays the request to the authoritative
naneserver. The request contains a 16-bit ID that is used to match
up the response with the request. |f the attacker spoofs sufficient
response packets fromthe authoritative nameserver just before the
of ficial response arrives, each containing a forged response and a
different DNS ID, then there is a reasonable chance that one of the
forged responses will have the correct DNS ID. The incorrect data
will then be believed and cached by the victinis nameserver, so
giving the incorrect response to future queries. The probability of
the attack can further be increased if the attacker issues many
different requests for the same data with different DNS | Ds, because
many nanmeserver inplementations will issue relayed requests with
different DNS I Ds, and so the response only has to match any one of
these request I1Ds [17] [36].

The use of anycast for DNS services nmakes it even nore vulnerable to
spoofing attacks. An attacker who can convince the ISP to accept an
anycast route to his fake DNS server can arrange to receive requests
and generate fake responses. Anycast DNS al so makes DoS attacks on

DNS easier. The idea is to disable one of the DNS servers while

mai ntai ning the BGP route to that server. This creates failures for
any client that is routed to the (now defunct) server.

2.7. DoS Attacks on Links

The sinplest DoS attack is to sinply send enough non-congesti on-
controlled traffic such that a |ink becomes excessively congested,
and legitimate traffic suffers unacceptably hi gh packet | oss.

Under sone circunstances, the effect of such a link DoS can be much
nore extensive. W have already discussed the effects of denying
access to a DNS server. Congesting a |link m ght also cause a routing
protocol to drop an adjacency if sufficient routing packets are |ost,
potentially greatly anplifying the effects of the attack. Good
router inplenmentations will prioritize the transm ssion of routing
packets, but this is not a total panacea. |f routers are peered
across a shared medi um such as ethernet, it may be possible to
congest the nediumsufficiently that routing packets are still |ost.

Even if a |ink DoS does not cause routing packets to be lost, it nay
prevent renpte access to a router using ssh or Sinple Network
Management Protocol (SNWMP) [48]. This night make the router
unmanageabl e, or prevent the attack from being correctly di agnosed.
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The prioritization of routing packets can itself cause a DoS probl em
If the attacker can cause a |large amount of routing flux, it may be
possible for a router to send routing packets at a high enough rate
that normal traffic is effectively excluded. However, this is
unl i kely except on | ow bandw dth |i nks.

Finally, it may be possible for an attacker to deny access to a link
by causing the router to generate sufficient nonitoring or report
traffic that the link is filled. SNW traps are one possible vector
for such an attack, as they are not normally congestion controll ed.

Attackers with physical access to nultiple access |inks can easily
bring down the link. This is particularly easy to nmount and
difficult to counter with wrel ess networks.

2.8. DoS Attacks on Firewalls

Firewalls are intended to defend the systens behi nd t hem agai nst

attack. In that they restrict the traffic that can reach those
systens, they may also aid in defendi ng agai nst deni al - of -servi ce
attacks. However, under sone circunstances the firewall itself may

al so be used as a weapon in a DoS attack

There are many different types of firewall, but generally speaking
they fall into stateful and stateless classes. The state here refers
to whether the firewall holds state for the active flows traversing
the firewall. Stateless firewalls generally can only be attacked by
attenpting to exhaust the processing resources of the firewall
Stateful firewalls can be attacked by sending traffic that causes the
firewall to hold excessive state or state that has pathol ogica
structure.

In the case of excessive state, the firewall sinply runs out of
menory, and can no |longer instantiate the state required to pass
legitimate flows. Most firewalls will then fail disconnected,
causi ng deni al -of-service to the systens behind the firewall

In the case of pathological structure, the attacker sends traffic
that causes the firewall’'s data structures to exhibit worst-case
behavi our. An exanple of this would be when the firewall uses hash
tables to l ook up forwarding state, and the attacker can predict the
hash function used. The attacker may then be able to cause a | arge
amount of flow state to hash to the same bucket, which causes the
firewall's | ookup perfornance to change fromQ(1l) to Q' n), where nis
the number of flows the attacker can instantiate [28]. Thus, the
attacker can cause forwardi ng performance to degrade to the point
where service is effectively denied to the legitimate traffic
traversing the firewall
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2.9. DoS Attacks on IDS Systens

Intrusion detection systens (I1DSs) suffer fromsimlar problens to

firewalls. It may be possible for an attacker to cause the IDS to
exhaust its avail able processing power, to run out of nenory, or to
instantiate state with pathol ogical structure. Unlike a firewall, an
IDS will normally fail open, which will not deny service to the
systens protected by the IDS. However, it may nmean that subsequent
attacks that the I DS woul d have detected will be missed.

Sone IDSs are reactive; that is, on detection of a hostile event they
react to bl ock subsequent traffic fromthe hostile system or to
term nate an ongoi ng connection fromthat system It nmay be possible
for an attacker to spoof packets froma legitinmte system and hence
cause the IDS to believe that systemis hostile. The IDS will then
cause traffic fromthe legitimte systemto be bl ocked, hence denying
service to it. The effect can be particularly bad if the legitimte
systemis a router, DNS server, or other system whose performance is
essential for the operation of a | arge nunber of other systens.

2.10. DoS Attacks on or via NTP
Network tine servers are generally not considered security-critica
servi ces, but under sone circunstances NTP servers night be used to
perpetrate a DoS attack

The nost obvious such attack is to DoS the NTP servers thensel ves.
Many end-systens have rather poor clock accuracy and so, w thout

access to network tine, their clock will naturally drift. This can
cause problens with distributed systens that rely on good cl ocks.
For exanple, one commonly used revision control systemcan fail if it

perceives the nodification tinmestanp to be in the future

If the NTP servers relied on by a host can be subverted, either
through conprom sing or inpersonating them then the attacker may be
able to control the host’s systemclock. This can cause nmany
unexpect ed consequences, including the premature expiry of dated
resources such as encryption or authentication keys. This in turn
can prevent access to other nore critical services.

2.11. Physical DoS

The di scussion thus far has centered on deni al -of -service attacks
perpetrated using the network. However, conmputer systens are only as
resilient as the weakest link. It may be easier to deny service by
causing a power failure, by cutting network cables, or by sinply
switching a systemoff, and so physical security is at |east as

i nportant as network security. Physical attacks can al so serve as
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entry points for non-physical DoS, for instance, by reducing the
resources available to deal with overcapacity.

2.12. Soci al Engineering DoS

The weakest |ink nmay al so be human. In defending agai nst DoS, the
possi bility of denial-of-service through social engineering should
not be negl ected, such as convincing an enpl oyee to nake a
configuration change that prevents nornmal operation

2.13. Legal DoS

Conput er systens cannot be considered in isolation fromthe socia
and | egal systens in which they operate. This docunent focuses
primarily on the technical issues, but we note that "cease and
desist" letters, governnent censorship, and other |egal nechanisns
al so touch on deni al -of -servi ce issues.

2.14. Spam and Bl ack-Hol e Lists

Unsolicited commercial email, also known as "spani, can effectively
cause deni al -of-service to email systens. Wile the intent is not
deni al -of -service, the | arge anbunt of unwanted mail can waste the
recipient’s tinme or cause legitimate email to fail to be noticed
anongst all the background noise. |If spamfiltering software is
used, sone |evel of false positives is to be expected, and so these
nmessages are effectively denied service.

One nechanismto reduce spamis the use of black-hole lists. The IP
addresses of dial-up ISPs or nmail servers used to originate or relay
spam are added to black-hole lists. The recipients of mail choose to
consult these lists and reject spamif it originates or is relayed by
systenms on the list. One significant problemw th such lists is that
it may be possible for an attacker to cause a victimto be bl ack-
hole-listed, even if the victimwas not responsible for relaying
spam Thus, the black-hole list itself can be a mechani sm for
effecting a DoS attack. Note that every black-hole list has its own
policy regardi ng additions, and sonme are | ess susceptible to this DoS
attack than others. Consumers of bl ack-hole list technology are
advised to investigate these policies before they subscribe. Simlar
consi derations apply to feeds of bad BGP bad route advertisenments.
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3.

3.

Attack Anplifiers

Many of the attacks described above rely on sending sufficient
traffic to overwhelmthe victim Such attacks are made much easi er
by the existence of "attack amplifiers", where an attacker can send
traffic fromthe spoofed source address of the victimand cause

| arger responses to be returned to the victim A detailed discussion
of such reflection attacks can be found in [35].

1. Methods of Attack Anplification

The sinplest such attack was the "snmurf" attack [22], where an | CWP
echo request packet with the spoofed source address of the victimis
sent to the subnet-broadcast address of a network to be used as an
anplifier. Every systemon that subnet then responds with an | CWP
echo response that returns to the victim Smurf attacks are no

| onger such a serious problem as these days routers usually drop
such packets and end-systens do not respond to them

An alternative formof attack anplifier is typified by a DNS
reflection attack. An attacker sends a DNS request to a DNS server
requesting resolution of a domain nane. Again the source address of
the request is the spoofed address of the victim The request is
carefully chosen so that the size of the response is significantly
greater than the size of the request, thereby providing the
anplification. As an aside, it is interesting to note that the

| argest DNS responses tend to be those incorporating DNSsec

aut hentication information. This attack anplifier can only be used
by an attacker with the ability to spoof the source address of the
victim However, we note that if the victims DNS server is
configured to relay requests fromexternal clients, it may be
possible to cause it to congest its own incom ng network |ink

Anot her variant of attack anplifier involves anplification through
retransmssion. This is typified by a TCP anplification attack known
as "bang.c". The attacker sends a spoofed TCP SYN with the source
address of the victimto an arbitrary TCP server. The server wl|
respond with a SYNJACK that is sent to the victim and when no fina
ACK is received to conpl ete the handshake, the SYN  ACK will be
retransmtted a nunber of tines. Typically, this attack uses a very
large list of arbitrarily chosen servers as reflectors. For the
attack to be successful, the reflector nust not receive a RST from
the victimin response to the SYN ACK. However, if the attack
traffic sufficiently overwhel ns the server or access link to the
server, then packet loss will ensure that many reflectors do not
receive a RST in response to their SYN ACK, and so continue to
retransmt. The attack can be exacerbated by firewalls that silently
drop the incom ng SYN ACK without sending a RST.

Handl ey, et al. I nf or mati onal [ Page 20]



RFC 4732 DoS Consi der ati ons November 2006

Care must also be taken with services that relay requests. If an
attacker can send a request to a proxy, and that proxy now attenpts
to connect to a victimwhose address is chosen by the attacker, then
if the proxy repeatedly resends the request when receiving no answer,
this can also serve as an attack anplifier

Anot her variant of anplification occurs in protocols that include,
within the protocol payload, an |IP address or nanme of host to which
subsequent nessages should be sent. An exanple of such a protocol is
the Session Initiation Protocol (SIP) [50], which carries a payl oad
defined by the Session Description Protocol (SDP) [51]. The SDP

payl oad of the SIP nessage conveys the | P address and port to which
nedi a packets, typically encoded using the Real Tinme Transport
Protocol (RTP) [52], are sent.

To launch this attack, an attacker sends a protocol nessage, and sets
the I P address within the payload to point to the attack target. The
reci pient of the message will generate subsequent traffic to that IP
address. Depending on the protocol, this attack can provide
substantial anplification properties. |In the specific case of SIP,

if a caller makes calls to high-bandw dth nedia sources (such as a

vi deo server or stream ng audio server), a single SIP |INVITE packet,
typically a few hundred bytes, can result in a nearly continuous
stream of nedi a packets at rates anywhere froma few kbits per second
up to negabits per second. This particular attack is called the

"voi ce hanmmer".

Unli ke the other techniques descri bed above, this technique does not
require the attacker to nmodify packets or even spoof their source IP
address. This nakes it easier to |aunch

This attack is prevented through careful protocol design. Protocols
shoul d, whenever possible, avoid including | P addresses or hostnanes
wi thin protocol payl oads as addresses to whi ch subsequent nessagi ng
shoul d be sent. Rather, when possible, nessages should be sent to
the source IP fromwhich the protocol packet cane. |[|f such a design
is not possible, the protocol should include a handshake whereby it
can be positively deternmined that the protocol entity at that IP
address or hostnane does, in fact, wish to receive that subsequent
messagi ng. That handshake itself needs to be |lightweight (to avoid
bei ng the source of another DoS attack), and secured against the
spoofing of the handshake response.

Finally, a sonewhat sinmilar attack is possible with sone protocols

where one nmessage | eads to another message that is not sent as a
reply to the source address of the first nessage. This can be an
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issue with protocols to enable nobility, for exanple, and m ght
permt an attacker to avoid ingress filtering. Such protocols are
notoriously difficult to get right.

3.2. Strategies to Mtigate Attack Anplification
In general, the architectural |essons to be learnt are sinple:

o As far as possible, performingress filtering [7] [39] to prevent
sour ce address spoofi ng.

o Avoid designing protocols or nmechanisnms that can return
significantly |arger responses than the size of the request,
unl ess a handshake is perforned to validate the client’s source
address. Such a handshake needs to incorporate an unpredictable
nonce that is secure enough to mtigate the amplification effects
of the protocol

o Al retransmission during initial connection setup should be
performed by the client.

o Proxies should not arbitrarily relay requests to destinations
chosen by a client.

o Avoid signaling third-party connections. Any unavoidable third-
party connections set up by a signaling protocol should
i ncorporate |ightweight validation before sending significant
dat a.

4. DoS Mtigation Strategies

A general problemw th DoS defense is that it is not in principle
possi bl e to distinguish between a flash cromd and a DoS attack

I ndeed, having your site taken down by a flash crowd is probably a
nore common experience than having it DoS-ed -- so commopn it has
acquired its own nanes: being Slashdotted or Farked, after the web
sites that are comon sources of flash crowds. Thus, the first line
of defense agai nst DoS attacks must be to provision your service so
that it can handle a foreseeable legitimte peak | oad.

Under provi sioned sites are the easiest to take down.

Specific strategies for DoS defense fall into two broad categories:

1. Avoiding allowing attacks that are better than generic resource
consunpti on.

2. Mnimzing the extent to which generic resource consunption
attacks crowd out legitimte users.
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In the remai nder of this section, we consider specific applications
of these two approaches at a variety of levels of network system
architecture.

4.1. Protocol Design
4.1.1. Don't Hold State for Unverified Hosts

From an end-system server point of view, one sinple aimis to avoid
instantiating state wi thout having conpl eted a handshake with the
client to validate their address, and as far as possible to push work
and stateholding to client. There are a nunber of techniques that

m ght be used to do this, including SYN cookies [2] [14]. Al
client-server protocols should probably be designed to allow such
techni ques to be used, but the enabling of the nechani sm shoul d
normal ly be at the server’s discretion to avoid unnecessary work
under normal circunstances.

4.1.2. Muke It Hard to Sinmulate a Legitimate User

O her than having nmassi ve overcapacity, the only real defense against
resource consunption attacks is to preferentially discrimnate

agai nst attackers. The general idea is to find sonething that
legitimate users can do but attackers can’t. The nobst commonly
proposed approaches incl ude:

1. Puzzles: force the attacker to do some conputation that would not
be onerous for a single user but is too expensive to do en masse
[14].

2. Reverse Turing tests: specialized puzzles that are hard for
machi nes to do but easy for humans, thus naking autonated attacks
hard [13].

3. Reachability testing: force the proposed client to denobnstrate
that it can receive traffic at a given IP address. This makes it
easier to trace attackers.

Al'l of these techni ques have substantial limtations. Puzzles tend
to discrimnate against legitimte users with slow conputers. In
addition, the wide availability of renotely controlled comprom sed
machi nes ("bots") neans that attackers have anple conputing power at
their disposal. There has been substantial work in attacking reverse
Turing tests automatically, thus making themof limted
applicability. Finally, reachability testing is substantially
weakened by bots because the attacker does not need to hide his
source address.
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4.1.3. Gaceful Routing Degradation

A goal with routing protocols is that of graceful degradation in
overl|l oad, and automatic recovery after the source of the overload has
been renedied. Sone routing protocols satisfy this goal nore than

others. Although RIP [53] doesn’'t scale well, if a router runs out
of menory when receiving a RIP route, it can just drop the route and
send an infinite netric to its peers. The route will later be
refreshed, and if the original source of the problem has been

resol ved, the router will now be able to process it correctly.

On the other hand, BGP is stateful in the sense that a peer assunes
you have processed or chosen to filter any route that it sent you.
There is no mechanismto refresh state in the base BGP spec, and even
the later route refresh option [3] is hard to use in the presence of
overload. A BGP router that cannot store a route it received has two
choi ces: conpletely restart BGP or shut down one or nore peerings
[26]. This nmeans that the effects of a BGP overload are rather nore
severe than they need to be, and so anplifies the effect of any
attack.

In general, few routing protocol designs actively consider the
possi bl e behavi our of routers under overload conditions; this should
be an explicit part of future routing protocol designs. Although
preci se details should clearly be left to inplenentors, the protocol
design needs to give themthe capability to do their job properly.

4.1.4. Autoconfiguration and Authentication

Aut oconfi gurati on nmechanisns greatly ease deploynment, and are

i ncreasingly necessary as the nunber of networked devices grows
beyond what can be managed nmanual ly. However, it should be

recogni sed that unauthenticated autoconfiguration opens up many
avenues for attack. There is a clear tension between ease of
configuration and security of configuration, especially because there
are environments in which it is desirable for units to operate with
effectively no authentication (e.g., airport hotspots). Future

aut oconfi guration protocols should consider the need to allow

di fferent end-systens to operate at different points in this spectrum
within the sane autoconfiguration framework. However, this also
inmplies that the network el enents should avoid acting for

unaut henticated hosts, instead just letting them access the network
nore or less directly.
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4.2. Network Design and Configuration

In general, networks shoul d be provisioned with private, out-of-band
access to console or control ports so that such control facilities
will be available in the face of a DoS attack |aunched agai nst either
the control or data plane of the (in-band) network. Typically, such
out - of -band networks are provisioned on a separate infrastructure for
exactly this purpose. Qut-of-band access is a crucial capability for
DoS mitigation, since many of the typical redundancy and capacity
management techni ques (such as prioritizing routing or network
management traffic) fail during such attacks. |In addition, many
redundancy protocols such as VRRP [47] can fail during such attacks
as they may be unable to keep adjacencies alive.

There are several default configuration settings that can al so be
exploited to generate several of the attacks outlined in this
docunent. For exanple, some vendors may have features such as IP
redirect, directed broadcast, and proxy ARP enabl ed by default.
Simlar defaults, such as publicly readable SNVWP [ 48] communities
(e.g., "public") can be used to reveal otherw se confidentia
information to a prospective attacker. Finally, other

unaut henti cat ed configurati on managenent protocols such as TFTP [49]
shoul d be avoided if possible; at the very | east access to TFTP
configuration archives should be protected and TFTP shoul d be
filtered at adm nistrative boundaries. Finally, since nany of the
password encryption techni ques used by router vendors are reversible,
keepi ng such passwords on a configuration archive (as part of a
configuration file), even in the encrypted formwitten by the
router, can lead to unauthorized access if the archive is

conprom sed

4.2.1. Redundancy and Distributed Service
A basic principle of designing systems to handle failure is to have

redundant servers that can take over when one fails. This is equally
true in the case of DoS attacks, which often focus on a given server

and/or link. |f service delivery points can be distributed across
the network, then it beconmes nuch harder to attack the entire
service. In particular, this nakes attacks on a single network |ink

nmore difficult.
4.2.2. Authenticate Routing Adjacencies

In general, cryptographic authentication nechanisns are too costly to
formthe main part in DoS prevention. However, routing adjacencies
are too inportant to risk an attacker being able to inject bad
routing information, which can affect nore than the router in
guestion. Additional non-cryptographi c mechani sms shoul d then be
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used to avoid arbitrary end-systens being able to cause the router to
spend CPU cycl es on validating authentication data.

For BGP, at the very least, this inplies the use of TCP MD5 [9] or

| Psec authentication, conbined with the GISM[8] to prevent eBGP
associ ati on with non-i medi ate neighbors. In the future, this wll
likely inply better authentication of the routing information itself.

4.2.3. Isolate Router-to-Router Traffic

As far as is feasible, router-to-router traffic should be isol ated
fromdata traffic. How this should be inplenented depends on the
preci se technol ogi es available, both in the router and at the |ink

| ayer. The goal should be that failure of the link for data traffic
shoul d al so cause failure for the routing traffic, but that an
attacker cannot directly send packets to the control processor of the
routers.

A downside of this is that sone diagnostic techni ques (such as

pi ngi ng consecutive routers to find the source of a delay) may no
| onger be possible. ldeally, alternative nmechanisns (which do not
open up additional avenues for DoS) should be designed to replace
such | ost techni ques.

4.3. Router Inplenentation |Issues
Because a router can be considered as an end-system it can
potentially benefit fromall the prevention nechani sns prescribed for
end-system i npl ementati on. However, one basic distinction between a
router and a host is that the former inplenents routing protocols and
forwards data, which in turn | ead to additional router-specific
i mpl ement ati on considerations. The issues described bel ow are meant
to be illustrative and not exhaustive.

4.3.1. Checking Protocol Syntax and Semantics
Prot ocol syntax defines the fornmation of the protocol nessages and
the rules of exchanges. The questions addressed by protocol syntax
checking includes, but is not linmted to, the follow ng:
1. Who sent the nessage?
2. Does the content conformto the protocol format?

3. Was the message sent with correct tining?
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The first step in protocol syntax verification is to ensure that an
i ncom ng nmessage was sent by a legitimate party. There are nultiple
ways to performthis check. One can verify the source |IP address and
even the MAC address of the nessage. Utilizing the fact that eBGP
peers are normally directly connected, one can also check the TTL
val ue in a packet and discard any BGP updates packet whose TTL is

| ess than sonme maxi mumval ue (typically, max TTL - 1) [8].

Crypt ographi c authentication should al so be used whenever avail abl e
to verify that an incoming nessage is indeed froman expected sender
For BGP, at the very least, this inplies the use of TCP MD5 [9] or

| Psec authenticati on.

In addition to the sender verification, it is also inportant to check
the syntax of a received routing nessage, as opposed to assum ng that
all nessages cane in a correct format. It happened in the past that
routers crashed upon receiving ill-formed routing messages. Such
faults will be prevented by perform ng rigorous syntax checking.

4.3.2. Consistency Checks

Protocol semantics define the nmeaning of the nmessage content, the
interpretation of the values, and the actions to be taken according
to the content. Here is a sinple exanple of using semantic checking.
When a link failure causes a router in Autononous System (AS) Ato
send a peer router B a withdrawal nessage for prefix P, B should make
sure that any alternative path it finds to reach P does not go
through A.  This sinple check is shown to significantly inmprove BGP
convergence time in nany cases [42].

Anot her exanpl e of using semantic checki ng agai nst fal se routing
injection is described in [44]. The basic idea is to attach to the
route announcenent for prefix P a list of the valid origin ASes. Due
to the rich connectivity in today’ s Internet topology, a renote AS
will receive routing updates fromnultiple different paths and can
check to see whether each update carries the identical origin AS
list. Although a false origin may announce reachability to P, or
alter the origin ASlist, it would be difficult, if not inpossible,
to bl ock the correct updates from propagating out, and thus renote
ASes can detect the existence of false updates by observing the

i nconsi stency of the received origin AS lists for P. Research
studi es show that the "allowed origin list" test can effectively
detect the mapjority of falsely originated updates.

General |y speaking, verifying the validity of BGP routes can be
chal | engi ng because BGP is policy driven and policies of individua

| SPs are not known in nmpst cases. But assuming that policies do not
change in short time scale, in principle one could verify new updates
agai nst observed routes fromthe recent past, which reflect the
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routing policies in place. Research work is needed to explore this
direction.

Note that while the above steps are all fairly sinple and don't
really "bulletproof” the protocol, each adds sone degree of
protection. As such, the conbination of the above techni ques can
result in an effective reduction in the probability of undetected
faul ts.

4.3.3. Enhance Router Robustness through Operational Adjustments

There exi st a nunber of configuration tunings that can enhance
robust ness of BGP operations. One exanple is to |let BGP peers
coordinate the setting of a linmt on the nunber of prefixes that one
BGP speaker will send to its peer [43]. Although such a check does
not validate the prefix owned by each peer, it can prevent false
announcements of |arge nunbers of invalid routes. Had all BGP
routers been configured with this sinple checking earlier, severa

| arge-scal e routing outages in the past could have been prevented.
Not e, however, that care nmust be taken with hard limts of this type
because they can be used to nount a DoS because inplenmentations often
di scard excess routes indiscrimnately, thus potentially causing

bl ack-holing of correct routes.

Anot her exanpl e of useful configuration tuning is to adjust the BGP' s
KeepAlive and Hold Tiner values to minimze BGP peering session
resets. Previous neasurenments show that heavy traffic |oad, such as
those caused by worns, can cause BGP KeepAlive nessages to be del ayed
or dropped, which in turn cause BGP peering session breakdown. Such
| oad-i nduced session breaks and re-establishnents can lead to an
excessi ve amount of BGP updates during the periods when stable
routing i s needed nost.

4.3.4. Proper Handling of Router Resource Exhaustion

In addition to the resource exhaustion problens that are generally
apply to all end-systens, as described in Section 2, router

i mpl enent ati ons nmust al so take special care in handling resource
exhaustions when they occur in order to keep the router operating
despite the problem For exanple, under normal operations a router
does not require a |large cache to hold outstandi ng ARP requests
because the replies are nornally received within a few m||iseconds.
However, certain conditions can |lead to ARP cache exhaustion, for
exanpl e, during a virus attack where many packets are sent to non-
existing I P addresses, thus there are no ARP replies to the requests
for those addresses. Such phenonena have happened in the past and
led to routers failing to forward packets.
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Anot her exanpl e is queue nmanagenent. Many high-end routers are
desi gned so that nobst packets can be handled purely in specialized
processors (Application-Specific Integrated Circuit (ASICs), Field
Programmabl e Gate-Arrays (FPGAs), etc.). However, exceptiona
packets nmust be routed to a supporting general purpose CPU for
handling. On some such systens, it may be possible nount a | ow
effort DoS attack by saturating the queues between the specialized
hardware and t he supporting processor

So the attack vector on routers/network devices is a | ow packets-
per-second (PPS) queue saturation attack on the ASIC s raw queue
structure. The counterneasure here is to have multiple such queues
designed in such a way that it's difficult for an attacker to arrange
to fill multiple queues [45].

4.4. End-System | npl enentati on | ssues
4.4.1. State Lookup Conplexity

Any systemthat instantiates per-connection state should take great
care to inplement state-l|ookup nmechanisnms in such a way that

perf ormance cannot be controlled by the attacker. One way to achieve
this is to use hash tables where the hash nechanismis keyed in such
a way that the attacker cannot instantiate a |large nunmber of flows in
the same hash bucket.

4.4.1.1. Avoid Livel ock

Most operating systens use network interrupts to receive data from
the network, which is a good solution if the host spends only a snal
amount of its tinme handling network traffic. However, this |eaves
the host open to livelock [33], where under heavy | oad the OS spends
all its time handling interrupts and no time doing the work needed to
handl e the traffic at the application level. Server operating
systens shoul d consider using network polling at times of heavy | oad,
rather than being interrupt-driven, and should be carefully
architected so that as far as reasonably possible, traffic received
by the OS is processed to conpletion or very cheaply di scarded.

4.4.1.2. Use Unpredictable Values for Session |IDs

Most recent TCP inplenentations use fairly good random nmechani sns for
allocating the TCP initial sequence nunbers. In general, any

dynam cally allocated val ue used purely to identify a comruni cation
session shoul d be all ocated using an unpredictable nechanism as this
i ncreases the search space for an attacker that w shes to disrupt
ongoi ng communi cati ons. Thus, the dynamically allocated port of the
active end of a TCP connection m ght also be randonly all ocat ed.
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Wth DNS, the IDthat is used to match responses with requests should
al so be randomy generated. However, as the IDfield is only 16
bits, the protection is rather limted.

4.4.2. (Qperational |ssues
4.4.2.1. Elimnate Bad Traffic Early

Many DoS attacks are generic bandw dth consunption attacks that
operate by clogging the link that connects the victimserver to the
Internet. Filtering these attacks at the server does no good because
the traffic has already traversed the link that is the scarce
resource. Such flows need to be filtered at sone point closer to the
attacker. \Where possible, operators should filter out obviously bad
traffic. |In particular, they should performingress filtering [7].

4.4.2.2. Establish a Mnitoring Framework

Net wor k operators are strongly encouraged to establish a nonitoring
framework to detect and | og abnornmal network activity. One cannot
def end agai nst an attack that one doesn't detect or understand. Such
nmoni toring tools can be used to set a baseline of "normal" traffic,
and can be used to detect aberrant flows and determ ne the type and
source of the aberrant flows. This is extrenely hel pful when
responding to distributed DoS attacks or a flash crowd, and should be
in place prior to the event.

5. Concl usi ons

In this docunent, we have highlighted possible avenues for DoS
attacks on networks and networked systens, with the aim of
encour agi ng protocol designers and network engi neers towards designs
that are nore robust. W have discussed partial solutions that
reduce the effectiveness of attacks, and highlighted how some partia
solutions can be taken advantage of by attackers to perpetrate
alternative attacks.

Qur focus has primarily been on protocol and network architecture

i ssues, but there are many things that network and service operators
can do to lessen the threat. Further advice and information for
network operators can be found in [24] [39] [25].

It is our hope that this docunent will spur discussion |eading to

architectural solutions that reduce the succeptibility of al
Internet systenms to denial -of-service attacks.
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6.

Security Considerations
This entire docunment is about security.
Acknowl edgenent s
We are very grateful to Vern Paxson, Paul Vixie, Rob Thomas, Dug
Song, Ceorge Jones, Jari Arkko, CGeoff Huston, and Barry G eene for
their constructive conmrents on earlier versions of this docunent.
Nor mat i ve Ref erences
[1] J. Abley, "H erarchical Anycast for d obal Service
Distribution", http://ww.isc.org/index.pl?/ pubs/tn/
i ndex. pl ?t n=i sc-tn-2003-1.txt.
[2] D.J. Bernstein, "SYN Cookies", http://cr.yp.to/syncookies.htm .

[3] Chen, E., "Route Refresh Capability for BGP-4", RFC 2918,
Sept enber 2000.

[4] Deering, S., "Host extensions for IP nulticasting", STD 5, RFC
1112, August 1989.

[5] Dierks, T. and E. Rescorla, "The Transport Layer Security (TLS)
Protocol Version 1.1", RFC 4346, April 2006.

[6] Fenner, B., Handley, M, Hol brook, H, and |I. Kouvel as,
"Protocol Independent Milticast - Sparse Mdde (PIMSM: Protoco
Specification (Revised)", RFC 4601, August 2006.

[7] Ferguson, P. and D. Senie, "Network Ingress Filtering: Defeating
Deni al of Service Attacks which enploy |IP Source Address
Spoofing", BCP 38, RFC 2827, May 2000.

[8 GII, V., Heasley, J., and D. Meyer, "The Generalized TTL
Security Mechanism (GISM", RFC 3682, February 2004.

[9] Heffernan, A, "Protection of BGP Sessions via the TCP M5
Signature Option", RFC 2385, August 1998.

[10] Rekhter, Y., Li, T., and S. Hares, "A Border Gateway Protocol 4
(BGP-4)", RFC 4271, January 2006.

[11] Villam zar, C., Chandra, R, and R Govindan, "BGP Route Flap
Danpi ng", RFC 2439, Novemnber 1998.

Handl ey, et al. I nf or mati onal [ Page 31]



RFC 4732 DoS Consi der ati ons November 2006

[12] Waitzman, D., Partridge, C., and S. Deering, "Distance Vector
Mul ticast Routing Protocol", RFC 1075, Noverber 1988.

[13] L. von Ahn, M Blum N. Hopper, and J. Langford. CAPTCHA: Using

hard Al problens for security. |In Proceedings of Eurocrypt,
2003.
9. Informative References

[14] T. Aura, P. Nikander, J. Leiwo, "DOS-resistant authentication
with client puzzles", In B. Christianson, B. Crispo, and M Roe,
editors, Proceedings of the 8th International Wrkshop on
Security Protocols, Lecture Notes in Conputer Science,
Canbridge, UK, April 2000.

[15] J. Bellardo, S. Savage, "802.11 Deni al -of-Service Attacks: Real
Vul nerabilities and Practical Solutions", Proceedings of the
USENI X Security Synposium Washington D.C., August 2003.

[16] S.M Bellovin, "Security Problens in the TCP/IP Protocol Suite",
Conput er Conmuni cation Review, Vol. 19, No. 2, pp. 32-48, April
1989.

[17] CCAIS/IRNP Alertas do Cais ALR-19112002a, "Vulnerability in the
sendi ng requests control of Bind versions 4 and 8 all ows DNS
spoofing",
http://ww. rnp. br/cai s/ al ertas/ 2002/ cai s- ALR-19112002a. htm .

[ 18] CERT Advi sory CA-1996-01, "UDP Port Deni al -of - Service Attack",
Feb 1996.

[19] CERT Advisory CA-1996-21, "TCP SYN Fl oodi ng and | P Spoofing
Attacks", Sept 1996.

[ 20] CERT Advi sory CA-2001-09, "Statistical Waknesses in TCP/IP
Initial Sequence Nunbers", May 2001.

[21] CERT Advisory CA-1996-26, "Denial -of-Service Attack via ping",
Dec 1996.

[22] CERT Advisory CA-1998-01, "Smurf [P Denial -of -Service Attacks",
http://ww. cert.org/advisories/ CA-1998-01. html, Jan 1998.

[23] CERT Incident Note IN 2000-05, "'mstreani Distributed Denial of
Service Tool", May 2000.

[24] CERT/CC - "Managi ng the Threat of Denial of Service Attacks",
http://ww. cert. org/archive/ pdf/ Managi ng_DoS. pdf.

Handl ey, et al. I nf or mati onal [ Page 32]



RFC 4732 DoS Consi der ati ons November 2006

[25] CERT/CC - "Trends in Denial of Service Attack Technol ogy",
http://ww. cert.org/archivel/ pdf/ DoS trends. pdf.

[26] D.F. Chang, R Govindan, J. Heidemann, "An Enpirical Study of
Rout er Response to Large Routing Table Load", Proceedings of the
2nd I nternet Measurenent Wrkshop (I MV 2002), 2002.

[27] Cisco Systens, "Configuring the BGP Maxi mum Prefix Feature",
G sco Docunent |ID: 25160,
http://wwv. ci sco. com war p/ publ i ¢/ 459/ bgp- maxi mum prefix. htm .

[28] Scott A Crosby and Dan S Wallach, "Denial of Service via
Al gorithm c Complexity Attacks", Proceedi ngs of the USEN X
Security Symposium Washington D.C., August 2003.

[29] Laurent Joncheray, "Sinple Active Attack Against TCP", 5th
USENI X Security Synposium 1995.

[30] M Lough, "A Taxonomy of Conputer Attacks with Applications to
Wreless", PhD thesis, Virginia Polytechnic Institute, April
2001.

[31] Z. Mao, R Govindan, G Varghese, R Katz, "Route Flap Danpening
Exacerbates Internet Routing Convergence", Proceedi ngs of ACM
S| GCcow]  2002.

[32] Fenner, B., Ed., and D. Meyer, Ed., "Muilticast Source Di scovery
Protocol (MsDP)", RFC 3618, October 2003.

[33] J. Mogul, KK. Ranekrishnan, "Elimnating Receive Livelock in an
Interrupt-driven Kernel", ACM Transacti ons on Conputer Systens,
Vol 15, Number 3, pp. 217-252, 1997.

[34] Watson, P., "Slipping in the Wndow. TCP Reset attacks",
Presentation at 2004 CanSecWest,
http://ww. cansecwest . conf archi ves. ht i .

[35] V. Paxson, "An Analysis of Using Reflectors for Distributed
Deni al - of - Servi ce Attacks", Computer Conmunication Review 31(3),
July 2001.

[36] Joe Stewart, "DNS Cache Poi soning - The Next Generation", Jan 27
2003, http://ww. | ur hg. conf dnscache. pdf.

[37] Stewart, R, Ed., and M Dalal, Ed., "Inproving TCP' s Robustness
to Blind I n-Wndow Attacks", Wbrk in Progress, June 2006.

Handl ey, et al. I nf or mati onal [ Page 33]



RFC 4732 DoS Consi der ati ons November 2006

[38] P. Vixie, G Sneeringer, M Schleifer, "Events of 21-Cct-2002",
http://f.root-servers. org/october2l.txt.

[39] P. Vixie, "Securing the Edge",
http://wwv. i cann. org/ conmittees/security/sac004.txt.

[40] D. Wessels, "Running An Authoritative-Only BIND Naneserver",
http://ww.isc.org/index.pl?/ pubs/tn/
i ndex. pl ?t n=i sc-tn-2002-2. t xt.

[41] M Zal ewski, "Strange Attractors and TCP/IP Sequence Nunber
Anal ysi s",
http://ww. bi ndvi ew. com Ser vi ces/ Razor/ Papers/ 2001/t cpseq. cfm

[42] D. Pei, X Zhao, L. Wang, D. Massey, A Mankin, F. S. W, and L.
Zhang. I nproving BGP Conver-gence Through Assertions Approach.
In Proc. of I|EEE | NFOCOM June 2002.

[43] Chavali, S., Radoaca, V., Mri, M, Fang, L., and S. Hares,
"Peer Prefix Limts Exchange in BGP", Wirk in Progress, April
2004.

[44] X Zhao, D. Massey, A. Mankin, S.F. Wi, D. Pei, L. Wang, L.
Zhang, "BGP Multiple Origin AS (MOAS) Conflicts",
http://nanog. org/ mg-0110/1i xi a. htnl, 2001.

[45] Cisco Systens, "Building Security Into the Hardware",
ftp://ftp-eng.cisco.con cons/isp/security/ CPN Summt-2004/
Pari s- Sept - 04/ SE14- BUl LDI NG SECURI TY- | NTO- THE- HARDWARE-
cl_8_30_04. pdf, 2004.

[46] Ylonen, T. and C. Lonvick, "The Secure Shell (SSH) Protocol
Architecture", RFC 4251, January 2006.

[47] H nden, R, "Virtual Router Redundancy Protocol (VRRP)", RFC
3768, April 2004.

[48] Harrington, D., Presuhn, R, and B. Wjnen, "An Architecture for
Descri bing Si npl e Network Management Protocol (SNWP) Managemnent
Framewor ks", STD 62, RFC 3411, Decenber 2002.

[49] Malkin, G and A Harkin, "TFTP Tineout Interval and Transfer
Size Options", RFC 2349, May 1998.

[50] Rosenberg, J., Schul zrinne, H, Canarillo, G, Johnston, A,

Peterson, J., Sparks, R, Handley, M, and E. Schooler, "SIP:
Session Initiation Protocol", RFC 3261, June 2002.

Handl ey, et al. I nf or mati onal [ Page 34]



RFC 4732 DoS Consi derati ons Noverber 2006
[51] Handl ey, M, Jacobson, V., and C Perkins, "SDP. Session
Description Protocol", RFC 4566, July 2006.
[52] Schul zrinne, H, Casner, S., Frederick, R, and V. Jacobson,
"RTP: A Transport Protocol for Real-Tine Applications", STD 64,
RFC 3550, July 2003.

[53] Hedrick, C., "Routing Information Protocol", RFC 1058, June
1988.

Handl ey, et al. I nf or mati onal [ Page 35]



RFC 4732 DoS Consi der ati ons November 2006

Appendi x A. | AB Menbers at the Tine of This Witing
o Bernard Aboba
0 Loa Andersson
o Brian Carpenter
0 Leslie Daigle
o Elwn Davies
0o Kevin Fal
o (d af Kol kman
o Kurtis Lindvist
o David Meyer
o David Oran
o0 FEric Rescorla
o Dave Thal er

o Lixia zZhang

Handl ey, et al. I nf or mati onal [ Page 36]



RFC 4732 DoS Consi der ati ons November 2006

Aut hors’ Addr esses

Mark J. Handl ey, Ed.
UCL

Gower Street

London WCI1E 6BT
UK

EMai | : M Handl ey@s. ucl . ac. uk
Eric Rescorla, Ed.

Net wor k Resonance

2483 E. Bayshore #212

Palo Alto 94303

USA

EMai | : ekr @et wor kr esonance. com
Internet Architecture Board

| AB

EMail: iab@etf.org

Handl ey, et al. I nf or mati onal [ Page 37]



RFC 4732 DoS Consi der ati ons November 2006

Ful | Copyright Statenent
Copyright (C The IETF Trust (2006).

Thi s docunent is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S' basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ SHE REPRESENTS
OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY, THE | ETF TRUST,
AND THE | NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES
EXPRESS OR | MPLI ED, | NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT
THE USE OF THE | NFORMATI ON HEREIN W LL NOT | NFRI NGE ANY RI GHTS OR ANY
| MPLI ED WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR
PURPCSE

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intell ectual Property Rights or other rights that m ght be clained to
pertain to the inplenentation or use of the technol ogy described in
this document or the extent to which any |icense under such rights

m ght or mght not be available; nor does it represent that it has
nmade any independent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of IPR disclosures made to the | ETF Secretariat and any
assurances of licenses to be made available, or the result of an
attenpt nade to obtain a general |icense or permnission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line | PR repository at
http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technol ogy that may be required to inpl enent
this standard. Please address the information to the |IETF at
ietf-ipr@etf.org.

Acknowl edgenent

Funding for the RFC Editor function is currently provided by the
I nternet Society.

Handl ey, et al. I nf or mati onal [ Page 38]






