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Private Header (P-Header) Extension to
the Session Initiation Protocol (SIP) for Authorization of Early Media

Status of This Meno

This meno provides information for the Internet community. It does
not specify an Internet standard of any kind. Distribution of this
meno is unlimted.

Abstract

Thi s docunent describes a private Session Initiation Protocol (SIP)
header field (P-header) to be used by the European Tel econmuni cati ons
Standards Institute (ETSI) Tel econmuni cations and | nternet-converged
Services and Protocols for Advanced Networks (Tl SPAN) for the purpose
of authorizing early media flows in Third Generation Partnership
Project (3GPP) IP Miltinedia Subsystens (IMS). This header field is
useful in any SIP network that is interconnected with other SIP

net wor ks and needs to control the flow of nmedia in the early dial og
state.
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1. Introduction

Thi s docunent defines the use of the P-Early-Mdia header field for
use within SIP [1] messages in certain SIP networks to authorize the
cut -t hrough of backward and/or forward early media when permtted by
the early nedia policies of the networks involved. The P-Early-Media
header field is intended for use in a SIP network, such as a 3GPP | M5
[13][14] that has the following characteristics: its early nmedia
policy prohibits the exchange of early nedia between end users; it is
i nterconnected with other SIP networks that have unknown, untrusted,
or different policies regarding early nedia; and it has the
capability to "gate" (enable/disable) the flow of early nedia to/from
user equi pnent.

Wthin an isolated SIP network, it is possible to gate early nedia
associated with all endpoints within the network to enforce a desired
early medi a policy anbng network endpoints. However, when a SIP
network is interconnected with other SIP networks, only the boundary
node connected to the external network can determ ne which early
nmedia policy to apply to a session established between endpoints on
di fferent sides of the boundary. The P-Early-Media header field
provi des a means for this boundary node to comunicate this early
medi a policy decision to other nodes within the network.
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2. Applicability Statenent

The use of this extension is only applicable inside a "Trust Domain"
as defined in RFC 3325 [6]. Nodes in such a Trust Domain are
explicitly trusted by its users and end-systens to authorize early
nedi a requests only when allowed by early nedia policy within the
Trust Domai n.

Thi s docunent does NOT offer a general early nedia authorization
nodel suitable for inter-domain use or use in the Internet at |arge.
Furthernore, since the early nedia requests are not cryptographically
certified, they are subject to forgery, replay, and falsification in
any architecture that does not neet the requirenents of the Trust
Donai n.

An early media request also |acks an indication of who specifically
is making or nodifying the request, and so it nust be assumed that
the Trust Domain is nmaking the request. Therefore, the information
is only neani ngful when securely received froma node known to be a
menber of the Trust Domain.

Al t hough this extension can be used with parallel forking, it does
not inprove on the known problens with early media and paralle
forking, as described in RFC 3960 [4], unless one can assune the use
of symretric RTP

Despite these limtations, there are sufficiently useful specialized
depl oyments that neet the assunptions descri bed above, and can accept
the limtations that result, to warrant publication of this
mechani sm  An exanpl e depl oynment woul d be a cl osed network that

emul ates a traditional circuit switched tel ephone network.

3. Conventions and Acronyns
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [2].

The foll owing acronyns are used in this docunent:

3GPP - the Third CGeneration Partnership Project

ABNF - Augnent ed Backus- Naur Form [ 5]

DTMF - Dual Tone Milti-Frequency

ETSI - European Tel ecommuni cations Standards Institute
| M5 - Internet Protocol Miltinedia Subsystem [13]][ 14]
MME - Miltipurpose Internet Miil Extensions

NAT - Network Address Transl ation

PSTN - Public Switched Tel ephone Network
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4.

SDP - Session Description Protocol [7]

SIP - Session Initiation Protocol [1]

TI SPAN - Tel ecommuni cati ons and I nternet-converged Services and
Protocol s for Advanced Networks

UA - User Agent [1]
UAC - User Agent dient [1]
UAS - User Agent Server [1]

Background on Early Media Authorization

PSTN networks typically provide call progress information as backward
early media fromthe termnating switch towards the calling party.
PSTN networks al so use forward early nmedia fromthe calling party
towards the termnating switch under sone circunstances for
applications, such as digit collection for secondary dialing. PSTN
networ ks typically all ow backward and/or forward early media since
they are used for the purpose of progressing the call to the answer
state and do not involve the exchange of data between endpoints.

In a SIP network, backward early nedia flows fromthe User Agent
Server (UAS) towards the User Agent Client (UAC). Forward early
media flows fromthe UAC towards the UAS. SIP networks by default
all ow both forms of early media, which may carry user data, once the
nedia path is established. Early media is typically desirable with a
PSTN gateway as UAS, but not with SIP user equi pment as UAS.

To prevent the exchange of user data within early nmedia while
allowing early nedia via PSTN gateways, a SIP network may have a
policy to prohibit backward early nedia from SIP user equi prent and
to prohibit forward nmedia towards SIP user equi pnent, either of which
may contain user data. A SIP network containing both PSTN gat eways
and SIP end devices, for exanple, can nmaintain such an early nedia
policy by gating "off" any early media with a SIP end device acting
as UAS, gating "on" early media with a SIP end device acting as UAC
and gating "on" early nedia at each PSTN gat eway.

Unfortunately, a SIP network interconnected with another SIP network
may have no neans of assuring that the interconnected network is

i mpl enenting a conpatible early media policy, thus allow ng the
exchange of user data within early media under sone circunstances.
For exanple, if a network "A" allows all early nedia with user

equi pmrent as UAC and an interconnected network "B" allows all early
nedia with user equi pment as UAS, any session established between
user equipnment as UAC in "A" and user equipnment as UAS in "B" wll
al l ow bidirectional user data exchange as early media. O her

conbi nati ons of early media policies may al so produce simlar

undesi rabl e results.
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The purpose of the extension is to allow a SIP network interconnected
to other SIP networks with different early nmedia policies to
correctly identify and enable authorized early nmedia according to its
pol i ci es.

4.1. Backward Early Media

Backward early nedia in the PSTN typically conprises call progress

i nformation, such as ringing feedback ("ringback"), or announcenents
regardi ng speci al handling such as forwarding. It may al so include
requests for further information, such as a credit card nunber to be
entered as forward early nedia in the formof Dual Tone Miulti-
Frequency (DTMF) tones or speech. Backward early nmedia of this type
provides information to the calling party strictly for the purpose of
progressing the call and involves no exchange of data between end
users. The usual PSTN charging policy assunmes that no data is
exchanged between users until the call has been answered.

A terminating SIP User Agent (UA) outside of the SIP network, on the
ot her hand, nmay provide any user data in a backward early nedi a
stream Thus, if the network inplements the usual early nedia
policy, the network equi pment gating the backward early nmedia flow
for the originating UA nust distinguish between authorized early
nmedia froma termnating SIP endpoint and unauthorized early nedia
fromanother SIP device outside of the network. G ven the assunption
of a transitive trust relationship between SIP servers in the
network, this can be acconplished by including sonme information in a
backward SI P nessage that identifies the presence of authorized
backward early nedia. Since it is necessary to verify that this

i ndi cation cones froma trusted source, it is necessary for each
server on the path back to the originating UAto be able to verify
the trust relationship with the previous server and to renpve such an
i ndi cation when it cannot do so. A server on the boundary to an
untrusted SIP network can assure that no indication of authorized
backward early nedia passes froman external UAS to a UAC within the
network. Thus, the use of a private header field that can be

nodi fied by SIP proxies is to be preferred over the use of a

Mul ti purpose Internet Mail Extensions (MME) attachnent that cannot
be nodified in this way.

4.2. Forward Early Media

Forward early nedia is | ess common than backward early nmedia in the
PSTN. It is typically used to collect secondary dialed digits, to
collect credit card nunbers, or to collect other DIMF or speech
responses for the purpose of further directing the call. Forward
early media in the PSTN is always directed toward a network server
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for the purpose of progressing a call and involves no exchange of
dat a bet ween end users.

A terminating SIP UA outside of the SIP network, on the other hand,
may receive any user data in a forward early media stream Thus, if
the network inplenments the usual early nedia policy, the network

equi prent gating the forward early nedia flow for the originating UA
nmust di stinguish between a termnating endpoint that is authorized to
receive forward early media, and another SIP device outside of the
network that is not authorized to receive forward early medi a

contai ning user data. This authorization can be acconplished in the
sanme manner as for backward early media by including sone information
in a backward SIP nessage that identifies that the term nating side
is authorized to receive forward early nedia.

5. Applicability of RFC 3959 and RFC 3960

The private header extension defined in this docunent is applicable
to the gateway nodel defined in RFC 3960 [4], since the PSTN gat eway
is the primary requestor of early nedia in an IM5. For the sane
reason, neither the application server nodel of RFC 3960, nor the
ear | y-session disposition type defined in RFC 3959 [3] is applicable.

The gateway nodel of RFC 3960 [4] allows for individual networks to
create local policy with respect to the handling of early nedia, but
does not address the case where a network is interconnected with

ot her networks wi th unknown, untrusted, or different early nedia
policies. Wthout the kind of information in the P-Early-Media
header field, it is not possible for the network to determ ne whet her
cut-through of early nedia could |lead to the transfer of data between
end- users during session establishnment.

Thus, the private header extension in this document is a natura
ext ensi on of the gateway nodel of RFC 3960 [4] that is applicable
within a transitive trust donain.

6. Overview of Qperation

Thi s docunent defines a new P-Early-Media header field for the

pur pose of requesting and authorizing requests for backward and/or
forward early media. A UAC capable of recognizing the P-Early-Mdia
header field nmay include the header field in an I NVITE request. The
P- Earl y- Medi a header field in an INVITE request contains the
"supported" paraneter.

As nenbers of the Trust Domain, each proxy receiving an | NVITE

request nust deci de whether to insert or delete the P-Early-Mdia
header field before forwarding.
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A UAS receiving an I NVITE request can use the presence of the P-
Earl y- Medi a header field in the request to deci de whether to request
early media authorization in subsequent nmessages towards the UAC.
After receiving an incom ng | NVITE request, the UAS requesting
backward and/or forward early nmedia will include the P-Early-Media
header field in a nessage towards the UAC within the dial og,

i ncluding direction paranmeter(s) that identify for each nedia line in
the session whether the early nmedia request is for backward nedia,
forward nedia, both, or neither. The UAS can change its request for
early media by including a nodified P-Early-Media header field in a
subsequent nessage towards the UAC within the dial og.

Each proxy in the network receiving the P-Early-Mdia header field in
a nessage towards the UAC has the responsibility for assuring that
the early media request comes froman authorized source. |If a P-
Early- Medi a header field arrives fromeither an untrusted source, a
source not allowed to send backward early media, or a source not
allowed to receive forward early nedia, then the proxy may renove the
P-Earl y- Medi a header field or alter the direction paraneter(s) of the
P- Earl y- Medi a header field before forwardi ng the nessage, based on

[ ocal policy.

A proxy in the network not receiving the P-Early-Media header field
in a nessage towards the UAC may insert one based on |ocal policy.

If the proxy also perforns gating of early media, then it uses the
paraneter(s) of the P-Early-Mdia header field to deci de whether to
open or close the gates for backward and forward early media flow(s)
between the UAs. The proxy performng gating of early nedia may al so
add a "gated" parameter to the P-Early-Media header field before
forwardi ng the nmessage so that other gating proxies in the path can
choose to | eave open their gates.

If the UACis a trusted server within the network (e.g., a PSTN

gat eway), then the UAC may use the parameter(s) of the P-Early-Media
header field in nmessages received fromthe UAS to deci de whether to
performearly nedia gating or cut-through and to deci de whether or
not to render backward early media in preference to generating

ri ngback based on the receipt of a 180 Ri ngi ng response.

If the UAC is associated with user equi pnent, then the network will
have assigned a proxy the task of performng early nmedia gating, so
that the paraneter(s) of the P-Early-Mdia header field received at
such a UAC do not require that the UAC police the early nedia
flowms), but they do provide additional information that the UAC nay
use to render nedia.
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The UAC and proxies in the network nay also insert, delete, or nodify
the P-Early-Media header field in nessages towards the UAS within the
di al og according to local policy, but the interpretation of the
header field when used in this way is a matter of |ocal policy and
not defined herein. The use of direction paranmeter(s) in this header
field could be used to informthe UAS of the final early nedia

aut hori zati on status.

7. VLimtations of the P-Early-Media Header Field

The P-Early-Media header field does not apply to any SDP with
Content-Di sposition: early-session [3].

When parallel forking occurs, there is no reliable way to correlate
early media authorization in a dialog with the nmedia fromthe
correspondi ng endpoi nt unl ess one can assune the use of symetric
RTP, since the SDP messages do not identify the RTP source address of
any nedia stream \When a UAC or proxy receives multiple early

di al ogs and cannot accurately identify the source of each nedia
stream it SHOULD use the nost restrictive early nmedia authorization
it receives on any of the dialogs to decide the policy to apply
towards all received nedia. Wen early nmedia usage is desired for
any reason and one cannot assune the use of symmetric RTP, it is
advi sable to disable parallel forking using callerprefs [9].

Al t hough the inplenentation of nmedia gating is outside the scope of
this extension, note that nedia gating nmust be inplenmented carefully
in the presence of NATs and protocols that aid in NAT traversal
Medi a gating may al so introduce a potential for media clipping that
is simlar to that created during parallel forking or any other
feature that may di sable early nmedia, such as custom ringback

8. The P-Early-Media Header Field

The P-Early-Media header field with the "supported" paraneter MAY be
included in an INVITE request to indicate that the UAC or a proxy on
the path recogni zes the header field.

A network entity MAY request the authorization of early nedia or
change a request for authorization of early nedia by including the
P-Early- Medi a header field in any nessage allowed by Table 1 within
the dialog towards the sender of the INVITE request. The P-Early-
Medi a header field includes one or nore direction paraneters where
each has one of the values: "sendrecv", "sendonly", "recvonly", or
"inactive", follow ng the convention used for Session Description
Protocol (SDP) [7][8] streamdirectionality. Each paraneter applies,
in order, to the nmedia lines in the correspondi ng SDP nmessages

est abl i shing session nedia. Unrecognized paraneters SHALL be
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silently discarded. Non-direction paraneters are ignored for
purposes of early nedia authorization. |f there are nore direction
paraneters than nedia |lines, the excess SHALL be silently discarded.
If there are fewer direction paraneters than nedia |lines, the value
of the last direction parameter SHALL apply to all remaining nedia
lines. A nessage directed towards the UAC containing a P-Early-Mdia
header field with no recogni zed direction parameters SHALL NOT be
interpreted as an early nedia authorization request.

The parameter value "sendrecv" indicates a request for authorization
of early nedia associated with the corresponding nedia |ine, both
fromthe UAS towards the UAC and fromthe UAC towards the UAS (both
backward and forward early nedia). The value "sendonly" indicates a
request for authorization of early nmedia fromthe UAS towards the UAC
(backward early nmedia), and not in the other direction. The value
"recvonly" indicates a request for authorization of early media from
the UAC towards the UAS (forward early nedia), and not in the other
direction. The value "inactive" indicates either a request that no
early nmedi a associated with the correspondi ng nedia |ine be

aut horized, or a request for revocation of authorization of
previously authorized early nedia.

The P-Early-Media header field in any nessage within a dial og towards
the sender of the INVITE request MAY al so include the non-direction
paraneter "gated" to indicate that a network entity on the path
towards the UAS is already gating the early nedia, according to the
direction paraneter(s). Wen included in the P-Early-Mdia header
field, the "gated" parameter SHALL cone after all direction
paranmeters in the paranmeter |ist.

When receiving a nessage directed toward the UAC without the P-
Earl y- Medi a header field and no previous early nedia authorization
request has been received within the dialog, the default early nedia
aut hori zati on depends on | ocal policy and may depend on whet her the
header field was included in the INVITE request. After an early
nmedi a aut horization request has been received within a dialog, and a
subsequent nessage is received without the P-Early-Medi a header
field, the previous early nedia authorization remai ns unchanged.

The P-Early-Media header field in any nessage within a dial og towards
the UAS MAY be ignored or interpreted according to |ocal policy.

The P-Early-Media header field does not interact with SDP

of fer/answer procedures in any way. Early nedia authorization is not
i nfluenced by the state of the SDP of fer/answer procedures (including
preconditions and directionality) and does not influence the state of
the SDP offer/answer procedures. The P-Early-Media header field may
or may not be present in nessages containing SDP. The nobst recently
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received early nedia authorization applies to the correspondi ng nedi a
line in the session established for the dialog until receipt of the
200 OK response to the INVITE request, at which point all nmedia lines
in the session are inplicitly authorized. Early nedia flowin a
particular direction requires that early nmedia in that direction is
aut horized, that nedia flowin that direction is enabled by the SDP
direction attribute for the stream and that any applicable
preconditions [11] are net. Early nedia authorization does not
override the SDP direction attribute or preconditions state, and the
SDP direction attribute does not override early nedia authorization.

Table 1 is an extension of Tables 2 and 3 in RFC 3261 [1] for the P-
Earl y- Medi a header field. The colum "PRA" is for the PRACK nethod
[12]. The colum "UPD' is for the UPDATE nethod [ 10].

Header field wher e proxy ACK BYE CAN I NV OPT REG PRA UPD
P- Earl y- Medi a R anr - - - o] - - o] o]
P- Earl y- Medi a 18x anr - - - o] - - - -
P- Earl y- Medi a 2XX anr - - - - - - o] o]

Table 1: P-Early-Media Header Field
8.1. Procedures at the User Agent dient

A User Agent Cient MAY include the P-Early-Media header field with
the "supported" paraneter in an INVITE request to indicate that it
recogni zes the header field.

A User Agent Cient receiving a P-Early-Media header field MAY use
the paraneter(s) of the header field to gate or cut-through early
nedi a, and to decide whether to render early nmedia fromthe UAS to
the UAC in preference to any locally generated ringback triggered by
a 180 Ringing response. |If a proxy is providing the early nedia
gating function for the User Agent Cient, then the gateway nodel of
RFC 3960 [4] for rendering of early nedia is applicable. A User
Agent Client without a proxy in the network performng early nedia
gating that receives a P-Early-Media header field SHOULD perform
gating or cut-through of early nmedia according to the paraneter(s) of
the header field.

8.2. Procedures at the User Agent Server

A User Agent Server that is requesting authorization to send or
receive early nmedia MAY insert a P-Early-Media header field with
appropriate paranmeters(s) in any nessage allowed in table 1 towards
the UACwithin the dialog. A User Agent Server MAY request changes
in early nmedia authorization by inserting a P-Early-Mdia header
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8.

10.

field with appropriate paranmeter(s) in any subsequent nessage al |l owed
intable 1 towards the UAC within the dial og.

If the P-Early-Media header field is not present in the INVITE
request, the User Agent Server MAY choose to suppress early nedia
aut hori zation requests and MAY choose to execute alternate early
nedi a procedures.

3. Procedures at the Proxy

VWhen forwardi ng an I NVITE request, a proxy MAY add, retain, or delete
the P-Early-Medi a header field, depending on local policy and the
trust relationship with the sender and/or receiver of the request.

When forwarding a nessage allowed in Table 1 towards the UAC, a proxy
MAY add, nodify, or delete a P-Early-Media header field, depending on
| ocal policy and the trust relationship with the sender and/or
receiver of the message. In addition, if the proxy controls the
gating of early nedia for the User Agent Client, it SHOULD use the
contents of the P-Early-Media header field to gate the early nedia,
according to the definitions of the header field paraneters defined
in clause 8.

Formal Synt ax
The syntax of the P-Early-Media header field is described belowin
ABNF, according to RFC 4234 [5], as an extension to the ABNF for SIP
in RFC 3261 [1]. Note that not all conbinations of em param el enents
are semantically valid.

P- Earl y- Medi a

"P-Early-Media" HCOLON
[ em param *( COWA em paranj |
em param = "sendrecv" / "sendonly" / "recvonly"
/[ "inactive" / "gated" / "supported" / token

Security Considerations

The use of this extension is only applicable inside a "Trust Donain",
as defined in RFC 3325 [6]. This docunent does NOT offer a genera
early medi a authorizati on nmodel suitable for inter-domain use or use
in the Internet at |arge.

There are no confidentiality concerns associated with the P-Early-
Medi a header field. It is desirable to maintain the integrity of the
direction paraneters in the header field across each hop between
servers to avoid the potential for unauthorized use of early nedia.

It is assunmed that the P-Early-Media header field is used within the
context of the 3GPP IMS trust domain or a sinmilar trust domain,
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11.

11.

12.

13.

13.

consisting of a collection of SIP servers nmaintaining pair w se
security associations.

Wthin the trust domain of a network it is only necessary to police
the use of the P-Early-Media header field at the boundary to user
equi pnment served by the network and at the boundary to peer networKks.
It is assunmed that boundary servers in the trust domain of a network
will have local policy for the treatment of the P-Early-Media header
field as it is sent to or received fromany possible server externa
to the network. Since boundary servers are free to nodify or rempve
any P-Early-Media header field in SIP nessages forwarded across the
boundary, the integrity of the P-Early-Mdia header field can be
verified to the extent that the connections to external servers are
secured. The authenticity of the P-Early-Mdia header field can only
be assured to the extent that the external servers are trusted to
police the authenticity of the header field.

| ANA Consi der ati ons

1. Registration of the "P-Early-Media" SIP Header Field

Nane of Header field: P- Earl y- Medi a
Short form none
Regi strant: Ri chard Ej zak

ej zak@l cat el -1 ucent. com
Nor mat i ve descri ption: Section 8 of this docunent
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