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Mul tiple Dialog Usages in the Session Initiation Protoco
Status of This Meno

This meno provides information for the Internet community. It does
not specify an Internet standard of any kind. Distribution of this
meno is unlimted.

Abstract

Several nethods in the Session Initiation Protocol (SIP) can create
an associ ati on between endpoints known as a dialog. Sonme of these
met hods can also create a different, but related, association within
an existing dialog. These nmultiple associations, or dial og usages,
require carefully coordinated processing as they have i ndependent
life-cycles, but share common dialog state. Processing multiple

di al og usages correctly is not conpletely understood. Wat is
understood is difficult to inplenment.

This menmo argues that nultiple dial og usages should be avoided. It
di scusses alternatives to their use and clarifies essential behavior
for elements that cannot currently avoid them

This is an informati ve docunent and nmakes no normative statenents of
any ki nd.
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1. Overview

This is an infornative docunent. |t nmakes no nornmtive statenents
any kind. This docunent refines the concept of a dialog usage int

Session Initiation Protocol (SIP [1]), and discusses what led to it
exi stence. It explores anbiguity associated with processing multip
di al og usages that share a dialog. In particular, it surveys the
effect of SIP failure responses on transaction, dialog usage, and
di al og state. This docunment will help the inplementer understand
what is required to process multiple dialog usages correctly, and
will provide information for future standards-track work that wll
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clarify RFC 3261 and other related docunents. Finally, the docunent

expl ores singl e-usage dialog alternatives (using SIP extensions) to
mul ti pl e di al og usages.

2. I nt roducti on

Several nethods in SIP can establish a dialog. Wen they do so, th
al so establish an associati on between the endpoints w thin that

di al og. This association has been known for sone time as a "dial og
usage" in the devel oper conmunity. A dialog initiated with an I NV
request has an invite usage. A dialog initiated with a SUBSCRI BE

Spar ks I nf or mati onal [ Page

ey

TE

2]



RFC 5057 Mul tipl e Dial og Usages Noverber 2007

request has a subscribe usage. A dialog initiated with a REFER
request has a subscribe usage.

Dialogs with nultiple usages arise when a usage-creating action
occurs inside an existing dialog. Such actions include accepting a
REFER or SUBSCRI BE i ssued inside a dialog established with an INVITE
request. Miltiple REFERs within a dialog create nultiple
subscriptions, each of which is a new dial og usage shari ng comon
dialog state. (Note that any REFER issued utilizing the

subscri ption-suppressi on nmechani smspecified in [2] creates no new
usage.) Simlarly, an endpoint in a dialog established with an

I NVI TE m ght subscribe to its peer’s Key Press Markup Language (KPM.)
[3] and later issue a REFER, resulting in three dialog usages sharing
conmon di al og state

The conmmon state in the dialog shared by any usages is exactly:

o the Call-ID

o the local Tag

o the renote Tag

o the local CSeq

o the renmpte CSeq

o the Route-set

o the local contact

o the renote target

o the secure flag

Usages have state that is not shared in the dialog. For exanple, a
subscription has a duration, along with other usage-specific state.
Mul tiple subscriptions in the sanme dial og each have their own

dur ati on.

A dialog cones into existence with the creation of the first usage,
and continues to exist until the last usage is termnated (reference
counting). Unfortunately, many of the usage nmanagenent aspects of
SI P, such as authentication, were originally designed with the
inmplicit assunption that there was one usage per dialog. The

resul ti ng nechani sns have ni xed effects, some influencing the usage,
and sone influencing the entire dial og.
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The current specifications define two usages, invite and subscri be.
A dial og can share up to one invite usage and arbitrarily many
subscri be usages.

Because RFC 3261 [1] states that user-agents should reuse Call-1D and
i ncrenent CSeq across a series of registration requests (and that to-
tags appear in register responses in sone of the exanples), sone

i mpl ement ati ons have treated REG STER as if it were in a dial og.
However, RFC 3261 explicitly calls out that REG STER does not create
a dialog. A series of REG STER requests does not create any usage or
dialog. Simlarly, PUBLISH [4] does not create any usage or dial og.

3. Exanples of Miltiple Usages
3.1. Transfer

In Figure 1, Alice transfers a call she received from Bob to Carol

A dialog (and an invite dial og usage) between Alice and Bob cones
into being with the 200 OK | abel ed F1. A second usage (a
subscription to event refer) conmes into being with the NOTIFY | abel ed
F2. This second usage ends when the subscription is term nated by
the NOTIFY transaction |labeled F3. The dialog still has one usage
(the invite usage), which lasts until the BYE transaction | abel ed F4.
At this point, the dialog has no remmining usages, so it ceases to
exist. Details of each of these nessages are shown in Figure 2.
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Alice Bob
| | NVI TE |
| <---mmmimae -
Dialog 1 Usage 1 | 200 K (F1)
-start- -start- ----------- I R >|
| | | ACK |
| | | <o
| | | rel NVI TE/ 200/ ACK
| | | (hold) |
| | EERREEAREEEEEE >
| | | REFER |
| | Dialog 1 | ------mmme - >
| | Usage 2 | NOTI FY (F2)
| | -start- -->|<---------aoao--- | INVITE
| | | | 200 NOTI FY [----------
| | | [-----mmmmm - >| 200 K
| | | | 200 REFER | <----om---
| | | | <o ACK
| | | | NOTIFY (F3)  [--=-------
| | | I ESEEEEREEEREEEE |
| | | | 200 |
| | -end-  -->|---------------- >| .
| | | BYE (F4) | Dialog 2
| | | <----emmmm - | proceeds
| | | 200 |
-end- -end- ------------ I >
Figure 1
Message Details (abridged to show only dialog or usage det

F1

F2

Spar ks

SIP/2.0 200 &K

Cal | -1D: dial ogl@ob. exanpl e. com

CSeq:
To:

100 INVITE

<sip:Alice@lice. exanpl e. conp; t ag=al i cet agl

From <si p: Bob@ob. exanpl e. conP; t ag=bobt agl

Cont act :

<si p:aliceinstance@l i ce. exanpl e. conp

NOTI FY si p:aliceinstance@lice. exanple.com SIP/2.0

Event: refer

Call-1D: dial ogl@ob. exanpl e. com
CSeq: 101 NOTI FY

To:

<sip:Alice@lice. exanpl e. conp; tag=al i cet agl

From <si p: Bob@ob. exanpl e. con®; t ag=bobt agl

Cont act :

<si p: bobi nst ance@ob. exanpl e. con®

| nf or mat i ona
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F3
NOTI FY si p: aliceinstance@lice. exanple.com SIP/ 2.0
Event: refer
Subscription-State: term nated;reason=noresource
Call-1D: dial ogl@ob. exanpl e. com
CSeq: 102 NOTI FY
To: <sip:Alice@lice.exanple.conp;tag=alicetagl
From <si p: Bob@ob. exanpl e. con®; t ag=bobt agl
Cont act: <si p: bobi nst ance@ob. exanpl e. con>
Cont ent - Type: message/ si pfrag

SIP/2.0 200 CK

F4
BYE si p: aliceinstance@lice. exanple.comSIP/2.0
Call-1D: dial ogl@ob. exanpl e. com
CSeq: 103 BYE
To: <sip:Alice@lice.exanple.conp;tag=alicetagl
From <si p: Bob@ob. exanpl e. conP; t ag=bobt agl
Cont act: <si p: bobi nst ance@ob. exanpl e. conp

Figure 2
3.2. Reciprocal Subscription

In Figure 3, Alice subscribes to Bob’'s presence. For sinplicity,
assume Bob and Alice are both serving their presence fromtheir
endpoi nts instead of a presence server. To focus on the essentia
points, the figure | eaves out any rendezvous signaling through which
Alice discovers Bob’s endpoint.

Bob is interested in Alice's presence too, so he subscribes to Alice
(in nost depl oyed presence/l M systens, people watch each other). He
decides to skip the rendezvous step since he's already in a dialog
with Alice, and sends his SUBSCRIBE inside that dialog (a few early
SI MPLE clients behaved exactly this way).

The dialog and its first usage cones into being at F1, which
establishes Alice’'s subscription to Bob. Its second usage begins at
F2, which establishes Bob’s subscription to Alice. These two
subscriptions are independent - they have distinct and different
expirations, but they share all the dialog state.

The first usage ends when Alice decides to unsubscribe at F3. Bob’'s
subscription to Alice, and thus the dialog, continues to exist.
Alice’s UA nust maintain this dialog state even though the
subscription that caused it to exist in the first place is now over.
The second usage ends when Alice decides to term nate Bob's
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subscription at F4 (she's probably going to reject any attenpt on

Bob's part to resubscribe unti
Since this was the | ast usage,

again).

Details of these messages are shown in Figure 4.

Di al og
-start-

- end-

Spar ks

Usage 1
-start-

- end-

Alice Bob
| |
| SUBSCRI BE |
------------------- >
| NOTIFY (F1) |
e T |
| 200 SUBSCRI BE |
| <o |
| 200 NOTI FY |
------------------- >
| SUBSCRI BE |
| <o |
| NOTIFY (F2) |
R I e >|
| 200 SUBSCRI BE
R R EREEE T >
| 200 NOTI FY |
| < |
| : |
| (un) SUBSCRI BE (F3) |
R CREREEEEETEEEETE >
| 200 |
| <o |
| NOTI FY |
| <o |
| 200 |
e I e >|
| |
| NOTIFY (F4) |
| (Term nated) |
R OREEEEEEEEEEEETE >
| 200 |
D T T |
| |
Figure 3

| nf or mat i ona

she’s ready to subscribe to Bob
the dialog al so terninates.
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Message Details (abridged to show only dialog or usage details)

F1

NOTI FY si p: al i ceinstance@l i ce. exanple.com SIP/2.0

Event: presence

Subscription-State: active; expires=600

Call-1D: alicecallidl@lice.exanple.com

From <si p: Bob@ob. exanpl e. conP; t ag=bobt ag2

To: <sip:Alice@lice.exanple.conp;tag=alicetag?2
CSeq: 100 NOTIFY

Cont act: <si p: bobi nst ance@ob. exanpl e. cone

F2
NOTI FY si p: bobi nst ance@ob. exanpl e. com SI P/ 2.0
Event: presence
Subscription-State: active; expi res=1200
Call-1D: alicecallidl@lice.exanpl e.com
To: <si p: Bob@ob. exanpl e. conp; t ag=bobt ag2
From <sip:Aice@lice.exanple.conp;tag=alicetag2
CSeq: 500 NOTIFY
Contact: <sip:aliceinstance@lice.exanple.cons

F3
SUBSCRI BE si p: bobi nst ance@ob. exanpl e. com SI P/ 2.0
Event: presence
Expires: O
Call-1D: alicecallidl@lice.exanple.com
To: <si p: Bob@ob. exanpl e. con; t ag=bobt ag2
From <sip:Aice@lice.exanple.conp;tag=alicetag2
CSeq: 501 SUBSCRI BE
Contact: <sip:aliceinstance@lice.exanple.conpr

F4
NOTI FY si p: bobi nst ance@ob. exanpl e. com SI P/ 2.0
Event: presence
Subscription-State: term nated;reason=deacti vated
Call-1D: alicecallidl@lice.exanple.com
To: <si p: Bob@ob. exanpl e. conP; t ag=bobt ag2
From <sip:Alice@lice.exanple.conp;tag=alicetag?2
CSeq: 502 NOTI FY
Contact: <sip:aliceinstance@lice.exanple.conp

Figure 4

Spar ks I nf or mati ona
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4. Usage Creation and Destruction

Di al ogs cone into exi stence along with their first usage. Dialogs
term nate when their |ast usage is destroyed. The messages that
create and destroy usages vary per usage. This section provides a
hi gh-1 evel categorization of those nessages. The section does not
attenpt to explore the REA STER pseudo- di al og.

4.1. Invite Usages

Created by: non-100 provisional responses to INVITE, 200 response to
I NVI TE

Destroyed by: 200 responses to BYE, certain failure responses to
I NVI TE, UPDATE, PRACK, |INFO, or BYE;, anything that destroys a
dialog and all its usages

4.2. Subscribe usages

Created by: 200 class responses to SUBSCRI BE;, 200 cl ass responses to
REFER; NOTI FY requests

Destroyed by: 200 cl ass responses to NOTIFY-term nated; NOTIFY or
refresh- SUBSCRI BE request tineout; certain failure responses to
NOTI FY or SUBSCRI BE; expiration without refresh if network issues
prevent the terminal NOTIFY fromarriving; anything that destroys
a dialog and all its usages

5. Proper Handling of Multiple Usages

The exanples in Section 3 show straightforward cases where it is
fairly obvious when the dial og begins and ends. Unfortunately, there
are nmany scenari os where such clarity is not present. For instance,
in Figure 1, what would it mean if the response to the NOTIFY (F2)
were a 481? Does that sinply termnate the refer subscription, or
does it destroy the entire dialog? This section explores the problem
areas with multiple usages that have been identified to date.

5.1. A Survey of the Effect of Failure Responses on Usages and Di al ogs

For this survey, consider a subscribe usage inside a dialog
established with an invite usage. Unless stated otherw se, we'll

di scuss the effect on each usage and the dial og when a client issuing
a NOTIFY inside the subscribe usage receives a failure response (such
as a transferee issuing a NOTIFY to event refer). Further, unless

ot herwi se stated, the conclusions apply to arbitrary multiple usages.
This survey is witten fromthe perspective of a client receiving the

Spar ks I nf or mati onal [ Page 9]
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error response. The effect on dial ogs and usages at the server
i ssuing the response is the sane.

3xx responses: Redirection nmd-dialog is not well understood in SIP
but whatever effect it has inpacts the entire dialog and all of
its usages equally. 1In our exanple scenario, both the
subscription and the invite usage would be redirected by this
singl e response.

For the failure responses with code 400 and greater, there are three
conmon ways the failure can affect the transaction, usage, and dial og
state.

Transaction Only The error affects only the transaction, not the
usage or dialog the transaction occurs in (beyond affecting the
| ocal CSeq). Any other usage of the dialog is unaffected. The
error is a conmplaint about this transaction, not the usage or
dial og that the transaction occurs in

Destroys Usage The error destroys the usage, but not the dial og.
Any ot her usages sharing this dialog are not affected.

Destroys Dialog The error destroys the dialog and all usages sharing
it.

Table 1 and Table 2 display how the various codes affect transaction
usage, or dialog state. Response code specific conments or
exceptions follow the table.

400 (or unknown 4xx)
401, 402, 403, 406
407, 408, 412-415
417, 420, 421, 422
423, 428, 429
436-438, 486, 487

| | 405, 480
| |
| |
| |
| |
| 488, 491, 493, 494

| |
| |
| |
| |
| |

481, 489
501

404, 410, 416
482, 483
484, 485
502, 604

|

|

|

|

|

|

500 (or unknown 5xx) |
503, 504, 505 |
513, 580 |

600 (or unknown 6xx) |
603, 606 |

Table 1

Spar ks I nf or mati onal [ Page 10]
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400/ 4xx
401 |
402 |
403 |
404 |
405 |
406 |
407 |
408 |
410 |
412 |
413 |
414 |
415 |
416 |
417 |
420 |
421 |
422 |
423 |
428 |
429 |
436 |
437 |
438 |
480 |
481 |
482 |
483 |
484 |
485 |
486 |
487 |
488 |
489 |
491 |
493 |
494 |

500/ 5xx
501 |
502 |
503 |
504 |
505 |
513 |

Spar ks

Mul tipl e Dial og Usages

Bad Request

Unaut hori zed

Payment Required
For bi dden

Not Found

Met hod Not Al | owed

Not Accept abl e

Proxy Aut hentication Required
Request Ti neout

CGone

Condi tional Request Fail ed
Request Entity Too Large
Request - URI Too Long
Unsupported Medi a Type
Unsupported URI Schene
Unknown Resource-Priority
Bad Extension

Ext ensi on Required
Session Interval Too Snal
Interval Too Brief

Use ldentity Header
Provide Referrer ldentity
Bad lIdentity-Info
Unsupported Certificate
Invalid Identity Header
Temporarily Unavail abl e
Cal | / Transacti on Does Not EXi st
Loop Detected

Too Many Hops

Address I nconpl ete

Ambi guous

Busy Here

Request Ter m nat ed

Not Acceptable Here

Bad Event

Request Pendi ng
Undeci pher abl e

Security Agreenent Required
Server Internal Error

Not | npl enent ed

Bad Gat eway

Servi ce Unavail abl e
Server Ti me- Qut

Ver si on Not Supported
Message Too Large

| nf or mat i ona

November

Transacti on
Transacti on
Transacti on
Transacti on
Di al og
Usage
Transacti on
Transacti on
Tr ansacti on
Di al og
Transacti on
Transacti on
Transacti on
Transacti on
Di al og
Transact i
Transacti
Transacti
Transact i
Transacti
Tr ansact i
Transact i
Transacti
Transacti
Transact i
Usage
Usage
Di al og
Di al og
Di al og
Di al og
Transact i
Tr ansact i
Transact i
Usage
Transacti
Transact i
Transact i
Tr ansact i
Usage
Di al og
Transacti on
Transacti on
Transacti on
Transacti on

on
on
on
on
on
on
on
on
on
on

on
on
on

on
on
on
on

2007

(2)

(5)

(6)

(7)
(8)
(9)
(10)

(2)
(11)

(12)

(13)
(3)

(14)
(15)
(16)
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| 580 | Precondition Failure | Transaction | |
| 600/ 6xx | Busy Everywhere | Transaction | (17) |
| 603 | Decline | Transaction | |
| 604 | Does Not Exist Anywhere | Di al og | (2)
| 606 | Not Acceptable | Transaction | |
R o e m e e e e e e e e e e S R, +
Tabl e 2
(1) 402 Payment Required: This is a reserved response code. |If

encountered, it should be treated as an unrecogni zed 4xx.

(2) 404 Not Found:

410 Cone:

416 Unsupported URI Schere:

484 Address | nconplete:

485 Ambi guous:

604 Does Not Exist Anywhere:
The Request-URI that is being rejected is the renpte target set by

the Contact provided by the peer. Getting this response neans
that somet hing has gone fundanentally wong with the dialog state.

(3) 405 Method Not All owed:

501 Not | npl enent ed:

Ei ther of these responses would be aberrant in our exanple
scenari o since support for the NOTIFY nmethod is required by the

usage. In this case, the UA knows the condition is unrecoverable
and shoul d stop sending NOTI FYs on the usage. Any refresh
subscriptions should be rejected. In general, these errors wll
af fect at nost the usage. |f the request was not integral to the
usage (it used an unknown nethod, or was an INFO inside an | NVITE
usage, for exanple), only the transaction will be affected.

(4) 408 Request Timeout: Receiving a 408 will have the sane effect

Spar ks

on usages and dialogs as a real transaction tineout as described
in Section 5.2.
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(5) 422 Session Interval Too Small: This response does not nmke
sense for any md-usage request. |If it is received, an elenent in
the path of the request is violating protocol, and the recipient
should treat this as it would an unknown 4xx response.

(6) 429 Provide Referrer Ildentity: This response won't be returned
to a NOTIFY as in our exanple scenario, but when it is returned to
a REFER, it is objecting only to the REFER request itself.

(7) 480 Tenporarily Unavail able: RFC 3261 is unclear on what this
response neans for md-usage requests. Future updates to that
specification are expected to clarify that this response affects
only the usage in which the request occurs. No other usages are

affected. |If the response included a Retry-After header field,
further requests in that usage shoul d not be sent until the
indicated time has past. Requests in other usages may still be

sent at any tine.

(8) 481 Call/Transaction Does Not Exist: This response indicates
that the peer has lost its copy of the dial og usage state. The
dialog itself should not be destroyed unless this was the | ast
usage.

The effects of a 481 on a dialog and its usages are the nost

anmbi guous of any final response. There are inplenentations that
have chosen the neani ng recomended here, and others that destroy
the entire dialog without regard to the nunber of outstanding
usages. Going forward with this clarification will allow those
depl oyed i npl enment ati ons that assumed only the usage was destroyed
to work with a wider nunber of inplenmentations. Existing

i mpl enentations that destroy all other usages in the dialog wll
continue to function as they do now, except that peers follow ng
the recomendation will attenpt to do things with the other usages
and this elenent will return 481s for each of themuntil they are
all gone. However, the necessary clarification to RFC 3261 needs
to nake it very clear that the ability to tern nate usages

i ndependently fromthe overall dialog using a 481 is not
justification for designing new applications that count on
mul ti pl e usages in a dial og.

The 481 response to a CANCEL request has to be treated
differently. For CANCEL, a 481 neans the UAS can't find a

mat chi ng transaction. A 481 response to a CANCEL affects only the
CANCEL transaction. The usage associated with the INVITE i s not
affected

Spar ks I nf or mati onal [ Page 13]
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(9) 482 Loop Detected: This response is aberrant md-dialog. It
will only occur if the Record-Route header field were inproperly
constructed by the proxies involved in setting up the dialog s
initial usage, or if a md-dialog request forks and nerges (which
shoul d never happen). Future requests using this dialog state
will also fail.

An edge condition exists during RFC 3263 failover at the

el ement sending a request, where the request effectively forks
to nultiple destinations fromthe client. Sone inplenentations
increase risk entering this edge condition by trying the next
potential |ocation as determ ned by RFC 3263 very rapidly if
the first does not imediately respond. |n any situation where
a client sends the sanme request to nore than one endpoint, it
nmust be prepared to receive a response fromeach branch (and
shoul d choose a "best" response to act on follow ng the sane
guidelines as a forking proxy). In this particular race
condition, if multiple branches respond, all but one will nost
likely return a 482 Merged Request. The client should sel ect
the remaini ng non-482 response as the "best" response.

(10) 483 Too Many Hops: Similar to 482, receiving this md-dialog is
aberrant. Unlike 482, recovery may be possible by increasing Max-
Forwards (assuming that the requester did sonething strange |ike
using a smaller value for Max-Forwards in md-dialog requests than
it used for an initial request). If the request isn't tried with
an increased Max- Forwards, then the agent should follow the
Destroy Dial og acti ons.

(11) 486 Busy Here: This response is nonsensical in our exanple
scenario, or in any scenario where this response cones inside an
established usage. |If it occurs in that context, it should be
treated as an unknown 4xx response.

(12) 489 Bad Event: In our example scenario, [5] declares that the
subscription usage in which the NOTIFY is sent is term nated.
This response is only valid in the context of SUBSCRI BE and
NOTI FY. UAC behavior for receiving this response to other nethods
is not specified, but treating it as an unknown 4xx is a
reasonabl e practice

(13) 500 and 5xx unrecogni zed responses: |f the response contains a
Retry-After header field value, the server thinks the condition is
temporary, and the request can be retried after the indicated
interval. |If the response does not contain a Retry-After header
field value, the UA may decide to retry after an interval of its
choosing or attenpt to gracefully term nate the usage. \Whether or
not to term nate other usages depends on the application. |If the

Spar ks I nf or mati onal [ Page 14]
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5.

UA receives a 500 (or unrecognized 5xx) in response to an attenpt
to gracefully termnate this usage, it can treat this usage as
terminated. If this is the |ast usage sharing the dialog, the
dial og is al so terni nated.

(14) 502 Bad Gateway: This response is aberrant nmid-dialog. It wll

only occur if the Record-Route header field were inproperly
constructed by the proxies involved in setting up the dialog's
initial usage. Future requests using this dialog state will also
fail.

(15) 503 Service Unavailable: As per [6], the |logic handling

| ocating SIP servers for transactions may handl e 503 requests
(effectively, sequentially forking at the endpoint based on DNS
results). |If this process does not yield a better response, a 503
may be returned to the transaction user. Like a 500 response, the
error is a conmplaint about this transaction, not the usage.
Because this response occurred in the context of an established
usage (hence an existing dialog), the route-set has already been
fornmed and any opportunity to try alternate servers (as
recormended in [1]) has been exhausted by the RFC3263 | ogic.

(16) 504 Server Time-out: It is not obvious under what circunstances

this response would be returned to a request in an existing
di al og.

(17) 600 and 6xx unrecogni zed responses: Unlike 400 Bad Request, a

600 response code says sonething about the recipient user, not the

request that was made. This end user is stating an unwillingness
to comunicate. |If the response contains a Retry-After header
field value, the user is indicating willingness to conmunicate

| ater and the request can be retried after the indicated interval.
Thi s usage, and any ot her usages sharing the dialog are
unaffected. |If the response does not contain a Retry-After header
field value, the UA may decide to retry after an interval of its
choosing or attenpt to gracefully termnate the usage. \Whether or
not to term nate other usages depends on the application. |If the
UA receives a 600 (or unrecognized 6xx) in response to an attenpt
to gracefully terminate this usage, it can treat this usage as
termnated. |If this is the |last usage sharing the dial og, the
dialog is al so term nated.

Transaction Ti neouts

[1] states that a UAC should term nate a dialog (by sending a BYE) if
no response is received for a request sent within a dialog. This
recommendati on shoul d have been linmted to the invite usage instead
of the whole dialog. [5] states that a tineout for a NOTIFY renoves a
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subscription, but a SUBSCRIBE that fails with anything other than a
481 does not. G ven these statenents, it is unclear whether a
refresh SUBSCRIBE i ssued in a dialog shared with an invite usage
destroys either usage or the dialog if it tinmes out.

General ly, a transaction timeout should affect only the usage in

whi ch the transaction occurred. Oher uses sharing the dialog should
not be affected. In the worst case of tinmeout due to total transport
failure, it may require nultiple failed nessages to renove all usages
froma dialog (at |east one per usage).

There are some m d-di al og nmessages that never belong to any usage.
If they timeout, they will have no effect on the dialog or its
usages.

5.3. Matching Requests to Usages

For many md-di al og requests, identifying the usage they belong to is
obvious. A dialog can have at npbst one invite usage, so any |NVITE,
UPDATE, PRACK, ACK, CANCEL, BYE, or INFO requests belong to it. The
usage (i.e. the particular subscription) SUBSCRI BE, NOTIFY, and REFER
requests belong to can be determ ned fromthe Event header field of
the request. REG STER requests within a (pseudo)-dialog belong to
the registration usage. (As nentioned before, inplenentations aren't
m xi ng registration usages with other usages, so this docunment isn't
expl oring the consequences of that bad behavior).

According to [1], "an OPTIONS request received within a dial og
generates a 200 K response that is identical to one constructed

outside a dial og and does not have any inpact on that dialog". Thus,
OPTI ONS does not belong to any usage. Only those failures discussed
in Section 5.1 and Section 5.2 that destroy entire dialogs will have
any effect on the usages sharing the dialog with a failed OPTI ONS
request.

MESSAGE requests are discouraged inside a dialog. |[|nplenentations

are restricted fromcreating a usage for the purpose of carrying a
sequence of MESSAGE requests (though sone inplenmentations use it that
way, against the standard recommendation). A failed MESSAGE
occurring inside an existing dialog will have simlar effects on the
dialog and its usages as a failed OPTIONS request.

M d- di al og requests with unknown nethods cannot be matched with a
usage. Servers will return a failure response (likely a 501). The
effect on the dialog and its usages at either the client or the
server should be simlar to that of a failed OPTIONS request.
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These guidelines for matchi ng nessages to usages (or determ ning
there is no usage) apply equally when acting as a UAS, a UAC, or any
third party tracki ng usage and dial og state by inspecting al
nmessages between two endpoints.

5.4. Target Refresh Requests

Target refresh requests update the renpte target of a dial og when
they are successfully processed. The currently defined target
refresh requests are I NVITE, UPDATE, SUBSCRI BE, NOTIFY, and REFER

[71)-

The renote target is part of the dialog state. Wen a target refresh
request affects it, it affects it for ALL usages sharing that dial og.
If a subscription and invite usage are sharing a dialog, sending a
refresh SUBSCRIBE with a different contact will cause rel NVITEs from
the peer to go to that different contact.

A UAS will only update the renpte target if it sends a 200 cl ass
response to a target refresh request. A UAC will only update the
renote target if it receives a 200 class response to a target refresh
request. Again, any update to a dialog's renote target affects al
usages of that dial og.

There is known anbiguity around the effects of provisional responses
on renpbte targets that a future specification will attenpt to
clarify. Furthernore, because the renote target is part of the
di al og state, not any usage state, there is anbiguity in having
target refresh requests in progress simultaneously on multiple usages
in the sanme dialog. |Inplenentation designers should consider these
conditions with care.

5.5. Refreshing and Term nating Usages

Subscription and registrati on usages expire over tine and nust be
refreshed (with a refresh SUBSCRIBE, for exanple). This expiration

is usage state, not dialog state. |f several subscriptions share a
di al og, refreshing one of themhas no effect on the expiration of the
ot hers.

Normal term nation of a usage has no effect on other usages sharing
the sane dialog. For instance, termnating a subscription with a
NOTI FY/ Subscription-State: terminated will not termnate an invite
usage sharing its dialog. Likewi se, ending an invite usage with a
BYE does not terminate any active Event: refer subscriptions
establ i shed on that dial og.
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5.6. Refusing New Usages

As the survey of the effect of failure responses shows, care nust be
taken when refusing a new usage inside an existing dialog. Choosing
the wong response code will terminate the dialog and all of its
usages. GCenerally, returning a 603 Decline is the safest way to
refuse a new usage.

5.7. Repl acing Usages

[8] defines a mechani smthrough which one usage can repl ace anot her
It can be used, for exanple, to associate the two dialogs in which a
transfer target is involved during an attended transfer. It is
witten using the term"dialog", but its intent was only to affect
the invite usage of the dialog it targets. Any other usages inside
that dialog are unaffected. For some applications, the other usages
may no | onger make sense, and the application may term nate them as
wel | .

However, the interactions between Replaces and multiple dial og usages
have not been well explored. More discussion of this topic is
needed. |Inplenmenters should avoid this scenario conpletely.

6. Avoiding Miultiple Usages

Processing multiple usages correctly is not conpletely understood.
What is understood is difficult to inplenment and is very likely to
lead to interoperability problens. The best way to avoid the trouble
that comes with such conplexity is to avoid it altogether

When desi gni ng new applications or features that use SIP dial ogs, do
not require endpoints to construct nultiple usages to participate in
the application or use the feature. Wen designing endpoints,
address the existing multiple usage scenari os as best as possible.
Qut si de those scenarios, if a peer attenpts to create a second usage
inside a dialog, refuse it.

Unfortunately, there are existing applications, like transfer, that
currently entail nmultiple usages, so the sinple solution of "don't do
it" will require some transitional work. This section |ooks at the

pressures that led to these existing multiple usages and suggests
al ternatives.

When executing a transfer, the transferor and transferee currently
share an invite usage and a subscription usage within the dial og
between them This is a result of sending the REFER request wthin
the dial og established by the invite usage. |Inplenentations were |ed
to this behavior by these prinary problens:
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1. There was no way to ensure that a REFER on a new di al og woul d
reach the particular endpoint involved in a transfer. Many
factors, including details of inplenentations and changes in
proxy routing between an INVITE and a REFER coul d cause the REFER
to be sent to the wong place. Sending the REFER down the
existing dialog ensured it got to the same endpoint wth which
the di al og was established.

2. It was unclear how to associate an existing invite usage with a
REFER arriving on a new di al og, where it was conpl etely obvi ous
what the associati on was when the REFER cane on the invite
usage’ s di al og.

3. There were concerns with authorizing out-of-dialog REFERs. The
aut hori zation policy for REFER in nost inplenmentations piggybacks
on the authorization policy for INVITE (which is, in nost cases,
based sinply on "I placed or answered this call").

G obally Routable User Agent (UA) URIs (CGRUUs) [9] have been defined
specifically to address problem 1 by providing a URI that will reach
one specific user-agent. The Target-Di al og header field [10] was
created to address problens 2 and 3. This header field allows a
request to indicate the dialog identifiers of some other dialog,
provi di ng association with the other dialog that can be used in an
aut hori zati on deci si on.

The Join [11] and Repl aces [8] mechani snms can al so be used to address
problem 1. \When using this technique, a new request is sent outside
any dialog with the expectation that it will fork to possibly many
endpoints, including the one we're interested in. This request
contains a header field listing the dialog identifiers of a dialog in
progress. Only the endpoint holding a dialog matchi ng those
identifiers will accept the request. The other endpoints the request
may have forked to will respond with an error. This mechanismis
reasonably robust, failing only when the routing |ogic for out-of-

di al og requests changes such that the new request does not arrive at
the endpoint holding the dialog of interest.

The reachability aspects of using a GRUU to address problem 1 can be
conbi ned with the association-with-other-dial ogs aspects of the Join/
Repl aces and Target-Di al og mechani sms. A REFER request sent out-of-
di al og can be sent towards a GRUU, and identify an existing dialog as
part of the context the receiver should use. The Target-Dial og
header field can be included in the REFER listing the dialog this
REFER i s associated with. Figure 5 sketches how this could be used
to achieve transfer without reusing a dialog. For sinplicity, the

di agram and nessage details do not show the server at exanple.com
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that will be involved in routing the GRUU. Refer to [9] for those
detail s.

Alice B

| F1 INVITE (Bob’s AOR)
| Call-1D: (call-id one)
| Contact: (Alice’ s-GRU)

(Bob pl aces Carol on hol d)
F5 REFER (Alice’ s- GRUU) :
Call-1D: (call-id three)
Ref er-To: (Carol’ s- GRUU)
Target-Dial og: (call-id one,totagl, frontagl)
Contact: (Bob’ s- GRUU) |

0
| |
| |
| |
| |

R RREEEEEEEEEEEEEREEEEE > |

| F2 200 K | |

| To: <>;tag=totagl | |
| From <>;tag=frontagl | |
| Call-1D: (call-id one) | |
| Contact: (Bob’ s- GRUU) | |
| o | |
| ACK | |
|- >I I
(Bob places Alice on hold) | |
: | F3 INVITE (Carol’s AOR) |
| Call-1D: (call-id two) |
| Contact: (Bob’ s- GRUU) |
| ---mmmm >|
| F4 200 K |
| To: <>;tag=totag2 |
| From <>;tag=frontag2 |
| Call-1D: (call-id two) |
| Contact: (Carol’s-GRUU) |
| <mmmmmme s |
| ACK
R >
|
|
|
|
|
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| NOTI FY (Bob’ s- GRUU)
| Call-1D: (call-id three)

|

|

| |
| 200 &K |
T | |
| F6 I NVI TE (Carol’ s- GRUU) |
| Call-1D: (call-id four) |
| Contact: (Alice’ s-GRU) |
|~ >
| 200 &K |
| Contact: (Carol’s-CGRUW) |
| e |
| ACK |
S R >:
| F7 NOTIFY (Bob’s- GRU) | |
| Call-1D: (call-id three) | |
------------------------------- >| |
| 200 &K | |
| <-mmmmmme s | |
| BYE (Alice’ s- GRUU) | |
| Call-1D: (call-id one) | |
R e R R | BYE (Carol ' s- GRUU) |
| | Call-1D: (call-id two) |
| 200 K e e e - >|
I R >| 200 &K |
| | <-mmmmme s |

Figure 5: Transfer without dialog reuse

In nessage F1, Alice invites Bob indicating support for GRUUs (and
offering a GRUU for herself):

Message F1 (abridged, detailing pertinent fields)
I NVI TE si p: bob@xanpl e. com SIP/ 2.0
Call-1D: 13jfdwer230j sdw@l i ce. exanpl e. com

Supported: gruu
Contact: <sip:alice@xanple.comgr=urn:uuid: (Alice’s UA's bits)>
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Message F2 carries Bob's GRUU to Alice.
Message F2 (abridged, detailing pertinent fields)

SIP/2.0 200 K

Supported: gruu

To: <sip: bob@xanpl e. conp; t ag=t ot agl

From <sip:alice@xanple.conp;tag=frontagl

Cont act: <sip: bob@xanpl e. cony gr=urn:uuid: (Bob’s UA's bits)>

Bob decides to try to transfer Alice to Carol, so he puts Alice on
hol d and sends an INVITE to Carol. Carol and Bob negotiate GRUU
support simlar to what happened in F1 and F2.

Message F3 (abridged, detailing pertinent fields)

I NVI TE si p: carol @xanpl e.com SIP/ 2.0

Supported: gruu

Cal |l -1D: 23rasdnfoa39i 4j nasdf @ob. exanpl e. com

Contact: <sip: bob@xanpl e.con gr=urn:uuid: (Bob’s UA's bits)>

Message F4 (abridged, detailing pertinent fields)

SIP/2.0 200 &K

Supported: gruu

To: <si p: carol @xanpl e. conP; t ag=t ot ag2

From <si p: bob@xanpl e. conp; t ag=front ag2

Call -1 D: 23rasdnfoa39i 4j nasdf @ob. exanpl e. com

Cont act: <sip:carol @xanple.comgr=urn:uuid: (Carol’s UA's bits)>

After consulting Carol, Bob places her on hold and refers Alice to
her using nmessage F5. Notice that the Refer-To URI is Carol’s GRW
and that this is on a different Call-ID than nmessage F1. (The URI in
the Refer-To header is line-broken for readability in this docunent;
it would not be valid to break the URI this way in a real message.)

Message F5 (abridged, detailing pertinent fields)

REFER si p: aanewnr 203r aswdf @xanpl e. com SI P/ 2.0

Cal |l -1D: 39f a99r 0329493asdsf 3n@ob. exanpl e. com

Ref er-To: <sip: carol @xanpl e.comg=urn:uid: (Carol’s UA's hits)
?Repl aces=23r asdnf 0a39i 4] nasdf @ob. exanpl e. com
to-tag=totag2; fromtag=frontag2>

Target-Di al og: 13 f dwer 230j sdw@l i ce. exanpl e. com

| ocal -tag=frontagl; renote-tag=totagl
Supported: gruu
Cont act: <sip: bob@xanpl e. com gr=urn:uuid: (Bob’s UA's bits)>
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Alice uses the information in the Target-Di al og header field to
determ ne that this REFER is associated with the dial og she al ready
has in place with Bob. Alice is nowin a position to use the sane
admi ssion policy she used for in-dialog REFERs: "Do | have a cal
with this person?”. She accepts the REFER, sends Bob the obligatory
i medi ate NOTIFY, and proceeds to INVITE Carol w th nessage F6.

Message F6 (abridged, detailing pertinent fields)

si p: carol @xanpl e.comgr=urn:uuid: (Carol’s UA's bits)
\ /

\ /

| |

v v
I NVI TE SIP/2.0
Call -1D: 4zsd9f 234j asdf asn3j sad@l i ce. exanpl e. com
Repl aces: 23rasdnfo0a39i 4j nasdf @ob. exanpl e. com

to-tag=totag2;fromtag=frontag2

Supported: gruu
Contact: <sip:alice@xanple.comgr=urn:uuid: (Alice’s UA's bits)>

Carol accepts Alice’s invitation to replace her dialog (invite usage)
with Bob, and notifies himthat the REFERenced | NVI TE succeeded with
F7:

Message F7 (abridged, detailing pertinent fields)

NOTI FY si p: boaiidfjjerei s@xanple.comSIP/2.0
Subscription-State: term nated;reason=noresource

Cal |l -1D: 39f a99r 0329493asdsf 3n@ob. exanpl e. com

Contact: <sip:alice@xanple.comgr=urn:uuid: (Alice’s UA's bits)>
Cont ent - Type: nessage/ si pfrag

SIP/2.0 200 K
Bob then ends his invite usages with both Alice and Carol using BYEs.
7. Security Considerations

Handling multiple usages within a single dialog is complex and

i ntroduces scenarios where the right thing to do is not clear. The
anmbi guities described here can result in unexpected di sruption of
conmuni cation i f response codes are chosen carel essly. Furthernore,
these anbiguities could be exploited, particularly by third-parties

i njecting unauthenticated requests or inappropriate responses.

| mpl ement ati ons choosing to create or accept nultiple usages within a
di al og should give extra attention to the security considerations in
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[1], especially those concerning the authenticity of requests and
processi ng of responses.

Service inplementations should carefully consider the effects on
their service of peers making different choices in these areas of
ambiguity. A service that requires nultiple usages needs to pay
particular attention to the effect on service and network utilization
when a client fails to destroy a dialog the service believes should
be destroyed. A service that disallows multiple usages should
consider the effect on clients that, for instance, destroy the entire
di al og when only a usage should be torn down. In the worst case of a
service deployed into a network with a | arge nunber of m sbehaving
clients trying to create nultiple usages in an autonmated fashion, a
retry stormsinmilar to an aval anche restart could be induced.

8. Concl usion

Handling multiple usages within a single dialog is conplex and

i ntroduces scenarios where the right thing to do is not clear

| mpl enment ati ons should avoid entering into nmultiple usages whenever
possi bl e. New applications shoul d be designed to never introduce
mul ti pl e usages.

There are sonme accepted SIP practices, including transfer, that
currently require multiple usages. Recent work, nobst notably GRUU
makes those practices unnecessary. The standardization of those
practices and the inplenentations should be revised as soon as
possi bl e to use only single-usage dial ogs.
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