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Status of This Menp

Thi s docunent specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nenmo is unlimted.

Abst r act

Thi s docunent describes the Tel ephony Gateway Regi stration Protoco
(TGREP) for registration of tel ephony prefixes supported by tel ephony
gat eways and soft switches. The registration nechanismcan al so be
used to export resource information. The prefix and resource

i nformati on can then be passed on to a Tel ephony Routing over IP
(TRIP) Location Server, which in turn can propagate that routing

i nformati on within and between Internet Tel ephony Adm nistrative
Domai ns (|1 TADs). TGREP shares a lot of similarities with the TRIP
protocol. It has simlar procedures and finite state machi ne for
session establishnment. It also shares the sane format for messages
and a subset of attributes with TRIP
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1

| ntroducti on

It is assumed that the reader of this document is familiar with TRIP
[2, 12]. In typical Voice over IP (VolP) networks, Internet

Tel ephony Admi nistrative Domains (I TADs) w || depl oy numerous

gat eways for the purposes of geographical diversity, capacity, and
redundancy. Wen a call arrives at the domain, it nmust be routed to
one of those gateways. Frequently, an ITAD will break its network

i nto geographic Points of Presence (POPs), with each POP containi ng
some number of gateways, and a proxy server elenment that fronts those
gat eways. The proxy elenment is a SIP proxy [11] or H. 323 gatekeeper
The proxy server is responsible for managi ng the access to the POP
and al so for determ ning which of the gateways will receive any given
call that arrives at the POP. 1In conjunction with the proxy server
that routes the call signaling, there are two conponents, the
"Ingress LS' (aka "TGREP receiver") and the "Egress LS'. The TCGREP
recei ver component maintains TGREP peering relationship with one or
nore gateways. The routing information received fromthe gateways is
further injected into the Egress LS, which in turn dissem nates into
the rest of the network on TRIP. For conveni ence, gateway and GWare
used i nterchangeably.

This configuration is depicted graphically in Figure 1
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Figure 1. Gateway and LS Configuration

The deci si on about which gateway to use depends on many factors,
including their availability, remaining call capacity, and cal
success statistics to a particular Public Switched Tel ephone Network
(PSTN) destination (see [14]). For the proxy to do this adequately,
it needs to have access to this information in real-time, as it
changes. This neans there rmust be sonme kind of communications

bet ween the proxy and the gateways to convey this information

The TRIP protocol [2] is defined for carrying tel ephony routing

i nformati on between providers, for the purposes of getting a cal
routed to the right provider for term nation to the PSTN. However,
there is no mechani smdefined in TRIP that defines how routes get
injected into the TRIP protocol fromw thin the network. Nor does it
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define nechani sns that would all ow the provider to select the
specific gateway for termnating a call when it arrives. Those gaps
are filled by TGREP

TGREP al |l ows PSTN gat eways or soft switches to informa signaling
server, such as a SIP proxy server or H 323 gatekeeper, of routes it
has to the PSTN. These advertisenents include fairly dynamc

i nformati on, such as the renmining capacity in a particular trunk
which is essential for selecting the right gateway.

TGREP is identical in syntax and overall operation to TRIP. However,
it differs in the route processing rules followed by the TGREP
receiver, allowing for a route processing function called
"consolidation". Consolidation conbines nultiple routes for the sane
route destination with different attributes to a single route to
prevent | oss of routing information. TGREP al so defines a set of new
attributes, usable by TGREP or TRIP. Finally, TGREP only utilizes a
subset of overall TRIP capabilities. Specifically, certain
attributes are not utilized (as described below), and the TGREP
entities (the sender and receiver) operate in an asynmmetric

rel ati onship, whereas TRIP allows synetric and asymetric.

As a general rule, because of a lot of simlarities between TRI P and
TGREP, frequent reference will be made to the ternm nol ogi es and
formats defined in TRIP [2]. It is suggested that the reader be
famliar with the concepts of TRIP |like attributes, flags, route
types, address families, etc.

2. Term nol ogy and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in RFC 2119 [1].

Sone ot her useful definitions are:

Circuit: Acircuit is a discrete (specific) path between two or nore
poi nts al ong which signals can be carried. In this context, a
circuit is a physical path, consisting of one or nore wires and
possi bly intermedi ate swi tching points.

Trunk: In a network, a trunk is a conmunication path connecting two
swi tching systens used in the establishnment of an end-to-end
connection. |In selected applications, it may have both its
terminations in the same sw tching system
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TrunkGroup: A trunkgroup is a set of trunks, traffic engineered as a
unit, for the establishment of connections within or between
switching systenms in which all of the paths are interchangeabl e
except where subgrouped.

Carrier: A carrier is a conpany offering tel ephone and data
conmuni cati ons between points (end-users and/or exchanges).

3. TGREP: Overview of Operation

TGREP is a route registration protocol for tel ephony destinations on
a gateway. These tel ephony destinations could be prefixes,
trunkgroups, or carriers. The TGREP sender resides on the GWand
gathers all the information fromthe GNto relay to the TRI P Location
Server. A TGREP Receiver is defined, which receives this information
and optionally performs operations |ike consolidation and aggregation
(see Section 7.3), and hands over the reachability information to a
TRIP Location Server. The routing proxy also uses the information to
sel ect the gateway for incom ng calls.

The TCGREP sender establishes a session to the TGREP receiver using a
procedure simlar to session establishment in TRIP. After the
session establishnment, the TGREP sender sends the reachability
information in the UPDATE nessages. The UPDATE nessages have the
sane format as in TRIP. However, certain TRIP attributes are not

rel evant in TGREP;, a TGREP receiver MAY ignore themif they are
present in a TGREP nessage. The following TRIP attributes do not
apply to TGREP

Adverti senent Pat h
Rout edPat h

At omi cAggr egat e
Local Preference
Mul ti Exi tDi sc

| TADTopol ogy
Convert edRout e

NoOokwNE

In addition, TGREP defines the followi ng new attributes in this
document that can be carried in a TGREP UPDATE nessage.

- Total CircuitCapacity: This attribute identifies the total nunber
of PSTN circuits that are available on a route to conplete
cal | s.

- AvailableCrcuits: This attribute identifies the nunber of PSTN

circuits that are currently available on a route to conplete
cal | s.
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- Call Success: This attribute represents infornation about the
nunber of nornmally termnated calls out of a total nunber of
attenpted calls.

- Prefix (E164): This attribute is used to represent the list of
E164 prefixes to which the respective route can conplete calls.

- Prefix (Decinmal Routing Number): This attribute is used to
represent the list of Decinmal prefixes to which the respective
route can conplete calls.

- Prefix (Hexadeci mal Routing Number): This attribute is used to
represent the list of Hexadecimal prefixes to which the
respective route can conplete calls.

- TrunkGroup: This attribute enables providers to route calls to
destinations through preferred trunks.

- Carrier: This attribute enables providers to route calls to
destinations through preferred carriers.

In the rest of the document, we specify attributes and address
famlies used in TGREP. The new attributes and address fanilies

i ntroduced are al so applicable for general usage in TRIP except where
noted (AvailableCrcuits attribute, for exanple).

4. TGREP Attributes

Due to its usage within a service provider network, TGREP makes use
of a subset of the attributes defined for TRIP, in addition to
defining several new ones. In particular, the following attributes
fromTRIP are applicable to TGREP

W t hdr awnRout es
Reachabl eRout es
Next hopSer ver
Prefix
Communi ti es

agkwNE

TGREP al so defines several new attributes, described in this section.
These are Total CircuitCapacity, AvailableCrcuits, Call Success,
TrunkGroup, and Carrier. As nentioned above, these new attri butes
are usable by TRI P unl ess noted ot herw se.
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A TGREP UPDATE supports the follow ng attributes:

Total CircuitCapacity

Avai l ableCircuits

Cal | Success

Prefix (E. 164, Pentadeci mal routing nunber, Decinmal routing
nunber)

TrunkG oup

Carrier

PwnNE

oo

4.1. TotalGrcuitCapacity Attribute

Mandat ory: Fal se

Requi red Fl ags: Not well -known.
Potential Flags: None.

TRI P Type Code: 13.

The Total CircuitCapacity attribute identifies the total nunber of
PSTN circuits that are available on a route to conplete calls. It is
used in conjunction with the AvailableCircuits attribute in gateway
selection by the LS. The total nunber of calls sent to the specified
route on the gateway cannot exceed this total circuit capacity under
steady state conditions.

The Total CircuitCapacity attribute is used to reflect the

admi ni stratively provisioned capacity as opposed to the availability
at a given point in tinme as provided by the AvailableCircuits
attribute. Because of its relatively static nature, this attribute
MAY be propagated beyond the LS that receives it.

Total CircuitCapacity represents the total nunber of possible calls at
any instant. This is not expected to change frequently. This can
change, for instance, when certain tel ephony trunks on the gateway
are taken out of service for maintenance purposes.

4.1.1. Total CircuitCapacity Syntax
The Total GircuitCapacity attribute is a 4-octet unsigned integer. It
represents the total nunber of circuits available for term nating
calls through this advertised route. This attribute represents a
potentially achi evabl e upper bound on the nunber of calls that can be
termnated on this route in total.

4.1.2. Route Origination and Total CircuitCapacity

Rout es MAY be originated containing the Total CrcuitCapacity
attribute.
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4.1.3. Route Selection and Total CircuitCapacity

The Total CircuitCapacity attribute MAY be used for route selection
Since one of its primary applications is |oad bal ancing, an LS wll

wi sh to choose a potentially different route (anbngst a set of routes
for the sanme destination), on a call-by-call basis. This can be
nodel ed as re-running the decision process on the arrival of each
call. The aggregation and dissemnation rules for routes with this
attribute ensure that re-running this selection process never results
in propagation of a new route to other peers.

4.1.4. Aggregation and Total CircuitCapacity

An LS MAY aggregate routes to the same prefix that contains a

Total GircuitCapacity attribute. It SHOULD add the val ues of the

i ndi vidual routes to determ ne the value for the aggregated route in
the same | TAD.

4.1.5. Route Dissem nation and Total CircuitCapacity

Since this attribute reflects the static capacity of the gateway’s
circuit resources, it is not expected to change frequently. Hence,
the LS receiving this attribute MAY dissemnate it to other peers,
both internal and external to the | TAD.

4.2. AvailableCrcuits Attribute

Mandat ory: Fal se.

Requi red Fl ags: Not well - known.
Potential Fl ags: None.

TRI P Type Code: 14.

The AvailableCircuits attribute identifies the nunber of PSTN
circuits that are currently available on a route to conplete calls.
The nunber of additional calls sent to that gateway for that route
cannot exceed the circuit capacity. |If it does, the signaling
protocol will likely generate errors, and calls will be rejected.

The AvailableC rcuits attribute is used ONLY between a gateway and
its peer LS responsible for managi ng that gateway. |If it is received
inaroute, it is not propagated.

4.2.1. AvailableCrcuits Syntax
The AvailableC rcuits attribute is a 4-octet unsigned integer. It

represents the number of circuits remaining for terminating calls to
this route.
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4.2.2. Route Origination and AvailableCircuits

Rout es MAY be originated containing the AvailableCrcuits attribute.
Since this attribute is highly dynam c, changing with every call
updates MAY be sent as it changes. However, it is RECOMMENDED t hat
neasures be taken to hel p reduce the nmessaging load fromroute
origination. It is further RECOWENDED that a sufficiently |arge

wi ndow of tinme be used to provide a useful aggregated statistic.

4.2.3. Route Selection and Avail ableC rcuits

The AvailableCrcuits attribute MAY be used for route selection

Since one of its prinmary applications is |oad balancing, an LS wll

wi sh to choose a potentially different route (anbngst a set of routes
for the same prefix) on a call-by-call basis. This can be npdeled as
re-runni ng the deci sion process on the arrival of each call. The
aggregati on and di ssem nation rules for routes with this attribute
ensure that re-running this selection process never results in
propagation of a new route to other peers.

4.2.4. Aggregation and AvailableGrcuits
Not appl i cabl e.
4.2.5. Route Dissem nation and Avail ableC rcuits

Rout es MJUST NOT be disseminated with the AvailableCrcuits attribute.
The attribute is neant to reflect capacity at the originating gateway
only. Its highly dynam c nature nakes it inappropriate to

di ssem nate in nobst cases.

4.3. CallSuccess Attribute

Mandat ory: Fal se.

Requi red Fl ags: Not wel | -known.
Potential Fl ags: None.

TRI P Type Code: 15.

The Cal |l Success attribute is an attribute used ONLY between a gat eway
and its peer LS responsible for managing that gateway. |If it is
received in a route, it is not propagated.

The Cal | Success attribute provides information about the nunber of
normal ly term nated calls out of a total number of attenpted calls.

Cal | Success is to be determ ned by the gateway based on the

Di sconnect cause code at call termination. For exanple, a call that
reaches the Alerting stage but does not get connected due to the
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unavail ability of the called party, or the called party being busy,

is conventionally considered a successful call. On the other hand, a
call that gets disconnected because of a circuit or resource being
unavail able is conventionally considered a failed call. The exact

mappi ng of di sconnect causes to Call Success is at the discretion of
the gateway reporting the attribute.

The Cal | Success attribute is used by the LS to keep track of failures
in reaching certain tel ephony destinations through a gateway(s) and
to use that information in the gateway sel ection process to enhance
the probability of successful call term nation

This information can be used by the LS to consider alternative
gateways to terninate calls to those destinations with a better
i keli hood of success.

4.3.1. Call Success Syntax

The Cal | Success attribute is conposed of two conmponent fields -- each
represented as a 4-octet unsigned integer. The first conponent field
represents the total nunber of calls term nated successfully for the
advertised destination on a given address fanm|ly over a given w ndow
of time. The second conponent field represents the total numnber of
attenpted calls for the advertised destination within the same w ndow
of tinme.

When the value for the total nunmber of attenpted calls w aps around,
the counter value for the nunmber of successful calls is reset to keep
it aligned with the other conponent over a given wi ndow of time. The
TGREP receiver using this information should obtain this infornmation
frequently enough to prevent |oss of significance.

4.3.2. Route Oigination and Call Success

Rout es MAY be originated containing the Call Success attribute. This
attribute is expected to get statistically significant with passage
of time as nore calls are attenpted. It is RECOVMMENDED t hat
sufficiently large wi ndows be used to provide a useful aggregated
statistic.

4.3.3. Route Selection and Cal | Success

The Cal |l Success attribute MAY be used for route selection. This
attribute represents a neasure of success of termnating calls to the
advertised destination(s). This information MAY be used to sel ect
fromanongst a set of alternative routes to increase the probability
of successful call termnation
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4.3.4. Aggregation and Cal | Success
Not appl i cabl e.
4.3.5. Route Dissemnation and Cal | Success

Rout es MUST NOT be di sseminated with the Call Success attribute. |Its
potential to change dynamically does not nake it suitable to
di sseni nat e

4.4, Prefix Attributes

Mandat ory: Fal se

Requi red Fl ags: Not well -known.

Potential Flags: None.

TRI P Type Codes: 16 for E164 Prefix, 17 for Pentadeci nal Routing
Nunber Prefix, and 18 for Decinmal Routing Nunber Prefix.

The Prefix attribute is used to represent the list of prefixes to
whi ch the respective route can conplete calls. This attribute is
i ntended to be used with the Carrier or TrunkGroup address famly
(discussed in Section 5).

Though it is possible that all prefix ranges may be reachabl e through
a given carrier, admnistrative issues could make certain ranges
preferable to others.

4.4.1. Prefix Attribute Syntax

The Prefix attribute could be E. 164, Decimal, or Pentadecimal (refer
to TRIP [2]), each of themhaving its own type code. The Prefix
attribute is encoded as a sequence of prefix values in the attribute
Value field. The prefixes are listed sequentially with no padding as
shown in Figure 2. Each prefix includes a 2-octet Length field that
represents the length of the Address field in octets. The order of
prefixes in the attribute is not significant.

The presence of the Prefix Attribute with the Length field of the
attribute as 0 signifies that the TGREP GNcan terninate ALL prefixes
of that prefix type (E. 164, Decimal, or Pentadecimal) for the given
Reachabl e route(s). This is not equivalent to excluding the Prefix
attribute in the TGREP update.
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< 2 octets > < Lengthl octets > < 2 octets > < Length2 octets >

Figure 2: Prefix Fornmat
4.4.2. Route Oigination and Prefix
Rout es MAY be originated containing the Prefix attribute.
4.4.3. Route Selection and Prefix
The Prefix attribute MAY be used for route selection.
4.4.4. Aggregation and Prefix
Routes with differing Prefix attributes MJST NOT be aggregated.
Routes with the sane value in the Prefix attribute MAY be aggregated
and the sane Prefix attribute attached to the aggregated object.

4.4.5. Route Dissem nation and Prefix

The LS receiving this attribute shoul d disseninate to other peers,
both internal and external to the | TAD.

4.5. TrunkGoup Attribute

Mandat ory: Fal se.

Required Fl ags: Not wel | -known.
Potential Flags: None.

TRI P Type Code: 19.

The TrunkGroup attribute is used to represent the list of trunkgroups
on the gateway used to conplete calls. It enables providers to route
calls to destinations through preferred trunks. This attribute is
relatively static.

4.5.1. TrunkG oup Syntax
The TrunkGroup attribute is a variable-length attribute that is
conposed of a sequence of trunkgroup identifiers. It indicates that
the gateway can conplete the call through any trunkgroup identifier
i ndicated in the sequence.

Each trunkgroup identifier is encoded as a Length-Value field (shown
in Figure 3 below). The Length field is a 1-octet unsigned nuneric
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value. The Value field is a variable-length field consisting of two
subfields, a trunkgroup |abel followed by a trunk context, the two
subfiel ds separated by the delimiter ";" (semicolon). Both the
trunkgroup | abel and the trunk context subfields are of variable
length. The Length field represents the total size of the Value
field including the delimter.

The permi ssible character set for the trunk group | abel and the
trunkgroup context subfields and the associated ABNF [8] is per rules
outlined in [4].

The presence of the TrunkGroup attribute with the Length field of the
attribute as 0 signifies that the TGREP GWNWcan termi nate ALL
trunkgroups for the given Reachable route(s).

< 1 octet > < Lengthl octets > < 1 octet > < Length2 octets >

Figure 3: TrunkG oup Syntax
4.5.2. Route Origination and TrunkG oup
Rout es MAY be originated containing the TrunkGroup attribute.
4.5.3. Route Selection and TrunkG oup

The TrunkGroup attribute MAY be used for route selection. Certain
trunkgroups MAY be preferred over others based on provider policy.

4.5.4. Aggregation and TrunkG oup

Routes with differing TrunkGoup attributes MJST NOT be aggregat ed.
Routes with the sane value in the TrunkGroup attribute MAY be
aggregated and the same TrunkGroup attribute attached to the

aggr egat ed obj ect.

4.5.5. Route Dissem nation and TrunkG oup
This attribute is not expected to change frequently. Hence, the LS
receiving this attribute MAY disseninate it to other peers, internal

to | TAD. Routes SHOULD not be di ssenm nated external to the | TAD,
with TrunkG oup attribute.
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4. 6.

4. 6.

4. 6.

Ban

Carrier Attribute

Mandat ory: Fal se

Requi red Fl ags: Not wel | -known.
Potential Flags: None.

TRI P Type Code: 20.

The Carrier attribute is used to represent the list of carriers that
the gateway uses to complete calls. It enables providers to route
calls to destinations through preferred carriers. This attribute is
relatively static.

1. Carrier Syntax

The Carrier attribute is a variable-length attribute that is conposed
of a sequence of carrier identifiers. It indicates that the route
can conplete the call to any of the carriers represented in the
sequence of carrier identifiers [13].

Each carrier identifier is encoded as a Length-Value field (shown in
Figure 4 below). The Length field is a 1-octet unsigned numeric
value. The Value field is a variable-length field.

The perm ssible character set for the Value field and the associ at ed
ABNF [8] is per rules outlined in [5]. Specifically, it carries
"global-cic" or "local-cic" [5]. |In case of "local-cic", the
"phonedi git-hex" part and the "cic-context” part woul d be separated
by the delimter ";". Hence, absence or presence of the delimter
can be used to determine if the value is a "global-cic" or a "local-
cic'". The Length field represents the total size of the Value field
including the delimter.

The presence of the Carrier attribute with the Length field of the
attribute as 0 signifies that the TGREP GWNcan term nate ALL Carriers
for the given Reachable route(s).

< 1 octet > < Lengthl octets > < 1 octet > < Length2 octets >

Figure 4. Carrier Syntax
2. Route Origination and Carrier

Rout es MAY be originated containing the Carrier attribute.
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4.6.3. Route Selection and Carrier

The Carrier attribute MAY be used for route selection. Certain
carriers MAY be preferred over others based on provider policy.

4.6.4. Aggregation and Carrier
Routes with differing Carrier attributes MJST NOT be aggregated.
Routes with the sane value in the Carrier attribute MAY be aggregated
and the sanme Carrier attribute attached to the aggregated object.
4.6.5. Route Dissem nation and Carrier
This attribute is not expected to change frequently. Hence, the LS
receiving this attribute MAY dissenminate it to other peers, both
internal and external to the |ITAD.
5. TrunkGoup and Carrier Address Fanmlies
As described in TRIP [2], the Address Family field gives the type of

address for the route. Two new address famlies and their codes are
defined in this section:

Code Address Fam |y
4 TrunkG oup
5 Carrier

VWen a set of GM is to be managed at the granularity of carriers or
trunkgroups, then it nmay be nore appropriate for a GNto advertise
routes using the Carrier address famly or TrunkGroup address famly,
respectively. Also, in a TGREP associ ati on between the gateway and
the LS responsible for managi ng that gateway, there are sone
attributes that nmore naturally fit in as advertised properties of
trunkgroups or carriers rather than that of advertised prefixes, for
exanpl e, the AvailableC rcuit information on a particular trunkgroup
or a particular carrier. To express this relationship, the existing
TRIP address famlies are inadequate. W need separate address
famlies that can associate certain properties |ike AvailableCrcuits
i nformati on to trunkgroups or carriers.

The primary benefits of this nodel are as foll ows:

- It allows a service provider to route calls based strictly on the
trunkgroups or carriers.

- It facilitates nore accurate reporting of attributes of a dynamc

nature |like AvailableCircuits by providing the ability to manage
resources at the granularity of a trunkgroup or a carrier
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5.

1.

- It enables scalability as gateways can get really large with the
ability to provision hundreds or a few thousand circuits, and this
can increase the potential for traffic that reports dynanic
resource information between the gateway and the LS. The node
i ntroduced can potentially alleviate this UPDATE traffic, hence
i ncreasing efficiency and providing a scal abl e gateway registration
nodel .

Address Family Syntax

Consi der the generic TRIP route format from TRIP [2] shown bel ow.

0 1 2 3
01234567890123456789012345678901
. . . . +

| Address Fam |y | Appl i cation Protocol

Fom e e e oo - Fom e e e oo - Fom e e e oo - Fom e e e oo - +
| Length | Address (vari abl e)

S TR S S TR e +

Figure 5: CGeneric TRI P Route Format

The Address Famly field will be used to represent the type of the
address associated for this famly, which is based on the TrunkG oup
or Carrier. The codes for the new address famlies have been

al l ocated by | ANA

The code for the TrunkG oup address famly is 4, and the code for the
Carrier address famly is 5.

The Application Protocol field is the sane as the one for the

Deci mal, Pentadecimal, and E. 164 address fanilies defined in TRIP
[2]. The Length field represents the total size of the Address field
in bytes.

The value in the Address field represents either the TrunkG oup or
Carrier address famly, and the syntax is as follows:

For the TrunkG oup address famly, the Address field represents a
TrunkG oup value that is defined as specified in Section 4.5.1,
"TrunkG oup Syntax".

For the Carrier address famly, the Address field represents a
Carrier value. This is the same as the Value field specified in an
earlier Section 4.6.1, "Carrier Syntax".
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The above nentioned address fanmilies are not hierarchical, but flat.
If a gateway supports any of these address famlies, it should

i nclude that address famly as one of the Route types supported in
the OPEN message capability negotiation phase.

The following attributes are currently defined to be used with all
the address famlies including the TrunkG oup and Carrier address
famlies.

- AvailableCrcuits attribute
- Total CircuitCapacity attribute
- Call Success attribute

It is recoomended that the above three attributes be used by the
gateway with the TrunkG oup or Carrier address famly, if possible.
This will potentially offer a nore efficient resource reporting
framewor k, and a scal abl e nodel for gateway provisioning.

However, when the gateway is not using the TrunkGroup or Carrier
address famly, it MAY use the above attributes with the Decimal,
Pent adeci mal , and E. 164 address fanili es.

The Prefix attribute cannot be used when the address famly is E164
nunbers, Pentadeci nal routing nunbers, or Decimal routing nunbers.

The Carrier attribute cannot be used if the address famly type is
Carrier.

The TrunkG oup attribute cannot be used if the address famly type is
TrunkG oup.

6. Gateway Operation

A gateway uses TGREP to advertise its reachability to its domain’s
Location Server(s) (LS, which are closely coupled with proxies). The
gat eway operates in TRIP Send Only node since it is only interested
in advertising its reachability, but is not interested in |earning
about the reachability of other gateways and other domains. Also,
the gateway will not create its own call routing database. In this
section, we describe the operation of TGREP on a gateway.

6.1. Session Establishnent
When opening a peering session with a TGREP receiver, a TGREP gat eway
foll ows exactly the same procedures as any other TRIP entity. The

TGREP gat eway sends an OPEN nmessage that includes a Send Receive
Capability in the Optional Parameters. The Send Receive Capability
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is set by the gateway to Send Only. The OPEN nessage al so contains
the address famlies supported by the gateway. The renmi nder of the
peer session establishment is identical to TRIP

6. 2. UPDATE Messages

Once the peer session has been established, the gateway sends UPDATE
nmessages to the TRIP LS with the gateway’s entire reachability. The
gateway al so sends any attributes associated with the routes.

TGREP processing of the UPDATE nessage at the gateway is identical to
UPDATE processing in TRIP [2]. A TCGREP sender MJST support al
mandatory TRIP attributes.

6. 3. KEEPALI VE Messages

KEEPALI VE nessages are periodically exchanged over the peering
sessi on between the TGREP gateway and the TRIP LS as specified in
Section 4.4 of TRIP [2].

6.4. FError Handling and NOTI FI CATI ON Messages

The sane procedures used with TRIP are used with TGREP for error
handl i ng and generati ng NOTI FI CATI ON nessages. The only difference
is that a TGREP gateway wi |l never generate a NOTIFI CATI ON nessage in
response to an UPDATE nessage, irrespective of the contents of the
UPDATE nessage. Any UPDATE nessage is silently discarded.

6.5. TGREP Finite State Machine

When the TGREP finite state machine is in the Established state and
an UPDATE nessage is received, the UPDATE nessage is silently

di scarded and the TGREP gateway remmins in the Established state.

G her than that, the TRIP finite state machine and the TGREP finite
state nmachi ne are identical

6.6. Call Routing Databases

A TGREP gateway nay maintain simultaneous sessions with nore than one
TRIP LS. A TCGREP gateway mai ntains one call routing database per
peer TRIP LS. These databases are equivalent to TRIP s Adj-TRI Bs-
Qut, and hence we will call them Adj-TRIBs-GM Qut. An Adj-TRI B- GV
Qut contains the gateway's reachability information advertised to its
peer TRIP LS. How an Adj-TRI B-GW¥ Qut dat abase gets popul ated is

out side the scope of this docunent (possibly by manua

configuration).
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6.

6.

7.

The TGREP gat eway does not have dat abases equivalent to TRIP s

Adj - TRIBs-In and Loc- TRI B, because the TGREP gateway does not |earn
routes fromits peer TRIP LSs, and hence it does not run call route
sel ecti on.

7. Miltiple Address Fanilies

As nentioned above, TGREP supports various address fanmilies in order
to convey the reachability of tel ephony destinations. A TGREP
sessi on MUST NOT send UPDATEs of nore than one of the follow ng
categories (a) Prefix address famlies (EL164, Pentadeciml, and
Decimal ), (b) TrunkGroup address famly, or (c) Carrier address
famly for a given established session. TGREP should specify its
choi ce address fam |y through the route-type capability in the OPEN
nmessage. And route-type specification in the OPEN nmessage viol ating
the above rule should be rejected with a NOTI FI CATI ON nessage.

8. Route Selection and Aggregation

TRIP' s route sel ection and aggregati on operati ons MJST NOT be
i mpl enented by TGREP gat eways.

LS/ Proxy Behavi or

As nentioned earlier, TGREP can be considered as a protoco
conplimentary to TRIP in providing reachability information, which
can then be further fed into the Location Server. The architecture
of an LS/ Proxy systemis as follows: There exists a TRIP LS
application that functions as a speaker in the |I-TRI P/E-TRI P network
as docunented in TRIP [2]. This conponent is terned as "Egress LS"
for the purposes of this discussion. Then, there is a signaling
server fronting a set of gateways. |n conjunction with this
signaling server is also a second conmponent operating in receive
node, which peers with one or nore gateways, each of them using TGREP
to advertise routing information. This conponent on the receiving
end of one or nore TGREP sessions is termed as the "lngress LS" or
"TGREP receiver" for the purposes of this discussion. Al so, the
entity (typically, a gateway) advertising the routes on the TGREP
session is terned as the "TGREP sender”. The TGREP receiver
receiving the TRIP nmessages takes the resulting routing information
from each gateway, and "exports” it to another process we define

bel ow, that perforns consolidation and aggregation, in that order
These operations would take as input the collective set of routes
fromall the gateways. Subsequently, the resulting TRIB is passed as
input into the LS-Egress process as shown bel ow, that can then

di ssem nate these via TRIP. The interface between the TGREP recei ver
(aka Ingress LS) peering with the GNs) and the TRIP LS (Egress LS)
is entirely a local matter.
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The nature of the consolidation and aggregati on operations and the
acconpanying notivation are described in the subsections below The
order in which the operations are listed represents an inplicit

| ogi cal sequence in which they are applied. The architecture for an
LS/ Proxy entity is shown in Figure 6 bel ow

TN +
| R +
| | +-+  +-+ | | TGREP
| | Al 1] | t----- +
| | lal ol | | |
| b + lo In] e s ] -] ew |
| | Il sl I SRR
|1 TRP | ] lel ol | IS
| | LS D | g<--]1<--- TGREP | - ++-] Femmm - +
| | lal |i|] | Session | | | | |
| |  (1-TRIP/ | [t] |dl | Mnagenent |-++-+----| GV |
| |  ETRP) | | il la] | |1 t----- +
| | (Egress LS) | | ol [t] | |-+ +---
| S [-+ | In|  |i] +------------- + | +----- +
| / | | | 1ol | -- |
| / | | | Inl (Ingress L) | | | GW |
| / | +-+  +-+ | | +--- - +
| / | TGREP Recei ver ||
| / R +
| / |
| / |
Fommm - T e +
/ LS/ Pr oxy
/
/
/
/
/
) +
| |
| |
| |
| LS |
| |
| |
| |
| |
| |
L +

Figure 6: LS Architecture for TRI P-GW
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.1. Route Consolidation

The TGREP receiver (lngress LS) nmay receive routing information from
one or nore gateways. It is possible that nultiple routes are

avail abl e for the sane destination. These different alternative
routes may be received fromthe sane gateway or fromnultiple
gateways. It is RECOMVENDED that the set of gateway routes for each
destinati on be consolidated, before presenting a candidate route, to
the Egress LS entity. The notivation for this operation should be to
define a route that can maximally represent the collective routing
capabilities of the set of gateways, managed by this TGREP receiver.
Let us take an exanple scenario in order to bring out the notivation
for this operation. Let us say, the TGREP receiver naintains peering
sessions with gateways A and B

- Gateway A advertises a route for destination "SIP 408" on the
E. 164 address famly with the Carrier attribute val ue CI.

- Gateway B advertises a route for destination "SIP 408" on the
E. 164 address famly with Carrier attribute value C2.

The TGREP receiver that receives these routes can consolidate these
constituent routes into a single route for destination "SIP 408" wth
its Carrier attribute being a union of the Carrier attribute val ues
of the individual routes, nanely, "Cl C2". This operation is
referred to as consolidation. In the above exanple, it is possible
that a route to the destination "SIP 408" through one or nore
carriers may have been lost if the individual routes were not
consol i dat ed.

Anot her exanple is to consolidate the Prefix attribute fromnmultiple
Carrier or TrunkGroup updates received fromdifferent gateways for
the same destination. Let us say, there are Carrier address famly
(AF) updates fromtwo gateways for Carrier destination X, and the
prefix attribute values are {408, 650} from one update and {919, 973}
fromthe other. The prefix values fromthese two updates can be
consolidated into a single Carrier AF route advertisement with prefix
val ue {408, 650, 919, 973}.

In general, there is a potential for |oss of gateway routing

i nformati on when TGREP routes froma set of gateways are not
consol i dated when a candidate route is presented to the TRIP LS. The
specifics of applying the consolidation operation to different
attributes and routes fromdifferent address fanilies is left to the
i ndi vi dual TGREP receiver inplenentations.
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7.2. Aggregation

The set of gateway routes, which are in a consolidated formor

ot herwi se, may be aggregated before inporting it to the LS instance
that is responsible for I-TRIP/E-TRIP processing (Egress LS). This
operation follows the standard aggregati on procedures described in
TRIP [2], while adhering to the aggregation rules for each route
attribute.

7.3. Consolidation versus Aggregation

To highlight the difference between the two operations discussed
above, "consolidation" conbines multiple routes for the sane route
destinati on, whereas "aggregation" conbines routes for different
route destinations that qualify as candidates to be summari zed
resulting in route information reduction.

To take an exanple, if there are nmultiple gateways offering routes to
an E. 164 destination "408" but with possibly different attributes
(e.g., Carrier), the LS/ Proxy can conbi ne these to formone route for
"408" but representing the attribute information collectively. This
process i s consolidation.

If, for exanple, the LS/ Proxy receives routes for 4080, 4081, 4082,

4089 from anongst a set of gateways, it could aggregate these
different candidate routes to have a sunmarized route destination
"408" with each of the attributes computed using the aggregation
procedures defined in TRIP

8. Security Considerations

The security considerations for TGREP are identical to that
identified in TRIP [2] and are just restated here for the purposes of
clarity.

The security mechanismfor the peering session between TGREP GWand a
TRIP LS, in an IP network, is IPsec [3]. |[|Psec uses two protocols to
provide traffic security: Authentication Header (AH) [6] and

Encapsul ating Security Payload (ESP) [7].

The AH header affords data origin authentication, connectionless
integrity, and optional anti-replay protection of nessages passed

bet ween the peer LSs. The ESP header provides origin authentication
connectionless integrity, anti-replay protection, and confidentiality
of messages.
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9.

9.

1

2.

| mpl enent ati ons of the protocol defined in this docunent enploying
the ESP header SHALL conply with Section 3.1.1 of [10], which defines
a mininmmset of algorithnms for integrity checking and encryption
Simlarly, inplenmentations enploying the AH header SHALL conply with
Section 3.2 of [10], which defines a mninumset of algorithms for

i ntegrity checking.

| npl enent ati ons SHOULD use the Internet Key Exchange Protocol (IKEv2)
[9] to permit nore robust keying options. |nplenmentations enploying
| KEv2 SHOULD support 3DES-CBC for confidentiality and HVAC SHA1 for
integrity.

A Security Association (SA) [3] is a sinplex "connection" that

af fords security services to the traffic carried by it. Security
services are afforded to an SA by the use of AH or ESP, but not both.
Two types of SAs are defined: transport node and tunnel node. A
transport nmbde SA is a security association between two hosts, and is
appropriate for protecting the TRI P session between two peer LSs.

| ANA Consi derati ons

Both TRIP [2] and TGREP share the sane | ANA registry for
Capabilities, Attributes, Address Famlies, and Application
Protocols. | ANA has added the following attribute codes and address
famly codes to the TRIP [2] registries.

Attribute Codes

The Attribute Type Codes assigned for the new attributes defined in
this docunent are |isted bel ow

Code Attribute Ref er ence
13 Total CircuitCapacity [ RFC5140]
14 Avail ableCircuits [ RFC5140]
15 Cal | Success [ RFC5140]
16 E. 164 Prefix [ RFC5140]
17 Pent adeci mal Routing Nunber Prefix [RFC5140]
18 Deci mal Routing Nunber Prefix [ RFC5140]
19 TrunkG oup [ RFC5140]
20 Carrier [ RFC5140]

Address Fami |y Codes

The foll owi ng subsecti ons show the codes that have been assigned for
the two new address famlies introduced in this docunent.
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9.2.1. TrunkGroup Address Fam |y
Code Address Family Ref erence
4 ~ TrunkGroup [ RFC5140]
9.2.2. Carrier Address Famly
Code Address Family Ref erence
5 Ccarrier [ RFC5140]
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