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Prot ocol | ndependent Multicast (PIM Bootstrap Router MB
Status of This Meno

Thi s docunent specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nemo is unlimted.

Abst ract

Thi s docunent defines a portion of the Managenent |Information Base
(MB) for use with network managenent protocols in the Internet
conmunity. In particular, it describes managed objects used for
managi ng the Bootstrap Router (BSR) nechani smfor PIM (Protoco

| ndependent Ml ticast).
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1. Introduction

This menmo defines a portion of the Managenment |nformati on Base (M B)
for use with network nmanagenent protocols in the Internet community.
In particular, it describes managed objects used for managi ng the
Bootstrap Router (BSR) nechanismfor PIM][RFC4601], [ RFC5059].

Thi s docunent was created by nmoving sone of the PIMBSR-specific MB
tables fromone of the earlier versions of PIM M B [ RFC5060] .

2. The Internet-Standard Managenment Franmework

For a detail ed overview of the docunents that describe the current
I nt ernet - Standard Managenent Franework, please refer to section 7 of
RFC 3410 [ RFC3410].

Managed obj ects are accessed via a virtual information store, terned
the Managenent Information Base or MB. MB objects are generally
accessed through the Sinple Network Managenent Protocol (SNWP).
ohjects in the MB are defined using the nechani sns defined in the
Structure of Managenent Information (SM). This nmeno specifies a MB
nodul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580

[ RFC2580] .

3. Conventi ons

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

4. Overview
This M B nodul e contains four tables. The tables are:

1. The Candidate-RP Table, which contains one row for each nulticast
group address prefix for which the local router is configured to
advertise itself as a Candidate-RP (C-RP). This table exists on
routers that are configured as Candi date-RP

2. The El ected BSR RP-Set Tabl e, which contains one row for each
Group-to-RP nmapping that was received in C RP advertisenents.
This table exists on a router that is an el ected BSR ( E- BSR)

3. The Candi dat e-BSR Tabl e, whi ch contains one row for each

Candi dat e- BSR configuration for the local router. This table
exi sts on routers that are configured as Candi dat e- BSR
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4.

This M B npdul e uses textual

The El ect ed-BSR Tabl e, which contains one row for each el ected
BSR. This table exists on a router that is an el ected BSR

M B [ RFC4001] .

5. Definitions

PIMBSR-M B DEFINITIONS ::= BEG N

| MPORTS

MODULE- | DENTI TY, OBJECT- TYPE,
NOTI FI CATI ON- TYPE,

m b-2, Unsigned32, TineTicks FROM SNWPv2- SM
RowSt at us, Trut hVal ue,

St or ageType FROM SNVPv2-TC
MODULE- COVPLI ANCE, OBJECT- GROUP,

NOTI FI CATI ON- GROUP FROM SNWVPv2- CONF
| net Addr essType,

| net Addr essPrefi xLengt h,
| net Addr ess,
| net Zonel ndex FROM | NET- ADDRESS- M B;

pi mBsr M B MODULE- | DENTI TY

LAST- UPDATED "200805280000Z" -- 28 May 2008
ORGANI ZATI ON

"I ETF Protocol Independent Miulticast (PIM Wrking G oup"

CONTACT- | NFO
"Email: pim@etf.org
WG charter:
http://ww. ietf.org/htm.charters/pimcharter.htn™
DESCRI PTI ON
"The M B nodul e for nanagenent of the Bootstrap Router
(BSR) mechanismfor PIMrouters.

Copyright (C The IETF Trust (2008). This version
of this MB nodule is part of RFC 5240; see the RFC
itself for full legal notices."

REVI SI ON "200805280000Z2" -- 28 May 2008

DESCRIPTION "lnitial version, published as RFC 5240."

:={ mb-2 172 }

-- Top-level structure

pi nBsrNotifications OBJECT | DENTI FI ER ::
pi nmBsr Ohj ect s OBJECT | DENTI FI ER ::

Joshi

{ pimBsrMB 0 }
{ pimBsrMB 1 }
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-- Confornmance | nfornmation

pi nBsr Conf or mance OBJECT | DENTI FI ER : :
pi mBsr Conpl i ances OBJECT | DENTI FI ER : :
pi nBsr Gr oups OBJECT | DENTI FI ER ::

{ pimBsrMB 2 }
{ pi mBsr Confornmance 1 }
{ pi mBsr Conf ormance 2 }

-- The BSR Candi dat e- RP Tabl e

pi nBsr Candi dat eRPTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Pi nBsr Candi dat eRPEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The (conceptual) table listing the IP nulticast group
prefixes for which the local router is to advertise
itself as a Candi date-RP."

c:={ pinBsrnjects 1}

pi nBsr Candi dat eRPEnt ry OBJECT- TYPE
SYNTAX Pi nBsr Candi dat eRPEnt ry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An entry (conceptual row) in the
pi nBsr Candi dat eRPTabl e. "
| NDEX { pi mBsr Candi dat eRPAddr essType,
pi nBsr Candi dat eRPAddr ess,
pi nBsr Candi dat eRPG oupAddr ess,
pi nBsr Candi dat eRPG oupPr ef i xLength }
;.= { pinBsrCandi dat eRPTable 1 }

Pi nBsr Candi dat eRPEntry ::= SEQUENCE {
pi nBsr Candi dat eRPAddr essType | net Addr essType,
pi nBsr Candi dat eRPAddr ess | net Addr ess,
pi nBsr Candi dat eRPG oupAddr ess | net Addr ess,
pi nBsr Candi dat eRPG oupPr ef i xLengt h | net Addr essPr ef i xLengt h,
pi nBsr Candi dat eRPBi di r Tr ut hVal ue,
pi nBsr Candi dat eRPAdVTi ner Ti meTi cks,
pi nBsr Candi dat eRPPriority Unsi gned32,
pi mBsr Candi dat eRPAdvI nt er val Unsi gned32,
pi mBsr Candi dat eRPHol dti ne Unsi gned32,
pi nBsr Candi dat eRPSt at us RowSt at us,
pi nBsr Candi dat eRPSt or ageType St or ageType
}
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pi nBsr Candi dat eRPAddr essType OBJECT- TYPE
SYNTAX | net Addr essType
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The I net address type of the Candi date-RP."
.= { pinBsrCandi dateRPEntry 1 }

pi nBsr Candi dat eRPAddr ess OBJECT- TYPE

SYNTAX | net Address (S| ZE (4] 8| 16| 20))
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The (unicast) address that will be advertised as a

Candi date-RP. The I net AddressType is given by the
pi nBsr Candi dat eRPAddr essType obj ect. "
::= { pinBsrCandi dateRPEntry 2 }

pi nBsr Candi dat eRPG oupAddr ess OBJECT- TYPE

SYNTAX | net Addr ess (Sl ZE (4| 8] 16| 20))
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The I P nulticast group address that, when conbined with
the correspondi ng val ue of

pi nBsr Candi dat eRPG oupPr ef i xLength, identifies a group
prefix for which the local router will advertise itself
as a Candi date-RP. The | net AddressType is given by the
pi nBsr Candi dat eRPAddr essType obj ect .

Thi s address object is only significant up to
pi nBsr Candi dat eRPG oupPr ef i xLength bits. The
remai nder of the address bits are zero. This is
especially inportant for this field, which is part of
the index of this entry. Any non-zero bits would
signify an entirely different entry."

.= { pinBsrCandi dateRPEntry 3 }

pi nBsr Candi dat eRPG oupPr ef i xLengt h OBJECT- TYPE

SYNTAX | net Addr essPrefixLength (4..128)

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The mul ticast group address mask that, when conbi ned
with the correspondi ng val ue of
pi nBsr Candi dat eRPG oupAddress, identifies a group prefix
for which the local router will advertise itself as a
Candi date-RP. The | net AddressType is given by the
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pi nBsr Candi dat eRPAddr essType obj ect."
.= { pinBsrCandi dateRPEntry 4 }

pi nBsr Candi dat eRPBi di r OBJECT- TYPE

SYNTAX Trut hVal ue

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"I'f this object is set to TRUE, this group range is
advertised with this RP as a BIDIR-PIM group range. |If
it is set to FALSE, it is advertised as a Pl M SM group
range. "

DEFVAL { false }

.= { pinBsrCandi dateRPEntry 5 }

pi nBsr Candi dat eRPAdvTi mer OBJECT- TYPE

SYNTAX Ti meTi cks

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The tine remaining before the Iocal router next sends
a Candi dat e- RP- Adverti sement to the el ected BSR for
this zone."

.= { pinBsrCandi dat eRPEntry 6 }

pi nBsr Candi dat eRPPri ority OBJECT- TYPE

SYNTAX Unsi gned32 (0..255)

MAX- ACCESS r ead-create

STATUS current

DESCRI PTI ON
"The priority for this Candi date-RP advertised in
Candi dat e- RP- Adverti senents. "

REFERENCE " RFC 5059, section 3.2"

DEFVAL { 192 }

::= { pinBsrCandi dateRPEntry 7 }

pi nBsr Candi dat eRPAdvI nt erval OBJECT- TYPE

SYNTAX Unsi gned32 (1..26214)

UNI TS "seconds"

MAX- ACCESS r ead-create

STATUS current

DESCRI PTI ON
"A Candi dat e- RP gener at es Candi dat e- RP- Adverti senents
periodically. This object represents the tine interva
i n seconds between two consecutive advertisenents."

REFERENCE " RFC 5059, sections 3.2 and 5"
DEFVAL { 60 }
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.= { pinBsrCandi dat eRPEntry 8 }

pi nBsr Candi dat eRPHol dt i ne OBJECT- TYPE

SYNTAX Unsi gned32 (0..65535)

UNI TS "seconds”

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"Hol dtine for this Candidate-RP. The anpunt of tine (in
seconds) this Candidate-RP entry is valid.

This object’s value can be zero only when this GRP is
shutting down."

REFERENCE " RFC 5059, section 4.2"
DEFVAL { 150 }

.= { pinBsrCandi dateRPEntry 9 }

pi nBsr Candi dat eRPSt at us OBJECT- TYPE
SYNTAX RowsSt at us
MAX- ACCESS r ead-creat e
STATUS current
DESCRI PTI ON
"The status of this row, by which new entries nmay be
created, or old entries deleted fromthis table.

Thi s status object can be set to active(l) w thout
setting any other columar objects in this entry.

Al witable objects in this entry can be nodified
when the status of this entry is active(1)."

::= { pinBsrCandi dateRPEntry 10 }

pi nBsr Candi dat eRPSt or ageType OBJECT- TYPE

SYNTAX St or ageType

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The storage type for this row Rows having the val ue
"permanent’ need not allow wite-access to any col umar
objects in the row"

DEFVAL { nonVol atile }
::= { pinBsrCandi dateRPEntry 11 }
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-- The BSR El ected BSR RP-Set Tabl e

pi nBsr El ect edBSRRPSet Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Pi nmBsr El ect edBSRRPSet Ent ry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The (conceptual) table listing BSR-specific information
about PI M group mappings | earned via CRP advertisenents
or created locally using configurations. This table is
mai nt ai ned only on the El ected BSR

An El ected BSR uses this table to create Bootstrap
nessages after applying a local policy to include sone
or all of the group mappings in this table."

.= { pinBsrhjects 2}

pi nBsr El ect edBSRRPSet Entry OBJECT- TYPE

SYNTAX Pi nBsr El ect edBSRRPSet Ent ry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"An entry (conceptual row) in the
pi nBsr El ect edBSRRPSet Tabl e. "

| NDEX { pi mBsr El ect edBSRG pMappi hgAddr Type,
pi nBsr El ect edBSRG pMappi ngG pAddr ,
pi nBsr El ect edBSRG pMappi ngG pPr efi xLen,
pi nBsr El ect edBSRG pMappi ngRPAddr }

.= { pinBsrEl ect edBSRRPSet Tabl e 1 }

Pi nBsr El ect edBSRRPSet Entry :: = SEQUENCE {
pi nBsr El ect edBSRG pMappi ngAddr Type | net Addr essType,
pi nBsr El ect edBSRG pMappi ngG pAddr | net Addr ess,
pi nBsr El ect edBSRG pMappi ngG pPrefi xLen | net AddressPrefi xLength,
pi nBsr El ect edBSRG pMappi ngRPAddr | net Addr ess,
pi nBsr El ect edBSRRPSet Priority Unsi gned32,
pi mBsr El ect edBSRRPSet Hol dti ne Unsi gned32,
pi nBsr El ect edBSRRPSet Expi ryTi ne Ti meTi cks,
pi nBsr El ect edBSRRPSet G pBi di r Trut hVal ue
}
pi mBsr El ect edBSRG pMappi ngAddr Type OBJECT- TYPE
SYNTAX | net Addr essType
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
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"The I net address type of the IP nulticast group
prefix."
::={ pinBsrEl ect edBSRRPSet Entry 2 }

pi nBsr El ect edBSRG pMappi ngG pAddr OBJECT- TYPE

SYNTAX | net Addr ess (SI ZE (4| 8] 16| 20))
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The I P multicast group address that, when conbi ned

wi t h pi mBsr El ect edBSRG pMappi ngG pPrefi xLen, gives the
group prefix for this mapping. The |netAddressType is
gi ven by the pi nBsrEl ect edBSRG pMappi ngAddr Type obj ect .

This address object is only significant up to
pi nBsr El ect edBSRG pMappi ngG pPrefi xLen bits. The
remai nder of the address bits are zero. This is
especially inportant for this field, which is part of
the index of this entry. Any non-zero bits would
signify an entirely different entry."

::= { pinBsrEl ectedBSRRPSet Entry 3 }

pi nBsr El ect edBSRG pMappi ngG pPr efi xLen OBJECT- TYPE

SYNTAX | net Addr essPrefixLength (4..128)

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The multicast group prefix length that, when conbi ned
wi t h pi mBsr El ect edBSRG pMappi ngG pAddr, gives the group
prefix for this mapping. The |netAddressType is given by
the pi nBsr El ect edBSRG pMappi ngAddr Type object. |If
pi nBsr El ect edBSRG pMappi ngAddr Type is "ipv4d or 'ipvdz,
this object nust be in the range 4..32. |If
pi nBsr El ect edBSRG pMappi ngAddr Type is "ipv6 or 'ipv6z ,
this object nmust be in the range 8..128."

::= { pinBsrEl ect edBSRRPSet Entry 4 }

pi nBsr El ect edBSRG pMappi ngRPAddr OBJECT- TYPE

SYNTAX | net Address (Sl ZE (4] 8] 16] 20))
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The I P address of the RP to be used for groups within
this group prefix. The InetAddressType is given by the
pi nBsr El ect edBSRG pMappi ngAddr Type obj ect."

::= { pinBsrEl ect edBSRRPSet Entry 5 }

pi nBsr El ect edBSRRPSet Priority OBJECT- TYPE
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SYNTAX Unsi gned32 (0..255)

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The priority for RP. Nunerically higher values for
this object indicate |ower priorities, with the val ue
zero denoting the highest priority."

REFERENCE " RFC 5059, section 4.1"

::= { pinBsrEl ectedBSRRPSet Entry 6 }

pi nBsr El ect edBSRRPSet Hol dti me OBJECT- TYPE
SYNTAX Unsi gned32 (0..65535)
UNI'TS "seconds"
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The holdtime for RP"
REFERENCE " RFC 5059, section 4.1"
.= { pinBsrEl ect edBSRRPSet Entry 7 }

pi nBsr El ect edBSRRPSet Expi ryTi me OBJECT- TYPE

SYNTAX Ti meTi cks

MAX- ACCESS r ead- only

STATUS current

DESCRI PTI ON
"The minimumtine remaining before this entry will be
aged out. The value zero indicates that this entry wll
never be aged out."

::= { pinBsrEl ect edBSRRPSet Entry 8 }

pi nBsr El ect edBSRRPSet Gr pBi di r OBJECT- TYPE

SYNTAX Trut hVal ue

MAX- ACCESS r ead- only

STATUS current

DESCRI PTI ON
"I'f this object is TRUE, this group range with this
RPis a BIDDR-PIM group range. If it is set to FALSE
it is a PIMSMgroup range."

::= { pinBsrEl ectedBSRRPSet Entry 9 }

-- The BSR Candi dat e- BSR Tabl e

pi nBsr Candi dat eBSRTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Pi mBsr Candi dat eBSREnt ry
MAX- ACCESS not - accessi bl e
STATUS current
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DESCRI PTI ON

"The (conceptual) table containing Candidate-BSR
configuration for the local router. The table contains
one row for each zone for which the local router is

to advertise itself as a Candi date-BSR "

.= { pinBsrojects 3}

pi nBsr Candi dat eBSREnt ry OBJECT- TYPE

SYNTAX

Pi nBsr Candi dat eBSREnt ry

MAX- ACCESS not - accessi bl e

STATUS

current

DESCRI PTI ON

"An entry (conceptual row) in the
pi nBsr Candi dat eBSRTabl e. "

| NDEX { pi mBsr Candi dat eBSRZonel ndex }
::= { pinBsrCandi dat eBSRTabl e 1 }
Pi nBsr Candi dat eBSREntry ::= SEQUENCE ({
pi nBsr Candi dat eBSRZonel ndex | net Zonel ndex,
pi nBsr Candi dat eBSRAddr essType | net Addr essType,
pi mBsr Candi dat eBSRAddr ess | net Addr ess,
pi nBsr Candi dat eBSRPriority Unsi gned32,
pi nBsr Candi dat eBSRHashMaskLengt h Unsi gned32,
pi nBsr Candi dat eBSREl ect edBSR Tr ut hval ue,
pi nBsr Candi dat eBSRBoot st rapTi ner Ti meTi cks,
pi nBsr Candi dat eBSRSt at us RowSt at us,
pi nBsr Candi dat eBSRSt or ageType St or ageType

}

pi nBsr Candi dat eBSRZonel ndex OBJECT- TYPE

SYNTAX

| net Zonel ndex (1..4294967295)

MAX- ACCESS not - accessi bl e

STATUS

current

DESCRI PTI ON

"The zone index uniquely identifies the zone on a

device to which this Candidate-BSR is attached. There is
one entry for each zone in i pMastZoneTable. Scope-|eve
information for this zone can be extracted from

i pMcast ZoneTable in P Miulticast MB [ RFC5132].

Zero is a special value used to request the default zone
for a given scope. Zero is not a valid value for this
obj ect. "

::= { pinBsrCandi dateBSREntry 1 }

pi nBsr Candi dat eBSRAddr essType OBJECT- TYPE
SYNTAX | net Addr essType

Joshi & Bijl ani St andards Track
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MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The address type of the Candi date-BSR. "
::= { pinBsrCandi dat eBSREntry 2 }

pi nBsr Candi dat eBSRAddr ess OBJECT- TYPE

SYNTAX | net Addr ess

MAX- ACCESS r ead-create

STATUS current

DESCRI PTI ON
"The (unicast) address that the local router wll
use to advertise itself as a Candi date-BSR.  The
| net AddressType is given by the
pi nBsr Candi dat eBSRAddr essType obj ect."

::= { pinBsrCandi dat eBSREntry 3 }

pi nBsr Candi dat eBSRPri ority OBJECT- TYPE

SYNTAX Unsi gned32 (0..255)

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The priority value for the local router as a
Candi dat e-BSR for this zone. Nunerically higher
val ues for this object indicate higher priorities."

DEFVAL { 0}

::= { pinBsrCandi dateBSREntry 4 }

pi nBsr Candi dat eBSRHashMaskLengt h OBJECT- TYPE

SYNTAX Unsi gned32 (0..128)

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON
"The hash mask [ ength (used in the RP hash function)
that the local router will advertise in its Bootstrap
nmessages for this zone. This object defaults
to 30 if pinBsrCandi dat eBSRAddr essType is 'ipv4d' or
"ipvdz’ , and defaults to 126 if
pi nBsr Candi dat eBSRAddr essType is "ipv6 or 'ipvez' ."

::= { pinBsrCandi dat eBSREntry 5 }

pi mBsr Candi dat eBSREI ect edBSR OBJECT- TYPE
SYNTAX Tr ut hval ue
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"Whet her the local router is the elected BSR for this
zone. "
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.= { pinBsrCandi dat eBSREntry 6 }

pi mBsr Candi dat eBSRBoot strapTi mer OBJECT- TYPE

SYNTAX Ti meTi cks

MAX- ACCESS r ead- only

STATUS current

DESCRI PTI ON
"The tine remai ning before the | ocal router next
originates a Bootstrap nessage for this zone.
Val ue of this object is zero if
pi nBsr Candi dat eBSREI ect edBSR i s ' FALSE . "

;.= { pinBsrCandi dat eBSREntry 7 }

pi nBsr Candi dat eBSRSt at us OBJECT- TYPE
SYNTAX RowsSt at us
MAX- ACCESS r ead-creat e
STATUS current
DESCRI PTI ON
"The status of this row, by which new entries nmay
be created or old entries deleted fromthis table.

Thi s status object can be set to active(l) w thout
setting any other columar objects in this entry.

Al witable objects in this entry can be nodified
when the status of this entry is active(1)."
::= { pinBsrCandi dateBSREntry 8 }

pi nBsr Candi dat eBSRSt or ageType OBJECT- TYPE
SYNTAX St or ageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The storage type for this row Rows having the val ue
"permanent’ need not allow wite-access to any col umar
objects in the row."
DEFVAL { nonVol atile }
.= { pinBsrCandi dat eBSREntry 9 }

-- The BSR El ect ed- BSR Tabl e

pi nBsr El ect edBSRTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF Pi nBsr El ect edBSRENnt ry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
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"The (conceptual) table containing information about
el ected BSRs. The table contains one row for each
zone for which there is an elected BSR "

nBsr Cbj ects 4 }

pi nBsr El ect edBSREnt ry OBJECT- TYPE

SYNTAX Pi nBsr El ect edBSRENnt ry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An entry (conceptual row) in the
pi nBsr El ect edBSRTabl e. "
| NDEX { pi nBsr El ect edBSRZonel ndex }
::={ pinBsrEl ectedBSRTable 1 }
Pi nBsr El ect edBSREnt ry ::= SEQUENCE {
pi nBsr El ect edBSRZonel ndex I net Zonel ndex,
pi nBsr El ect edBSRAddr essType | net Addr essType,
pi nBsr El ect edBSRAddr ess | net Addr ess,
pi nBsr El ect edBSRPriority Unsi gned32,
pi nBsr El ect edBSRHashMaskLengt h Unsi gned32,
pi nBsr El ect edBSRExpi ryTi me Ti meTi cks
}

pi nBsr El ect edBSRZonel ndex OBJECT- TYPE

pi nB

Joshi

SYNTAX

| net Zonel ndex (1..4294967295)

MAX- ACCESS not - accessi bl e

STATUS

current

DESCRI PTI ON

r={ pi

SYNTAX

"The zone index uniquely identifies the zone on a
device to which this Elected BSRis attached. There
is one entry for each zone in ipMastZoneTabl e.
Scope-level information for this zone can be extracted
fromipMast ZoneTable in I P Milticast MB [ RFC5132].

Zero is a special value used to request the default zone
for a given scope. Zero is not a valid value for this
obj ect."

nBsr El ect edBSREntry 1 }

sr El ect edBSRAddr essType OBJECT- TYPE

| net Addr essType

MAX- ACCESS r ead-only

STATUS

current

DESCRI PTI ON

o= { pi

& Bijlani

"The address type of the elected BSR "
nBsr El ect edBSREntry 2 }
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pi nBsr El ect edBSRAddr ess OBJECT- TYPE

SYNTAX | net Addr ess (Sl ZE (4| 8] 16| 20))

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The (unicast) address of the elected BSR The
| net AddressType is given by the
pi nBsr El ect edBSRAddr essType object."

::= { pinBsrEl ectedBSREntry 3 }

pi nBsr El ect edBSRPriority OBJECT- TYPE

SYNTAX Unsi gned32 (0..255)

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The priority value for the elected BSR for this address
type. Numerically higher values for this object indicate
hi gher priorities.”

::={ pinBsrEl ectedBSREntry 4 }

pi mBsr El ect edBSRHashiMaskLengt h OBJECT- TYPE

SYNTAX Unsi gned32 (0..128)

MAX- ACCESS r ead- only

STATUS current

DESCRI PTI ON
"The hash mask I ength (used in the RP hash function)
advertised by the elected BSR for this zone."

::={ pinBsrEl ectedBSREntry 5 }

pi nBsr El ect edBSRExpi ryTi me OBJECT- TYPE

SYNTAX Ti meTi cks

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The mnimumtine remaining before the el ected BSR for
this zone will be declared down."

::={ pinBsrEl ectedBSREntry 6 }

-- PIMBSR Notifications

pi nBsr El ect edBSRLost El ecti on NOTI FI CATI ON- TYPE
OBJECTS { pi nBsrEl ect edBSRAddr essType,
pi nBsr El ect edBSRAddr ess,
pi nBsr El ect edBSRPriority }
STATUS current
DESCRI PTI ON
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"A pinmBsrEl ect edBSRLost El ecti on notification should be
generated when current E-BSR | ost election to a new
Candi date-BSR.  Only an E-BSR shoul d generate this
notification.

This notification is generated when
pi nBsr Candi dat eBSREl ect edBSR becones FALSE."

REFERENCE " RFC 5059, section 3.1"
::={ pinBsrNotifications 1 }

pi nBsr Candi dat eBSRW nEl ecti on NOTI FI CATI ON- TYPE
OBJECTS { pi nBsr Candi dat eBSREl ect edBSR }
STATUS current
DESCRI PTI ON
"A pi mBsr Candi dat eBSRW nEl ection notification should be
generated when a CGBSR wins BSR Election. Only an
E- BSR shoul d generate this notification.

This notification is generated when
pi nBsr Candi dat eBSREl ect edBSR beconmes TRUE. "

REFERENCE " RFC 5059, section 3.1"
.= { pinBsrNotifications 2 }

-- Compliance Statenents

pi nBsr Conpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenent for PIMrouters that inplement
the Bootstrap Router (BSR) mechanism ™"
MODULE -- this nodul e
MANDATORY- GROUPS { pi nBsr Obj ect G oup }

GROUP  pi nBsr Di agnosti csG oup
DESCRI PTI ON
"This group is optional."
::= { pinBsrConpliances 1 }

-- Units of Conformance

pi nBsr Obj ect G oup OBJECT- GROUP
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OBJECTS { pi nBsr Candi dat eRPBiI di r,

pi nBsr Candi dat eRPAdvTi ner,

pi nBsr Candi dat eRPPriority,

pi nBsr Candi dat eRPAdvI nt er val ,

pi nBsr Candi dat eRPHol dt i ne,

pi nBsr Candi dat eRPSt at us,

pi nBsr Candi dat eRPSt or ageType,

pi mBsr El ect edBSRRPSet Pri ority,

pi mBsr El ect edBSRRPSet Hol dti ne,

pi nBsr El ect edBSRRPSet Expi ryTi e,

pi nBsr El ect edBSRRPSet G pBi di r,

pi mBsr Candi dat eBSRAddr ess,

pi nBsr Candi dat eBSRAddr essType,

pi nBsr Candi dat eBSRPriority,

pi nBsr Candi dat eBSRHashMaskLengt h,

pi nBsr Candi dat eBSREl ect edBSR,

pi nBsr Candi dat eBSRBoot st r apTi mer,

pi nBsr Candi dat eBSRSt at us,

pi nBsr Candi dat eBSRSt or ageType,

pi nBsr El ect edBSRAddr ess,

pi nBsr El ect edBSRAddr essType,

pi nBsr El ect edBSRPriority,

pi nBsr El ect edBSRHashMaskLengt h,

pi nBsr El ect edBSRExpi ryTi me }
STATUS current
DESCRI PTI ON

"A collection of objects for managi ng the Bootstrap
Rout er (BSR) nechanismfor PIMrouters."

c:={ pinBsrGoups 1}

pi nBsr Di agnosti csG oup NOTI FI CATI ON- GROUP
NOTI FI CATI ONS { pi nBsr El ect edBSRLost El ecti on,
pi mBsr Candi dat eBSRW nEl ecti on }
STATUS current
DESCRI PTI ON
"Cbj ects providing additional diagnostics related to
the Bootstrap Router (BSR) mechanismfor PIMrouters."
.= { pinBsrGoups 2 }

END

6. Security Considerations
There are a nunber of nanagenment objects defined in this MB nodul e
with a MAX- ACCESS cl ause of read-wite and/or read-create. Such

obj ects may be considered sensitive or vulnerable in some network
environnents. The support for SET operations in a non-secure
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envi ronnent wi thout proper protection can have a negative effect on
network operations. These are the tables and objects and their
sensitivity/vulnerability:

o0 A new Candidate-BSR with high priority or nodification of priority
( bsrCandi dateBSRPriority ) of an existing Candi date-BSR can take
over the functionality of an El ected BSR, which can prevent and
di srupt the services.

o0 A new Candidate-RP with lower priority or nodification of priority
( bsrCandidateRPPriority ) of an existing Candi date-RP can force
other routers to select itself for a particular group prefix.

This can prevent and disrupt the services provided through this
group prefix.

The following are the read-wite and read-create objects defined in
this M B nodul e:

bsr Candi dat eRPBi di r

bsr Candi dat eRPPriority

bsr Candi dat eRPAdvI nt er val

bsr Candi dat eRPHol dti e

bsr Candi dat eBSRAddr essType
bsr Candi dat eBSRAddr ess

bsr Candi dat eBSRPriority

bsr Candi dat eBSRHashMaskLengt h

Sone of the readable objects in this MB nodule (i.e., objects with a
MAX- ACCESS ot her than not-accessi ble) may be considered sensitive or
vul nerabl e in sone network environnents. It is thus inmportant to
control even GET and/or NOTIFY access to these objects and possibly
to even encrypt the values of these objects when sending them over
the network via SNWP. These are the tables and objects and their
sensitivity/vulnerability:

pi nBsr Candi dat eRPAdVTi ner

pi nBsr El ect edBSRRPSet Priority
pi mBsr El ect edBSRRPSet Hol dti ne
pi nBsr El ect edBSRRPSet Expi ryTi ne
pi nBsr El ect edBSRRPSet G pBi di r

pi nBsr Candi dat eBSREl ect edBSR

pi nBsr Candi dat eBSRBoot strapTi ner
pi nBsr El ect edBSRAddr essType

pi nBsr El ect edBSRAddr ess

pi nBsr El ect edBSRPriority

pi nBsr El ect edBSRHashMaskLengt h
pi nBsr El ect edBSRExpi ryTi me
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In this MB nodul e, possible effects that can be induced by GET
operations include:

o Determination of El ected BSR Candi date-BSRs, and Candi date-RPs in
the Multicast Network topology. This information nmay be sensitive
and may be used in preparation for Denial-of-Service (DoS) attacks
i ncluding any of the attacks described above.

SNWVP versions prior to SNMPv3 did not include adequate security.

Even if the network itself is secure (for exanple by using IPsec),
there is still no control over whomon the secure network is all owed
to access (read/change/create/delete) the objects in this MB nodul e.

It is RECOWENDED that inplementers consider the security features as
provi ded by the SNWPv3 franmework (see [ RFC3410], section 8),

i ncluding full support for the SNMPv3 cryptographi c nechani sns (for
aut hentication and privacy).

Further, deploynent of SNWP versions prior to SNWPv3 is NOT
RECOMMENDED. Instead, it is RECOWENDED to deploy SNMPv3 and to
enabl e cryptographic security. It is then a customer/operator
responsibility to ensure that the SNVP entity giving access to an
instance of this MB nodule is properly configured to give access to
the objects only to those principals (users) that have legitimte
rights to access (read/ change/create/delete) them

7. | ANA Consi derations

The M B nodule in this docunent uses the follow ng | ANA-assi gned
OBJECT | DENTI FI ER val ues recorded in the SM Nunbers registry:

Descri pt or OBJECT | DENTI FI ER val ue
pi nBsr M B { mb-2 172 }
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