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Status of This Menp

Thi s document specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for

i nprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nenmo is unlimted.

Abst ract

Thi s docunent describes the Basic Mde of Layer 1 VPNs (L1VPNs).
L1VPN Basi ¢ Mbde (L1VPN BM is a port-based VPN. |In L1VPN Basic
Mode, the basic unit of service is a Label Switched Path (LSP)
between a pair of custoner ports within a given VPN port topol ogy.
Thi s docunent defines the operational nodel using either provisioning
or a VPN auto-discovery mechani sm and the signaling extensions for
the L1VPN BM
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1. Introduction

Thi s docunent describes the Basic Mde of Layer 1 VPNs (L1VPN BM

that is outlined in [RFC4847]. The applicability of Layer 1 VPNS is
covered in [RFC5253]. In this docunent, we consider a layer 1
service provider network that consists of devices that support GWLS
(e.g., Lanbda Switch Capabl e (LSC) devices, optical cross-connects,
Synchronous Optical Network / Synchronous Digital Hierarchy

( SONET/ SDH) cross-connects, etc.). W partition these devices into P

(provider) and PE (provider edge) devices. 1In the context of this
docunent we will refer to the forner devices as just "P', and to the
|atter devices as just "PE'. The Ps are connected only to the

devices within the provider’s network. The PEs are connected to the
ot her devices within the network (either Ps or PES), as well as to
the devices outside of the service provider network. W' Il refer to
such other devices as Custoner Edge (CE) devices. An example of a CE
woul d be a GWLS-enabl ed device that is either a router, an SDH
cross-connect, or an Ethernet switch.

[ RFC4208] defines signaling fromthe CEto the PEE In [RFC4208], the
term"Core Node (CN)" corresponds to P and PE nodes, and the term
"Edge Node (EN)" corresponds to CE nodes. W additionally define an
"edge Core Node" corresponding to a PE

Figure 1 illustrates the conponents in an L1VPN networKk.
+---+ +---+
| P|....| P
+---+ +---+
/ \
+o-m o - + +o-m o - + +- -+
oo PE | | |----1 |
| CEf ----| | | | | CEl
R AR EEEE | -1
\ | | PE | +- -+
s L
\| PE | | | +--+
| | | | ----1CEl
+--- - - + +--- - - + +- -+
\ /
+---+ +---+
| P|....| P
+---+ +---+

Figure 1: Ceneralized Layer 1 VPN Reference Mde
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Thi s docunent specifies how the L1VPN Basi ¢ Mode service can be
realized using off-line provisioning or VPN auto-di scovery,
Generalized Multi-Protocol Label Switching (GWLS) Signaling

[ RFC3471], [RFC3473], Routing [RFC4202], and LMP [ RFC4204]
mechani sns.

L1VPN aut o-di scovery has sinmilar requirenents [ RFC4847] to L3VPN
aut o-di scovery. As with L3VPNs, there are protocol choices to be
made wi th auto-di scovery. Section 4.1.1 deals with the information
that needs to be discovered.

GWPLS routing and signaling are used w thout extensions within the
service provider network to establish and maintain LSC or SONET/ SDH
(Time Division Miultiplexing (TDM) connections between service

provi der nodes. This follows the nodel in [RFC4208].

In L1VPN Basi c Mbde, the use of LMP facilitates the popul ati on of the
Port Information Tables of the service provider. |ndeed, LMP MAY be
used as an option to automate local CE-to-PE link discovery. LM

al so MAY augnent routing (in enhanced node) as well as failure
handl i ng capabilities.

Consi deration of inter-AS and inter-provider L1VPNs requires further
anal ysi s beyond the scope of this docunent.

1.1. Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

Thi s docunent expects that the reader is fanmiliar with the
term nol ogy defined and used in [RFC3945], [RFC3471], [RFC3473],
[ RFC3477], [RFC4201], [RFC4202], [RFC4A204], [RFC4208], and the
docunents referenced therein

2. Layer 1 VPN Service

Layer 1 VPN services on the interfaces of customer and service

provi der ports MAY be any of the Layer 1 interfaces supported by
GWLS. Since the mechanisnms specified in this docunent use GWLS as
the signaling mechanism and since GWLS applies to both SONET/ SDH
(TDM and LSC interfaces, it follows that L1VPN services include (but
are not restricted) to LSC- or TDM based equi pnent. Note that this
document descri bes Basic Mdde L1VPNs and as such requires that:
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(1) GWLS RSVP-TE is used for signaling both within the service
provi der (between PEs), as well as between the custoner and the
service provider (between CE and PE)

(2) GWLS Routing on the CE-to-PE link is outside the scope of the
Basi ¢ Mode of operation of L1VPN, see [ RFC4847].

A CE is connected to a PE via one or nore links. |In the context of
this docunent, a link is a GWLS Traffic Engineering (TE) link
construct, as defined in [ RFC4202]. |In the context of this docunent,

a TEIlink is a logical construct that is a nenber of a VPN, hence

i ntroduci ng the notion of nenbership to a set of CEs formng the VPN
Interfaces at the end of each link are linted to either TDM or LSC
as supported by GWLS. More specifically, a <CE, PE> |ink MJST be of
the type <X, LSC> or <Y, TDWM> where X = PSC (Packet Switch Capabl e),
L2SC (Layer 2 Switch Capable), or TDM and Y = PSC or L2SC. 1In case
the LSP is not term nated by the CE, X MAY also = LSC and Y = TDM
One of the applications of a L1VPN connection is to provide a
"virtual private l|anmbda" or simlar. |In this case, the CEis truly
the endpoint in GWLS terns, and its switching capability on the TE
link is not relevant (although its Ceneralized Protocol Identifier
(GPI D) MUST be signaled and identical at both CEs, i.e., head-end and
tail-end CE)

Li kewi se, PEs could be any Layer 1 devices that are supported by
GWLS (e.g., optical cross-connects, SDH cross-connects), while CEs
MAY be devices at layers 1, 2, and 3, such as an SDH cross-connect,
an Ethernet switch, and a router, respectively).

Each TE |i nk MAY consist of one or nore channels or sub-channels
(e.g., wavel ength or wavel ength and tineslot, respectively). For the
purpose of this discussion, all the channels within a given |ink MJST
have simlar shared characteristics (e.g., switching capability,
encodi ng, type, etc.), and MAY be selected i ndependently fromthe
CE's point of view Channels on different |inks of a CE need not
have the sane characteristics.

There MAY be nore than one TE link between a given CE-PE pair. A CE
MAY be connected to nore than one PE (with at |east one port per PE)
And, conversely, a PE MAY have nore than one CE fromdifferent VPNs
connected to it.

If a CEis connected to a PE via multiple TE links and all the |inks
bel ong to the sane VPN, these links (referred to as conponent 1|inks)
MAY be treated as a single TE link using the link bundling constructs
[ RFC4201] .
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In order to satisfy the requirenments of the L1VPN Basic Mde, it is
REQUI RED that for a given CE-PE pair at |east one of the |inks

bet ween t hem has at | east one data bearing channel, and at |east one
control bearing channel, or that there is |IP reachability between the
CE and the PE that could be used to exchange control information.

A point-to-point |link has two end-points: one on the CE and one on
the PE. This docunent refers to the forner as "CE port", and to the
latter as "PE port". Fromthe above, it follows that a CE is
connected to a PE via one or nore ports, where each port MAY consi st
of one or nore channels or sub-channels (e.g., wavel ength or

wavel ength and tineslot, respectively), and all the channels within a
gi ven port have shared simlar characteristics and can be

i nterchanged fromthe CE's point of view Simlar to the definition
of a TElink, in the context of this docunent, ports are |ogica
constructs that are used to represent a groupi ng of physica
resources that are used to connect a CE to a PE on a per-L1VPN basis.

At any point in tine, a given port on a PE is associated with at nost
one L1VPN, or, to be nore precise, with at nost one Port I|nfornmation
Tabl e mai ntai ned by the PE (although different ports on a given PE
could be associated with different L1VPNs, or, to be nore precise,
with different Port Information Tables). The association of a port
with a VPN MAY be defined by provisioning the relationship on the

service provider devices. In other words, the context of a VPN
menbership in Basic Mdde is enforced through service provider
control

It is REQURED that the interface (that is between the CE and PE and
that is used for the purpose of signaling) be capable of
initiating/processing GWLS protocol nmessages [RFC3473] and of

foll owi ng the procedures described in [ RFC4208].

An important goal of L1VPN service is the ability to support what is
known as "singl e-ended provisioning”, where the addition of a new
port to a given L1VPN involves configuration changes only on the PE
that has this port. The extension of this nodel to the CE is outside
the scope of the L1VPN BM

Anot her inmportant goal in the L1VPN service is the ability to
establish/term nate an LSP between a pair of (existing) ports within
an L1VPN fromthe CE devices w thout involving configuration changes
in any of the service provider’s devices. |n other words, the VPN
topol ogy is under the CE device control (assuming that the underlying
PE-t 0- PE connectivity is provided and all owed by the network).
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The mechani snms outlined in this document aimto achi eve the above
goals. Specifically, as part of the L1VPN service offering, these
mechani sns (1) enable the service provider to restrict the set of
ports to which a given port could be connected and (2) enable a CE to
establish the actual LSP to a subset of ports. Finally, the

nmechani sns allow arbitrary L1VPN topol ogi es to be supported

i ncl udi ng topol ogi es rangi ng from hub-and-spoke to full mesh point-
to-poi nt connections. Only point-to-point |inks are supported.

The exchange of CE routing or topology information to the service
provider is out of scope for L1VPN BM node.

3. Addressing, Ports, Links, and Control Channels

GWPLS- est abl i shed conventions for addressing and |ink nunbering are
di scussed in [RFC3945]. This section builds on those definitions for
the L1VPN case where we now have customer and service provider
addresses in a Layer 1 context.

3.1. Service Provider Realm

It is REQURED that a service provider, or a group of service
providers that collectively offer L1VPN service, have a single
addressing real mthat spans all PE devices involved in providing the
L1VPN service. This is necessary to enable GWLS nechani sns for path
establishment and mai ntenance. We will refer to this realmas the
service provider addressing realm It is further REQU RED that each
L1VPN customer have its own addressing realmwth conplete freedomto
use private or public addresses. W wll refer to such realns as the
custonmer addressing real ms. Custoner addressing realns MAY overl ap
addresses (i.e., non-unique address) with each other, and MAY al so
overl ap addresses with the service provider realm

3.2. Layer 1 Ports and | ndex

Wthin a given L1VPN, each port on a CE that connects the CEto a PE
has an identifier that is unique within that L1VPN (but need not be
uni que across several L1VPNs). One way to construct such an
identifier is to assign each port an address that is unique within a
gi ven L1VPN, and use this address as a port identifier. Another way
to construct such an identifier is to assign each port on a CE an
index that is unique within that CE, assign each CE an address that
is unique within a given L1VPN, and then use a tuple <port index, CE
address> as a port identifier. Note that both the port and the CE
address MAY be an address in several formats. This includes, but is
not limted to, I1Pv4 and IPv6. This identifier is part of the
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Custonmer addressing Real mand is used by the CE device to identify
the CE port and the CE renpte port for signaling. CEs do not know or
understand the service provider real maddresses.

Wthin a service provider network, each port on a PE that connects
that PEto a CE has an identifier that is unique within that network.
One way to construct such an identifier is to assign each port on a
PE an index that is unique within that PE, assign each PE an IP
address that is unique within the service provider addressing realm
and then use a tuple <port index, PE |IPv4 address> or <port index, PE
| Pv6 address> as a port identifier within the service provider
network. Another way to construct such an identifier is to assign an
| Pv4 or I Pv6 address that is unique within the service provider
addressing realmto each such port. Either way, this IPv4 or |Pv6
address is internal to the service provider network and is used for
GWPLS signaling within the service provider network.

As a result, each link connecting the CEto the PE is associated with
a CE port that has a unique identifier within a given L1VPN, and with
a PE port that has a unique identifier within the service provider
network. We'll refer to the forner as the Custoner Port ldentifier
(CPI), and to the latter as the Provider Port Identifier (PPl).

3.3. Port and | ndex Mapping

Thi s docunent requires that each PE port that has a PPl al so has an
identifier that is unique within the L1VPN custoner addressing realm
of the L1VPN associated with that port. One way to construct such an
identifier is to assign each port an address that is unique within a
gi ven L1VPN custoner addressing realm and use this address as a port
identifier. Another way to construct such an identifier is to assign
each port an index that is unique within a given PE, assign each PE
an | P address that is unique within a given L1VPN customer addressing
real m (but need not be unique within the service provider network),
and then use a tuple <port index, PE |IP address> that acts as a port
identifier. W'Il refer to such port identifier as the VPN-PPI. See
Fi gure 2.

For L1VPNs, it is a requirement that service provider operations are
i ndependent of the VPN custoner’s addressing realmand the service
provi der addressing realmis hidden fromthe customer. To achieve
this, we define two identifiers at the PE, one custoner facing and
the other service provider facing. The PE | P address used for the
VPN- PPl is independent of the PE I P address used for the PPl (as the
two are taken fromdifferent address realns, the former fromthe
customer’s addressing real mand the latter froma VPN service
provider’s addressing realm. |If for a given port on a PE, the PP
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and the VPN-PPlI port identifiers are unnunbered, then they both could
use exactly the sane port index. This is a nere conveni ence since
the PPl and VPN_PPI can be in any conbination of valid formats.

(Customer realm

+----+ +----+
| | <Port | ndex> <Port | ndex> | |
| | CPI VPN- PP | |
e & = R T T | PE|---
| | <Port Index> | |
| | PPI | |
+----+ +----+

(Provider realm
Figure 2: Custoner/Provider Port/Index Mapping

Note, as stated earlier, that |P addresses used for the CPls, PPIs,
and VPN-PPls could be either IPv4 or I Pv6 format addresses.

For a given link connecting a CEto a PE

- If the CPlI is an |IPv4 address, then the VPN-PPI MJST be an | Pv4
address as well since VPN-PPlIs are created fromthe custoner
address space. |If the CPl is a <port index, CPl |Pv4 address>
tuple, then the VPN-PPI MJST be a <port index, PE |IPv4 address>
tuple for the sane reason

- If the CPlI is an |IPv6 address, then the VPN-PPI MJST be an | Pv6
address as well since VPN-PPls are created fromthe custoner
address space. |If the CPl is a <port index, CPl |Pv6 address>
tuple, then the VPN-PPI MJST be a <port index, PE |IPv6 address>
tuple for the sane reason

Note: for a given port on the PE, whether the VPN-PPlI of that port is
an | P address or a <port index, PE IP address> is independent of the
format of the PPl of that port.

Thi s docunent assunes that assignnment of the PPIs is controlled
solely by the service provider (w thout any coordination with the
L1VPN customers), while assignment of addresses used by the CPls and
VPN-PPIs is controlled solely by the adm nistrators of L1VPN. This
provides maxinumflexibility. The L1VPN admnistrator is the entity
that controls the L1VPN service specifics for the L1VPN custoners.
This function nmay be owned by the service provider but may al so be
performed by a third party who has agreenments with the service
provider. And, of course, each L1VPN customer coul d assign such
addresses on its own, w thout any coordination with other L1VPNs.
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Thi s docunent also requires |IP connectivity between the CE and the PE
as specified earlier, which is used for the control channel between
CE and PE. This connectivity could be either a single |IP hop, which
could be realized by either a dedicated link or by an L2 VPN, or an

| P private network, such as an L3VPN. The only requirenent on this
connectivity is an unanbi guous way to correlate a particular CE-to-PE
control channel with a particular L1VPN. Wen such a channel is
realized by a dedicated |ink, such a |link should be associated with a
particular L1VPN. Wen such channel is realized by an L2VPN, a

di stinct L2VPN shoul d be associated with an L1VPN. Wen such channe
is realized by an L3VPN, a distinct L3VPN should be associated with
an L1VPN

W'l refer to the CE' s address of this channel as the CE Contro
Channel Address (CE-CC-Addr), and to the PE s address of this channe
as the PE Control Channel Address (PE-CC-Addr). Both CE-CC Addr and
PE- CC- Addr are REQUI RED to be unique within the L1VPN they bel ong to,
but are not REQU RED to be unique across multiple L1VPNs. Contro
channel addresses are not shared anongst nultiple VPNs. Assignnent
of CE-CC-Addr and PE-CC-Addr is controlled by the administrators of
the L1VPN

Multiple ports on a CE could share the sane control channel only as
long as all these ports belong to the sanme L1VPN. Likewise, nmultiple
ports on a PE could share the same control channel only as long as
all these ports belong to the same L1VPN.

4. Port-Based L1VPN Basi c Mde

An L1VPN is a port-based VPN service where a pair of CEs could be
connected through the service provider network via a GVWLS-based LSP
within a given VPN port topology. It is precisely this LSP that
forns the basic unit of the L1VPN service that the service provider
network offers. If a port by which a CE is connected to a PE

consi sts of nultiple channels (e.g., multiple wavel engths), the CE
could establish LSPs to multiple other CEs in the same VPN over this
single port.

In the L1VPN, the service provider does not initiate the creation of
an LSP between a pair of CE ports. The LSP establishment is
initiated by the CE. However, the SP, by using the

mechani sns/tool kit outlined in this docunent, restricts the set of

ot her CE ports, which may be the renpte endpoints of LSPs that have
the given port as the |ocal endpoint. Subject to these restrictions,
the CE-to-CE connectivity is under the control of the CEs thensel ves.
In other words, the SP allows a L1VPN to have a certain set of
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topol ogi es (expressed as a port-to-port connectivity nmatrix).
CE-initiated signaling is used to choose a particul ar topol ogy from
that set.

For each L1VPN that has at |east one port on a given PE, the PE

mai ntains a Port Information Table (PIT) associated with that L1VPN.
This table contains a list of <CPl, PPI> tuples for all the ports
withinits LIVPN. |n addition, for |local PE ports of a given L1VPN,
the tuples also include the VPN-PPIs of these ports.

PE PE

Fomm e e e e + o e e +
S + | A------ +| | +---------- + | - +
| VPN- A | | | VPN-A || | | VPN- A | | | VPN- A |
| CEl |--] |PIT [ ] Rout e | | PIT | -] CE2 |
Fememnes + || <-mmmmemem>] | I EESEEEEEEE +

| +------ +| Di ssem nation| +---------- + |

| | | |
S + | A------ +| | +---------- + | - +
| VPN-B | | |VPN-B || -------- | | VPN-B | | | VPN- B |
| CEl |--] |PIT [1-( GWLS )-| | PIT | -] CE2 |
Ho-ooo-- + | || (Backbone ) | | | | 4+ +

| +------ o | +---------- + |

| | | |
S + | A----- + | | +---------- + | - +
| VPN-C | | | VPN-C| | | | VPN-C | | | VPN- C |
| CEL -] [PIT || L B Y e =
oo + ] || || | ] +

| et R + |

Fomm e e e e + o e e +

Fi gure 3: Basic Mdde L1VPN Service

.1. L1VPN Port Information Tabl es

Figure 3 illustrates three VPNs, VPN-A, VPN-B, and VPN-C, with their
associated PITs. A PIT consists of local information as well as
renote information. It follows that a PIT on a given PE is popul ated
fromtwo i nformati on sources:

1. The information related to the CEs’ ports that are attached to
the ports local to that PE.

2. The information about the CEs connected to the renote PEs.
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A PIT MAY be popul ated via provisioning or by auto-di scovery
procedures. Wen provisioning is used, the entire table MAY be
popul at ed by provisioning commands either at a console or by a
management systemthat nay have sone autonmation capability. As the
networ k grows, some form of automation is desirable.

For local information between a CE and a PE, a PE MAY | everage LMP to
popul ate the <CPlI, VPN-PPI> link information. This |ocal information
al so needs to be propagated to other PEs that share the same VPN

The nechani sns for this are out of scope for this docunent, but the

i nformati on needed to be exchanged is described in Section 4.1.1.

The PIT is by nature VPN-specific. A PEis REQURED to naintain a
PIT for each L1VPN for which it has nenber CEs locally attached. A
PE does not need to maintain PITs for other L1VPNs. However, the
full set of PITs with all L1VPN entries for multiple VPNs MAY al so be
avail able to all PEs.

The renote information in the context of a VPN identifier (i.e., the
renote CEs of this VPN) MAY al so be sent to the local CE belonging to
the same VPN. Exchange of this information is outside the scope of
this document.

4.1.1. Local Auto-Discovery Infornmation

The informati on that needs to be discovered on a PE | ocal port is the
[ ocal CPlI and the VPN PPI.

This informati on MAY be configured; or, if LMP is used between the CE
and PE, LMP MAY be used to exchange this informtion.

Once a CPl has been discovered, the corresponding VPN-PPI maps in a
| ocal context to a VPN identifier and a corresponding PPI. One way
to enforce a provider-controlled VPN context is to pre-provision
VPN-PPIs with a VPN identifier. Oher policy mechanisnms to achieve
this are outside the scope of this docunent. |In this manner, a
relationship of a CPl to a VPN and PPl port can be established when
the port is provisioned as belonging to the VPN

4.1.2. PE Renote Auto-Di scovery Information

This section provides the information that is carried by any auto-

di scovery mechanism and is used to dynamically populate a PIT. The
i nformation provides a single <CPl, PPlI> mapping. Each auto-

di scovery nechanismw || define the method(s) by which nultiple <CPI,
PPl > mappi ngs are comuni cated, as well as invalidated.
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This information should be consistent regardl ess of the nechani sm
used to distribute the information [ RFC5195], [RFC5252].

The format of encoding a single <PPlI, CPI> tuple is:

o e m e e e e e e e e e e m e +
| PPl Length (1 octet)

o m e e e e e e e e e e eaa oo +
| PPl (vari abl e)

o m e e e e e e e e e m e e memamao - +
| CPl AFl (2 octets)

o e m e e e e e e e e e e m e +
| CPl (1 ength)

o m e e e e e e e e e e eaa oo +
| CPl (variable)

o m e e e e e e e e e m e e memamao - +

Figure 4: Auto-Discovery Infornation
The use and neani ng of these fields are as foll ows:
PPl Lengt h:

A one-octet field whose value indicates the length of the PP
field.

PPI :
A variable-length field that contains the value of the PPl (either
an address or <port index, address> tuple). Note, PPl is always
encoded consistently within a provider donmain so the format of the
PPl fieldis inplicit within a given provider network.

CPl AFI :

A two-octet field whose value indicates the address famly of the
CPlI. This value is taken from [ RFC1700].

CPl Length:

A one-octet field whose value indicates the length of the CP
field.

CPI :

A variable-length field that contains the CPl value (either an
address or <port index, address> tuple).
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<PPlI, CPI> tuples MJST al so be associated with one or nore globally
uni que identifiers associated with a particular VPN. A globally
uni que identifier can encode a VPN-ID, a route target, or any other
globally unique identifier. The globally unique identifiers are
under control of network providers. Uniqueness within a service
provider administrative domain is sufficient for Basic Mde

operation. In the case of multiple provider networks (which is
beyond the scope of this docunent), the globally unique identifier
need only be uni que and consi stent between the those providers. In

this document, we specify a generic encoding format for the globally
uni que identifier comobn to all the auto-di scovery mechani sms.
However, each auto-di scovery nmechanismw || define the specific

net hod(s) by which the encoding is distributed and the association
with a <PPI, CPI> tuple is nmade. The encoding of the globally unique
identifier associated with the VPN is:

Figure 5: Auto-Discovery dobally Unique Identifier Format
4.2. CE-to-CE LSP Establishment

In order to establish an LSP, a CE needs to identify all other CEs in
the CE's L1VPN that it wants to connect to. A CE nay al ready have
obtai ned this information through provisioning or through some other
schenes (such schenmes are outside the scope of this docunent).

Ports associated with a given CE-to-PE |ink MAY al so have ot her
information, in addition to their CPI and PPl, associated with them
that describes characteristics and constraints of the channels within
these ports, such as encodi ng supported by the channels, bandw dth of
a channel, total unreserved bandwi dth within the port, etc. This

i nformati on could be further augmented with the information about
certain capabilities of the service provider network (e.g., support
regeneration section overhead (RSCH), Data Commruni cati ons Channe
(DCC) transparency, arbitrary concatenation, etc.). This information
is used to ensure that ports at each end of an LSP have conpatible
characteristics, and that there are sufficient unallocated resources
to establish an LSP between these ports.

It nmay happen that for a given pair of ports within an L1VPN, each of
the CEs connected to these ports would concurrently try to establish
an LSP to the other CE. If having a pair of LSPs between a pair of
ports is viewed as undesirable, the way to resolve this is to require
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the CE with the | ower value of the CPI to term nate the LSP
originated by the CEE This option could be controlled by
configuration on the CE devices.

4.3. Signaling

In LIVPN BM a CE needs to be configured with the CPls of other

ports. Once a CE is configured with the CPls of the other ports
within the sane L1VPN, which we'll refer to as "target ports", the CE
uses a subset of QGWPLS signaling to request the provider network to
establish an LSP to a target port.

For inter-CE connectivity, the CE originates a request that contains
the CPI of one of its ports that it wants to use for the LSP, and the
CPl of the target port. Wen the PE attached to the CE that
originated the request receives the request, the PE identifies the
appropriate PIT, and then uses the information in that PIT to find
out the PPl associated with the CPI of the target port carried in the
request. The PPl should be sufficient for the PE to establish an
LSP. Utinmately, the request reaches the CE associated with the
target CPlI (note that the request still carries the CPl of the CE
that originated the request). |If the CE associated with the target
CPl accepts the request, the LSP is established.

Note that a CE needs not establish an LSP to every target port that
the CE knows about, i.e., it is a local CE policy natter to select a
subset of target ports to which that CEwill try to establish LSPs.

The procedures for establishing an individual connection between two
corresponding CEs is the same as the procedure specified for GWLS
over |l ay [RFC4208].

4.3.1. Signaling Procedures

VWhen an ingress CE sends an RSVP Path message to an ingress PE, the
source | P address in the I P packet that carries the nmessage is set to
the appropriate CE-CC- Addr, and the destination |IP address in the
packet is set to the appropriate PE-CC-Addr. When the ingress PE
sends back to the ingress CE the correspondi ng Resv nessage, the
source | P address in the I P packet that carries the message is set to
the PE-CC-Addr, and the destination IP address is set to the CE CC
Addr .

Li kewi se, when an egress PE sends an RSVP Path nessage to an egress
CE, the source IP address in the |IP packet that carries the nessage
is set to the appropriate PE-CC Addr, and the destination |IP address
in the packet is set to the appropriate CE-CC- Addr. Wen the egress
CE sends back to the egress PE the correspondi ng Resv nessage, the
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source | P address in the I P packet that carries the nmessage is set to
the CE-CC-Addr, and the destination |P address is set to the PE-CC
Addr .

In addition to being used for I P addresses in the |IP packet that
carries RSVP nessages between CE and PE, CE-CC-Addr and PE- CC- Addr
are also used in the Next/Previous Hop Address field of the IF_ID
RSVP_Hop Ohject that is carried between CEs and PEs.

In the case where a link between CE and PE is a nunbered non-bundl ed
link, the CPl and VPN-PPI of that link are used for the Type 1 or 2
TLVs of the IF_ID RSVP_Hop Object that is carried between the CE and
PE. In the case where a |ink between CE and PE is an unnunbered non-
bundled link, the CPl and VPN-PPI of that link are used for the IP
Address field of the Type 3 TLV. 1In the case where a |ink between CE
and PE is a bundled link, the CPl and VPN-PPlI of that |ink are used
for the IP Address field of the Type 3 TLVs.

Addi tional processing related to unnunbered links is described in
Sections 3 ("Processing the |F_ID RSVP_HOP object") and 4.1
(" Unnunber ed Forwardi ng Adj acenci es") of RFC 3477 [ RFC3477].

VWhen an ingress CE originates a Path nessage to establish an LSP from
a particular port on that CEto a particular target port, the CE uses
the CPlI of its port in the Sender Tenplate object. |[If the CPl of the
target port is an IP address, then the CE uses it in the Session
object. And if the CPlI of the target port is a <port index, IP
address> tuple, then the CE uses the | P address part of the tuple in
the Session object, and the whole tuple as the Unnunbered Interface

I D subobject in the Explicit Route Ohject (ERO.

There are two options for RSVP-TE sessions. One option is to have a
singl e RSVP-TE session end to end where the addresses of the custoner
and the provider are swapped at the PE; this is terned shuffling.

The other option is when stitching or hierarchy is used to create two
LSP sessions, one between the provider PE(s) and anot her end-to-end
sessi on between the CEs.

4.3.1.1. shuffling Sessions

Shuffling sessions are used when the desire is to have a single LSP
originating at the CE and termnating at the far end CE. The
custonmer addresses are shuffled to provider addresses at the ingress
PE, and back to custoner addresses at the egress PE by using the
mappi ng provided by the PIT.
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When the Path message arrives at the ingress PE, the PE selects the
PIT associated with the L1VPN, and then uses this PIT to nap CPls
carried in the Session and the Sender Tenplate objects to the
appropriate PPls. Once the mapping is done, the ingress PE replaces
CPls with these PPIs. As a result, the Session and the Sender

Tenpl ate objects that are carried in the GWLS signaling within the
service provider network carry PPls, and not CPIs.

At the egress PE, the reverse mapping operation is performed. The PE
extracts the ingress/egress PPl values carried in the Sender Tenpl ate
and Session objects (respectively). The egress PE identifies the
appropriate PIT to find the appropriate CPl associated with the PP

of the egress CEE Once the napping is retrieved, the egress PE

repl aces the ingress/egress PPl values with the corresponding CP
values. As a result, the Session and the Sender Tenpl ate objects
(included in the GWLS RSVP-TE Pat h nessage sent fromthe egress PE
to the egress CE) carry CPls, and not PPIs.

Here al so, for the GWLS RSVP-TE Path nmessages sent fromthe egress
PE to CE, the source IP address (of the |IP packet carrying this
nessage) is set to the appropriate PE-CC Addr, and the destination IP
address (of the I P packet carrying this message) is set to the
appropriate CE-CC Addr.

At this point, the CEEs viewis a single LSP that is point-to-point

between the two CEs with a virtual |ink between the PE nodes:
CE-PE(-)PE-CE. The L1VPN PE nodes have a view of the PE-to-PE LSP
segnent in all its detail. The PEs MAY filter the RSVP-TE signaling
i.e., renove information about the provider topology and replace it
with a view of a virtual link

This translation of addresses and session IDs is termed shuffling and
is driven by the L1VPN Port Information Tables (see Section 4). This
MJST be performed for all RSVP-TE nessages at the PE edges. 1In this

case, there is one CE-to-CE session

4.3.1.2. Stitched or Nested Sessions

Stitching or Nesting options are dependent on the LSP switching
types. If the CE-to-CE and PE-to-PE LSPs are identical in swtching
type and capacity, the LSP MAY be stitched together and the
procedures in [RFC5150] apply. |If the CE-to-CE LSPs and the PE-to-PE
LSPs are of not the same switching type, or are of different but
conpati bl e capacity, the LSPs MAY be Nested and the procedures for

[ RFC4206] apply. As both Stitched and Nested LSP signaling
procedures involve a PE-to-PE session establishnent conpatible with
CE session paraneters, they are described together
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When the Path Message arrives at the ingress PE, the PE selects the
PIT associated with the L1VPN, and then uses this PIT to nap CPls
carried in the Session and the Sender Tenplate objects to the
appropriate PPls. Once the mapping is done, a new PE-to-PE session
is established with the paraneters compatible with the CE session
Upon successful establishment of the PE-to-PE session, the CE
signaling request is sent to the egress PE

At the ingress PE, when stitching and nesting are used, a PE-to-PE
session is established. This could be achieved by several neans:

- Associating an already established PE-to-PE LSP or Forwarding
Adj acency LSP (FA-LSP) to the destination that neets the
request ed paraneters.

- Establishing a conmpliant PE-to-PE LSP segnent.

At this point, the CEEs viewis a single LSP that is point-to-point
between the two CEs with a virtual node between the PE nodes:
CE-PE(-)PE-CE. The L1VPN PE nodes have a view of the PE-to-PE LSP
segnment in all its detail. The PEs do not have to filter the RSVP-TE
signaling by removing information about the provider topol ogy because
the PE-to-PE signaling is not visible to the CE nodes.

4.3.1.3 O her Signaling

An ingress PE may receive and potentially reject a Path nmessage that
contains an Explicit Route Object and so cause the sw tched

connection setup to fail. However, the ingress PE nmay accept ERGCs,
whi ch include a sequence of {<ingress PE (strict), egress CE CP
(1 oose) >}.

- Path nessage wi thout ERG when an ingress PE receives a Path
message from an ingress CE that contains no ERO, it MJST cal cul ate
aroute to the destination for the PE-to-PE LSP and i ncl ude that
route in an ERO, before forwarding the Path nessage. One exception
woul d be if the egress core node were al so adjacent to this core
node.

- Path nessage with ERO when an ingress PE receives a Path nessage
froman ingress CE that contains an ERO (of the form detail ed

above), the forner conputes a path to reach the egress PE. It then
inserts this path as part of the ERO before forwarding the Path
nmessage.

In the case of shuffling, the overlay rules for notification and RRO
processing are identical to the User-Network Intercase (UNI) or
Overl ay Model [RFC4208], which state that Edge PE MAY renove/ edit
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Provi der Notification and RRO obj ects when passing the nessages to
the CEs.

4.4. Recovery Procedures
Si gnal i ng:

A CE requests a network-protected LSP (i.e., an LSP that is protected
fromPE-to-PE) by using the technique described in [ RFC4873].

Dynamic identification of nerge nodes is supported via the LSP
Segnment Recovery Flags carried in the Protection object (see Section
6.2 of [RFC4873]).

Noti fication:

A Notify Request object MAY be inserted in Path or Resv messages to
i ndicate the address of a CE that should be notified of an LSP
failure. Notifications MAY be requested in both the upstream and
downstream di recti ons:

- Upstreamnnotification is indicated via the inclusion of a Notify
Request object in the correspondi ng Path nessage.

- Downstreamnotification is indicated via the inclusion of a
Notify Request object in the correspondi ng Resv nessage.

A PE receiving a nmessage containing a Notify Request object SHOULD
store the Notify Node Address in the correspondi ng RSVP state bl ock
The PE SHOULD al so include a Notify Request object in the outgoing
Path or Resv nessage. The outgoing Notify Node Address NAY be
updat ed based on local policy. This nmeans that a PE, upon receipt of
this object fromthe CE, MAY update the value of the Notify Node

Addr ess.

If the ingress CE includes a Notify Request object into the Path
nessage, the ingress PE MAY replace the received 'Notify Node
Address’ by its own selected 'Notify Node Address’, and in particular
the local TE Router ID. The Notify Request object MAY be carried in
Path or Resv nessages (Section 7 of [RFC3473]). The format of the
Notify Request object is defined in [RFC3473]. Per Section 4.2.1 of
[ RFC3473], Notify Node Addresses SHALL be set to either |1Pv4 or |Pve6.

Inclusion of a Notify Request object is used to request the

generation of notifications upon failure occurrence but does not
guarantee that a Notify nmessage will be generated.
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5.

Security Considerations

Security for L1VPNs is covered in [ RFC4847] and [RFC5253]. In this
docunent, we discuss the security aspects with respect to the control
pl ane.

The association of a particular port with a particular L1VPN (or to
be nore precise, with a particular PIT) is a configuration operation
general |y done manually by the service provider as part of the
service provisioning process. Thus, it cannot be altered via
signaling between CE and PE. This neans that the signaling cannot be
used to deliver L1VPN traffic to the wong custoner. The operator
shoul d apply appropriate security mechani snms to the nmanagenent and
configuration process, and should consider data plane verification
techni ques to protect agai nst accidental misconfiguration. The
customer may al so apply end-to-end (i.e., CE-to-CE) data pl ane
connectivity tests over the L1VPN connection to detect m sconnection
Dat a pl ane connectivity testing can be performed using the Link
Managenent Protocol (LMP) [ RFC4204].

Note that it is also possible to populate the local part of a PIT
usi ng aut o-di scovery through LMP. LMP nay be secured as described in
[ RFC4204]. Signaling between CE and PE is assuned to be over a
private link (for exanple, in-band or in-fiber) or a private network.
Use of a private |link nmakes the CE-to-PE connection secure at the
sane |l evel as the data |ink described in the previous paragraphs.

The use of a private network assunes that entities outside the
networ k cannot spoof or modify control plane conmuni cations between
CE and PE. Furthernore, all entities in the private network are
assuned to be trusted. Thus, no security nechani sns are required by
the protocol exchanges described in this docunent.

However, an operator that is concerned about the security of their
private control plane network may use the authentication and
integrity functions available in RSVP-TE [ RFC3473] or utilize |IPsec
([ RFC4301], [RFC4302], [RFC4835], [RFC4306], and [ RFC2411]) for the
poi nt-to-point signaling between PE and CE. See [ MPLS-SEC] for a
full discussion of the security options available for the GWLS
control plane.

Note further that a private network (e.g., Layer 2 VPN or Layer 3
VPN) m ght be used to provide control plane connectivity between a PE
and nmore than one CE. In this scenario, it is RECOWENDED t hat each
L1 VPN custoner have its own such private network. Then, the
security nechani sns provided by the private network SHOULD be used to
ensure security of the control plane communicati on between a customer
and a service provider.
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