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Abst ract

Enterprise users require nmobility and secure connectivity when they
roam and connect to the services offered in the enterprise. Secure
connectivity is required when the user connects to the enterprise
froman untrusted network. Mobility is beneficial when the user
noves, either inside or outside the enterprise network, and acquires
a new | P address. This document describes a solution using Mbile

| Pv4 (M Pv4) and nobility extensions to I KEv2 (MOBIKE) to provide
secure connectivity and mobility.
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1

| ntroducti on

A typical enterprise network consists of users connecting to the
services froma trusted network (intranet), and from an untrusted
network (lInternet). The trusted and untrusted networks are typically
separated by a denmilitarized zone (DMZ). Access to the intranet is
controlled by a firewall and a Virtual Private Network (VPN) gateway
in the DMVZ.

Enterpri se users, when roanm ng on untrusted networks, nost often have
to authenticate thenselves to the VPN gateway and set up a secure
tunnel in order to access the intranet. The use of IPsec VPNs is
very comon to enabl e such secure connectivity to the intranet. Wen
the user is on the trusted network, VPNs are not used. However, the
users benefit tremendously when session mobility between subnets,
through the use of Mbile IPv4, is available.

There has been sone work done on using Mbile IPv4 and | Psec VPNs to
provi de roam ng and secure connectivity to an enterprise [ RFC5265]

[ RFC4093]. The solution described in [ RFC5265] was designed with
certain restrictions, including requiring no nodifications to the VPN
gat eways, and involves the use of two |ayers of MPv4, with one hone
agent inside the intranet and one in the Internet or in the DVZ
before the VPN gateway. The per-packet overhead is very high in this
solution. It is also challenging to inplenment and have two instances
of MPv4 active at the sanme tine on a nobile node. However, the
solution described here is only applicable when Internet Key Exchange
Protocol version 2 (IKEv2) |Psec VPNs are used.

Thi s docunent describes an alternate solution that does not require
two |ayers of MPv4. The solution described in this docurment uses
Mobi l e | Pv4 when the mobile node is on the trusted network and

MOBI KE- capabl e | Psec VPNs when the nobile node is on the untrusted
network. The nobil e node uses the tunnel inner address (TIA) given
out by the IPsec VPN gateway as the co-located care-of address (CoA)
for MPv4 registration. This elimnates the need for using an
external M Pv4 hone agent and the need for encapsul ating the VPN
tunnel inside a MPv4 tunnel

The foll owi ng assunptions are nade for the solution described in this
docunent .

o |KEv2 [ RFC4306] and | Psec [RFC4301] are used to set up the VPN
tunnel s between the nobile node and the VPN gat eway.

o The VPN gateway and the nobil e node support MOBI KE extensions as
defined in [ RFC4555] .
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o Wen the nmobile node is on the trusted network, traffic should not
go through the DMZ. Current deploynents of firewalls and DMZs
consi der the scenario where only a small anmount of the tota
enterprise traffic goes through the DMZ. Routing through the DW
typically involves stateful inspection of each packet by the
firewalls in the DMZ. Moreover, the DMZ architecture assumes that
the DVZ is | ess secure than the internal network. Therefore, the
DVZ- based architecture allows the | east anpbunt of traffic to
traverse the DMZ, that is, only traffic between the trusted
network and the external network. Requiring all normal traffic to
the nmobile nodes to traverse the DMZ woul d negate this
architecture.

o Wen the nmobile node is on the trusted network and uses a wrel ess
access technol ogy, confidentiality protection of the data traffic
is provided by the particul ar access technology. In sone
networ ks, confidentiality protection MAY be avail abl e between the
nobi |l e node and the first hop access router, in which case it is
not required at |ayer 2.

Thi s docunent al so presents a solution for the nobile node to detect
when it is on a trusted network, so that the | Psec tunnel can be
dropped and the nobil e node can use Mobile IP in the intranet.

| Psec VPN gateways that use |KEvl [ RFC2409] are not addressed in this
docunent .

2. Term nol ogy
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
" SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [ RFC2119].

Many of the following terms are defined in [ RFC5265], but are
repeated here to nmake this docunent self-contained.

FA. Mbile | Pv4 foreign agent.

Co- CoA: co-l ocated care-of address.
FA- CoA: foreign agent care-of address.
FW firewall.

i-FA: Mbile IPv4 foreign agent residing in the trusted (intranet)
net wor k.
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i-HA:  Mbbile | Pv4 hone agent residing in the trusted (intranet)
net wor k.

i-MP: The nobil e node uses the honme agent in the internal network.

VPN-TI A: VPN tunnel inner address. This address is given out by the
VPN gat eway during |IKE negotiation and is routable in the trusted
net wor k.

nvPN: VPN with MOBI KE functionality.

The foll owi ng access nodes are used in explaining the protocol. The
access nodes are explained in nore detail in [ RFC5265].

f: i-MP with FA- CoA

c: i-MP with Co-CoA

nc:  i-MP with MOBIKE-enabl ed VPN, with VPN-TI A as Co- CoA
3. Solution Overview

The nobile node is configured with a home address that remains the
sane irrespective of whether the nobile node is inside or outside the
enterprise network. The nobile node is also reachable at the sane
hone address irrespective of its current point of attachment. Wen
the nmobile node is connected to the intranet directly, it uses Mbile
IP for internal nobility.

When the nobil e node roans and connects to an untrusted network
outside the enterprise, it sets up a VPN tunnel to the VPN gateway.
However, it still maintains a valid binding cache entry at the i-HA
It uses the VPN-TIA allocated by the VPN gateway, as the co-Ilocated
CoA for registration with the i-HA. |If the VPN-TIA changes or if the
nobi | e node noves and connects to anot her VPN gateway, then it sends
a Registration Request to the i-HA using the new co-Il ocated CoA

If the nobile node noves while outside the enterprise and its access
networ k changes, it uses the MBI KE protocol to update the VPN
gateway of its current address. The internal hone agent is not aware
of the nobile node’s nmovenent as |long as the nobile node is attached
to the same VPN gateway and the TIA renmins the sane.

Figure 1 depicts the network topol ogy assuned for the solution. It
al so shows the possible nobile node | ocations and access nodes.
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Figure 1: Network Topol ogy Using M Pv4 and MOBI KE

The sol ution described above results in a Mobile IP tunnel inside an
| Psec tunnel. The Mobile IP tunnel is between the nobile node and
the honme agent, and the IPsec tunnel is between the nobile node (M)
and the nPN gat eway. The nobil e node MJST reverse tunnel through
the honme agent [RFC3024] when the Mbile IP tunnel is inside an |IPsec
t unnel

The overhead of running a Mobile IP tunnel inside an | Psec tunnel can
be avoi ded by having the Mbile IP foreign agent functionality on the
VPN gateway. This is out of scope for this document and is further
descri bed in [ MEGHANA] .

Whenever the nobil e node attaches to a new link, it may encounter a
foreign agent. The nobile node MJST not use the foreign agent
care-of address with the i-HA when attached to an untrusted access
network. The default behavior for the nobile node is to al ways
configure an address fromthe access |link using DHCP. The nobile
node then checks if it is attached to a trusted access network by
sending a Registration Request to the i-HA in the co-located care-of

address node. |f the npbile node discovers that it is attached to a
trusted access network, then it MAY start using a foreign agent
care-of address with the i-HA In order to do this, the nobil e node

has to performa newregistration with the i-HA
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The nobile node can use a foreign agent on a untrusted access
network, if there is an external honme agent that the nobile node is
able to use. The use of an external home agent in the untrusted
access network and a honme agent in the trusted access network at the
same time is described in detail in [RFC5265].

Sone | Psec VPN inplenentations allow a host to send traffic directly
to the Internet when attached to an untrusted network. This traffic
bypasses the I Psec tunnel with the VPN gateway. This docunment does
not prevent such traffic frombeing sent out fromthe host, but there
will be no nobility or session continuity for the traffic. Any data
traffic that is sent through the Mbile IP tunnel with the hone agent
is always sent through the VPN gateway.

3.1. Access Modes

The foll owi ng access nodes are used in the solution described in this
docunent .

3.1.1. Access Mde: 'c’

This access node is standard Mbile | Pv4 [RFC3344] with a co-Ilocated
care-of address. The nobile node nust detect that it is connected to
an internal trusted network before using this nbde. The co-located
care-of address is assigned by the access network to which the nobile
node i s attached.

3.1.2. Access Mde: 'f’

This access node is standard Mobile | Pvd [ RFC3344] with a foreign
agent care-of address. The nobile node can use this node only when
it detects that it is connected to an internal trusted network and
al so detects a foreign agent on the access network.

3.1.3. Access Mde: 'nt’

Thi s access node invol ves using both Mbile | Pv4 and a MOBI KE- enabl ed
| Psec VPN gateway, resulting in a Mbile IP tunnel inside an |Psec
tunnel. The nobile node uses the VPN-TIA as the co-located CoA for
registering with the hone agent. This node is used only when the
nobil e node is attached to an untrusted network and is required to
set up an | Psec tunnel with a VPN gateway to gain access to the
trusted network.
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3.2. Mobility within the Enterprise

When the nobile node is inside the enterprise network and attached to
the intranet, it uses Mbile | Pv4 [ RFC3344] for subnet nobility. The
nobi | e node al ways configures a care-of address through DHCP on the
access link and uses it as the co-located care-of address. The
nobi | e node MAY use a foreign agent care-of address, if a foreign
agent is available. However, the foreign agent care-of address is
used only when the nobile node is attached to the trusted access
network. The nobile node attenpts Foreign Agent discovery and CoA
address acquisition through DHCP simultaneously in order to avoid the
delay in discovering a foreign agent when there is no foreign agent
avai |l abl e. The nobile node naintains a valid binding cache entry at
all times at the home agent napping the hone address to the current
CoA. VWhenever the nobile node noves, it sends a Registration Request
to update the binding cache entry.

The Mobile I P signaling nessages between the nobile node and t he hone
agent are authenticated as described in [ RFC3344].

The nobile node maintains a valid binding cache entry at the hone
agent even when it is outside the enterprise network.

3.3. Mbility Wen outside the Enterprise

When the nobile node is attached to an untrusted network, it sets up
an | Psec VPN tunnel with the VPN gateway to gain access to the
enterprise network. |f the nobile node noves and its | P address
changes, it initiates the MOBI KE protocol [RFC4555] to update the
address on the VPN gat eway.

The nobil e node maintains a binding at the hone agent even when it is
outside the enterprise network. |f the TIA changes due to the nobile
node re-connecting to the VPN gateway or attaching to a different VPN
gat eway, the mobile node should send a Registration Request to its
hone agent to update the binding cache with the new TIA

3.4. Crossing Security Boundaries

Security boundary detection is based on the reachability of the i-HA
fromthe nmobile node’s current point of attachment. Wenever the
nobi | e node detects a change in network connectivity, it sends a

Regi stration Request to the i-HA without any VPN encapsul ation. |If
the nobil e node receives a Registration Reply with the Trusted

Net wor ks Configured (TNC) extension fromthe i-HA then it assunes
that it is on a trusted network. The TNC extension is described in

[ RFC5265]. The mobil e node MUST check that the Registration Reply is
integrity protected using the nobile node-hone agent nobility
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security association before concluding it is attached to a trusted
network. This security boundary detection is based on the mechani sm
described in [RFC5265] to detect attachment to the internal trusted
network. The nobile node should re-transmt the Registrati on Request
if it does not receive the Registration Reply within a tineout
period. The nunber of tinmes the nobil e node should re-transmt the
Regi stration Request and the tineout period for receiving the

Regi stration Reply are configurable on the nobil e node.

When the mobile node is attached to an untrusted network and i s using
an | Psec VPN to the enterprise network, the ability to send a

Regi stration Request to the i-HA without VPN encapsul ati on woul d
require sone interaction between the |IPsec and M Pv4 nodul es on the
nobil e node. This is local to the nobile node and out of scope for
thi s docunent.

If the nobile node has an existing VPN tunnel to its VPN gateway, it
MUST send a MOBI KE nessage at the sane tinme as the registration
request to the i-HA whenever the | P address changes. |If the nobile
node receives a response fromthe VPN gateway, but not fromthe i-HA
it assunes it is outside the enterprise network. If it receives a
response fromthe i-HA then it assunes it is inside the enterprise
net wor k.

There coul d al so be sone out-of-band mechani sms that involve
configuring the wirel ess access points with some information that the
nobi | e node can recogni ze as access points that belong to the trusted
network in an enterprise network. Such mechani sms are beyond t he
scope of this docunent.

The nobil e node should not send any normal traffic while it is trying
to detect whether it is attached to the trusted or untrusted network.
This is described in nore detail in [RFC5265].

3.4.1. QOperation Wen Myving froman Untrusted Network

When the nobile node is outside the enterprise network and attached
to an untrusted network, it has an IPsec VPN tunnel with its mobility
aware VPN gateway, and a valid registration with a home agent on the
intranet with the VPN-TIA as the care-of address.

If the nobile node noves and its | P address changes, it perfornms the
fol |l owi ng steps:

la. Initiate an IKE nobility exchange to update the VPN gateway with
the current address. |If the new network is also untrusted, this
wi Il be enough for setting up the connectivity. |f the new
network is trusted, and if the VPN gateway is reachable, this
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exchange will allow the nobile node to keep the VPN state alive
while on the trusted side. |f the VPN gateway is not reachabl e
frominside, then this exchange will fail.

1b. At the sanme time as step 1, send a Mbile I Pv4 Registration
Request to the internal hone agent w thout VPN encapsul ation.

2. If the nobile node receives a Registration Reply to the request
sent in step 1b, then the current subnet is a trusted subnet,
and the nobil e node can communi cate w thout VPN tunneling. The
nobi | e node MAY tear down the VPN tunnel

3.4.2. Qperation Wien Mwving froma Trusted Network

When the nobile node is inside the enterprise and attached to the
intranet, it does not use a VPN tunnel for data traffic. It has a
valid binding cache entry at its home agent. |If the VPN gateway is
reachable fromthe trusted network, the nobile node MAY have valid

| KEv2 security associations with its VPN gateway. The |Psec security
associ ati ons can be created when required. The nobile node may have
to re-negotiate the | KEv2 security associations to prevent them from
expi ring.

If the nobile node noves and its | P address changes, it perforns the
fol | owi ng steps:

1. Initiate an IKE nmobility exchange to update the VPN gateway with
the current address, or if there is no VPN connection, then
establish a VPN tunnel with the gateway fromthe new | ocal IP
address. If the new network is trusted, and if the VPN gateway
is reachable, this exchange will allow the nobile node to keep
the VPN state alive, while in the trusted side. |f the new
network is trusted and if the VPN gateway is not reachable from
i nside, then this exchange will fail.

2. At the sanme time as step 1, send a Mobile | Pv4 Registration
Request to the internal hone agent w thout VPN encapsul ation.

3. If the nobile node receives a Registration Reply to the request
sent in step 2, then the current subnet is a trusted subnet, and
the nmobil e node can communi cate w thout VPN tunneling, using only
Mobile IP with the new care-of address.

4. |If the nobile node didn't receive the response in step 3, and if
the VPN tunnel is successfully established and registered in step
1, then the nobil e node sends a Registrati on Request over the VPN
tunnel to the internal home agent. After receiving a
Regi stration Reply fromthe home agent, the nobile node can start
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4.

conmuni cati ng over the VPN tunnel with the Mbile | P hone
addr ess.

NAT Traversa

There could be a Network Address Transl ati on (NAT) devi ce between the

nobi | e node and the hone agent in any of the access nobdes, 'c¢', 'f’,
and 'nt’, and between the nobile node and the VPN gateway in the
access node 'nt’'. Mobile I Pv4d NAT traversal, as described in

[ RFC3519], should be used by the nobile node and the honme agent in
access nodes 'c’ or 'f’, when there is a NAT device present. Wen
using access node, 'nt’, |Psec NAT traversal [RFC3947] [ RFC3948]
shoul d be used by the nobile node and the VPN gateway, if there is a
NAT device present. Typically, the TIA would be a routabl e address
inside the enterprise network. But in some cases, the TIA could be
froma private address space associated with the VPN gateway. In
such a case, Mobile I Pv4 NAT traversal should be used in addition to
| Psec NAT traversal in the 'nt’ node.

Security Considerations

Enterprise connectivity typically requires very strong security, and
the solution described in this docunment was designed keeping this in
m nd.

Security concerns related to the nobile node detecting that it is on
a trusted network and thereafter dropping the VPN tunnel are
descri bed in [ RFC5265].

When the nobil e node sends a Registration Request to the i-HA froman
untrusted network that does not go through the IPsec tunnel, it wll
reveal the i-HA's address, its own identity including the NAI and the
home address, and the Authenticator value in the authentication
extensions to the untrusted network. This nay be a concern in some
depl oynent s.

Pl ease see [ RFC4555] for MOBIKE-rel ated security considerations, and
[ RFC3519], [RFC3947] for security concerns related to the use of NAT
traversal mechanisnms for Mbile I Pv4 and | Psec.
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Appendi x A, Applicability to a Mbile Operator Network

The solution described in this docunent can al so be applied to a
Mobi |l e Operator’s network when the Operator depl oys heterogeneous
access networks and sone of the access networks are considered as
trusted networks and others as untrusted networks. Figure 2
illustrates such a network topol ogy.

o e e e e a o +
| bk
R + | | i-HAl |
| | bk
(M) ----+ trusted +---+ |
| access network | | i nternal network
. + | |
| |
TSR TSR +
|
|
|
[ MVPN|
T + |
| | |
(M) ----+ untrust ed R +
{nt} | access network
o +

Figure 2: Network Topol ogy of a Mbile Operator with Trusted and
Untrusted Networks

An | Psec VPN gateway provides secure connectivity to the Operator’s
i nternal network for nobile nodes attached to an untrusted access
network. The VPN gateway supports MOBI KE extensions so that the

| Psec tunnels survive any | P address change when the nobil e node
noves while attached to the untrusted access networKks.

When the nobile node is attached to the trusted access network, it
uses Mobile IPwith the i-HA. It uses the |IP address obtained from
the trusted access network as the co-located care-of address to
register with the i-HA If a foreign agent is available in the
trusted access network, the nobile node may use a foreign agent
care-of address. |If the nobile node noves and attaches to an
untrusted access network, it sets up an | Psec tunnel with the VPN
gateway to access the Operator’s internal network. It uses the |Psec
TIA as the co-located care-of address to register with the i-HA
thereby creating a Mobile IP tunnel inside an |Psec tunnel
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When the npbile node is attached to the trusted access network, it

can either
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assurances of licenses to be nmade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe |ETF on-line | PR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Pl ease address the infornation to the |IETF at
ietf-ipr@etf.org.
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