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Thi s docunent specifies an Internet standards track protocol for the
Internet conmunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this nemo is unlimted.
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Abst r act

The docurent defines a way to persistently store naned | MAP (RFC
3501) searches on the server. Such naned searches can be
subsequently referenced in a SEARCH or any other conmand that accepts
a search criterion as a paraneter.
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I ntroduction and Overvi ew

Persi stent naned searches described in this docunent allow clients to
save favorite searches on the server. Such saved searches can save
bandwi dth for clients that need to regularly repeat them

The FILTERS | MAP ext ensi on adds a new FILTER search criterion for
ref erenci ng persistent named searches (a.k.a. "filters"), as well as
reuses GETMETADATA/ SETMETADATA commands [ METADATA] for |isting/
creating/updating/del eting such filters.

A filter can be private (only accessible to the | ogged-in user) or
public (accessible to all logged-in users). Both a private and a
public filter with the same nane can exist at the sane tine. |[|f both
filter types with the sane nane exist, the FILTER SEARCH criterion
(see Section 3.1) MJST use the value of the private filter;

otherwi se, it MJST use the value of the filter that exists.

Let us call a pair of filter nane and filter type a "typed filter".
Each typed filter can have a value (which is a valid | MAP SEARCH
criteria conforming to ABNF for the "search-criteria" non-termninal)
and an optional human-readabl e description. The SETMETADATA comand
creates or updates the value and/or the description of a typed
filter.

Val ues of all search keys stored in a filter MJUST be encoded in
UTF- 8.

Conventions Used in This Docunent

In exanples, "C.:" and "S:" indicate lines sent by the client and
server, respectively. |If a single "C" or "S:" |abel applies to
multiple lines, then the Iine breaks between those lines are for
editorial clarity only and are not part of the actual protoco
exchange.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [ RFC2119].

Basic famliarity with the METADATA- SERVER ext ensi on [ METADATA] and
terns defined therein is required to understand this docunent.

| MAP Protocol Changes
The | MAP extension for persistent named searches is present in any

| MAP4 i npl enent ati on that advertises "FILTERS' as one of the
supported capabilities in the CAPABILITY response or response code.
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3.1. FILTER SEARCH Criterion

The FILTER criterion for the SEARCH conmand allows a client to
reference by nane a filter stored on the server. Such filter was
created by setting the server annotation naned "/private/filters/
val ues/ <filter_name>" (or the server annotation "/shared/filters/
val ues/ <filter_nanme>", if "/private/filters/values/<filter_name>"
doesn’t exist) using the SETMETADATA conmmand as described in
Section 3.2.

Syntax: FILTER <filter_nane>

When the naned filter exists, its search criterion (i.e., the
associ ated entry value) is inserted verbatiminstead of the FILTER
search-key. For example, the foll owi ng SEARCH comand

C. a SEARCH Ul D 300: 900 FILTER on-the-road SINCE " 3-Dec-2002"
woul d be equivalent to the follow ng

C. a SEARCH Ul D 300: 900 OR SMALLER 5000 FROM "boss@xanpl e. cont
SI NCE " 3- Dec-2002"

assumng the filter "on-the-road" exists and contains the value 'OR
SMALLER 5000 FROM "boss@xanpl e. cont'’ .

A reference to a nonexi stent or unaccessible (e.g., due to access
control restrictions) filter MJUST cause failure of the SEARCH command
with the tagged NO response that includes the UNDEFI NED- FI LTER
response code followed by the nane of the nonexistent/unaccessible
filter.

Note the server SHOULD verify that each search criterion referenced
by the FILTER search key is a full and correct search criterion. For
exanpl e, the server should fail the SEARCH command if its SEARCH
criterion references a filter containing "OR SMALLER' search
criterion, because this value is |acking one paraneter and thus is
not a fully specified search criterion

Note that a named filter itself can reference another filter using
the FILTER search-key. |nplenentations MJST be able to perform at

| east 3 substitution passes on the SEARCH command criterion. |[If an
i npl enentation allows for nore passes, it MJST inpl enent sonme kind of
| oop detection. [If an inplenentation detects a |oop or still sees a

FI LTER search-key after performing at |least 3 substitutions, it MJST
behave as if the specified filter doesn’t exist (as described above).
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Note that use of the FILTER search key inplies the CHARSET "UTF-8"
paranmeter to the SEARCH U D SEARCH command. |f the SEARCH U D SEARCH
conmand i ncludes the explicit CHARSET paraneter with the val ue ot her
than "UTF-8" or "US-ASCI1", then such command MJST result in the
tagged BAD response fromthe server. Such tagged response MJST
contai n the BADCHARSET response code (see [RFC3501]).

3.2. Managing Filters Using SETMETADATA/ GETMETADATA Comrands

Any server conpliant with this document MJST either inplenent the
METADATA- SERVER (or METADATA) [ METADATA] extension, or inplenent
SETMETADATA/ GETMETADATA commands descri bed in [ METADATA] so that they
work for the case of enpty mail box nane (i.e., for managi ng server
annotations) and for the entries specified in this section

Thi s docunent reserves two hierarchies of per-server entries under
the "/private/filters/values" and "/shared/filters/values" roots (see
[ METADATA]) for storing filter values. The value of a "/private/
filters/values/<filter_nanme>" or a "/shared/filters/val ues/
<filter_nanme>" server annotation is an | MAP SEARCH criteria,
conforming to ABNF for the "search-criteria” non-termnal. A nane of
afilter is governed by the ABNF for the "filter-nane" non-terninal

Not e that values of all search keys stored in these entries MJST be
encoded i n UTF-8.

A new filter named "<filter_name>" can be created (or an existing
filter can be nodified) by storing a non-NIL value in the "/private/
filters/values/<filter_name>" server entry (or in the "/shared/
filters/values/<filter_nanme>") using the SETMETADATA [ METADATA]
conmand. The server SHOULD verify that each search criterion stored
in such a server entry is a full and correct search criterion

A filter can be deleted by storing the NIL value in both the
"Iprivate/filters/values/<filter_nane>" and the "/shared/filters/
val ues/ <filter_nane>" entries.

A filter can be renaned by first creating a filter with the new name
(that has the sanme value as the old one) and then deleting the filter
with the old one.

If both "/private/filters/values/<filter_nanme>" and "/shared/filters/
val ues/ <filter_name>" server annotations exist, then the value of the
“Iprivate/filters/values/<filter_nane>" is used when evaluating the
correspondi ng FI LTER SEARCH key (see Section 3.1). Oherw se the
non-NI L (existent) value is used.
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If the server is unable to create a new typed filter because the
maxi mum nunber of allowed filters has al ready been reached, the
server MJST return a tagged NO response with a "[ METADATA TOOVANY]'
response code, as defined in [ METADATA]

C. a007 SETMETADATA "" ("/private/filters/val ues/on-the-road"
"OR SMALLER 5000 FROM \"boss@xanpl e.com"")
S: a007 OK SETMETADATA conpl ete

Client inplenentation note: As multiple clients mght read and wite

filter values, it is possible that one client will use a SEARCH key
that m ght not be recogni zed by another client that tries to present
a user interface for editing a filter value. 1In order to help other

clients to (partially) parse filter values for editing purposes, a
client storing a filter value SHOULD use () around any SEARCH key not
defined in [RFC3501]. For exanple, if there is an | MAP extension
that defines a new x-dsfa SEARCH key that takes 2 paraneters, then
the following SEARCH criterion 'from" @xanpl e. com” x-dsfa fromb5’
shoul d be stored as 'from"@xanpl e.cont" (x-dsfa fromb5)'.

Note that filter nanmes are restricted to a subset of US-ASCII, as
described in Section 4. So they m ght not always be meaningful to
users and thus not necessarily suitable for display purposes. In

order to help with storing human-readabl e descriptions of filters,
thi s docunent also reserves two hierarchies of server entries under
the "/private/filters/descriptions" and "/shared/filters/
descriptions" roots. The value of a "/private/filters/descriptions/
<filter_name>" or a "/shared/filters/descriptions/<filter_name>"
server annotation is a human-readabl e description for the
<filter_name> filter, encoded in UTF-8 [UTF-8]. If the "/private/
filters/descriptions/<filter_name>" server annotation exists, its
value is used by the client as the filter description. Qherw se,
the value of the "/shared/filters/descriptions/<filter_nane>" server
annotation is used as the filter description. |In the absence of both
the "/private/filters/descriptions/<filter_nane>" and the "/shared/
filters/descriptions/<filter_name>" entries, the client MAY displ ay
the nane of the filter as its description

The description string SHOULD be annotated with one or nore | anguage
tags [ RFC4646] as specified in Chapter 16.9 of [Unicode]. In the
absence of any | anguage tag, the "i-default” [RFC2277] |anguage
SHOULD be assunmed. Description in nultiple | anguages MAY be present
in a single description string. This is done by concatenating
descriptions in multiple | anguages into a single string, each
description prefixed with its | anguage tag, for exanple
"<ru><...description in Russian...><fr-ca><...description in
French...>". Note that here <ru> is a | anguage tag consisting of 3
Uni code characters: <WE0001>, <W+E0072>, <U+EO0075>; and <fr-ca> is a
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| anguage tag consisting of 6 Unicode characters: <U+E0001>,
<W+E0066>, <U+E0072>, <U+E002D>, <WU+E0063>, <U+E0061>.

4. Formal Syntax

The foll owi ng syntax specification uses the Augmented Backus- Naur
Form (ABNF) notation as specified in [ ABNF].

Non-term nal s referenced but not defined bel ow are as defined by
[ RFC3501] or [| MAPABNF].

Except as noted otherw se, all al phabetic characters are case-

i nsensitive. The use of upper or |ower case characters to define
token strings is for editorial clarity only. |nplenmentations MJST
accept these strings in a case-insensitive fashion

capability =/ "FILTERS"
search-criteria = search-key *(SP search-key)
sear ch- key =/ "FILTER' SP filter-nane
;7 New SEARCH criterion for referencing filters
filter-nane = 1*<any ATOM CHAR except "/">
;; Note that filter-name disallows UTF-8 or
;; the follow ng characters: "(", ")", "{",
ottt ", "1, See definition of

.. ATOMH CHAR [ RFC3501] .
resp-text-code =/ " UNDEFI NED- FI LTER' SP filter-nane
5. Security Considerations

CGeneral issues relevant to [RFC3501] (in particular to the SEARCH
conmand) and METADATA- SERVER ext ensi on [ METADATA] are al so rel evant
to this document.

Not e that excessive use of filters can potentially sinplify denial-
of -service attacks, especially if conbined with poor inplenmentations
and | ack of |oop detection (i.e., detection of filters referencing
each other to create a loop). Servers that allow for anonynous
access SHOULD NOT al | ow anonynous users to create/edit/delete
filters.

Al so note that stored filters can potentially disclose persona

i nformati on about users. Wen confidentiality of such information is
i mportant, clients MJST use TLS and/or SASL security |ayer (or
simlar) as recomended in [ RFC3501]. Also, clients should use
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private filters instead of public, unless they desire to share such
i nformation with other users.

As always, it is inportant to thoroughly test clients and servers
when i npl emrenting this extension.

6. | ANA Consi derations

| MAP4 capabilities are registered by publishing a Standards Track or
| ESG approved Experinmental RFC. The | MAP4 capabilities registry is
avail able from http://ww. i ana. org.

Thi s docunent defines the FILTERS | MAP capability. |ANA has added it
to the registry.

| ANA has added the following 4 entries to the [ METADATA] registry:

To: iana@ana.org

Subj ect: | MAP METADATA Entry Registration

Type: Server

Name: /private/filters/values/<filter_name>

Description: Contains an | MAP SEARCH criteria. Defined in RFC 5466.
Content-type: text/plain; charset=utf-8

Cont act person: Al exey Ml ni kov

Enmai | : al exey. nel ni kov@ sode. com
To: iana@ana.org
Subj ect: | MAP METADATA Entry Registration

Type: Server

Nane: /shared/filters/values/<filter_nanme>

Description: Contains an | MAP SEARCH criterion. Defined in RFC
5466.

Content-type: text/plain; charset=utf-8

Cont act person: Al exey Mel ni kov

Emai | : al exey. nel ni kov@ sode. com
To: iana@ana.org
Subj ect: | MAP METADATA Entry Registration

Type: Server

Nane: /private/filters/descriptions/<filter_nane>

Description: Contains a user-specific human-readabl e description of
a naned SEARCH criterion stored in the /private/filters/val ues/
<filter_name> or /shared/filters/values/<filter_nanme> annotation.
The value is in UTF-8. Defined in RFC 5466.

Content-type: text/plain; charset=utf-8

Cont act person: Al exey Mel ni kov

Emai | : al exey. nel ni kov@ sode. com
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To: iana@ana.org

Subj ect: | MAP METADATA Entry Registration

Type: Server

Nane: /[shared/filters/descriptions/<filter_nanme>

Description: Contains a global (shared anong all users) human-
readabl e description of a naned SEARCH criterion stored in the
/private/filters/values/<filter_nane> or /shared/filters/val ues/
<filter_nane> annotation. The value is in UTF-8. Defined in RFC
5466.

Content-type: text/plain; charset=utf-8

Cont act person: Al exey Mel ni kov

Enmai | : al exey. nel ni kov@ sode. com
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