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Abst ract

Thi s docunent specifies a symmetric key format for the transport and
provi sioning of synmretric keys to different types of crypto nodul es.
For exanple, One-Tine Password (OTP) shared secrets or symmetric
cryptographic keys to strong authentication devices. A standard key
transport format enables enterprises to depl oy best-of -breed

sol uti ons conbi ni ng conponents fromdifferent vendors into the sane
infrastructure

Status of This Menp
This is an Internet Standards Track document.

Thi s docunent is a product of the Internet Engineering Task Force
(ITETF). It represents the consensus of the IETF community. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Further infornmation on
Internet Standards is available in Section 2 of RFC 5741.

I nformati on about the current status of this document, any errata,

and how to provide feedback on it may be obtained at
http://ww. rfc-editor.org/info/rfc6030.
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1. Introduction

Wth the increasing use of synmmetric-key-based systens, such as
encryption of data at rest or systens used for strong authentication,
such as those based on One-Tine Password (OTP) and Chal | enge/ Response
(CR) mechanisns, there is a need for vendor interoperability and a
standard format for inmporting and exporting (provisioning) symetric
keys. For instance, traditionally, vendors of authentication servers
and service providers have used proprietary formats for inporting and
exporting these keys into their systenms, thus nmaking it hard to use
tokens fromtwo different vendors.

Thi s docunent defines a standardi zed XM.- based key contai ner, called
Portabl e Symretric Key Container (PSKC), for transporting synmetric
keys and key-rel ated netadata. The document al so specifies the
informati on el enents that are required when the symretric key is
utilized for specific purposes, such as the initial counter in the
HVAC- Based One-Ti me Password (HOTP) [HOTP] algorithm It also
creates an | ANA registry for algorithmprofiles where al gorithns,
their netadata and PSKC transm ssion profile can be recorded for a
centralized, standardized reference.

1.1. Key Wirds

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [ RFC2119].

1.2. Version Support

There is a provision made in the syntax for an explicit version
nunber. Only version "1.0" is currently specified.

The nunbering schene for PSKC versions is "<mgjor>. <mnor>". The
maj or and m nor nunbers MJST be treated as separate integers and each
nunber MAY be increnented higher than a single digit. Thus, "PSKC
2.4" would be a | ower version than "PSKC 2.13", which in turn would
be | ower than "PSKC 12.3". Leading zeros (e.g., "PSKC 6.01") MJST be
i gnored by recipients and MUST NOT be sent.

The maj or version nunber should be increnented only if the nessage
format (e.g., elenment structure) has changed so dramatically that an
ol der version inplenmentation would not be able to interoperate with a
newer version. The mnor version nunber indicates new capabilities,
and it MJST be ignored by an entity with a smaller mnor version
nunber but used for informational purposes by the entity with the

| arger m nor version nunber.
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1.3. Nanespace ldentifiers

Thi s docunent uses Uni form Resource ldentifiers (URIs) [RFC3986] to
identify resources, algorithns, and semanti cs.

1.3.1. Defined Identifiers
The XML nanespace [ XMLNS] URI for Version 1.0 of PSKC is:
"urn:ietf:params: xm :ns: keyprov: pskc"
Ref erences to qualified elenents in the PSKC schema defined in this
specification and used in the exanple use the prefix "pskc" (defined
as xm ns: pskc="urn:ietf:params: xm : ns: keyprov: pskc"). It is
RECOMMENDED to use this nanespace in inplenmentations.

1.3.2. Referenced ldentifiers
The PSKC syntax presented in this docunment relies on al gorithm
identifiers and elenments defined in the XM. Signature [ XMLDSI G
nanmespace

xm ns:ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"

Ref erences to the XM. Signature nanespace are represented by the
prefix "ds".

PSKC al so relies on algorithmidentifiers and el enents defined in the
XML Encryption [ XMLENC] nanespace

xm ns: xenc="http://ww. w3. or g/ 2001/ 04/ xm enc#"

Ref erences to the XML Encryption namespace are represented by the
prefix "xenc".

When protecting keys in transport with passphrase-based keys, PSKC
also relies on the derived key el enent defined in the XML Encryption
Version 1.1 [ XMLENC11] nanespace:

xm ns: xenc11="http://ww. w3. or g/ 2009/ xnm encl11#"

Ref erences to the XML Encryption Version 1.1 nanespace are
represented by the prefix "xencll".

When protecting keys in transport with passphrase-based keys, PSKC

also relies on algorithmidentifiers and el ements defined in the PKCS
#5 [ PKCS5] nanespace
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xm ns: pkcsb=
"http://ww.rsasecurity.conirsal abs/ pkcs/ schemas/ pkcs- 5v2- 0#"

Ref erences to the PKCS #5 nanespace are represented by the prefix
"pkcs5”.

2. Term nol ogy

NOTE: | n subsequent sections of the docunent, we highlight
**mandat ory** XM. el ements and attributes. Optional el enents and
attributes are not explicitly indicated, i.e., if it does not say
mandatory, it is optional

3. Portable Key Container Entities Overview and Rel ati onshi ps

The portable key container is based on an XM. schena definition and
contains the follow ng main conceptual entities:

1. KeyContainer entity - representing the container that carries a
nunber of KeyPackage entities. A valid container MJST carry at
| east one KeyPackage entity.

2. KeyPackage entity - representing the package of at nost one key
and its related provisioning endpoint or current usage endpoint,
such as a physical or virtual device and a specific CryptoMdul e.

3. Devicelnfo entity - representing the information about the device
and criteria to identify uniquely the device.

4. CryptoModul elnfo entity - representing the information about the
Crypt oModul e where the keys reside or to which they are
provi si oned.

5. Key entity - representing the key transported or provisioned.

6. Data entity - representing a |list of netadata related to the key,
where the elenent nane is the nane of the metadata and its
associ ated value is either in encrypted (for exanple, for <Data>
el enent <Secret>) or plaintext (for exanple, the <Data> el enent
<Counter>) form

Figure 1 shows the high-level structure of the PSKC data el enents.
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| KeyContainer |
|- |
| EncryptionKey |
| Signature |
| |
|
|
/I\V 1..n
| KeyPackage | 0..1] Devicelnfo |
[EEEREEETEREEES EEEEEEES Rt |
| | -- | Serial Number |
---------------- | Manufacturer |
| | |
| ________________
/|\V 0..1
| Key | 0..1] CryptoModul el nfo |
EEEREEETEEEEES RS |- |
| 1d | | 1d |
| Algorithm | | . ... |
| Userld [
| Policy |
| ... |
|
|
/I\V 0..n
| | |
| Data: Secret | | Data:Counter | | Data:other
RO I R
| EncryptedValue | | PlainValue |
| Val ueMAC R E TR
Figure 1: PSKC Data El enents Rel ati onship D agram
The foll owi ng sections describe in detail all the entities and
rel ated XML schenm el ements and attributes.
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4. <KeyContai ner> El enent: The Basics

Inits nost basic form a PSKC docunment uses the top-Ievel elenent
<KeyCont ai ner > and a si ngl e <KeyPackage> el ement to carry key
i nf or mati on.

The foll owi ng exanpl e shows a sinple PSKC docunment. W will use it
to describe the structure of the <KeyContainer> elenent and its child
el ement s.

<?xm version="1. 0" encodi ng="UTF-8""?>
<KeyCont ai ner Version="1.0"
| d="exanpl el D1"
xm ns="urn:ietf:parans: xm :ns: keyprov: pskc" >
<KeyPackage>
<Key |d="12345678"
Al gorithnm="urn:ietf:parans: xm :ns: keyprov: pskc: hot p">
<l ssuer >l ssuer - A</ | ssuer >

<Dat a>
<Secret >
<Pl ai nVal ue>MI1 zNA==
</ Pl ai nval ue>
</ Secr et >
</ Dat a>
</ Key>

</ KeyPackage>
</ KeyCont ai ner >

Figure 2: Basic PSKC Key Contai ner Exanple

The attributes of the <KeyContainer> el enent have the foll ow ng
semanti cs:

"Version’: The 'Version' attribute is used to identify the version
of the PSKC schema version. This specification defines the
initial version ("1.0") of the PSKC schema. This attribute MJST
be i ncl uded.

"Id: The 'Id attribute carries a unique identifier for the
container. As such, it helps to identify a specific key container

in cases in which nultiple containers are enbedded in | arger XM
docunent s.

4.1. <Key>: Enbeddi ng Keying Material and Key-Rel ated |nformation

The following attributes of the <Key> el ement MJST be included at a
m ni mum
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"Id: This attribute carries a unique identifier for the symetric
key in the context of key provisioning exchanges between two
parties. This neans that if PSKCis used in multiple interactions
bet ween a sendi ng and receiving party, using different containers
referencing the sane keys, the '1d attribute of <Key> MJST use
the sanme value (e.g., after initial provisioning, if a system
wants to update key netadata values in the other system the val ue
of the 'Id attribute of the <Key> where the netadata is to be
updated MJUST be the sanme of the original '1d attribute value
provisioned). The identifier is defined as a string of
al phanuneric characters.

"Algorithmi: This attribute contains a unique identifier for the
PSKC al gorithmprofile. This profile associates specific
semantics to the elenments and attributes contained in the <Key>
el ement. This document describes profiles for open standards
algorithms in Section 10. Additional profiles are defined in the
following informative docunent: [PSKC ALGORI THW PROFI LES] .

The <Key> el enent has a nunber of optional child elenments. An
initial set is described bel ow

<l ssuer>: This elenment represents the nane of the party that issued
the key. For exanple, a bank "Foobar Bank, Inc." issuing hardware
tokens to their retail banking users nay set this elenent to
" Foobar Bank, Inc.’.

<Friendl yName>: A human-readabl e name for the secret key for easier
reference. This elenent serves informational purposes only. This
el ement i s a | anguage-dependent string; hence, it SHOULD have an
attribute xm:lang="xx" where xx is the |anguage identifier as
specified in [RFC5646]. If no xm:lang attribute is present,
i mpl enent ati ons MJST assunme the | anguage to be English as defined
by setting the attribute value to "en’ (e.g., xm:Ilang="en"

<Al gorithnParaneters>. This elenment carries paraneters that
i nfluence the result of the algorithm c conputation, for exanple,
response truncation and format in OIP and CR algorithnms. A nore
detail ed di scussion of the elenent can be found in Section 4.3.4.

<Data>: This elenent carries data about and related to the key. The
following child el enents are defined for the <Data> el enent:

<Secret>: This elenent carries the value of the key itself in a

bi nary representation. Please see Section 4.2 for nore details
on Key Val ue Encodi ng.
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<Counter>: This elenent contains the event counter for event-
based OTP al gorithms.

<Time>: This elenent contains the time for tine-based OIP
algorithms. (If time intervals are used, this element carries
the nunber of tine intervals passed froma specific start
point, normally it is algorithm dependent).

<Tinelnterval > This elenment carries the time interval value for

ti me-based OIP algorithms in seconds (a typical value for this

woul d be 30, indicating a time interval of 30 seconds).

nmeDrift>: This elenent contains the device clock drift val ue
for tinme-based OTP algorithns. The integer value (positive or
negative drift) that indicates the nunber of tine intervals
that a validation server has established the device cl ock
drifted after the | ast successful authentication. So, for
exanple, if the last successful authentication established a
device tine value of 8 intervals froma specific start date but
the validation server deternmines the tine value at 9 intervals,
the server SHOULD record the drift as -1

<Ti

Al the elenents |isted above (and those defined in the future)
obey a sinple structure in that they MJST support child el enents
to convey the data value in either plaintext or encrypted format:

Pl ai ntext: The <Pl ai nVal ue> el ement carries a plaintext val ue
that is typed, for example, to xs:integer

Encrypted: The <EncryptedVal ue> el enent carries an encrypted
val ue.

Val ueMAC: The <Val ueMAC> el enent is populated with a Message
Aut henti cati on Code (MAC) generated fromthe encrypted value in
case the encryption al gorithm does not support integrity
checks. The exanple shown in Figure 2 illustrates the usage of
the <Data> elenment with two child el enents, nanely <Secret> and
<Counter>. Both elements carry a plaintext value within the
<Pl ai nVal ue> child el ement.

4.2. Key Val ue Encodi ng

Two parties receiving the sane key value CCTET STRING resulting in
decodi ng the xs:base64Bi nary, inside the <Pl ai nval ue> or

<Encrypt edVal ue> el ements, nust make use of the key in exactly the
same way in order to interoperate. To ensure that, it is necessary
to define a correspondence between the OCTET STRI NG and the notation
in the standard al gorithm description that defines how the key is
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used. The next sections establish that correspondence for the AES

al gorithm [FIPS197] and the Triple Data Encryption Al gorithm (TDEA or
Triple DES) [SP800-67]. Unless otherw se specified for a specific

al gorithm the OCTET STRI NG encodi ng MJST foll ow t he AES Key Val ue
Encodi ng.

4.2.1. AES Key Val ue Encoding

[ FI PS197], Section 5.2, titled "Key Expansion", uses the input key as
an array of bytes indexed starting at 0. The first octet of the
OCTET STRING SHALL becone the key byte in the AES, |abeled index 0 in
[ FI PS197]; the succeeding octets of the OCTET STRI NG SHALL becone key
bytes in AES, in increasing index order

Proper parsing and key |oad of the contents of the OCTET STRI NG for
AES SHALL be determ ned by using the follow ng value for the

<Pl ai nVal ue> el ement (bi naryBase64-encoded) to generate and match t he
key expansion test vectors in [FIPS197], Appendix A, for AES

Ci pher Key: 2b 7e 15 16 28 ae d2 a6 ab f7 15 88 09 cf 4f 3c
" <Pl ai nVal ue>K34VFi i udgar 9xW CcOPPA==</ P! ai nVal ue>

4.2.2. Triple-DES Key Val ue Encodi ng

A Triple-DES key consists of three keys for the cryptographi c engi ne
(Keyl, Key2, and Key3) that are each 64 bits (56 key bits and 8
parity bits); the three keys are also collectively referred to as a
key bundl e [SP800-67]. A key bundle may enploy either two or three
i ndependent keys. Wen only two i ndependent keys are enpl oyed
(called two-key Triple DES), the same value is used for Keyl and
Key3.

Each key in a Triple-DES key bundle is expanded into a key schedul e
according to a procedure defined in [ SP800-67], Appendix A That
procedure nunmbers the bits in the key from1 to 64, with nunber 1
being the leftnost, or nost significant bit (MSB). The first octet
of the OCTET STRING SHALL be bits 1 through 8 of Keyl with bit 1
being the MSB. The second octet of the OCTET STRI NG SHALL be bits 9
through 16 of Keyl, and so forth, so that the trailing octet of the
OCTET STRING SHALL be bits 57 through 64 of Key3 (or Key2 for two-key
Tripl e DES)
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Proper parsing and key |oad of the contents of the OCTET STRI NG for
Triple DES SHALL be determ ned by using the follow ng <Pl ai nVal ue>

el ement (bi naryBase64- encoded) to generate and match the key
expansi on test vectors in [SP800-67], Appendix B, for the key bundle:

Keyl = 0123456789ABCDEF
Key2 = 23456789ABCDEF01
Key3 = 456789ABCDEF0123

.leainVaIue>ASNFZ4nTze8jRveJqSSVAUVniavN7ij</PIainVaIue>

4.3. Transm ssion of Supplementary |Information

A PSKC docunent can contain a nunber of additional information
regardi ng device identification, cryptographic nodule identification
user identification, and parameters for usage with OTP and CR
algorithms. The followi ng exanple, see Figure 3, is used as a
reference for the subsequent sub-sections.
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<?xm version="1.0" encodi ng="UTF-8"7?>
<KeyCont ai ner Version="1.0"
| d="exanpl el D1"
xm ns="urn:ietf:params: xm :ns: keyprov: pskc">
<KeyPackage>
<Devi cel nf 0>
<Manuf act ur er >Manuf act ur er </ Manuf act ur er >
<Seri al No>987654321</ Seri al No>
<User | d>DC=exanpl e- bank, DC=net </ User | d>
</ Devi cel nf o>
<Cr ypt oMbdul el nf 0>
<l d>CM | D 001</1d>
</ Crypt oModul el nf 0>
<Key | d="12345678"
Al gorithm="urn:ietf:parans: xm : ns: keyprov: pskc: hot p" >
<l ssuer>| ssuer </ | ssuer >
<Al gori t hnPar anet er s>
<ResponseFormat Lengt h="8" Encodi ng="DECI MAL"/ >
</ Al gori t hnPar anet er s>
<Dat a>
<Secret >
<Pl ai nVal ue>Mrl zNDU2Nzg5MDEy Mz QLNj c40TA=
</ Pl ai nval ue>
</ Secret >
<Count er >
<Pl ai nVal ue>0</ Pl ai nVal ue>
</ Count er >
</ Dat a>
<User | d>Ul D=j sm t h, DC=exanpl e- bank, DC=net </ User | d>
</ Key>
</ KeyPackage>
</ KeyCont ai ner >

Figure 3: PSKC Key Contai ner Exanmple with Suppl ementary Data
.3.1. <Devicelnfo> Elenment: Unique Device ldentification

The <Devi cel nfo> el ement uniquely identifies the device to which the
<KeyPackage> i s provisioned. Since devices can cone in different
formfactors, such as hardware tokens, smart-cards, soft tokens in a
nobi | e phone, or as a PC, this elenent allows different child el enent
conbi nati ons to be used. Wen conbined, the values of the child

el ements MUST uniquely identify the device. For exanple, for

har dwar e tokens, the conbinati on of <Serial No> and <Manuf act urer>

el ements uniquely identifies a device, but the <Serial No> el enent
alone is insufficient since two different token manufacturers night

i ssue devices with the same serial nunber (simlar to the Issuer

Di stingui shed Name and serial nunber of a certificate).
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The <Devi celnfo> el enment has the following child el enents:

<Manufacturer>: This el enent indicates the manufacturer of the
device. Values for the <Manufacturer> el emrent MJST be taken from
either [CATHVAN] prefixes (i.e., the left colum) or fromthe | ANA
Private Enterprise Nunber Registry [I ANAPENREG , using the
Organi zation value. Wen the value is taken from [ OATHVAN],

"oath." MJST be prepended to the value (e.g., "oath.<prefix value
from [ OATHVAN] >"). \When the value is taken from [ | ANAPENREG
"iana." MJST be prepended to the value (e.g., "iana.<O ganization

val ue from [ | ANAPENREG >") .
<Serial No>: This elenment contains the serial nunber of the device.

<Model >: Thi s el enent describes the nodel of the device (e.g., one-
but t on- HOTP- t oken- V1) .

<l ssueNo>: This element contains the issue nunber in case there are
devices with the same serial nunber so that they can be
di stingui shed by different issue nunbers.

<Devi ceBi ndi ng>: This element allows a provisioning server to ensure
that the key is going to be |loaded into the device for which the
key provisioning request was approved. The device is bound to the
request using a device identifier, e.g., an International Modbile
Equi prent ldentity (IMEl) for the phone, or an identifier for a
class of identifiers, e.g., those for which the keys are protected
by a Trusted Pl atform Mdule (TPM.

<StartDate> and <ExpiryDate>: These two elenments indicate the start
and end date of a device (such as the one on a paynent card, used
when i ssue nunbers are not printed on cards). The date MJST be
expressed as a dateTinme value in "canonical representation”
[ WBC. REC- xm schema- 2- 20041028] . I npl enmentati ons SHOULD NOT rely
on time resolution finer than mlliseconds and MJST NOT generate
time instants that specify | eap seconds. Keys that reside on the
devi ce SHOULD only be used when the current date is after the
<StartDate> and before the <ExpiryDate>  Note that usage
enforcenent of the keys with respect to the dates MAY only happen
on the validation server, as sonme devices such as smart cards do
not have an internal clock. Systens thus SHOULD NOT rely upon the
device to enforce key usage date restrictions.

Dependi ng on the device type, certain child el ements of the
<Devi cel nfo> el ement MJST be included in order to uniquely identify a
device. This docunment does not enunerate the different device types
and therefore does not list the elenents that are mandatory for each
type of device.
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4.3.2. <CryptoModul el nfo> El enent: CryptoMdul e Identification

The <Crypt oMbdul el nfo> el emrent identifies the cryptographic nodule to
which the symmetric keys are or have been provisioned. This allows
the identification of the specific cases where a device MAY contain
nore than one crypto nodule (e.g., a PC hosting a TPM and a connect ed
t oken) .

The <CryptoModul el nfo> el enent has a single child el enent that MJST
be i ncl uded:

<ld>: This elenent carries a unique identifier for the CryptoMdul e
and is inplenentation specific. As such, it helps to identify a
specific CryptoMddul e to which the key is being or was
provi si oned.

4.3.3. <Userld> Elenent: User ldentification

The <Userld> el enent identifies the user of a distinguished nane, as
defined in [ RFC4514], for exanple, U D=jsnith, DC=exanpl e, DC=net .

Al t hough the syntax of the user identifier is defined, there are no
semantics associated with this elenment, i.e., there are no checks
enforcing that only a specific user can use this key. As such, this
element is for informational purposes only.

This el ement may appear in two places, nanely as a child el enment of
the <Key> el enent, where it indicates the user with whomthe key is
associ ated, and as a child elenent of the <Devicelnfo> el erent, where
it indicates the user with whomthe device is associ ated.

4.3.4. <Al gorithnParaneters> El ement: Supplenentary Information for OIP
and CR Al gorithns

The <Al gorithnmParaneters> elenent is a child el enent of the <Key>
el enent, and this docunent defines three child elenents: <Suite>,
<Chal | engeFor mat >, and <ResponseFor nat >.

<Sui t e>

The optional <Suite> el enent defines additional characteristics of
the al gorithmused, which are algorithmspecific. For exanple, in
an HVAC- based (Hashed MAC) OTP algorithm it could designate the
strength of the hash algorithmused (SHAL, SHA256, etc.). Please
refer to the algorithmprofile section, Section 10, for the exact
semantics of the value for each algorithmprofile.
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engeFor mat >:

The <Chal | engeFormat > el ement defines the characteristics of the
chal l enge in a CR usage scenario whereby the follow ng attributes
are defined:

"Encoding’: This attribute, which MJST be included, defines the

encodi ng of the chall enge accepted by the device and MJST be
one of the follow ng val ues:

DECI MAL: Only nurerical digits

HEXADECI MAL: Hexadeci mal response

ALPHANUMERI C.  All letters and nunmbers (case sensitive)
BASE64: Base-64 encoded, as defined in Section 4 of [RFC4648]

Bl NARY: Binary data

"CheckDigit': This attribute indicates whether a device needs to

check the appended Luhn check digit, as defined in

[1SO EC7812], contained in a challenge. This is only valid if
the "Encoding’ attribute is set to "DECIMAL'. A value of TRUE
i ndicates that the device will check the appended Luhn check
digit in a provided challenge. A value of FALSE indicates that
the device will not check the appended Luhn check digit in the
chal | enge.

n": This attribute defines the m ninmumsize of the challenge
accepted by the device for CR nbde and MJST be included. |If
the "Encoding’ attribute is set to 'DECI MAL', ' HEXADECI MAL', or
" ALPHANUMERI C', this value indicates the m ni mum nunber of
digits/characters. |If the 'Encoding’ attribute is set to

" BASE64’ or 'BINARY', this value indicates the m ni mum nunber
of bytes of the unencoded val ue.

"Max':  This attribute defines the maxi num size of the challenge

accepted by the device for CR nbde and MJST be included. |If
the "Encoding’ attribute is set to ' DECI MAL', ' HEXADECI MAL', or
" ALPHANUMERI C', this value indicates the nmaxi mum nunber of
digits/characters. |If the 'Encoding’ attribute is set to

' BASE64’ or 'BINARY', this value indicates the nmaxi num nunber
of bytes of the unencoded val ue.
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<ResponseFor mat >:

The <ResponseFormat > el enent defines the characteristics of the
result of a computation and defines the format of the OIP or the
response to a challenge. For cases in which the key is a PIN
val ue, this elenment contains the format of the PINitself (e.g.
DECI MAL, length 4 for a 4-digit PIN). The followi ng attributes
are defined:

"Encoding’: This attribute defines the encoding of the response
generated by the device, it MJST be included and MIST be one of
the foll owi ng val ues: DECI MAL, HEXADECH MAL, ALPHANUVMERI C
BASE64, or Bl NARY

"CheckDigit': This attribute indicates whether the device needs
to append a Luhn check digit, as defined in [ISO EC7812], to
the response. This is only valid if the "Encoding’ attribute
is set to "DECIMAL’. If the value is TRUE, then the device
wi || append a Luhn check digit to the response. |f the value
is FALSE, then the device will not append a Luhn check digit to
the response.

"Length’: This attribute defines the length of the response
generated by the device and MUST be included. If the
"Encoding’ attribute is set to ' DECI MAL', ' HEXADECI MAL', or
ALPHANUMERI C, this value indicates the nunmber of digits/
characters. |If the 'Encoding’ attribute is set to ' BASE64’ or
"BINARY’, this value indicates the nunber of bytes of the
unencoded val ue.

4. 4. Transm ssion of Key Derivation Val ues

<KeyProfileld> el ement, which is a child el ement of the <Key>

el ement, carries a unique identifier used between the sendi ng and
receiving parties to establish a set of key attribute values that are
not transmtted within the contai ner but are agreed upon between the
two parties out of band. This elenent will then represent the unique
reference to a set of key attribute values. (For exanple, a snart
card application personalization profile id related to specific
attribute values present on a smart card application that have

i nfl uence when conputing a response).

For exanple, in the case of MasterCard' s Chip Authentication Program
[ CAP], the sending and the receiving party woul d agree that
KeyProfileld="1" represents a certain set of values (e.g., Internet
Aut hentication Flag (I AF) set to a specific value). During
transm ssi on of the <KeyContainer>, these values would not be
transmtted as key attributes but would only be referred to via the

Hoyer, et al. St andards Track [ Page 17]



RFC 6030 Portabl e Symretric Key Contai ner (PSKC) Cct ober 2010

<KeyProfileld> el ement set to the specific agreed-upon profile (in
this case '1'). The receiving party can then associate all rel evant
key attributes contained in the profile that was agreed upon out of
band with the inported keys. Oten, this nethodol ogy is used between
a manufacturing service, run by conmpany A, and the validation
service, run by conpany B, to avoid repeated transm ssion of the sane
set of key attribute val ues.

The <KeyReference> el enent contains a reference to an external key to
be used with a key derivation schene. 1In this case, the parent <Key>
element will not contain the <Secret> subel ement of <Data>, in which
the key value (secret) is transported; only the reference to the
external master key is transported (e.g., a PKCS #11 key | abel).

<?xm version="1.0" encodi ng="UTF-8""?>
<KeyCont ai ner Version="1.0" |d="exanpl el D1"
xm ns="urn:ietf:paranms: xm :ns: keyprov: pskc">
<KeyPackage>
<Devi cel nf 0>
<Manuf act ur er >Manuf act ur er </ Manuf act ur er >
<Seri al No>987654321</ Ser i al No>
</ Devi cel nf 0>
<Cr ypt oMbdul el nf 0>
<l d>CM | D 001</1d>
</ Crypt oModul el nf 0>
<Key | d="12345678"
Al gorithm="urn:ietf:parans: xm : ns: keyprov: pskc: hot p">
<l ssuer>| ssuer </ | ssuer >
<Al gori t hnPar anet er s>
<ResponseFormat Lengt h="8" Encodi ng="DECI MAL"/ >
</ Al gori t hnPar anet er s>
<KeyProf i | el d>keyProfil el</ KeyProfil el d>
<KeyRef er ence>Mast er KeyLabe
</ KeyRef er ence>
<Dat a>
<Count er >
<Pl ai nVal ue>0</ Pl ai nVal ue>
</ Count er >
</ Dat a>
<Pol i cy>
<KeyUsage>OTP</ KeyUsage>
</ Policy>
</ Key>
</ KeyPackage>
</ KeyCont ai ner >

Figure 4: Exanple of a PSKC Document Transnmitting an HOTP Key via Key
Derivation Val ues
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The key value will be derived using the value of the <Serial No>

el enent, val ues agreed upon between the sending and the receiving
parties and identified by the <KeyProfile> 'keyProfilel , and an
external |y agreed-upon key referenced by the | abel 'MasterKeyLabel’

5. Key Policy

This section illustrates the functionality of the <Policy> el enent
wi thin PSKC, which allows a key usage and key PIN protection policy
to be attached to a specific key and its related metadata. This
element is a child elenent of the <Key> el enent.

If the <Policy> el enent contains child elenents or values within

el ements/attributes that are not understood by the recipient of the
PSKC document, then the recipient MJST assune that key usage is not

permtted. This statenment ensures that the | ack of understandi ng of
certai n extensions does not |ead to unintended key usage.

W will start our description with an exanple that expands the
exanpl e shown in Figure 3.

<?xm version="1.0" encodi ng="UTF-8""?>
<KeyCont ai ner
Versi on="1.0" |d="exanpl el D1"
xm ns="urn:ietf:parans: xm :ns: keyprov: pskc">
<KeyPackage>
<Devi cel nf 0>
<Manuf act ur er >Manuf act ur er </ Manuf act ur er >
<Seri al No>987654321</ Seri al No>
</ Devi cel nf 0>
<Cr ypt oMbdul el nf 0>
<l d>CM_| D _001</1d>
</ Crypt oModul el nf 0>
<Key | d="12345678"
Al gorithnm="urn:ietf:parans: xm : ns: keyprov: pskc: hot p">
<l ssuer >| ssuer</| ssuer >
<Al gori t hnPar anet er s>
<ResponseFor mat Lengt h="8" Encodi ng="DECI MAL"/ >
</ Al gori t hnPar anet er s>

<Dat a>
<Secret >
<Pl ai nVal ue>MTl zNDU2Nz g5NMDEy Mz QLNj c40TA=
</ Pl ai nval ue>
</ Secr et >
<Count er >

<Pl ai nVal ue>0</ Pl ai nVal ue>
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</ Count er >
</ Dat a>
<Pol i cy>
<PI NPol i cy M nLengt h="4" MaxLengt h="4"
Pl NKeyl d="123456781" Pl NEncodi ng="DECI MAL"
Pl NUsageMode="Local "/ >
<KeyUsage>OTP</ KeyUsage>
</ Policy>
</ Key>
</ KeyPackage>
<KeyPackage>
<Devi cel nf 0>
<Manuf act ur er >Manuf act ur er </ Manuf act ur er >
<Seri al No>987654321</ Ser i al No>
</ Devi cel nf o>
<Cr ypt oMbdul el nf 0>
<l d>CM_| D_001</1d>
</ Crypt oModul el nf 0>
<Key | d="123456781"
Al gorithm"urn:ietf:parans: xn :ns: keyprov: pskc: pi n">
<l ssuer >| ssuer </ | ssuer >
<Al gori t hnPar anet er s>
<ResponseFor mat Lengt h="4" Encodi ng="DECI MAL"/ >
</ Al gori t hnPar anet er s>
<Dat a>
<Secret >
<Pl ai nVal ue>Mrl zNA==</ Pl ai nVal ue>
</ Secr et >
</ Dat a>
</ Key>
</ KeyPackage>
</ KeyCont ai ner >

Figure 5: Non-Encrypted HOTP Secret Key Protected by PIN
Thi s docunent defines the follow ng <Policy> child el enents:

<StartDate> and <ExpiryDate>. These two el enments denote the val
period of a key. It MJST be ensured that the key is only used

2010

dity

between the start and the end date (inclusive). The date MJST be

expressed as a dateTime value in "canonical representation”
[ WMBC. REC- xml schema- 2- 20041028]. | npl emrentati ons SHOULD NOT re

ly

on time resolution finer than mlliseconds and MJST NOT generate

time instants that specify | eap seconds. Wen this elenent is
absent, the current tine is assumed as the start tine.
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<Number O Tr ansacti ons>: The value in this elenent indicates the

maxi mum nunber of tinmes a key carried within the PSKC docunment can
be used by an application after having received it. Wen this
element is omtted, there is no restriction regarding the number
of times a key can be used.

<KeyUsage>: The <KeyUsage> el ement puts constraints on the intended

Hoyer,

usage of the key. The recipient of the PSKC docunent MUST enforce
the key usage. Currently, the follow ng tokens are registered by
this document:

OTP: The key MJST only be used for OIP generation

CR.  The key MJST only be used for Chall enge/ Response purposes.
Encrypt: The key MUST only be used for data encryption purposes.

Integrity: The key MJUST only be used to generate a keyed nessage
digest for data integrity or authentication purposes.

Verify: The key MJST only be used to verify a keyed nessage
digest for data integrity or authentication purposes (this is
the opposite key usage of ’Integrity’).

Unl ock: The key MJST only be used for an inverse Chall enge/
Response in the case where a user has |ocked the device by
entering a wong PIN too many times (for devices with PINinput
capabi lity).

Decrypt: The key MUST only be used for data decryption purposes.

KeyWap: The key MJUST only be used for key wap purposes.

Unw ap: The key MJST only be used for key unw ap purposes.

Derive: The key MJUST only be used with a key derivation function
to derive a new key (see also Section 8.2.4 of [N ST800-57]).

Generate: The key MJUST only be used to generate a new key based
on a random nunmber and the previous value of the key (see al so
Section 8.1.5.2.1 of [N ST800-57]).

The el ement MAY al so be repeated to all ow several key usages to be

expressed. Wen this elenent is absent, no key usage constraint
is assuned, i.e., the key MAY be utilized for every usage.
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<PI NPol i cy>: The <PI NPolicy> el enent allows policy about the PIN
usage to be associated with the key. The following attributes are
speci fi ed:

"PINKeyld : This attribute carries the unique 'Id attribute vale
of the <Key> elenent held within this <KeyContainer> that
contains the value of the PIN that protects the key.

"PI NUsageMbde’: This mandatory attribute indicates the way the
PIN is used during the usage of the key. The follow ng val ues
are defined:

Local: This value indicates that the PINis checked |ocally on
the device before allowing the key to be used in executing
the al gorithm

Prepend: This value indicates that the PINis prepended to the
al gorithmresponse; hence, it MJST be checked by the party
val i dating the response.

Append: This value indicates that the PIN is appended to the
al gorithmresponse; hence, it MJST be checked by the party
val idating the response.

Algorithmc: This value indicates that the PIN is used as part
of the al gorithm conputation.

" MaxFail edAttenpts’: This attribute indicates the maxi num nunber
of times the PIN may be entered wongly before it MJST NOT be
possi ble to use the key anynore (typical reasonable values are
in the positive integer range of at |east 2 and no nore than
10).

"M nLength’: This attribute indicates the mninumlength of a PIN
that can be set to protect the associated key. It MJST NOT be
possible to set a PIN shorter than this value. |If the
"PI NFormat’ attribute is set to ' DECI MAL', ' HEXADECI MAL', or
" ALPHANUMERI C', this value indicates the nunmber of digits/
characters. |If the 'PINFornmat’ attribute is set to ' BASE64’ or
"BINARY’, this value indicates the nunber of bytes of the
unencoded val ue.

"MaxLength’: This attribute indicates the maxinumlength of a PIN
that can be set to protect this key. It MJST NOT be possible
to set a PIN longer than this value. |f the ’'PINFormat’

attribute is set to 'DECI MAL', ' HEXADECI MAL', or
" ALPHANUMERI C', this value indicates the nunmber of digits/
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characters. If the 'PINFormat’ attribute is set to ' BASE64' or
"BINARY', this value indicates the nunber of bytes of the
unencoded val ue.

"PINEncoding’: This attribute indicates the encoding of the PIN
and MJST be one of the val ues: DECH MAL, HEXADECI VAL,
ALPHANUMERI C, BASE64, or BI NARY

If the ' PinUsageMbde’ attribute is set to 'Local’, then the device
MJST enforce the restriction indicated in the ' MaxFail edAttenpts’,
"M nLength’, 'MaxLength’, and ' Pl NEncodi ng’ attributes; otherw se,
it MUST be enforced on the server side.

5.1. PIN Algorithm Definition
The PIN algorithmis defined as:
bool ean = conpar ePl N(K, P)
Wher e:
"K' is the stored symmetric credential (PIN) in binary format.
"P" is the proposed PINto be conpared in binary fornat.

The function conmparePIN is a straight octet conparison of Kand P
Such a conpari son MJST yield a value of TRUE (credentials matched)
when the octet length of Kis the same as the octet length of P and
all octets comprising K are the same as the octets conprising P

6. Key Protection Methods

Wth the functionality described in the previous sections,
information related to keys had to be transmitted in cleartext. Wth
the help of the <EncryptionKey> elenment, which is a child el enent of
the <KeyContainer> elenent, it is possible to encrypt keys and
associated information. The |evel of encryption is applied to the
val ue of individual elenments and the applied encryption algorithm
MJUST be the sanme for all encrypted elenents. Keys are protected
using the foll owi ng nmethods: pre-shared keys, passphrase-based keys,
and asynmetric keys. \Wen encryption algorithns are used that make
use of Initialization Vectors (1Vs), for exanple, AES-128-CBC, a
random | V val ue MJUST be generated for each value to be encrypted and
it MJUST be prepended to the resulting encrypted value as specified in
[ XMLENC] .

Hoyer, et al. St andards Track [ Page 23]



RFC 6030 Portabl e Symretric Key Contai ner (PSKC) Cct ober 2010

6.1. Encryption Based on Pre-Shared Keys

Figure 6 shows an exanple that illustrates the encryption of the
content of the <Secret> el ement using AES-128- CBC and PKCS #5

Paddi ng. The pl aintext value of <Secret> is

' 3132333435363738393031323334353637383930' . The nane of the pre-
shared secret is "Pre-shared-key", as set in the <KeyNane> el enent
(which is a child elenment of the <EncryptionKey> elenent). The val ue
of the encryption key used is ’12345678901234567890123456789012’

The 1V for the MAC key is '11223344556677889900112233445566’ , and the
IV for the HOTP key is '000102030405060708090a0b0c0d0e0f "’ .

As AES-128- CBC does not provide integrity checks, a keyed MAC is
applied to the encrypted val ue using a MAC key and a MAC al gorithm as
declared in the <MACMet hod> el enent (in our exanple,
"http://ww. w3. org/ 2000/ 09/ xm dsi g#hmac- shal" is used as the

al gorithmand the value of the MAC key is randomly generated, in our
case '1122334455667788990011223344556677889900’, and encrypted with
the above encryption key). The result of the keyed- MAC conputation
is placed in the <Val ueMAC> child el ement of <Secret>.

<?xm version="1. 0" encodi ng="UTF-8""?>
<KeyCont ai ner Version="1.0"
xm ns="urn:ietf:parans: xm : ns: keyprov: pskc"
xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"
xm ns: xenc="http://wwmv. w3. or g/ 2001/ 04/ xm enc#" >
<Encrypti onKey>
<ds: KeyNane>Pr e- shar ed- key</ ds: KeyNane>
</ Encrypti onKey>
<MACMet hod Al gorithme"http://ww. w3. or g/ 2000/ 09/ xm dsi g#hnac- shal" >
<MACKey>
<xenc: Encrypti onMet hod
Al gorithm="http://ww.w3. org/ 2001/ 04/ xm enc#aes128-cbc"/ >
<xenc: Ci pher Dat a>
<xenc: Ci pher Val ue>
ES| zRFVnd4i ZABEi MORVZgKn6W LaTClsbeBMsvI hRej N9vJa2BA SaM R71 5wSX
</ xenc: C pher Val ue>
</ xenc: C pher Dat a>
</ MACKey >
</ MACMet hod>
<KeyPackage>
<Devi cel nf 0>
<Manuf act ur er >Manuf act ur er </ Manuf act ur er >
<Seri al No>987654321</ Ser i al No>
</ Devi cel nf 0>
<Cr ypt oMbdul el nf 0>
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<l d>CM_| D_001</1d>
</ Crypt oModul el nf 0>
<Key |d="12345678"
Al gorithm="urn:ietf:parans: xm : ns: keyprov: pskc: hot p">
<l ssuer>| ssuer </ | ssuer >
<Al gori t hnPar anet er s>
<ResponseFor mat Lengt h="8" Encodi ng="DECI MAL"/ >
</ Al gori t hnPar anet er s>
<Dat a>
<Secret>
<Encr ypt edVal ue>
<xenc: Encrypti onMet hod
Al gorithm="http://ww.w3. org/ 2001/ 04/ xm enc#aes128-cbc"/ >
<xenc: Ci pher Dat a>
<xenc: G pher Val ue>
AAECAWQFBgc| CQoLDAOCD+c! Hi t 1 BSW alDUpxWOx 2l ef 1VITNPCM 8j wZql UqGv
</ xenc: C pher Val ue>
</ xenc: Ci pher Dat a>
</ Encr ypt edVal ue>
<Val ueMAC>Su+Nvt f mvf JzF6bmQ JqoLRExc=
</ Val ueMAC>
</ Secr et >
<Count er >
<Pl ai nVal ue>0</ Pl ai nVal ue>
</ Count er >
</ Dat a>
</ Key>
</ KeyPackage>
</ KeyCont ai ner >

Figure 6: AES-128-CBC Encrypted Pre-Shared Secret Key with HVAC- SHAL

When protecting the payl oad with pre-shared keys, inplenmentations
MJST set the nane of the specific pre-shared key in the <KeyNane>

el ement inside the <EncryptionKey> elenent. Wen the encryption

nmet hod uses a CBC npbde that requires an explicit initialization
vector (IV), the IV MJST be passed by prepending it to the encrypted
val ue.

For systens inplementing PSKC, it is RECOWENDED to support

AES- 128-CBC (with the URl of

http://ww. w3. or g/ 2001/ 04/ xm enc#aes128-cbc) and KW AES128 (with the
URI of http://ww. w3. org/ 2001/ 04/ xm enc#kw aes128). Pl ease note that
KW AES128 requires that the key to be protected nust be a multiple of
8 bytes in length. Hence, if keys of a different length have to be
protected, then the usage of the key-wap algorithmw th paddi ng, as
described in [RFC5649] is RECOWENDED. Some of the encryption
algorithns that can optionally be inplenmented are:
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Al gorithm | Uniform Resource Locator (URL)

_______________ o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mm e e —mm i — - =
AES192- CBC http://ww. w3. or g/ 2001/ 04/ xm enc#aes192-chc

AES256- CBC htt p: // www. w3. or g/ 2001/ 04/ xm enc#aes256- cbc

Tri pl eDES- CBC htt p: // www. w3. or g/ 2001/ 04/ xm enc#t ri pl edes- cbc

Canel | i al128 http://ww. w3. or g/ 2001/ 04/ xm dsi g- nor e#canel | i al28
Canel | i al192 http://ww. w3. or g/ 2001/ 04/ xml dsi g- nor e#canel | i al92
Canel | i a256 http: //ww. w3. or g/ 2001/ 04/ xm dsi g- nor e#canel | i a256

|
|
|
|
I
KW AES128 | http://ww. w3. org/ 2001/ 04/ xm enc#kw aes128
KW AES192 | http://ww w3. org/ 2001/ 04/ xm enc#kw aes192

KW AES256 | http://ww w3. org/ 2001/ 04/ xm enc#kw aes256

KW TripleDES | http://ww. w3.org/ 2001/ 04/ xm enc#kw-tri pl edes

KW Canel | ial28 | http://ww. w3. org/ 2001/ 04/ xm dsi g- mor e#kw- canel | i a128
KW Canel I ial92 | http://ww. w3. org/ 2001/ 04/ xm dsi g- nor e#kw- canel | i a192
KW Camel | i a256 | http://ww. w3. or g/ 2001/ 04/ xm dsi g- mor e#tkw- canel | i a256

6.1.1. MAC Met hod

When al gorithns without integrity checks are used, such as AES-128-
CBC, a keyed- MAC val ue MJST be placed in the <Vval ueMAC> el enent of
the <Data> elenment. In this case, the MAC al gorithmtype MJST be set
in the <MACMet hod> el ement of the <KeyContainer> elenent. The MAC
key MJUST be a random y generated key by the sender, be pre-agreed
upon between the receiver and the sender, or be set by the
application protocol that carries the PSKC docunent. It is
RECOMMVENDED t hat the sender generate a random MAC key. Wen the
sender generates such a random MAC key, the MAC key material MJST be
encrypted with the same encryption key specified in <Encrypti onKey>
el ement of the key container. The encryption nethod and encrypted
val ue MUST be set in the <Encrypti onMet hod> el enent and the

<Ci pher Dat a> el enent, respectively, of the <MACKey> elenent in the
<MACMet hod> el enent. The <MACKeyRef erence> el enment of the

<MACMet hod> el enent MAY be used to indicate a pre-shared MAC key or a
provi si oni ng protocol derived MAC key. For systens inplenenting
PSKC, it is RECOMVENDED to inplement the HVAC-SHAL (with the URI of
"http://ww. w3. org/ 2000/ 09/ xm dsi g#hmac-shal’). Sonme of the MAC
algorithnms that can optionally be inplenmented are:

Al gorithm | Uniform Resource Locator (URL)
............... e e e e e e e e e e e meMcccMmemsmemeccccecsmmesmsmememmccemmee e ——-—-a
HVAC- SHA224 | http://ww. w3. org/ 2001/ 04/ xm dsi g- nor e#hmac- sha224
HVAC- SHA256 | http://ww. w3. org/ 2001/ 04/ xm dsi g- nor e#hmac- sha256
HVAC- SHA384 | http://ww. w3. org/ 2001/ 04/ xm dsi g- nor e#hnac- sha384

|

HVAC- SHA512 http://ww. w3. or g/ 2001/ 04/ xm dsi g- nor e#hmac- sha512
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6.2. Encryption Based on Passphrase-Based Keys

Figure 7 shows an exanple that illustrates the encryption of the
content of the <Secret> el ement using passphrase-based key derivation
(PBKDF2) to derive the encryption key as defined in [PKCS5]. When
usi ng passphrase-based key derivation, the <DerivedKey> el enent
defined in XM. Encryption Version 1.1 [ XMLENC11] MJST be used to
speci fy the passphrased-based key. A <DerivedKey> elenment is set as
the child el enent of <EncryptionKey> el enment of the key container

The <DerivedKey> element is used to specify the key derivation
function and rel ated paraneters. The encryption algorithm in this
exanpl e, AES-128-CBC (UR

"http://ww. w3. org/ 2001/ 04/ xm enc#aes128-chc’), MJIST be set in the
"Algorithm attribute of <EncryptionMethod> el enent used inside the
encrypted data el enents

When PBKDF2 is used, the "Algorithmi attribute of the <xencll
KeyDeri vati onMet hod> el ement MJST be set to the UR
"http://ww.rsasecurity.conirsal abs/ pkcs/ schemas/ pkcs- 5#pbkdf 2’ .  The
<xencll: KeyDeri vati onMet hod> el ement MJST i ncl ude t he <PBKDF2- parans>
child elenment to indicate the PBKDF2 paraneters, such as salt and
iteration count.

When the encryption nmethod uses a CBC node that uses an explicit
initialization vector (IV) other than a derived one, the IV MUST be
passed by prepending it to the encrypted val ue.

In the exanple below, the follow ng data is used.

Passwor d: gwerty

Salt: 0x123ef f 3c4a72129c

I[teration Count: 1000

MAC Key: Oxbdaab8d648e850d25a3289364f 7d7eaaf 53ce581

OTP Secret: 12345678901234567890

The derived encryption key is "0x651e63cd57008476af 1f f 6422cd02e41".
The initialization vector (1V) is

"Oxal3be8f 92dbh69ec992d99f d1b5ca05f0". This key is also used to
encrypt the randomy chosen MAC key. A different IV can be used, say
" 0xd864d39cbc0Ocdc8elee483b9164b9f a0", in the exanple. The encryption

with algorithm"AES-128-CBC' follows the specification defined in
[ XMLENC] .
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<?xm version="1.0" encodi ng="UTF-8"7?>
<pskc: KeyCont ai ner
xm ns: pskc="urn:ietf:params: xm :ns: keyprov: pskc"
xm ns: xenc11="htt p://www. w3. or g/ 2009/ xnm encl11#"
xm ns: pkcs5=
"http://ww. rsasecurity.conirsal abs/ pkcs/ schenmas/ pkcs-5v2- 0#"
xm ns: xenc="http://ww. w3. or g/ 2001/ 04/ xm enc#" Version="1.0">
<pskc: Encrypti onKey>
<xencll: Deri vedKey>
<xencll: KeyDeri vati onMet hod
Al gorithne
"http://ww. rsasecurity.conirsal abs/ pkcs/ schemas/ pkcs-5v2- 0#pbkdf 2" >
<pkcsb5: PBKDF2- par ans>
<Sal t >
<Speci fi ed>Ej 7/ PEpyEpw=</ Speci fi ed>
</ Sal t >
<lIterationCount>1000</IterationCount>
<KeylLengt h>16</ KeyLengt h>
<PRF/ >
</ pkcs5: PBKDF2- par ans>
</ xencll: KeyDeri vati onMet hod>
<xenc: Ref er encelLi st >
<xenc: Dat aRef erence URI ="#ED"'/ >
</ xenc: Ref erenceli st >
<xencll: Mast er KeyName>My Password 1</xencll: Mast er KeyNane>
</ xencll: Deri vedKey>
</ pskc: Encrypti onKey>
<pskc: MACMet hod
Al gorithn="http://ww.w3. org/ 2000/ 09/ xm dsi g#hmac- shal" >
<pskc: MACKey>
<xenc: Encrypti onMet hod
Al gorithm="http://ww. w3. or g/ 2001/ 04/ xm enc#aes128-cbc"/ >
<xenc: Ci pher Dat a>
<xenc: Ci pher Val ue>
2GTTnLwivBI 4e51 O6Fkuf oCEi OhNj 91f hKRQBt BJ Yl uUDs POLTf UvolU2dSt y OwYZx
</ xenc: Ci pher Val ue>
</ xenc: Ci pher Dat a>
</ pskc: MACKey>
</ pskc: MACMet hod>
<pskc: KeyPackage>
<pskc: Devi cel nf 0>
<pskc: Manuf act ur er >TokenVendor Acnre</ pskc: Manuf act ur er >
<pskc: Seri al No>987654321</ pskc: Seri al No>
</ pskc: Devi cel nf 0>
<pskc: Crypt oModul el nf 0>
<pskc:1d>CM | D _001</ pskc: | d>
</ pskc: Crypt oModul el nf 0>
<pskc: Key Al gorithme
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"urn:ietf:params: xm :ns: keyprov: pskc: hot p" | d="123456">
<pskc: | ssuer >Exanpl e- | ssuer </ pskc: | ssuer >
<pskc: Al gori t hnPar anet er s>
<pskc: ResponseFor mat Lengt h="8" Encodi ng="DECI MAL"/ >
</ pskc: Al gori t hnPar anet er s>
<pskc: Dat a>
<pskc: Secret >
<pskc: Encrypt edVal ue | d="ED"'>
<xenc: Encrypti onMet hod
Al gorithnme
"http://ww. w3. org/ 2001/ 04/ xm enc#aes128-cbhc"/ >
<xenc: Ci pher Dat a>
<xenc: Ci pher Val ue>
0Tvo+S22nsn52Z/ Rt coF8Hf h+j zMeORKi af poDpnoZTj PYZu6V+A4aEn032yCr 4f
</ xenc: C pher Val ue>
</ xenc: C pher Dat a>
</ pskc: Encrypt edVal ue>
<pskc: Val ueMACSLP6xMj t ypbf T9PdkJhBZ+D6O4w=
</ pskc: Val ueMAC>
</ pskc: Secret >
</ pskc: Dat a>
</ pskc: Key>
</ pskc: KeyPackage>
</ pskc: KeyCont ai ner >

Figure 7. Exanple of a PSKC Document Using Encryption Based on
Passphrase- Based Keys

6.3. Encryption Based on Asymmetric Keys

When using asymretric keys to encrypt child el enents of the <Data>
el ement, information about the certificate being used MJUST be stated
in the <X509Dat a> el ement, which is a child element of the

<Encrypti onKey> el erent. The encryption al gorithm MJUST be indicated
inthe *Algorithm attribute of the <EncryptionMethod> element. In
the exanple shown in Figure 8, the algorithmis set to
"http://ww. w3. org/ 2001/ 04/ xm enc#rsa_1 5.

<?xm version="1.0" encodi ng="UTF-8" 7>
<KeyCont ai ner

xm ns:ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"

xm ns="urn:ietf:parans: xm : ns: keyprov: pskc"

xm ns: xenc="http://ww. w3. or g/ 2001/ 04/ xm enc#"

i d="KC0001"

Versi on="1.0">

<Encrypti onKey>

<ds: X509Dat a>
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<ds: X509Certifi cat e>M | B5zCCAVCgAW BAgl ESZp/ vDANBgk ghki GOWOBAQUFADA4AM
QOWOWYDVQQKEWRI RVRGVRMAVEQYDVQQL EwpLZXI QcnB21 FdHVRI WEAYDVQQDEW QUOt DI F
Rl ¢3QatHhc NvDkwiv] E3MDk x Mz My Whc NMTEWM E3IVDk x Mz My W A4 MQOwWCWYDVQRKEWRI RVR
GVRMMVEQYDVQQLEWPLZXI QcnB21 FAHVRI wEAYDVQQRDEW QUOt DI FRI ¢3QngZ8wDQYJKoZI
hvc NAQEBBQADg YOAM GJA0GBALCW.Da2l t YJ6su80hd1lgL4cggQYdyyKK17btt/ aS6Q e
DsKj sPyFI ODsxeKVV/ uA3WLT4] QIMbeuKJ XkDaj zGGE0y92+ypf zTX4zDIMkh61SZw HNJ
xBKi | AMbaWr C+BQORvCxvdYt zx2LTdB+X/ KMEBA7ul YXLf XH2Mhub3W h1AgMVBAAEWDQY
JKoZl hvec NAQEFBQADg YEAe875mB4s YUJ8qPeZ+NG7REgTvI HTmoCdoBy UOLBBLot UKugf
r nRuUXJRMeZXaaEGrz YlkLonV] QGzj AkU4dJ+RPmi DI YuHLZS41Pg6VMAWY+03l hk61 5A/ w
4r nqdkmnzX/ NgXg06al nc2pBs XWhL40O7nk0S2Zr LMs QZ6Hc s XgdnHo=
</ ds: X509Certificate>
</ ds: X509Dat a>
</ Encrypti onKey>
<KeyPackage>
<Devi cel nf 0>
<Manuf act ur er >TokenVendor Acrre</ Manuf act ur er >
<Seri al No>987654321</ Seri al No>
</ Devi cel nf 0>
<Key
| d=" MBKOO0O0000O1"
Al gorithm="urn:ietf:parans: xm : ns: keyprov: pskc: hot p" >
<l ssuer >Exanpl e- | ssuer </ | ssuer >
<Al gori t hnPar anet er s>
<ResponseFormat Lengt h="6" Encodi ng="DECI MAL"/ >
</ Al gori t hnPar anet er s>
<Dat a>
<Secret >
<Encr ypt edVal ue>
<xenc: Encrypti onMet hod
Al gorithm="http://ww.w3. org/ 2001/ 04/ xm enc#rsa_1 5"/>
<xenc: Ci pher Dat a>
<xenc: G pher Val ue>hJ+f vpoMPMIOBYpK2r dy QYA xi ATYHTHC7e/ sPLKY05/ r 1v+4
xTYG3gJol CWIVMydJ7Ta0Gai BPHcWA8ct CVYHKS Sz 5f deVsnqbzZApe6dof TqhRwZK6
Yx4uf evi 91cj N2vBpSxYaf vN3c3+xI gkOEnTV4i VPRCROr Bwyf Fr Pc4=
</ xenc: C pher Val ue>
</ xenc: Ci pher Dat a>
</ Encrypt edVal ue>
</ Secret >
<Count er >
<Pl ai nVal ue>0</ Pl ai nVal ue>
</ Count er >
</ Dat a>
</ Key>
</ KeyPackage>
</ KeyCont ai ner >

Figure 8: Exanple of a PSKC Document Using Encryption Based on
Asymmetric Keys
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For systens inplenmenting PSKC, it is RECOWENDED to inplenent the
RSA-1.5 algorithm identified by the UR
"http://ww. w3. org/ 2001/ 04/ xm enc#rsa-1_5" .

Sone of the asymmetric encryption algorithnms that can optionally be
i npl enented are:

Al gorithm | Uniform Resource Locator (URL)
RSA- CAEP- MGF1P | http://www w3. or g/ 2001/ 04/ xm enc#r sa- oaep- ngf 1p
6.4. Padding of Encrypted Values for Non-Padded Encryption Al gorithns

Paddi ng of encrypted values (for exanple, the key secret value) is
requi red when key protection algorithnms are used that do not support
enbedded paddi ng and the value to be encrypted is not a nultiple of
the encryption al gorithmcipher block |ength.

For exanple, when transmtting an HOTP key (20 bytes | ong) protected
with the AES algorithmin CBC node (8-byte block cipher), padding is
required since its length is not a multiple of the 8-byte bl ock

| engt h.

In these cases, for systens inplenenting PSKC, it is RECOMMENDED to
pad the val ue before encryption using PKCS #5 paddi ng as described in
[ PKCS5] .

7. Digital Signature

PSKC allows a digital signature to be added to the XM. docunent, as a
child el enent of the <KeyContainer> elenment. The description of the
XM digital signature can be found in [ XM.DSI QG .

<?xm version="1.0" encodi ng="UTF-8""?>
<KeyCont ai ner
xm ns="urn:ietf:parans: xm : ns: keyprov: pskc"
xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"
xm ns: xenc="http://ww. w3. or g/ 2001/ 04/ xm enc#"
Versi on="1.0">
<KeyPackage>
<Devi cel nf 0>
<Manuf act ur er >TokenVendor Acne</ Manuf act ur er >
<Seri al No>0755225266</ Seri al No>
</ Devi cel nf 0>
<Key |d="123"
Al gorithm="urn:ietf:parans: xm :ns: keyprov: pskc: hot p">
<| ssuer >Exanpl e- | ssuer </ | ssuer >
<Al gori t hnPar anet er s>
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<ResponseFor mat Lengt h="6" Encodi ng="DECI MAL"/ >
</ Al gori t hnPar anet er s>
<Dat a>
<Secret >
<Pl ai nVal ue>
MT1 zNDU2Nz g5 VDEy Mz QLNj c40TA=
</ Pl ai nVal ue>
</ Secr et >
<Count er >
<Pl ai nVal ue>0</ Pl ai nval ue>
</ Count er >
</ Dat a>
</ Key>
</ KeyPackage>
<Si ghat ur e>
<ds: Si gnedl nf 0>
<ds: Canoni cal i zat i onMet hod

2010

Al gorithm="http://ww.w3. org/ 2001/ 10/ xm - exc- cl4n#"/ >

<ds: Si gnat ur eMet hod

Al gorithm="http://ww.w3. org/ 2000/ 09/ xm dsi g#r sa- shal"/ >

<ds: Ref erence URI ="#Devi ce" >
<ds: Di gest Met hod
Al gorithnm="http://ww.w3. org/ 2000/ 09/ xm dsi g#shal"/ >
<ds: Di gest Val ue>
j 61 wx3r vEPQOVKt Mup4NbeVu8nk=
</ ds: Di gest Val ue>
</ ds: Ref erence>
</ ds: Si gnedl nf 0>
<ds: Si gnat ur eVal ue>
j 61 wx3r vEPQOVKt Mup4NbeVu8nk=
</ ds: Si gnat ur eVal ue>
<ds: Keyl nf o>
<ds: X509Dat a>
<ds: X509I ssuer Seri al >
<ds: X509I ssuer Name>
CN=Exanpl e. com C=US
</ ds: X509| ssuer Name>
<ds: X509Seri al Nunber >
12345678
</ ds: X509Ser i al Nunber >
</ ds: X509I ssuer Seri al >
</ ds: X509Dat a>
</ ds: Keyl nf 0>
</ Si gnat ur e>
</ KeyCont ai ner >

Figure 9: Digital Signature Exanple
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8. Bul k Provisioning

The functionality of bulk provisioning can be acconplished by
repeati ng the <KeyPackage> element multiple tines within the
<KeyCont ai ner> el ement, indicating that nmultiple keys are provided to
di fferent devices or cryptographic nodul es. The <Encrypti onKey>

el ement then applies to all <KeyPackage> el ements. Wen provisioning
mul tiple keys to the sane device, the <KeyPackage> elenent is
repeat ed, but the encl osed <Devicelnfo> element will contain the sane
sub-el ements that uniquely identify the single device (for exanple,
the keys for the device identified by Serial No=" 9999999’ in the
exanpl e bel ow).

Fi gure 10 shows an exanple utilizing these capabilities.

<?xm version="1.0" encodi ng="UTF-8""?>
<KeyCont ai ner Version="1.0"
xm ns="urn:ietf:parans: xm :ns: keyprov: pskc">
<KeyPackage>
<Devi cel nf 0>
<Manuf act ur er >TokenVendor Acrre</ Manuf act ur er >
<Seri al No>654321</ Seri al No>
</ Devi cel nf 0>
<Key |d="1"
Al gorithm="urn:ietf:parans: xm :ns: keyprov: pskc: hot p">
<l ssuer>| ssuer </ | ssuer >
<Al gori t hnPar aret er s>
<ResponseFor mat Lengt h="8" Encodi ng="DECI MAL"/ >
</ Al gori t hmPar anet er s>
<Dat a>
<Secret>
<Pl ai nVal ue>
MT1 zNDU2Nz g5 MVDEy Mz QLNj c40TA=
</ Pl ai nVal ue>
</ Secr et >
<Count er >
<Pl ai nVal ue>0</ Pl ai nVal ue>
</ Count er >
</ Dat a>
<Pol i cy>
<St ar t Dat e>2006- 05- 01T00: 00: 00Z</ St ar t Dat e>
<Expi r yDat e>2006- 05- 31T00: 00: 00Z</ Expi r yDat e>
</ Policy>
</ Key>
</ KeyPackage>
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<KeyPackage>
<Devi cel nf o>
<Manuf act ur er >TokenVendor Acne</ Manuf act ur er >
<Seri al No>123456</ Seri al No>
</ Devi cel nf o>
<Key |d="2"
Al gorithm="urn:ietf:parans: xm:ns: keyprov: pskc: hot p" >
<| ssuer >l ssuer </ | ssuer >
<Al gori t hnPar aret er s>
<ResponseFor mat Lengt h="8" Encodi ng="DECI MAL"/ >
</ Al gori t hmPar anet er s>
<Dat a>
<Secret >
<Pl ai nVal ue>
MT1 zNDU2Nz g5 VDEy Mz QLNj c40TA=
</ Pl ai nval ue>
</ Secr et >
<Count er >
<Pl ai nVal ue>0</ Pl ai nVal ue>
</ Count er >
</ Dat a>
<Pol i cy>
<St ar t Dat e>2006- 05- 01T00: 00: 00Z</ St ar t Dat e>
<Expi r yDat e>2006- 05- 31T00: 00: 00Z</ Expi r yDat e>
</ Policy>
</ Key>
</ KeyPackage>
<KeyPackage>
<Devi cel nf 0>
<Manuf act ur er >TokenVendor Acne</ Manuf act ur er >
<Seri al No>9999999</ Ser i al No>
</ Devi cel nf o>
<Key | d="3"
Al gorithm="urn:ietf:parans: xm : ns: keyprov: pskc: hot p">
<| ssuer >| ssuer </ | ssuer >
<Al gori t hnPar anet er s>
<ResponseFor mat Lengt h="8" Encodi ng="DECI MAL"/ >
</ Al gori t hnPar anet er s>
<Dat a>
<Secret >
<Pl ai nVal ue>
MT1 zNDU2Nz g5MVDEy Me QLNj c40TA=
</ Pl ai nval ue>
</ Secr et >
<Count er >
<Pl ai nVal ue>0</ Pl ai nVal ue>
</ Count er >
</ Dat a>
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<Pol i cy>
<St art Dat €>2006- 03- 01T00: 00: 00Z</ St ar t Dat e>
<Expi r yDat e>2006- 03- 31T00: 00: 00Z</ Expi r yDat e>
</ Policy>
</ Key>
</ KeyPackage>
<KeyPackage>
<Devi cel nf 0>
<Manuf act ur er >TokenVendor Acrre</ Manuf act ur er >
<Seri al N0o>9999999</ Seri al No>
</ Devi cel nf o>
<Key | d="4"
Al gorithm="urn:ietf:parans: xm:ns: keyprov: pskc: hot p" >
<l ssuer>| ssuer </ | ssuer >
<Al gori t hnPar aret er s>
<ResponseFor mat Lengt h="8" Encodi ng="DECI MAL"/ >
</ Al gori t hmPar anet er s>
<Dat a>
<Secret>
<Pl ai nVal ue>
MT1 zNDU2Nz g5 VDEy Mz QLNj c40TA=
</ Pl ai nVal ue>
</ Secret >
<Count er >
<Pl ai nVal ue>0</ Pl ai nVal ue>
</ Count er >
</ Dat a>
<Pol i cy>
<St ar t Dat e>2006- 04- 01T00: 00: 00Z</ St ar t Dat e>
<Expi r yDat e>2006- 04- 30T00: 00: 00Z</ Expi r yDat e>
</ Policy>
</ Key>
</ KeyPackage>
</ KeyCont ai ner >

Figure 10: Bul k Provisioni ng Exanpl e

9. Extensibility

This section lists a few conmon extension points provided by PSKC

2010

New PSKC Version: Wenever it is necessary to define a new version

of this document, a new version nunber has to be allocated to
refer to the new specification. The version nunber is carried
inside the 'Version’ attribute, as described in Section 4, the
nunberi ng scheme MJST follow Section 1.2, and rules for
extensibility are defined in Section 12.
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10.

10.

New XML El ements: The usage of the XM. schena and the avail abl e
extension points allows new XML el enents to be added. Dependi ng
on the type of XML elenent, different ways for extensibility are
offered. In sone places, the <Extensions> el enent can be used and
el sewhere the "<xs:any nanespace="##ot her" processContents="1ax"

m nOccur s="0" maxCccur s="unbounded"/>" XM. extension point is
utilized.

New XML Attributes: The XML schema allows new XML attributes to be
added where XM. extension points have been defined (see "<xs:
anyAttribute nanespace="##other"/>" in Section 11).

New PSKC Al gorithm Profiles: This docunent defines two PSKC
algorithmprofiles, see Section 10. The followi ng informationa
document describes additional profiles [ PSKC- ALGORI THW PROFI LES]

Further PSKC al gorithm profiles can be regi stered as described in
Section 12. 4.

AlgorithmURIs: Section 6 defines how keys and rel ated data can be
protected. A nunber of algorithnms can be used. New al gorithms
can be used by pointing to a new al gorithm URI.

Policy: Section 5 defines policies that can be attached to a key and
keying-rel ated data. The <Policy> elenent is one such itemthat
allows inplenenters to restrict the use of the key to certain
functions, such as "OTP usage only". Further val ues may be
regi stered as described in Section 12.

PSKC Al gorithm Profile

1. HOrp

Common Nanme: HOTP

Class: OIP

URI: urn:ietf:parans: xm :ns: keyprov: pskc: hot p

Al gorithm Definition: [HOIP]

Identifier Definition: (this RFC

Regi strant Contact: |ESG

Deprecated: FALSE
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10.

Profiling:
The <KeyPackage> el emrent MJUST be present and the
<ResponseFormat > el enent, which is a child el enent of the
<Al gorit hnPar anet er s> el enent, MJST be used to indicate the OIP
| ength and the val ue format.

The <Counter> el enent (see Section 4.1) MJST be provided as
net adata for the key.

The foll owi ng additional constraints apply:

+ The val ue of the <Secret> el ement MJST contain key nateria
with a length of at least 16 octets (128 bits), if it is
present.

+ The <ResponseFormat > el ement MJST have the ' Format’
attribute set to "DECIMAL", and the ’'Length’ attribute MJST
i ndicate a |l ength val ue between 6 and 9 (inclusive).

+ The <PI NPolicy> el ement MAY be present, but the
" Pl NUsageMbde’ attribute cannot be set to "Algorithmc".

An exanpl e can be found in Figure 3.
2. PIN
Common Nane: PIN
Class: Symmetric static credential conparison
URI: urn:ietf:parans: xnl:ns:keyprov: pskc: pin
AlgorithmDefinition: (this RFC) Section 5.1
Identifier Definition (this RFC
Regi strant Contact: |ESG
Deprecated: FALSE
Profiling:

The <Usage> el ement MAY be present, but no attribute of the

<Usage> elenment is required. The <ResponseFornat> el enent MAY
be used to indicate the PIN val ue format.
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The <Secret> el enent (see Section 4.1) MJST be provided.
See the exanmple in Figure 5
11. XM Schemm
This section defines the XM. schema for PSKC.

<?xm version="1.0" encodi ng="UTF-8""?>
<xs:schema xm ns: xs="http://ww. w3. or g/ 2001/ XM_Schema"
xm ns: pskc="urn:ietf:parans: xm : ns: keyprov: pskc"
xm ns: ds="http://ww. w3. or g/ 2000/ 09/ xm dsi g#"
xm ns: xenc="http://ww. w3. or g/ 2001/ 04/ xm enc#"
t ar get Nanespace="urn:ietf: params: xm : ns: keyprov: pskc"
el ement For nDef aul t =" qual i fi ed"
attri but eFor nDef aul t ="unqual i fi ed" >
<xs:imnport namespace="http://ww. w3. org/ 2000/ 09/ xm dsi g#"
schenmalLocat i on=
"http://ww. w3. org/ TR 2002/ REC- xm dsi g- cor e- 20020212/
xm dsi g- cor e- schenma. xsd"/ >
<xs:imnport namespace="http://ww. w3. org/ 2001/ 04/ xm enc#"
schemalLocati on=

2010

"http://ww. w3. org/ TR 2002/ REC- xm enc- cor e- 20021210/ xenc- schema. xsd"/ >

<xs:inport namespace="http://ww. w3. or g/ XM./ 1998/ nanespace"/ >
<xs: conmpl exType name="KeyCont ai ner Type" >
<XS:sequence>
<xs: el enent name="Encrypti onKey"
type="ds: Keyl nf oType" m nQccurs="0"/>
<xs: el enent nane="MACMet hod"
type="pskc: MACMet hodType" m nCccurs="0"/>
<xs: el enent nane="KeyPackage"

type="pskc: KeyPackageType" nmaxQccurs="unbounded"/ >

<xs: el enent nane="Si gnature"
type="ds: Si gnat ureType" ni nQCccurs="0"/>
<xs: el enent nanme="Ext ensi ons"
t ype="pskc: Ext ensi onsType"
m nCccur s="0" maxOccur s="unbounded"/ >
</ xs: sequence>
<xs:attribute name="Version"
type="pskc: Ver si onType" use="required"/>
<xs:attribute name="1d"
type="xs:1 D" use="optional"/>
</ xs: conpl exType>
<xs: si nmpl eType nane="VersionType" final="restriction">
<xs:restriction base="xs:string">
<xs:pattern value="\d{1,2}\.\d{1,3}"/>
</xs:restriction>
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</ xs: si npl eType>
<xs: conpl exType nane="KeyType">
<XS:sequence>
<xs: el enent name="Issuer"
type="xs:string" mnCccurs="0"/>
<xs: el enent nanme="Al gorithnParanmet ers"
type="pskc: Al gori t hnPPar anet er sType"
m nCccur s="0"/ >
<xs: el enent nane="KeyProfileld"
type="xs:string" mnCccurs="0"/>
<xs: el enent nanme="KeyRef erence”
type="xs:string" mnCccurs="0"/>
<xs: el enent nanme="Fri endl yNane"
type="xs:string" mnCccurs="0"/>
<xs: el enent nane="Data"
type="pskc: KeyDat aType" ni nQccurs="0"/>
<xs: el enent name="User|d"
type="xs:string" mnCccurs="0"/>
<xs: el enent nanme="Policy"
type="pskc: Pol i cyType" m nCccurs="0"/>
<xs: el enent name="Extensi ons"
type="pskc: Ext ensi onsType" m nCccurs="0"
maxQOccur s="unbounded”/ >
</ xs: sequence>
<xs:attribute name="1d"
type="xs:string" use="required"/>
<xs:attribute name="Al gorithni
type="pskc: KeyAl gorit hmlype" use="optional "/>
</ xs: conpl exType>
<xs: conpl exType nanme="PolicyType">
<XS:sequence>
<xs:el enent nane="Start Date"
type="xs: dat eTi me" mi nQccurs="0"/>
<xs: el enent nanme="ExpiryDate"
type="xs: dateTi me" m nQccurs="0"/>
<xs: el enent nane="PI NPol i cy"
type="pskc: Pl NPol i cyType" m nCccurs="0"/>
<xs: el enent nanme="KeyUsage"
type="pskc: KeyUsageType"
m nOccur s="0" maxCccur s="unbounded"/ >
<xs: el enent name="Nunber O Tr ansacti ons”
type="xs: nonNegati vel nteger” m nCccurs="0"/>
<XSs:any nanespace="##ot her"
m nCccur s="0" maxOccur s="unbounded"/ >
</ xs: sequence>
</ xs: conpl exType>
<xs: conmpl exType name="KeyDat aType" >
<XS:sequence>
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<XS:
<XS:
<XS:
<XS:
<XS:

<XS:

el enent name="Secret"
type="pskc: bi naryDat aType" m nQccurs="0"/>
el ement name="Counter"
type="pskc: | ongbat aType" mi nCccurs="0"/>
el ement nanme="Ti me"
type="pskc: i nt Dat aType" m nCccurs="0"/>
el enent nane="Ti mel nterval "
type="pskc: i nt Dat aType" nmi nQccurs="0"/>
el ement nanme="Ti meDrift"
type="pskc: i nt Dat aType"
any namespace="##ot her"
processCont ent s="1| ax"
m nCccur s="0" maxOccur s="unbounded"/ >

m nCccur s="0"/>

</ xs: sequence>

</ xs: conpl exType>

<xs: conpl exType name="hi naryDat aType" >
<XS:sequence>

<XS:

choi ce>
<xs: el enent name="Pl ai nval ue"
type="xs: base64Bi nary"/ >
<xs: el enent name="Encrypt edVal ue"
type="xenc: Encrypt edDat aType"/ >

</ xs: choi ce>

<XS:

el enment nane="Val ueMAC'
type="xs: base64Bi nary" m nCccurs="0"/>

</ xs: sequence>

</ xs: conpl exType>

<xs: conmpl exType name="i nt Dat aType" >
<XS:sequence>

<XS:

choi ce>

Cct ober

<xs: el enent nanme="Pl ai nVal ue" type="xs:int"/>

<xs: el enent name="Encrypt edVal ue"
type="xenc: Encrypt edDat aType"/ >

</ xs: choi ce>

<XS:

el enent name="Val ueMAC"
type="xs: base64Bi nary" m nCccurs="0"/>

</ xs: sequence>

</ xs: conpl exType>

<xs:conpl exType nane="stringDataType">
<XS: sequence>

<XS:

choi ce>

<xs: el enent name="Pl ai nVal ue" type="xs:string"/>

<xs: el enent nanme="Encrypt edVal ue"
type="xenc: Encrypt edDat aType"/ >

</ xs: choi ce>

<XS:

el ement nanme="Val ueMVAC"
type="xs: base64Bi nary" m nCccurs="0"/>

</ xs: sequence>
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</ xs: conpl exType>
<xs: conpl exType nanme="| ongDat aType" >
<XS:sequence>
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<XS:

<XS:

<XS:

<XS:

<XS:

<XS
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<xs: el enent nanme="Pl ai nVal ue" type="xs:1ong"/>
<xs: el enent name="Encrypt edVal ue"
type="xenc: Encrypt edDat aType"/ >
</ xs: choi ce>
<xs: el enent nane="Val ueMAC'
type="xs: base64Bi nary" m nCccurs="0"/>
</ xs: sequence>
</ xs: conpl exType>
<xs: conpl exType name="PI NPol i cyType" >
cattribute nanme="Pl NKeyl d"
type="xs:string" use="optional"/>

attribute nanme="PlI NUsageMode"

type="pskc: Pl NUsageMbdeType"/ >

attribute

type="xs: uns

attribute

type="xs: uns

attri bute

type="xs: uns

attribute

nanme="MaxFai | edAt t enpt s"

gnedlnt" use="optional"/>

name="M nLengt h"

gnedl nt" use="optional "/>

nane="MaxLengt h"

gnedl nt" use="optional "/>

nanme=" Pl NEncodi ng"

t ype="pskc: Val ueFor nat Type" use="optional"/>
canyAttri bute nanmespace="##ot her"/>
</ xs: conpl exType>
<xs: si nmpl eType nane="PlI NUsageMddeType" >
<xs:restriction base="xs:string">
<xs:enuneration val ue="Local "/>
<xs: enuneration val ue="Prepend"/ >
<xs: enuneration val ue="Append"/ >
<xs:enuneration value="Algorithmc"/>
</xs:restriction>
</ xs:si npl eType>
<xs: si nmpl eType nane="KeyUsageType" >
<xs:restriction base="xs:string">

<XS:

<XSs

enumrer at i

s enuner at i
<XS:
<XS:
<XS:
<XS:
<XS:
<XS:
<XS:
<XS:
<XS:

enuner at i
enuner at i
enumer at i
enumner at i
enumner at i
enumrer at i
enuner at i
enuner at i
enurmer at i

on val ue="0OTP"/ >

on val ue="CR'/ >

on val ue="Encrypt"/>
on value="Integrity"/>
on val ue="Verify"/>
on val ue="Unl ock"/ >
on val ue="Decrypt"/>
on val ue="KeyWap"/ >
on val ue="Unw ap"/ >
on val ue="Derive"/>
on val ue="Cenerate"/>
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</xs:restriction>
</ xs: si npl eType>
<xs: conpl exType nane="Devi cel nf oType" >
<XS:sequence>
<xs: el enent name="Manufacturer”
type="xs:string" mnCccurs="0"/>
<xs: el enent nane="Seri al No"
type="xs:string" mnCccurs="0"/>
<xs: el enent nanme="Model "
type="xs:string" mnCccurs="0"/>
<xs: el enent name="1ssueNo"
type="xs:string" mnCccurs="0"/>
<xs: el enent nanme="Devi ceBi ndi ng"
type="xs:string" mnCccurs="0"/>
<xs:el enent nane="Start Date"
type="xs: dat eTi me" m nQccurs="0"/>
<xs: el enent nanme="ExpiryDate"
type="xs: dat eTi me" m nQccurs="0"/>
<xs: el enent name="User|d"
type="xs:string" mnCccurs="0"/>
<xs: el enent nanme="Ext ensi ons"
type="pskc: Ext ensi onsType" m nCccurs="0"
maxQOccur s="unbounded”/ >
</ xs: sequence>
</ xs: conpl exType>
<xs: conpl exType name="Crypt oModul el nf oType" >
<XS:sequence>
<xs: el enent name="1d" type="xs:string"/>
<xs: el enent nanme="Ext ensi ons"
t ype="pskc: Ext ensi onsType" m nCccur s="0"
maxQccur s="unbounded"/ >
</ xs: sequence>
</ xs: conpl exType>
<xs: conpl exType name="KeyPackageType" >
<XS:sequence>
<xs: el enent name="Devi cel nf 0"
type="pskc: Devi cel nfoType" m nCQccurs="0"/>
<xs: el enent nanme="Crypt oModul el nf 0"
type="pskc: Crypt oModul el nf oType" mi nCccurs="0"/>
<xs: el enent nane="Key"
type="pskc: KeyType" m nCccurs="0"/>
<xs: el enent nanme="Ext ensi ons"
type="pskc: Ext ensi onsType" m nCccurs="0"
maxQccur s="unbounded"/ >
</ xs: sequence>
</ xs: conpl exType>
<xs: conpl exType name="Al gorit hnPar anet er sType" >
<xs: choi ce>
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<xs: el enent nane="Suite" type="xs:string"
<xs: el enent nanme="Chal | engeFor mat"

<xs: conpl exType>
<xs:attribute
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m nCccur s="0"/ >
m nCccur s="0">

nanme="Encodi ng"

type="pskc: Val ueFor mat Type"

use="required"/>

<xs:attribute name="M n"
type="xs:unsi gnedl nt" use="required"/>

<xs:attribute name="Mx"
type="xs:unsi gnedl nt" use="required"/>

<xs:attribute name="CheckDi gits"
type="xs: bool ean" default="fal se"/>

</ xs: conpl exType>
</ xs: el ement >
<xs: el enent name="ResponseFor mat "
<xs: conpl exType>
<xs:attribute name="Encodi ng"
t ype="pskc: Val ueFor mat Type"
use="required"/>

m nCccurs="0">

<xs:attribute
type="xs:
<xs:attribute
type="xs:
</ xs: conpl exType>
</ xs: el ement >
<xs: el enent nanme="Ext ensi ons"
type="pskc: Ext ensi onsType"
maxQccur s="unbounded"/ >
</ xs: choi ce>
</ xs: conpl exType>
<xs: conpl exType name="Ext ensi onsType" >
<XS:sequence>
<Xs:any nanespace="##ot her"
pr ocessCont ent s="1 ax"
</ xs: sequence>
<xs:attribute name="definition"
type="xs:anyURlI" use="optional"/>
</ xs: conpl exType>
<xs: si nmpl eType nane="KeyAl gorithnilype" >
<xs:restriction base="xs:anyURl "/ >
</ xs:si npl eType>
<xs: si nmpl eType nane="Val ueFor nat Type" >
<xs:restriction base="xs:string">

name="Lengt h"

unsi gnedl nt" use="required"/>
nane="CheckDi gi t s"

bool ean" defaul t="fal se"/>

m nQccur s="0"

maxCccur s="unbounded"/ >

<XS:enuner ation val ue="DECI MAL"/ >
<XSs:enuner ati on val ue="HEXADECI MAL"/ >
<xs:enuner ati on val ue=" ALPHANUMERI C'/ >
<XS:enuneration val ue="BASE64"/ >
<xs:enuneration val ue="Bl NARY"/ >

Hoyer, et al. St andards Track [ Page 43]



RFC 6030 Portabl e Symretric Key Contai ner (PSKC) Cct ober

</xs:restriction>
</ xs: si npl eType>
<xs: conpl exType nanme="MACMet hodType" >
<XS:sequence>
<xs: choi ce>
<xs: el enent nanme=" MACKey"
type="xenc: Encrypt edDat aType" mi nCccurs="0"/>
<xs: el enent nanme="MACKeyRef er ence"
type="xs:string" mnCccurs="0"/>
</ xs: choi ce>
<xs:any nanespace="##ot her"

2010

processCont ent s="1| ax" m nCccurs="0" maxQccur s="unbounded"/ >

</ xs: sequence>

<xs:attribute name="Al gorithni type="xs:anyURl" use="required"/>

</ xs: conpl exType>
<xs: el enent name="KeyCont ai ner"
type="pskc: KeyCont ai ner Type"/ >
</ xs: schema>
12. | ANA Consi derations
12.1. Content-Type Registration for 'application/pskc+xm’

Thi s specification contains the registration of a new nedia type

according to the procedures of RFC 4288 [ RFC4288] and guidelines in

RFC 3023 [ RFC3023].
M ME nedia type nane: application
M ME subtype nane: pskc+xn
Requi red paraneters: There is no required paraneter.
Optional parameters: charset
I ndi cates the character encodi ng of enclosed XM.

Encodi ng considerations: Uses XM, which can enploy 8-bit

characters, depending on the character encoding used. See RFC

3023 [ RFC3023], Section 3.2.
Security considerations: Please refer to Section 13 of RFC 6030.

Interoperability considerations: None
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Publ i shed specification: RFC 6030.

Applications which use this media type: This nmedia type is being
used as a symetric key container format for transport and
provi si oning of synmretric keys (One-Time Password (OTP) shared
secrets or symetric cryptographic keys) to different types of
strong aut hentication devices. As such, it is used for key
provi si oni ng systens.

Addi ti onal information
Magi ¢ Nunmber: None
File Extension: .pskcxm
Maci ntosh file type code: ' TEXT

Personal and emnil address to contact for further information:
Philip Hoyer, Philip.Hoyer@ctividentity.com

I nt ended usage: LIM TED USE
Restrictions on usage: None

Author: This specificationis a work itemof the | ETF KEYPROV
wor ki ng group, with mailing list address <keyprov@etf.org>.

Change controller: The IESG <iesg@etf.org>
12.2. XM. Schema Regi stration

This section registers an XML schema as per the guidelines in
[ RFC3688] .

URI: urn:ietf:params: xm :schema: keyprov: pskc

Regi strant Contact: |ETF KEYPROV Worki ng Group, Philip Hoyer
(Philip.Hoyer@ctividentity.con.

XML Scherma: The XML schema to be registered is contained in
Section 11. Its first lineis

<?xm version="1.0" encodi ng="UTF-8""?>
and its last line is

</ xs: schenn>
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12.

12.

3. URN Sub- Nanespace Registration

This section registers a new XM. namespace
"urn:ietf:params: xm :ns: keyprov: pskc", per the guidelines in
[ RFC3688] .

URI: urn:ietf:parans: xm:ns: keyprov: pskc

Regi strant Contact: |ETF KEYPROV Worki ng Group, Philip Hoyer
(Philip.Hoyer @ctividentity.com.

XM.:

BEG N

<?xm version="1.0"7?>

<! DOCTYPE htm PUBLIC "-//WBC//DITD XHTM. Basic 1.0//EN'
"http://ww. w3. org/ TR xht ml - basi ¢/ xht m - basi c10. dt d" >

<htm xm ns="http://ww.w3. org/ 1999/ xhtm ">

<head>
<nmeta http-equiv="content-type"

content="text/htm ; charset =i so-8859-1"/>

<titl e>PSKC Nanespace</title>

</ head>

<body>
<hl>Nanespace for PSKC</ hl>
<h2>urn:ietf:paranms: xm :ns: keyprov: pskc</ h2>

<p>See <a href="http://ww.rfc-editor.org/rfc/rfc6030.txt">
RFC 6030</ a>. </ p>

</ body>

</htm >

END

4. PSKC AlgorithmProfile Registry

| ANA has created a registry for PSKC al gorithm profiles in accordance
with the principles set out in RFC 5226 [ RFC5226].

As part of this registry, IANA maintains the follow ng informtion

Conmon Nane: The nane by which the PSKC al gorithmprofile is
general ly referred.

Class: The type of PSKC algorithmprofile registry entry being
created, such as encryption, Message Authentication Code (MAC),
One-Ti me Password (OTP), Digest.
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12.

12.

URI: The URI to be used to identify the profile.

Identifier Definition: I1ANAw Il add a pointer to the specification
contai ning information about the PSKC al gorithmprofile
regi stration.

AlgorithmDefinition: A reference to the stable docunent in which
the al gorithm being used with the PSKC is defined.

Regi strant Contact: Contact information about the party subnmitting
the registration request.

Deprecated: TRUE if this entry has been deprecated based on expert
approval and SHOULD not be used in any new i npl ement ati ons.
Q herwi se, FALSE.

PSKC Profiling: Information about PSKC XM. el enents and attributes
bei ng used (or not) with this specific profile of PSKC.

PSKC al gorithm profile identifier registrations are to be subject to
Speci fication Required as per RFC 5226 [ RFC5226]. Updates can be
provi ded based on expert approval only. Based on expert approval, it
is possible to mark entries as "deprecated". A designated expert
wi || be appointed by the | ESG

| ANA has added two initial values to the registry based on the
algorithmprofiles described in Section 10.

5. PSKC Version Registry

| ANA has created a registry for PSKC version nunbers. The registry
has the following structure

PSKC Ver si on | Specification
T o m e e o
| 1.0 | RFC 6030
Standards action is required to define new versions of PSKC. It is

not envi sioned to deprecate, delete, or nodify existing PSKC
versi ons.

6. Key Usage Registry

| ANA has created a registry for key usage. A description of the
<KeyUsage> el ement can be found in Section 5.
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As part of this registry ANA will maintain the follow ng
i nfornmation:
Key Usage: The identifier of the Key Usage.

Specification: |1ANA will add a pointer to the specification
containing informati on about the semantics of a new Key Usage
regi stration.

Deprecated: TRUE if this entry has been deprecated based on expert
approval and SHOULD not be used in any new i npl ementati ons.
O herw se, FALSE.

| ANA has added these initial values to the registry:

Key Usage | Specification | Deprecated
Fom e e e oo - o e m e e e e e e e e TSR
| Orp | [Section 5 of this docunent] | FALSE
| CR | [Section 5 of this docunment] | FALSE
| Encrypt | [Section 5 of this docunment] | FALSE
| Integrity | [Section 5 of this document] | FALSE
| Verify | [Section 5 of this document] | FALSE
| Unl ock | [Section 5 of this document] | FALSE
| Decrypt | [Section 5 of this docunent] | FALSE
| KeyW ap | [Section 5 of this docunment] | FALSE
| Unwrap | [Section 5 of this docunment] | FALSE
| Derive | [Section 5 of this document] | FALSE
| Cenerate | [Section 5 of this document] | FALSE
Fom e e e oo - o e m e e e e e e e e TSR

Key Usage Registry registrations are to be subject to Specification
Required as per RFC 5226 [RFC5226]. Expert Reviewis required to
defi ne new Key Usage val ues. Updates can be provi ded based on expert

approval only. Based on expert approval, it is possible to mark
entries as "deprecated". A designated expert will be appointed by
the | ESG

13. Security Considerations

The portable symretric key container (PSKC) carries sensitive
information (e.g., cryptographic keys) and may be transported across
the boundaries of one secure perineter to another. For exanple, a
container residing within the secure perineter of a back-end

provi sioning server in a secure roomnmay be transported across the
Internet to an end-user device attached to a personal computer. This
nmeans that special care MJST be taken to ensure the confidentiality,
integrity, and authenticity of the information contained within
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13.1. PSKC Confidentiality

By design, the container allows two nain approaches to guaranteeing
the confidentiality of the information it contains while transported.

First, the container key data payl oad may be encrypted.

In this case, no transport |ayer security is required. However,
standard security best practices apply when selecting the strength of
the cryptographic algorithmfor key data payl oad encryption. A
symetric cryptographic ci pher SHOULD be used -- the | onger the
cryptographi c key, the stronger the protection. Please see

Section 6.1 for reconmendati ons of key data payl oad protection using
symmetric cryptographic ciphers. |In cases where the exchange of key
encryption keys between the sender and the receiver is not possible,
asymmetric encryption of the key data payl oad may be enpl oyed, see
Section 6.3. Simlar to symetric key cryptography, the stronger the
asymmetric key, the nore secure the protection

If the key data payload is encrypted with a nethod that uses one of
the password-based encryption nmethods (PBE net hods) detailed in
Section 6.2, the key data payl oad may be subjected to password
dictionary attacks to break the encrypti on password and recover the
information. Standard security best practices for sel ection of
strong encryption passwords apply.

Additionally, it is strongly RECOVWENDED that practica

i mpl enent ati ons use PBESalt and PBElterati onCount when PBE encryption
is used. A different PBESalt val ue per PSKC SHOULD be used for best
protection.

The second approach to protecting the confidentiality of the key data
i s based on using | ower-layer security mechanisms (e.g., [TLS],

[ Psec]). The secure connection established between the source
secure perineter (the provisioning server fromthe exanmpl e above) and
the target perinmeter (the device attached to the end-user conputer)
utilizes encryption to protect the nessages that travel across that
connection. No key data payload encryption is required in this node.
Secure connections that encrypt and di gest each nessage provi de an
extra measure of security.

Because of the fact that the plaintext PSKC is protected only by the
transport layer security, practical inplenmentation MJST ensure
protecti on agai nst man-in-the-mddle attacks. Authenticating the
secure channel endpoints is critically inmportant for elimnating
intruders that may conprom se the confidentiality of the PSKC.
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13.2. PSKC Integrity

The PSKC provides nmeans to guarantee the integrity of the information
it contains through the use of digital signatures. It is RECOMVENDED
that for best security practices, the digital signature of the
cont ai ner enconpasses the entire PSKC. This provides assurances for
the integrity of all attributes. It also allows verification of the
integrity of a given PSKC even after the container is delivered
through the communi cati on channel to the target perinmeter and channe
message integrity check is no | onger possible.

13.3. PSKC Authenticity

The digital signature of the PSKCis the primary way of showing its
authenticity. The recipient of the container SHOULD use the public
key associated with the signature to assert the authenticity of the
sender by tracing it back to a pre-loaded public key or certificate.
Note that the digital signature of the PSKC can be checked even after
the contai ner has been delivered through the secure channel of
comuni cati on.

Aut henticity guarantee may be provided by [TLS] or [IPsec]. However,
no authenticity verification is possible once the container is
delivered at the recipient end. Since the TLS endpoints could differ
fromthe key provisioning endpoints, this solution is weaker than the
previous solution that relies on a digital signature of the PSKC.
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This work is based on earlier work by the nenbers of OATH (Initiative
for Open AuTHentication), see [OATH], to specify a format that can be
freely distributed to the technical community.
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Appendi x A.  Use Cases

This section describes a conprehensive |list of use cases that

i nspired the devel opment of this specification. These requirenents
were used to derive the primary requirenent that drove the design
These requirements are covered in the next section

These use cases al so help in understanding the applicability of this
specification to real-world situations.

A.l. Online Use Cases

This section describes the use cases related to provisioning the keys
usi ng an online provisioning protocol

A 1.1. Transport of Keys from Server to Cryptographic Mdule

For exanple, a nobile device user wants to obtain a symetric key for
use with a cryptographic nodul e on the device. The cryptographic
nodul e fromvendor A initiates the provisioning process against a
provi si oni ng system from vendor B using a standards-based

provi sioning protocol. The provisioning entity delivers one or nore
keys in a standard format that can be processed by the nobile device.

For exanple, in a variation of the above, instead of the user’s
nobi | e phone, a key is provisioned in the user’s soft token
application on a | aptop using a network-based online protocol. As
bef ore, the provisioning systemdelivers a key in a standard format
that can be processed by the soft token on the PC.

For exanple, the end user or the key issuer wants to update or
configure an existing key in the cryptographic nodul e and requests a
repl acenent key container. The container may or may not include a
new key and may include new or updated key attributes such as a new
counter value in HOTP key case, a nodified response format or |ength,
a new friendly nane, etc.

A.1.2. Transport of Keys from Cryptographic Mdule to Cryptographic
Modul e

For exanple, a user wants to transport a key from one cryptographic
nodul e to another. There nay be two cryptographi ¢ nodul es, one on a
conputer and one on a nobil e phone, and the user wants to transport a
key fromthe conputer to the nobil e phone. The user can export the
key and related data in a standard format for input into the other
crypt ographi ¢ nodul e.
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A.1.3. Transport of Keys from Cryptographic Mdule to Server

For exanple, a user wants to activate and use a new key and rel ated
data agai nst a validation systemthat is not aware of this key. This
key may be enbedded in the cryptographic nodule (e.g., a Secure
Digital (SD) card, USB drive) that the user has purchased at the

| ocal electronics retailer. Along with the cryptographic nodule, the
user nay get the key on a CD or a floppy in a standard format. The
user can now upload via a secure online channel or inport this key
and related data into the new validation systemand start using the
key.

A 1.4. Server-to-Server Bul k |Inport/Export of Keys

Fromtinme to tine, a key managenent system may be required to inport
or export keys in bulk fromone entity to anot her

For exanple, instead of inmporting keys froma manufacturer using a
file, a validation server may downl oad the keys using an online
protocol. The keys can be downl oaded in a standard format that can
be processed by a validation system

For exanple, in a variation of the above, an Over-The-Air (OTA) key
provi si oni ng gateway that provisions keys to nobile phones may obtain
key material froma key issuer using an online protocol. The keys
are delivered in a standard format that can be processed by the key
provi si oni ng gateway and subsequently sent to the nobile phone of the
end user.

A 2. Ofline Use Cases

This section describes the use cases relating to offline transport of
keys fromone systemto another, using some form of export and inport
nodel .

A.2.1. Server-to-Server Bul k Inport/Export of Keys

For exanple, cryptographic nodul es, such as OTP authentication
tokens, may have their synmetric keys initialized during the

manuf acturing process in bulk, requiring copies of the keys and
algorithmdata to be | oaded into the authentication systemthrough a
file on portable nedia. The nanufacturer provides the keys and
related data in the formof a file containing records in standard
format, typically on a CD. Note that the token manufacturer and the
vendor for the validation systemmay be the sanme or different. Sone
crypto nodules will allow | ocal PIN managenent (the device will have
a PIN pad); hence, randominitial PINs set at nmanufacturing should be
transmtted together with the respective keys they protect.
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For exanple, an enterprise wants to port keys and related data from
an existing validation systemA into a different validation system B.
The existing validation system provides the enterprise with a
functionality that enables export of keys and related data (e.g., for
OTP aut hentication tokens) in a standard format. Since the OIP
tokens are in the standard fornmat, the enterprise can inport the
token records into the new validation system B and start using the
exi sting tokens. Note that the vendors for the two validation
systens may be the same or different.

Appendi x B. Requirements
This section outlines the nost rel evant requirenments that are the
basis of this work. Several of the requirements were derived from
use cases descri bed above.
R1: The format MUST support the transport of multiple types of
symmetric keys and related attributes for algorithns including
HOTP, ot her OTP, Chall enge/ Response, etc.
R2: The format MUST handl e the symetric key itself as well of
attributes that are typically associated with symetric keys.
Sone of these attributes may be
* Unique Key ldentifier
* |ssuer information
* AgorithmID
* Al gorithm node
* |ssuer Nane
* Key friendly name
* Event counter value (noving factor for OTP al gorithns)
*  Time val ue
R3: The format SHOULD support both offline and online scenarios.
That is, it should be serializable to a file as well as it
shoul d be possible to use this format in online provisioning

pr ot ocol s.

R4: The format SHOULD al | ow bul k representation of symmetric keys.
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R5:

R7:

R10:

R11:

R12:

R13:

R14:
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The format SHOULD al | ow bul k representation of PINs related to
speci fic keys.

The format SHOULD be portable to various platforns.
Furthernore, it SHOULD be conputationally efficient to process.

The format MUST provide an appropriate |level of security in
ternms of data encryption and data integrity.

For online scenarios, the format SHOULD NOT rely on transport
| ayer security (e.g., Secure Socket Layer/Transport Layer
Security (SSL/TLS)) for core security requirenents.

The format SHOULD be extensible. |t SHOULD enabl e extension
points allow ng vendors to specify additional attributes in the
future.

The format SHOULD al |l ow for distribution of key derivation data
wi thout the actual symretric key itself. This is to support
symmetri c key managenent schenmes that rely on key derivation

al gorithms based on a pre-placed naster key. The key
derivation data typically consists of a reference to the key,
rather than the key value itself.

The format SHOULD all ow for additional |ife cycle nanagenent
operations such as counter resynchronization. Such processes
require confidentiality between client and server, thus could
use a common secure container format, without the transfer of
key materi al

The format MUST support the use of pre-shared synmetric keys to
ensure confidentiality of sensitive data el enents.

The format MUST support a password-based encryption (PBE)

[ PKCS5] schenme to ensure security of sensitive data el enents.
This is a widely used nethod for various provisioning

scenari os.

The format SHOULD support asymetric encryption al gorithns such
as RSA to ensure end-to-end security of sensitive data
elements. This is to support scenarios where a pre-set shared
key encryption key is difficult to use.
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