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1. Introduction

Thi s docunent describes the MVPN (Miulticast in BGP/ MPLS | P VPNs)
sol ution desi gned and depl oyed by Cisco Systens. This document is
bei ng made avail able for the record and as a reference for

i nteroperating with deployed inplenentations. This docunent is a
techni cal specification and should not be used to infer the current
or future plans of G sco Systens.

The procedures specified in this docunent are |largely a subset of the
generalized WPN franmework defined in [ MWMPN]. However, as this
docunent specifies an inplenentation that precedes the
standardi zati on of [ MPN] by several years, it does differ in a few
respects froma fully standards-conpliant inplenentation. These

di fferences are pointed out where they occur

The base specification for BGP/ MPLS | P VPNs [ RFC4364] does not
provide a way for IP nulticast data or control traffic to travel from
one VPN site to another. This docunent extends that specification by
speci fying the necessary protocols and procedures for support of IP
mul ti cast.

Thi s specification presupposes that:

1. Protocol I|ndependent Multicast (PIM [PIMSM, running over either
| Pv4 or IPv6, is the nulticast routing protocol used within the
VPN,

2. PIM running over IPv4, is the multicast routing protocol used
within the service-provider (SP) network, and

3. the SP network supports native |Pv4 nmulticast forwarding.

Fam liarity with the term nol ogy and procedures of [RFC4364] is
presupposed. Famliarity with [PIMSM is also presupposed

1.1. Specification of Requirenents
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

1.2. Scaling Miulticast State Information in the Network Core
The BGP/ MPLS | P VPN service of [RFC4364] provides a VPN with
"optimal" unicast routing through the SP backbone, in that a packet

follows the "shortest path" across the backbone, as determ ned by the
backbone’s own routing algorithm This optinmal routing is provided
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wi thout requiring the "P routers" (routers in the provider backbone,
ot her than the "provider edge" or "PE' routers) to naintain any
routing information that is specific to a VPN, indeed, the P routers
do not nmamintain any per-VPN state at all

Unfortunately, optimal nulticast routing cannot be provided wi thout
requiring the P routers to nmaintain some VPN-specific state
information. Optinmal nulticast routing would require that one or
nore multicast distribution trees be created in the backbone for each
mul ticast group that is in use. |If a particular nulticast group from
within a VPN is using source-based distribution trees, optinma

routing requires that there be one distribution tree for each
transmtter of that group. |If shared trees are being used, one tree
for each group is still required. Each such tree requires state in
some set of the P routers, with the anbunt of state being
proportional to the nunmber of multicast transmitters. The reason
there needs to be at |east one distribution tree per nulticast group
is that each group may have a different set of receivers; mnulticast
routing algorithnms generally go to great lengths to ensure that a

mul ticast packet will not be sent to a node that is not on the path
to a receiver.

G ven that an SP generally supports many VPNs, where each VPN nmay
have nany nulticast groups, and each nulticast group nmay have nany
transmtters, it is not scalable to have one or nore distribution
trees for each multicast group. The SP has no control whatsoever
over the number of multicast groups and transmitters that exist in
the VPNs, and it is difficult to place any bound on these nunbers.

In order to have a scalable multicast solution for BGP/ MPLS | P VPNs,
the anmobunt of state mmintained by the P routers needs to be
proportional to sonething that IS under the control of the SP. This
speci fication describes such a solution. In this solution, the
amount of state maintained in the P routers is proportional only to
the nunmber of VPNs that run over the backbone; the anobunt of state in
the Prouters is NOT sensitive to the nunber of multicast groups or
to the nunber of nulticast transmitters within the VPNs. To achieve
this scalability, the optimality of the nulticast routes is reduced.
A PE that is not on the path to any receiver of a particul ar

mul ticast group may still receive multicast packets for that group
and if so, will have to discard them The SP does, however, have
control over the tradeoff between optinmal routing and scalability.

1.3. Overview
An SP determ nes whether a particular VPN is nulticast-enabled. |If

it is, it corresponds to a "Miulticast Domain". A PE that attaches to
a particular nmulticast-enabled VPN is said to belong to the
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correspondi ng Multicast Domamin. For each Multicast Donain, there is
a default multicast distribution tree ("MDT") through the backbone,
connecting ALL of the PEs that belong to that Milticast Domain. A
given PE may be in as many Milticast Domains as there are VPNs
attached to that PE. However, each Multicast Domain has its own MDIT.
The MDTs are created by running PIMin the backbone, and in genera
an MDT al so includes P routers on the paths between the PE routers.

In a departure fromthe usual multicast tree distribution procedures,
the Default MDT for a Multicast Domain is constructed automatically
as the PEs in the domain come up. Construction of the Default NMDT
does not depend on the existence of nmulticast traffic in the domain
it will exist before any such multicast traffic is seen. Default
MDTs correspond to the Multidirectional Inclusive P-Milticast Service
Interfaces ("M-PWMSIs") of [ MWPN].

In BGP/ MPLS | P VPNs, each CE ("Custoner Edge", see [RFC4364]) router
is a unicast routing adjacency of a PE router, but CE routers at
different sites do NOT becone unicast routing adjacencies of each
other. This inportant characteristic is retained for multicast
routing -- a CE router becones a PIM adjacency of a PE router, but CE
routers at different sites do NOT becone PIM adjacenci es of each
other. Milticast packets fromwithin a VPN are received froma CE
router by an ingress PE router. The ingress PE encapsul ates the

nmul ticast packets and (initially) forwards them al ong the Default MDT
to all the PE routers connected to sites of the given VPN. Every PE
router attached to a site of the given VPN thus receives al

mul ticast packets fromw thin that VPN. If a particular PE router is
not on the path to any receiver of that multicast group, the PE
sinply discards that packet.

If a large amobunt of traffic is being sent to a particular multicast
group, but that group does not have receivers at all the VPN sites,
it can be wasteful to forward that group’s traffic along the Default
MDT. Therefore, we also specify a method for establishing individua
MDTs for specific nulticast groups. W call these "Data MDTs". A
Data MDT delivers VPN data traffic for a particular nulticast group
only to those PE routers that are on the path to receivers of that
mul ticast group. Using a Data MDT has the benefit of reducing the
amount of multicast traffic on the backbone, as well as reducing the
| oad on sone of the PEs; it has the di sadvantage of increasing the
amount of state that nust be nmmintained by the P routers. The SP has
conpl ete control over this tradeoff. Data MDTs correspond to the
Sel ective PMSI ("S-PMSIs") of [ MWPN .

This solution requires the SP to depl oy appropriate protocols and

procedures, but is transparent to the SP's custonmers. An enterprise
that uses Pl Mbased nmulticasting in its network can mgrate froma
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private network to a BGP/MPLS | P VPN service, while continuing to use
what ever nulticast router configurations it was previously using; no
changes need be nmade to CE routers or to other routers at customer
sites. For instance, any dynanm c Rendezvous Point ("RP")-discovery
procedures that are already in use may be left in place.

2. Milticast VRFs

The notion of a VPN Routing and Forwarding table ("VRF"), defined in
[ RFC4364], is extended to include nulticast routing entries as well
as uni cast routing entries.

Each VRF has its own nulticast routing table. Wen a multicast data
or control packet is received froma particular CE device, nulticast
routing is done in the associated VRF.

Each PE router runs a number of instances of PIM- Sparse Mde
(PIMSM, as many as one per VRF. In each instance of PIMSM the PE
mai ntains a PIM adjacency with each of the PIMcapable CE routers
associated with that VRF. The nulticast routing table created by
each instance is specific to the corresponding VRF. W will refer to
these PIMinstances as "VPN-specific PIMinstances", or "PIM
C-instances”.

Each PE router also runs a "provider-w de" instance of PIMSM (a "PIM
P-instance"), in which it has a PIM adjacency with each of its IGP
nei ghbors (i.e., with P routers), but NOT with any CE routers, and
not with other PE routers (unless they happen to be adjacent in the
SP’s network). The P routers also run the P-instance of PIM but do
NOT run a C-instance.

In order to help clarify when we are speaking of the PIMP-instance
and when we are speaking of a PIM Cinstance, we will also apply the
prefixes "P-" and "C-" respectively to control nessages, addresses,
etc. Thus, a P-Join would be a PIMJoin that is processed by the PIM
P-instance, and a C-Join would be a PIMJoin that is processed by a
C-instance. A P-group address would be a group address in the SP's
address space, and a C-group address would be a group address in a
VPN s address space.
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3. Milticast Donmins
3.1. Model of Operation

A Multicast Domain ("MD') is essentially a set of VRFs associ ated
with interfaces that can send multicast traffic to each other. From
the standpoint of a PIMC-instance, a Milticast Donmain is equival ent
to a nulti-access interface. The PE routers in a given MD become PIM
adj acenci es of each other in the PIM Cinstance.

Each nulticast VRF is assigned to one MD. Each MDis configured with
a distinct, nulticast P-group address, called the "Default NMDT group
address". This address is used to build the Default MDT for the MD.

When a PE router needs to send PIM Cinstance control traffic to the
other PE routers in the MD, it encapsul ates the control traffic, with
its own | Pv4 address as the source |IP address and the Default NMDT
group address as the destination |IP address. Note that the Default
MDT is part of the PIMP-instance, whereas the PEs that conmunicate
over the Default MDT are PIM adjacencies in a Cinstance. Wthin the
C-instance, the Default MDT appears to be a multi-access network to
which all the PEs are attached. This is discussed in nore detail in
Section 4.

The Default MDT does not only carry the PIMcontrol traffic of the

MDs PIM Cinstance. It also, by default, carries the multicast data
traffic of the Ginstance. |In some cases, though, multicast data
traffic in a particular MD will be sent on a Data MDT rather than on

the Default MDT. The use of Data MDTs is described in Section 6.

Note that, if an MDT (Default or Data) is set up using the ASM ("Any-
Source Miulticast") Service Mdel, the MDT (Default or Data) nust have
a P-group address that is "globally unique" (nmore precisely, unique
over the set of SP networks carrying the nulticast traffic of the
corresponding MD). If the MDT is set up using the SSM (" Source-
Specific Miulticast") nodel, the P-group address of an MDT only needs
to be unique relative to the source of the MDT (however, see

Section 4.4). Nevertheless, sone inplenmentations require the sane
SSM group address to be assigned to all the PEs. Interoperability
with those inplenentations requires conformance to this restriction.

4. Milticast Tunnels

An MD can be thought of as a set of PE routers connected by a

mul ticast tunnel ("MI"). Fromthe perspective of a VPN-specific PIM
instance, an MI is a single nulti-access interface. In the SP
network, a single MI is realized as a Default MDT conbined with zero
or nore Data MDTs.
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4.1. Ingress PEs

An ingress PEis a PE router that is either directly connected to the
mul ticast sender in the VPN, or via a CE router. Wen the multicast

sender starts transmtting, and if there are receivers (or a PIMRP)

behi nd other PE routers in the common MD, the ingress PE becones the

transmtter of either the Default MDT group or a Data MDT group in

t he SP net work.

4.2. Egress PEs

A PE router with a VRF configured in an MD becones a receiver of the
Default MDOT group for that MD. A PE router nmay also join a Data MDT
group if it has a VPN-specific PIMinstance in which it is forwarding
to one of its attached sites traffic for a particular C group, and
that particular C group has been associated with that particul ar Data
MDT. Wien a PE router joins any P-group used for encapsul ating VPN
nmulticast traffic, the PE router beconmes one of the endpoints of the
correspondi ng M.

When a packet is received froman MI, the receiving PE derives the MD
fromthe destinati on address, which is a P-group address, of the
recei ved packet. The packet is then passed to the correspondi ng

nmul ticast VRF and VPN-specific PIMinstance for further processing.

4.3. Tunnel Destination Address(es)

An Ml is an I P tunnel for which the destination address is a P-group
address. However, an MI is not limted to using only one P-group
address for encapsul ation. Based on the payl oad VPN multi cast
traffic, it can choose to use the Default MDT group address, or one
of the Data MDT group addresses (as described in Section 6 of this
docunent), allowing the MI to reach a different set of PE routers in
the conmon MD.

4.4. Auto-Discovery

Any of the variants of PIMmay be used to set up the Default MDT:
PIMSM Bidirectional PIM[BID R, or PIM Source-Specific Milticast
(PIMSSM [SSM. Except in the case of PIMSSM the PEs need only
know t he proper P-group address in order to begin setting up the
Default MDTs. The PEs will then discover each others’ addresses by
virtue of receiving PIMcontrol traffic, e.g., PIMHellos, sourced
(and encapsul ated) by each other.
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However, in the case of PIM SSM the necessary MDTs for an MD cannot
be set up until each PE in the MD knows the source address of each of
the other PEs in that sane MD. This infornmation needs to be auto-

di scover ed.

A new BGP address famly, the MDT-Subsequent Address Famly
Identifier ("MDT-SAFI"), is defined. The Network Layer Reachability
Information (NLRI) for this address fam |y consists of a Route

Di stinguisher (RD), an |IPv4 unicast address, and a multicast group
address. A given PE router in a given MD constructs an NLRI in this
famly from

- Its own IPv4 address. |If it has several, it uses the one that it
will be placing in the IP Source Address field of multicast
packets that it will be sending over the MDT.

- An RD that has been assigned to the MD.

- The P-group address, an IPv4 multicast address that is to be used
as the I P Destination Address field of nulticast packets that will
be sent over the MDT.

VWhen a PE distributes this NLRI via BGP, it may include a Route
Target (RT) Extended Communities attribute. This RT nust be an

"I nport RT" [ RFC4364] of each VRF in the MD. The ordinary BGP

di stribution procedures used by [RFC4364] will then ensure that each
PE | earns the MDT- SAFI "address" of each of the other PEs in the MD,
and that the | earned MDT- SAFl addresses get associated with the right
VRFs.

If a PE receives an MDT- SAFI NLRI that does not have an RT attribute,
the P-group address fromthe NLRI has to be used to associate the
NLRI with a particular VRF. In this case, each Milticast Domain mnust
be associated with a unique P-address, even if PIMSSMis used.
However, finding a unique P-address for a multi-provider nulticast
group may be difficult.

In order to facilitate the depl oynent of multi-provider Milticast
Domai ns, this specification REQU RES the use of the MDT-SAFI NLRI
(even if PIMSSMis not used to set up the Default MDT). This
specification al so REQU RES that an inplementation be capabl e of
using PIMSSMto set up the Default MDT.

In [ WPN], the MDT-SAFI is replaced by the Intra-Autononous-System
I ncl usi ve- PMBI aut o-di scovery ("Intra-AS |-PMSlI A-D') route. The
latter is a generalized version of the MDT-SAFlI, which allows the
"Default MDTs" and "Data MDTs" to be inplenmented as MPLS P2MP LSPs
("Point-to-Miltipoint Label Switched Paths") or MP2MP LSPs
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("Mul tipoint-to-Miltipoint Label Switched Paths"), as well as by
Pl Mcreated nmulticast distribution trees. |In the latter case, the
Intra-AS A-D routes carry the sane information that the MDT-SAF
does, though with a different encodi ng.

The Intra-AS A-D routes also carry Route Targets, and so may be
distributed in the same manner as unicast routes, including being
distributed inter-AS. (Despite their name, the inter-AS distribution
of Intra-AS |-PMSI A-D routes is sonetines necessary in [ MPN].)

The encoding of the MDT-SAFI is specified in the follow ng
subsecti on.

4.4.1. NDT- SAFI
BGP nmessages in which AFl =1 and SAFI =66 are "MDT- SAFl" nessages.

The NLRI format is the 8-byte-RD: I Pv4-address foll owed by the MDT
group address, i.e., the MP_REACH attribute for this SAFl wll
contain one or nore tuples of the following form

The 1 Pv4 address identifies the PE that originated this route, and
the RDidentifies a VRF in that PE. The group address MJST be an

| Pv4 multicast group address and is used to build the P-tunnels. Al
PEs attached to a given MVPN MUST specify the same group address,
even if the group is an SSM group. MDT-SAFlI routes do not carry RTs,
and the group address is used to associate a received MDT-SAFl route
with a VRF.

4.5. Wiich PIMVariant to Use
To mnimze the anmobunt of multicast routing state maintained by the P
routers, the Default MDTs should be realized as shared trees, such as
PI M bidirectional trees. However, the operational procedures for
assigning P-group addresses nay be greatly sinplified, especially in
the case of nulti-provider MDs, if PIMSSMis used.

Data MDTs are best realized as source trees, constructed via Pl M SSM
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4.6. Inter-AS MDT Construction

Standard PI M techni ques for the construction of source trees
presuppose that every router has a route to the source of the tree.
However, if the source of the tree is in a different AS than a
particular P router, it is possible that the Prouter will not have a
route to the source. For exanple, the renote AS nay be using BGP to
distribute a route to the source, but a particular P router may be
part of a "BGP-free core", in which the P routers are not aware of
BGP- di stributed routes.

What is needed in this case is a way for a PEto tell PIMto
construct the tree through a particul ar BGP speaker, the "BGP Next
Hop" for the tree source. This can be acconplished with a PIM
ext ensi on.

If the PE has selected the source of the tree fromthe MDT SAF
address famly, then it may be desirable to build the tree along the
route to the MDT SAFlI address, rather than along the route to the
correspondi ng | Pv4 address. This enables the inter-AS portion of the
tree to follow a path that is specifically chosen for multicast

(i.e., it allows the inter-AS nulticast topology to be
"non-congruent” to the inter-AS unicast topology). This too requires
a PI M extensi on.

The necessary PIMextension is the PIM M/PN Join Attribute descri bed
in the foll owi ng subsection

4.6.1. The PIM MVPN Join Attribute

4.6.1.1. Definition
In [PIMATTRIB], the notion of a "Join Attribute" is defined, and a
format for included Join Attributes in PIMJoin/Prune nessages is

specified. We now define a new Join Attribute, which we call the
“MVPN Join Attribute"

0 1 2 3

01234567890123456789012345678901

B I i o SIS I I Y Y Y S T T T T N i S N S S il o S S I S

| F| E| Type | Length | Proxy | P address

B ol it I R S T et S i e e s s s sl o it SRR I TR Sl e T S I SR g
| RD

The 6-bit Type field of the MVPN Join Attribute is set to 1
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The F-bit is set to 0, indicating that the attribute is
non-transitive.

Rul es for setting the E-bit are given in [Pl M ATTRI B].
Two information fields are carried in the MVPN Join Attribute:

- Proxy IP address: The | P address of the node towards which the PIM
Joi n/ Prune nessage is to be forwarded. This will either be an
| Pv4 or an | Pv6 address, dependi ng on whether the PIM Join/Prune
nmessage itself is IPv4 or |Pv6.

- RD: An eight-byte RD. This imediately follows the proxy IP
addr ess.

The PI M message al so carries the address of the upstream PE

In the case of an intra-AS MVPN, the proxy and the upstream PE are
the sane. 1In the case of an inter-AS MVPN, the proxy will be the AS
Border Router (ASBR) that is the exit point fromthe |Iocal AS on the
path to the upstream PE

4.6.1.2. Usage

When a PE router creates a Pl M Join/Prune nessage in order to set up
an inter-AS Default MDT, it does so as a result of having received a
particul ar MDT-SAFl route. It includes an MVPN Join Attribute whose
fields are set as foll ows:

- If the upstreamPE is in the sanme AS as the local PE, then the
Proxy field contains the address of the upstream PE. O herwi se,
it contains the address of the BGP Next Hop on the route to the
upstream PE

- The RD field contains the RD fromthe NLR of the MDT-SAFI route.

- The Upstream PE field contains the address of the PE that
originated the MDT-SAFI route (obtained fromthe NLRI of that
route).

VWen a PIMrouter processes a PIM Join/Prune nessage with an MVPN
Join Attribute, it first checks to see if the Proxy field contains
one of its own addresses.

If not, the router uses the proxy IP address in order to determne

the Reverse Path Forwarding (RPF) interface and nei ghbor. The MPN
Join Attribute MIST be passed upstream unchanged.
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If the proxy address is one of the router’s own | P addresses, then
the router looks in its BGP routing table for an MDT- SAFI route whose
NLRI consists of the upstream PE address prepended with the RD from
the Join Attribute. |If there is no match, the PIM nessage is

di scarded. |If there is a match, the I P address fromthe BGP Next Hop
field of the matching route is used in order to determ ne the RPF

i nterface and nei ghbor. When the PI M Join/Prune is forwarded
upstream the Proxy field is replaced with the address of the BGP
Next Hop, and the RD and Upstream PE fields are | eft unchanged.

4.7. Encapsulation in GRE

CGeneric Routing Encapsul ation (GRE) [ GREL701] is used when sendi ng
nmul ticast traffic through an MDT. The foll owi ng di agram shows the
progression of the packet as it enters and | eaves the service-
provi der networKk.

Packets received Packets in transit Packet s forwarded
at ingress PE in the service- by egress PEs
provi der network

I T I R +

| P-1P Header |

I R T +

| GRE |
‘=== 4 ‘=== 4 ‘=== 4
|| G IP Header || || G IP Header || || CIP Header |
+4==mmmmmmmmmmmd e SOS>>S b mmmmmmmmmmmm=dt SO>S S —mm=—=4
|| C Payl oad [ ] || C Payl oad [ ] || C Payl oad |
++=—=——mmm—————==+ 4 ++=—=——mmm—————==+ 4 ++=—=——mmm—————==+ 4

The | Pv4 Protocol Nunber field in the P-1P Header MJST be set to 47.
The Protocol Type field of the GRE Header MJST be set to 0x0800 if
the G- IP header is an |IPv4 header; it MJST be set to 0x86dd if the
C-1 P header is an | Pv6 header.

[ GRE2784] specifies an optional GRE checksum and [ GRE2890] specifies
optional GRE Key and Sequence Numnber fi el ds.

The GRE Key field is not needed because the P-group address in the
delivery I P header already identifies the MD, and thus associates the
VRF context, for the payl oad packet to be further processed.

The GRE Sequence Number field is also not needed because the
transport layer services for the original application will be

provi ded by the C 1P Header

The use of the GRE Checksum field MJUST fol |l ow [ GRE2784].
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To facilitate hi gh-speed inplenentation, this docurment reconmends
that the ingress PE routers encapsul ate VPN packets without setting
the Checksum Key, or Sequence Number field.

4.8. MU

Because nul ticast group addresses are used as tunnel destination
addresses, existing Path MU di scovery nmechani snms cannot be used.
This requires that:

1. The ingress PE router (one that does the encapsul ati on) MJST NOT
set the DF ("Don’t Fragnent") bit in the outer header, and

2. If the "DF" bit is cleared in the | P header of the C Packet,
fragment the C-Packet before encapsulation if appropriate. This
is very inmportant in practice due to the fact that the performance
of the reassenbly function is significantly | ower than that of
decapsul ati ng and forwardi ng packets on today's router
i mpl enent ati ons.

4.9. TTL

The ingress PE should not copy the Time to Live (TTL) field fromthe
payl oad | P header received froma CE router to the delivery IP
header. Setting the TTL of the delivery IP header is determ ned by
the local policy of the ingress PE router.

4.10. Differentiated Services

By default, setting of the DS ("Differentiated Services") field in
the delivery I P header should follow the guidelines outlined in

[ DI FF2983]. An SP may al so choose to depl oy any of the additiona
mechani sns the PE routers support.

4.11. Avoiding Conflict with Internet Milticast

If the SPis providing Internet nulticast, distinct fromits VPN

mul ticast services, it nust ensure that the P-group addresses that
correspond to its MbDs are distinct fromany of the group addresses of
the Internet nulticasts it supports. This is best done by using

adm ni stratively scoped addresses [ ADM N- ADDR] .

The C-group addresses need not be distinct fromeither the P-group
addresses or the Internet multicast addresses.
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5.

5.

5.

The PIM C- I nstance and the Ml

If a particular VRF is in a particular MD, the corresponding M is
treated by that VRF's VPN-specific PIMinstances as a LAN interface.
As a result, the PEs that are adjacent on the MI will generate and
process PI M control packets, such as Hello, Join/Prune, and Assert.
Desi gnat ed Forwarder el ection occurs just as it would on an act ual
LAN interface.

1. PIMCInstance Control Packets

The PI M protocol packets are sent to ALL-PI M ROUTERS (224.0.0.13 for
IPv4 or ff02::d for IPv6) in the context of that VRF, but when in
transit in the provider network, they are encapsul ated using the
Default MDT group configured for that MD. This allows VPN specific
PIMroutes to be extended fromsite to site w thout appearing in the
P routers.

If a PIMC-Instance control packet is an |Pv6 packet, its source
address is the | Pv4-napped | Pv6 address corresponding to the |Pv4
address of the PE router sending the packet.

2. PIMCInstance RPF Determ nation

Al though the MI is treated as a Pl Menabl ed interface, unicast
routing is NOT run over it, and there are no unicast routing

adj acencies over it. It is therefore necessary to specify special
procedures for determ ning when the MI is to be regarded as the "RPF
Interface” for a particular C address.

When a PE needs to deternmine the RPF interface of a particular
C-address, it looks up the C-address in the VRF. |If the route
matching it is not a VPN-IP route | earned from MP-BGP as described in
[ RFC4364], or if that route’'s outgoing interface is one of the
interfaces associated with the VRF, then ordinary PIM procedures for
determ ning the RPF interface apply.

However, if the route matching the C-address is a VPN-IP route whose
outgoing interface is not one of the interfaces associated with the
VRF, then PIMw || consider the outgoing interface to be the Mr
associated with the VPN-specific PIMinstance.

Once PIM has determ ned that the RPF interface for a particular
C-address is the MI, it is necessary for PIMto determ ne the RPF
nei ghbor for that C-address. This will be one of the other PEs that
is a PIMadjacency over the M.
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The BGP "Connector" Attribute is defined. Wenever a PE router
distributes a VPN-IP address froma VRF that is part of an MD, it
SHOULD di stribute a Connector Attribute along with it. The Connector
Attribute specifies the MDT address famly, and its value is the IP
address that the PE router is using as its source |IP address for the
nmul ticast packets that are encapsul ated and sent over the MI. Wen a
PE has determined that the RPF interface for a particular C address
is the MI, it |ooks up the Connector Attribute that was distributed
along with the VPN-IP address corresponding to that C address. The
val ue of this Connector Attribute is considered to be the RPF

adj acency for the C address.

There are ol der inplenmentations in which the Connector Attribute is
not present. |In this case, as long as the "BGP Next Hop" for the
C-address is one of the PEs that is a PIM adjacency, then that PE is
treated as the RPF adjacency for that C- address.

However, if the MD spans multiple Autononous Systens, and an

"option b" interconnect ([RFC4364], Section 10) is used, the BGP Next
Hop mi ght not be a PIM adjacency, and the RPF check will not succeed
unl ess the Connector Attribute is used.

In [ WPN], the Connector Attribute is replaced by the "VRF Route

| mport Extended Comunity" attribute. The latter is a generalized
version, but carries the sanme information as the Connector Attribute
does; the encodi ng, however, is different.

The Connector Attribute is defined in the follow ng subsection.
5.2.1. Connector Attribute

The Connector Attribute is an optional transitive attribute. |Its
value field is formatted as foll ows:

0 1

0123456789012345
R s I S e R i EIE R TR TR
|O0O0O00O00000O0O0O0OO0O 1
T e i ol ot (T R LR TR R TR TR R
|
| Pv4 Address of PE |

|
|
|
T S
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6. Data MDT: Optimzing Fl ooding
6.1. Limtation of Milticast Domain

VWil e the procedure specified in the previous section requires the P
routers to maintain nulticast state, the ampunt of state is bounded
by the nunmber of supported VPNs. The P routers do NOT run any VPN
specific PI Minstances.

In particular, the use of a single bidirectional tree per VPN scal es
wel |l as the nunmber of transmitters and receivers increases, but not
so well as the ampbunt of nulticast traffic per VPN increases.

The nulticast routing provided by this schene is not optinmal, in that
a packet of a particular nulticast group nmay be forwarded to PE
routers that have no downstream receivers for that group, and which
hence may need to discard the packet.

In the sinplest configuration nodel, only the Default MDT group is
configured for each MD. The result of the configuration is that al
VPN mul ticast traffic, whether control or data, will be encapsul ated
and forwarded to all PE routers that are part of the MD. While this
l[imts the nunber of nulticast routing states the provider network
has to maintain, it also requires PE routers to discard multicast
C-packets if there are no receivers for those packets in the
corresponding sites. In sonme cases, especially when the content

i nvol ves high bandwi dth but only a linmted set of receivers, it is
desirable that certain C packets only travel to PE routers that do
have receivers in the VPN to save bandwidth in the network and reduce
| oad on the PE routers.

6.2. Signaling Data MTs

A simple protocol is proposed to signal additional P-group addresses
to encapsulate VPN traffic. These P-group addresses are called Data
MDT groups. The ingress PE router advertises a different P-group
address (as opposed to always using the Default MDT group) to
encapsul ate VPN nmulticast traffic. Only the PE routers on the path
to eventual receivers join the P-group, and therefore forman optina
mul ticast distribution tree in the service-provider network for the
VPN multicast traffic. These multicast distribution trees are called
Data MDTs because they do not carry PIMcontrol packets exchanged by
PE routers.

The foll owi ng text documents the procedures of the initiation and
teardown of the Data MDTs. The definition of the constants and
timers can be found in Section 7.
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Rosen,

The PE router connected to the source of the content initially
uses the Default MDT group when forwarding the content to the M

VWhen one or nore pre-configured conditions are net, it starts to
peri odi cal |y announce the MDT Join TLV at the interval of

[ MDT_I NTERVAL]. The MDT Join TLV is forwarded to all the PE
routers in the M

A commonly used condition is the bandwi dth. Wen the VPN traffic
exceeds a certain threshold, it is nore desirable to deliver the
flowto the PE routers connected to receivers in order to optimze
the performance of PE routers and the resources of the provider
network. However, other conditions can al so be devised, and they
are purely inplenmentation specific.

The MDT Join TLV is encapsul ated in UDP

UDP over IPv4 is used if the multicast stream being assigned to a
Data MDT is an IPv4 stream In this case, the UDP datagramis
addressed to ALL-PI M ROUTERS (224.0.0.13).

UDP over IPv6 is used if the multicast stream being assigned to a
Data MDT is an IPv6 stream In this case, the UDP datagramis
addressed to ALL-PI M ROUTERS (ff02::d).

The destination UDP port is 3232.

The UDP datagramis sent on the Default MDT. This allows all PE
routers to receive the information. Any MDT Join that is not
recei ved over a Default MDT MJUST be dropped.

Upon receiving an MDT Join TLV, PE routers connected to receivers
will join the Data MDT group announced by the MDT Join TLV in the
gl obal table. Wen the Data MDT group is in Pl M SM or

bi directional PIM node, the PE routers build a shared tree toward
the RP. Wen the Data MDT group is set up using PIMSSM the PE
routers build a source tree toward the PE router that is
advertising the MDT Join TLV. The IP address of that PE router is
| earned fromthe I P Source Address field of the UDP packet that
contains the MDT Join TLV.

PE routers that are not connected to receivers nay wish to cache
the states in order to reduce the delay when a receiver conmes up
in the future

After [ MDT_DATA DELAY], the PE router connected to the source
starts encapsulating traffic using the Data MDT group
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- Wien the pre-configured conditions are no longer net, e.g., the
traffic stops, the PE router connected to the source stops
announci ng the MDT Join TLV.

- If the MDT Join TLV is not received for an interval |onger than
[ MDT_DATA TI MEQUT], PE routers connected to the receivers just
| eave the Data MDT group in the global instance.

6.3. Use of SSM for Data MDTs

The use of Data MDTs requires that a set of multicast P-addresses be
pre-all ocated and dedicated for use as the destination addresses for
the Data MDTs.

If SSMis used to set up the Data MDTs, then each MD needs to be
assigned a set of these multicast P-addresses. Each VRF in the M
needs to be configured with this same set of mnulticast P-addresses.
If there are n addresses in this set, then each PE in the MD can be
the source of n Data MDTs in that MD.

If SSMis not used for setting up Data MDTs, then each VRF needs to
be configured with a unique set of multicast P-addresses; two VRFs in
the sanme MD cannot be configured with the sane set of addresses.

This requires the pre-allocation of many nore nulticast P-addresses,
and the need to configure a different set for each VRF greatly
conplicates the operations and nanagenent. Therefore, the use of SSM
for Data MDTs is very strongly recommended.
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7. Packet Formats and Constants

7. 1.

MDT TLV

The MDT TLV has the follow ng format.

7. 2.

0 1 2 3
01234567890123456789012345678901
T T R i e e e e o S e SRR R
| Type | Length | Val ue |
B s i S i I i S S S i i

| - |
I - I
T L R e o o e i T M N
Type (8 bits):

the type of the MDT TLV. In this specification
types 1 and 4 are defined.

Length (16 bits):

the total nunmber of octets in the TLV for this type,
i ncludi ng both the Type and Length fields.

Val ue (variable |ength):
the content of the TLV.

MDT Join TLV for |Pv4 Streans

The MDT Join TLV for IPv4 streams has the follow ng format.

Rosen,

0 1 2 3
01234567890123456789012345678901
i T S S s S S S S i S

| Type | Length | Reserved |
s S S i I S R R e h T Tk e S S S o T S
| C- source |
B i aT T ST S O S it T ol STEE S U SR U S e O S S N S S
| C-group |
B T s i I S e i S i i S S e S
| P-group |

T L R e e o e il i T TR
Type (8 bits):

Must be set to 1.
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7. 3.

Length (16 bits):
Must be set to 16.
Reserved (8 bits):
for future use.
C-source (32 hits):
the IPv4 address of the traffic source in the VPN
C-group (32 bits):

the | Pv4 address of the nulticast traffic destination address
in the VPN

P-group (32 bits):

the 1 Pv4 group address that the PE router is going to use to
encapsul ate the flow (C source, C-group).

MDT Join TLV for | Pv6e Streans

The MDT Join TLV for I Pv6 streans has the follow ng format.

Rosen,

0 1 2 3

01234567890123456789012345678901
B s i S i I i S S S i i
| Type | Lengt h | Reserved |
e b i T T e T S s S R S e T O i i Tk i RIS S S

C-source

T T T i S i R T S s SN e S

C-group

_—_

R ik i T S e il ol ik sT O I T R S S S e T ol it s B T
P- group |

|
|
|
|
+-
|
|
|
|
+-
|
T S g K S R S R AR S ey

Type (8 bits):

Must be set to 4.
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7.

7.

Length (16 bits):
Must be set to 40.
Reserved (8 bits):
for future use.
C-source (128 bhits):
the IPv6 address of the traffic source in the VPN
C-group (128 bhits):

the | Pv6 address of the nulticast traffic destination
address in the VPN

P-group (32 bits):

the 1 Pv4 group address that the PE router is going to use
to encapsul ate the flow (C source, C-group).

4. Multiple MDT Join TLVs per Datagram

A single UDP datagram MAY carry nultiple MDT Join TLVs, as many as
can fit entirely withinit. |If there are nultiple MDT Join TLVs in a
UDP dat agram they MJST be of the sane type. The end of the |last MOT
Join TLV (as determned by the MDT Join TLV Length field) MJST
coincide with the end of the UDP datagram as determ ned by the UDP
Length field. When processing a received UDP datagramthat contains
one or nore MDT Join TLVs, a router MJST be able to process all the
MDT Join TLVs that fit into the datagram

5. Const ant s
[ MDT_DATA DELAY] :

the interval before the PE router connected to the source wll
switch to the Data MDT group. The default value is 3 seconds.

[ MDT_DATA_TI MEOUT] :

the interval before which the PE router connected to the receivers
will time out and | eave the Data MDT group if no MDT_JO N TLV
nmessage has been received. The default value is 3 minutes. This
val ue nmust be consi stent anong PE routers.
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10.

[ MDT_DATA_HOLDDOW] :

the interval before which the PE router will switch back to the
Default MDT after it started encapsul ati ng packets using the Data
MDT group. This is used to avoid oscillation when traffic is
bursty. The default value is 1 mnute.

[ MDT_I NTERVAL] :

the interval the source PE router uses to periodically send
MDT_JO N_TLV nessages. The default value is 60 seconds.

| ANA Consi der ati ons

The codepoint for the Connector Attribute is defined in | ANA' s
registry of BGP attributes. The reference has been updated to refer
to this docunment. On the | ANA web page, the codepoint is denoted as
"deprecated". This docunment does not change that status. However,
note that there are a |large nunber of deploynents using this
codepoint, and this is likely to be the case for a nunber of years.

The codepoint for MDT-SAFI is defined in | ANA's registry of BGP SAF
assignments. The reference has been updated to refer to this
docunent .

Security Considerations

[ RFC4364] discusses in general the security considerations that
pertain to when the RFC 4364 type of VPN is depl oyed.

[PIM SM discusses the security considerations that pertain to the
use of PIM

The security considerations of [RFC4023] and [ RFC4797] apply whenever
VPN traffic is carried through IP or GRE tunnels.
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